rocyaapCcTBeHHOE GHOIKETHOE YyUpeXaeHne coynanbHOro obcnyxmBaHus
Bnagnmunpckoit obnactu
«lMCUXOHEBPONOrNYECKNIA NHTepHAT r.I'ycb-XpycTanbHbIii, N.'YyCEBCKUN»

MPMNKAS

«10» anpensa 2017 T. Ne 29-k

O6yTBep>KAeHUM MONNTUKN B OTHOLLEHUM
06paboTKN NEPCOHANbHBIX JaHHbIX

B cooTBeTcTBUM C NocTaHOBNeHWeM lMpaBuTenscTBa Poccuiickoin degepayum ot
21.03.2012 Ne 211 «O6 yTBEPXKAEHMNM NEPEYHSI Mep, HanpaB/eHHbIX Ha obecneyvyeHne
BbINOJIHEHNA 06A3aHHOCTEN, NPefyCMOTPeHHbIX PefepasibHbIM 3aKOHOM «O
NEePCOHabHbLIX AaHHbIX» U NPUHATLIMU B COOTBETCTBUN C HAM HOPMATUBHbLIMU
NpaBOBbLIMW aKTaMW, onepaTopaMmu, ABNAKLWUMANCA TOCYAAPCTBEHHLIMU NN
MYHULUNANbHBIMW OpraHamm»

NpmMKasblBalo:

1.Y1BepanTb ¢ 10.04.2017 r. NONNTUKY rOCYAapCTBEHHOIO GHOMKETHOrO YUpeXaeHUs
coumanbHOro o6c¢cnyXxunBaHua Bnagumupckon o6nactm  «MCcMXOHEBPONOrMYECKuUid
MHTepHaT  r.l'ycb-XpycTanbHbiid, N.'YCEeBCKUA» B  OTHOLIEHUM  06paboTKM
nepcoHasnbHbIX AaHHbIX. (MpunoxeHue Ne 1)

2.0TOeny KagpoB 03HAKOMUTb COTPYAHWMKOB C  MOJIMTUKON TrOCYAapCTBEHHOrO
OOPKETHOTO YUpeXxAeHuUsa coumanbHoro obcnyxmsaHus Bnagummnpckon o6nactu
«lcnxoHeBponornyecknin -~ nHTepHat  r.rycb-XpyctanbHblil, n.l'yceBckuii» B
OTHOLLEHUN 06pabOTKM NEPCOHaNbHbIX AaHHbIX MO POCMUCH.

(MpunoxkeHune Ne 2)

3. KOHTpO/b 32 NCNOTHEHNEM HACTOSALLEero npukasa ocTas/sao 3a co6o.

OnpekTop T.6.Ckynosa



MpunoxeHune K npukasy ot 10.04.2017 r. Ne 29

MNOJINTUKA
rocyapCTBEHHOI0 GIOMKETHOM0 YUPEXAeHNS COLNA/IbHOrO 06Cy>XMBaHNS
Bnagumumnpckoin 06n1actn «NCcMxXoHEBPOIOrMYECKNA MHTEPHAT I. MyCb-XpyCTa/ibHbIH,
n."'yceBCKM» B OTHOLLEHMM 06pabOTKM NePCOHasIbHbIX JaHHbIX.

1. TepMuHbI 1 onpeaeneHns

MepcoHanbHble AaHHble' (MAH) - nobas MHPopMaums, OTHOCALLAACA K NPSMO WK
KOCBEHHO OnpefesieHHOMY 1K onpegensieMomy msmyeckomy nuuy (cyobekty MAH).

OnepaTop - rocyfapCTBeHHbIA OpraH, MyHUUMMAbHbIA OpraH, HPUANYECKOoe Wu
(pM3NYECKOe NINLL0, CaMOCTOATE/IbHO MM COBMECTHO C APYTUMW NLaMU OpraHusyoLLme u
(nnn) ocyulectensatowme obpaboTky MAH, a Takke onpefenstowime Lenu o6padboTkn MAH,
coctas NAH, nognexawinx o6paboTke, AercTBMA (onepauumm), cosepLuaemsle ¢ MNAH.

O6bpaboTtka MAH - noboe pfeicteve (onepayus) WM COBOKYMHOCTb AeWCTBUM
(onepauwin), coBepLuaeMblX C MCMOMb30BaHWEM CPeACTB  aBTOMartmsaumy  uam - Ges
MCMNOMb30BaHMA Takux cpeacts ¢ T1[H, BKMo4yas c6op, 3anucb, CUCTEMaTU3aLMIO,
HaKorn/eHVe, XpaHeHne, yToUHeHWe (0OHOB/EHNE, U3MEHEHWE), N3B/IEYEHME, UCMO/b30BaHWE,
nepefadvy (pacnpocTpaHeHve, npefocTaBfieHWe, [OCTyn), 06e3nnyvBaHue, 6/10KMPOBaHNE,
yaaneHue, yHu4uToxeHue MNAax.

ABTOMaTM3MpoBaHHass ob6paboTka MAH - o6bpaboTka MAH C MOMOLWBH CPeACTB
BbIYMCINTENBHOW TEXHUKN.

PacnpoctpaHeHne T1H - [eiCTBMA, HanpaBneHHble Ha packpbitve  TOH
HeonpeaeneHHoOMyY Kpyry nuL.

MpepoctaneHne  MOH -  OEWCTBMSA, HanpaB/feHHble Ha packpbite  MAOH
onpeaeneHHoMy nuuy v onpeaeneHHoMy Kpyry nu.

BnokmpoBaHme MNAH - BpeMeHHOe npekpatleHne 06paboTkn MAOH (3a UCKIOYEHMEM
cny4aeB, ecnv 06paboTka HeobxoamMma ana yTouHeHus MAH).

YHuutoxeHve MAOH - peicTens, B pe3y/ibTaTe KOTOPbIX CTAHOBUTCA HEBO3MOXKHbIM
BOCCTaHOBUTbL cogepxkaHune MAH B CTMAOH n (Wnn) B pesynbTate KOTOPbIX YHUUTOXAHTCS
MaTepuaibHble HocuTenu MAOH.

O6esnunumBanue MAH - feincTBus, B pesynbTare KOTOPbIX CTaHOBUTCSH HEBO3MOXXHbLIM
6e3 MCnosb30BaHWs [OMOMHUTENbHON MH(opMauun onpefennTs NpuHagiexHocTs MAH
KOHKpeTHOMY cyobekTy MAH.

VHpopmaLmoHHad cuctema MepcoHasibHbIX AaHHbiX  (VICTAH) - COBOKYMHOCTb
cofiepxawmxcs B 6aszax faHHbIX MAH 1 ob6ecrneymBaroLLmx Ux 06paboTKy MHPOPMALMOHHbIX
TEXHOMIOTUIA Y TEXHUYECKNX CPeACTB.

TpaHcrpaHmyHaa nepegadva MNAH - nepepada MNAOH Ha TeppUTOPUKO MHOCTPAHHOIO
rocyfiapctsa opraHy BfiacT¥ MHOCTPaHHOIO rocyapcTsa, NHOCTPaHHOMY (PM3MYECKOMY LY
NN UHOCTPaHHOMY HOPUANYECKOMY NNLLY.

2. HasHa4deHue 1 npaBoBas OCHOBA JOKYMeHTa

MonnTuKa rocyaapcTBEHHOr0 GHOMKETHOrO YUPEXXAeHUS COLManbHOro 06CNYXMBaHNS
Bragmmmnpckoin  06nactm  «lCUXOHEBPONOrMYECKMin  MHTepHAT T. [ycb-XpyCTasibHbIN,
n.l'yceBCKuMiA» (fanee no TEKCTY - VIHTepHaT) onpefenseT CUCTeMY B3r/IS40B Ha nNpobnemy
obecneyeHmns 6esonacHocTv MAH 1 NpeAcTaBAseT CO60M CUCTEMATU3NPOBAHHOE M3OXEHME
Lie/1ein 1 3aau 3aLimThbl, Kak OfHO UM HECKOJIbKO Mpasu/i, Npoueayp, NpakTUYecKnx npuemos
N PYKOBOAALMX MPUHUMMIOB B 06/1aCTM  UH(OPMALMOHHON 6e30MacHOCTU, KOTOPbIMM
PYKOBOACTBYeTCA WHTepHaT B CBOEW [AEATENbHOCTW, a TakKXKe OCHOBHbIX MNPUHUMUMOB
MOCTPOEHNSA, OPraHN3aLUMOHHbIX, TEXHOMOMMYECKUX U MPOLeLYPHbIX acneKToB 06ecrneyeHus
6esonacHocTy MAH.



3akoHOJaTe/lbHOM  OCHOBOW  HacTosiwein TMonutukn — aensoTcs  KOHCTUTYUMs
Poccuiickoin defepaumm, IpaxxaaHcKuin n TpyaoBo Kogekebl, ®PeaepasbHblil 3aKOH OT
27.07.2006 Ne 152-®3 «O nepcoHasibHbIX AaHHbIX», PefepanbHblil 3akoH PP o1 02.05.2006
Ne 59-d3 «O nops/ke pacCMOTPEHUS 0bpaLleHnin rpaxaaH P®x», deaepasbHbI 3aKOH PP oT
17.07.1999 Noe 178-®3 «O rocyfapCTBEHHOM COLMaIbHOM MOMOLLM», 3aKOHbI, YKasbl,
MOCTaHOB/IEHNSA, [PYyrMe HOPMATMBHbIE [OKYMEHTbl [AeiCTBYIOWEro 3aKoHOAATeNbCTBa
Poccuiickoin ®egepaumn, okymeHTbl PCTIK n ®CB Poccun.

Vcnonb3oBaHue gaHHOW MONNTUKKM B Ka4eCTBE OCHOBbI AJ19 MOCTPOEHUS KOMIMJIEKCHOM
CUCTEeMbl MH(OopMaUMOHHOW 6e3onacHocTn TH WHTepHaTta MO3BOMMT ONTUMU3MPOBATb
3aTpaTtbl Ha ee MOCTPOEHMe.

Mpyn paspaboTke TlOAUTUKM  YUUTLIBAZIUCb OCHOBHbIE  MPUHLUMNbI  CO34aHUA
KOMMJIEKCHbIX cuUCTeM o0b6ecrieyeHnss 6e30MacHOCTU  MH(opMaLMKn, XapakTepUCTUKA  ©
BO3MOXHOCTM  OpraHuM3auMOHHO-TEXHUYECKUX METOA0B W COBPEMEHHbLIX —arnnaparHo-
MPOrpaMMHbIX CPEACTB 3alMThbl U NPOTUBOAENCTBMSA Yrpo3am 6e30MacHOCTU MHBopMaLMNA.

OCHOBHble MOMOXEHNA T[MONUTUKM  6a3MPYOTCA Ha Ka4yeCTBEHHOM OCMbIC/IEHMN
BOMPOCOB 6e30MacHOCTY MH(OpMauuyM W He 3aTparvBaloT BOMPOCOB 3KOHOMUYECKOrO
(KONM4YeCTBEHHOr0) aHanM3a PUCKOB M 0OOCHOBAHMSA HEO6XOAMMbIX 3aTpaTr Ha 3awuTy
NHopmaLmu.

3. OCHOBHbIMU 06beKTamMu cucTemMbl 6esonacHocTv MAH B VIHTepHaTe
ABNAIOTCA:

- MH(OPMALMOHHbIE PECYPCbl C OFPaHUYEHHbIM AOCTYMOM, cogepxatyme MAH;

- npoueccobl o6paboTkm MAH B UCMAH VHTepHaTa, MH(OPMaLMOHHbIE TEXHOMOIK,
pernaMeHTbl 1 npoueaypbl coopa, 06paboTKM, XpaHEHWS 1 Mepeaayvn MHhopmauum, nepcoHan
Mo/ib30BaTesNieil CUCTEMbI 1 ee 06CNYXXMBAOLMIA NePCOHaN;

- MH(popMaLMOHHas MHPPaCTPYKTypa, BKIOYaroLas cucTeMbl 06paboTKn 1 aHan3a
MH(OpMauUmK, TexXHUYeCKMe W nNporpaMMHble CpeAcTBa ee 00paboTKM, nepejadn U
O0TOOpPaXeHUsi, B TOM 4uC/ie KaHalbl MH(OPMALMOHHOIO OOMeHa W TelleKOMMYHMKaL MK,
CUCTEMbl W CpeAcTBa 3aWwmTbl  UH(OPMaUMKM, OOBEKTbI WM MOMELEHUs, B  KOTOPbIX
pacnosioXXeHbl TEXHWYECKME cpeacTBa 06paboTku MAH.

4. VHTepecbl 3aTparmBaeMbIiX CyObeKTOB MHPOPMALMOHHBIX OTHOLLEHWN

CybbekTamy MH(OPMaLMOHHBLIX OTHOLLUEHWUI npu obecrneyeHnmn GesonacHocTn MAH
MHTepHaTa ABnatoTCA:

- WHTepHaTt, Kak cO6CTBEHHMK NH(POPMALIMOHHBIX PECYPCOB;

- PYKOBOZLCTBO W COTPYAHWKW VIHTEpHATA, B COOTBETCTBMM C BO3/IOXEHHBLIMW Ha HUX
(OYHKUMAMMY;

- (hM3MYyeckme nua, He ABNAIOLUMECA COTPYAHUKAMW MHTepHaTa, HO VMMEHOLMMM C
HUM OTHOLLIEHMS B Chepe COLMaIbHON 3aLMTbl HaceneHus.

MepeuncneHHble CYObEKTbl MH(OPMALMOHHbIX OTHOLUEHWIA 3aMHTEpecoBaHbl B
obecrieveHnu:

- CBOEBPEMEHHOro JocTyna K HeobxoauMbiM UM MAH (MX JOCTYMHOCTK);

- [0CTOBEPHOCTM (MOSIHOTbI, TOYHOCTU, afleKBAaTHOCTK, LienocTHocTn) MAH;

- KOH(uaeHumnanbHocTK (coxpaHeHus B TaHe) MAH;

- 3aWMTbl OT HaBA3bIBaHWA UM NIOXHbIX (HELOCTOBEPHbIX, UCKaXeHHbIX) MH;

- pasrpaHM4eHnsi OTBETCTBEHHOCTM 3a HapylleHuss ux npas (MHTEpPecoB) W
YCTaHOB/IEHHbIX MpaBun obpalleHuns ¢ NAH;

- BO3MOXHOCTW OCYLLIeCTB/IEHUSA HEMPEePbLIBHOrO KOHTPOAA U yNpaBieHna npoLeccamm
06paboTkn 1 nepegaun MAH;

- 3awmTel MAH OT HE3aKOHHOMO pacnpoCTpaHeHus.



41. Uenu 3awntbl

OCHOBHOW Lie/Nblo, Ha JOCTMXKEHME KOTOPOW Hanpas/eHbl BCe MOMOXEHNS HACTOALLEN
MonnTuKKN, SBNAETCA 3almTa CYObEKTOB WH(OPMALMOHHBLIX OTHOLWEHW WHTepHata ot
BO3MOXXHOIO HAHECEHMSI UM MaTepuasibHOro, (HM3NYECKOro, MOpasibHOro UM MHOTO YLLep6a,
MOCPeACTBOM C/ly4alHOTO WM NpeAHaMepeHHOro Bo3dencTBuMA Ha [MOH, UX HOCUTENW,
npoueccbl 06paboTKM 1 Nepefayn.

YKasaHHas LUenb [OCTUraeTcs MOCPeACcTBOM  0OecrievyeHWs U MOCTOSHHOIO
NoAAepXXaHus cnegyromx ceoincts MAH:

- [OCTYMNHOCTM ANA NeranbHblX Mosib3osarteneil (YCTOMUMBOro (PYHKLUMOHMPOBaHWS
MH(OPMALMOHHBIX cUCTeM VHTepHaTa, MpY KOTOPOM MO/SIb30BaTeNI MMEKT BO3MOXHOCTb
nonyyeHns Heobxoaummbix MOH 1 pe3ynbTaToB pelleHus 3afay 3a npuemsieMoe Ans HUX
Bpems);

- LIeNOCTHOCTU M ayTeHTUYHOCTM (MOATBEPXKAeHMe aBTopcTBa) MAH, XpaHUMbIX U
06pabaTbiBaeMbIX B MHPOPMALMOHHBLIX CUCTeMaX VIHTepHaTa v nepeaaBaeMoi Mo KaHasiam
CBA3N;

- KOH(MAeHUMaSIbHOCTU - COXpaHeHusi B TaliHe onpegeneHHo 4acty [MAOH,
XpaHUMbIX, 06pabaTbiBaeMbIX 1 NepefaBaemMbIiX N0 KaHasiam CBSA3M.

HeobxoAnMbIii YpOBEHb AOCTYMHOCTK, LENIOCTHOCTU U KOH(uAeHUunansHocTh MAOH
obecrneymBaeTca COOTBETCTBYOLMUMY MHOXECTBY 3HA4YMMbIX YIp03 MeTO4amu U CPeacTBamu.

4.2.0CHOBHBbIe 3a4a4n cucTeMbl 0becneyeHns 6esonacHocTu MAH

NS [OCTUXKEHUSI OCHOBHOW LIENM 3alnThl U 06ecrneyeHns yKasaHHbIX CBOMCTB MH
cucTeMa obecrieyeHns MHMOPMaLMOHHOM 6e3onacHOCTU MHTepHaTa Ao/mkHa obecneymnsathb
ahheKTUBHOE peLLeHne CnefyroLmx 3aaay:

- CBOEBPEMEHHOe BbIFB/IEHME, OLEHKA W MPOrHO3MpPOBaHMe WCTOYHUKOB Yrpos3
MHHOPMALIMOHHON 6e30MacHOCTM, MPUYMH 1 YCIOBUIA, CNOCOOCTBYHOLLMX HAHECEHMIO YLep6a
3aMHTEepPecoBaHHbIM Cy6beKTaM WUH(OPMAaLMOHHBLIX OTHOLIEHWIA, HapYLUEHWO HOPMasIbHOro
(YHKUMOHMPOBaHMSA NHPOPMALMOHHBIX C1UCTEM MIHTepHaTa;

- CO3[aHve MexaHu3ma OrnepaTMBHOrO pearvpoBaHWs Ha Yrposbl 6e30MacHOCTU
NH(OPMaLMX U HeraTMBHbIE TEHAEHUMN,

- CO3f@aHMe YCMOBUA AN MUHUMM3ALMA W NIOKaNM3aumMyM HaHOCUMOro yulepba
HenpaBoOMEPHbIMU AENCTBUAMU (IU3NYECKUX U FOPUANYECKUX UL, 0CNabneHne HeraTMBHOIo
BAVSIHUA U NUKBUAALMS NOCNEACTBMIA HapyLLEHNS 6e30NacHOCTY MHopMaUun;

- 3aWmMTy OT BMelLaTenbCTBa B Mpouecc (YHKUMOHMPOBAHUA WH(OPMALNOHHBIX
CUCTEM MOCTOPOHHUX NnL, (AOCTYN K MHOPMALMOHHBLIM pecypcaMm AO0/MKHbI UMETb TOSIbKO
3aperncTpupoBaHHble B YCTAHOB/IEHHOM MOPSAKe Mo/b30BaTeNn);

- pasrpaHuvyeHne A0CTyna nonb3oBatenei K MHMOPMALMOHHBLIM, —arnmnapaTHbIM,
nporpaMMHbIM 1 UHbIM pecypcam HTepHaTa (BO3MOXXHOCTb A0CTYMa TO/IbKO K TEM pecypcam
M BbIMNOMHEHNA TONMLKO TeX Ornepauuin ¢ HUMKW, KOTOPble Heo6XOAMMbl KOHKPETHbLIM
MoMb30BaTENSIM A/ BbIMOSIHEHNA CBOMX CNYXEOHbIX 0083aHHOCTEN), TO eCTb 3aliMTy OT
HeCaHKLMOHMPOBAHHOIO AOCTYNa;

- obecneyeHne ayTeHTUUKALMM NONb30BATENEN, YHACTBYIOLLMX B MHDOPMALMOHHOM
06MmeHe (MoATBEPXAEHME NOASIMHHOCTI OTNPaBUTENS U NOMyYaTens UHpopmauun);

- 3aWmUTy  OT  HECaHKUMOHMPOBaHHOW  MOAM(MKALMX  WUCMOMb3YEMbIX B
NH(POPMALIMOHHbIX cucTemax VIHTepHaTta nporpaMMHbIX CPeACTB, a TakXke 3alunUTy CUCTEMbI
OT BHeAPEeHNA HeCaHKLIMOHMPOBaHHbIX NMPorpaMm, BKIKOYas KOMMbOTEPHbIE BUPYChI;

3aWmMTy MHMOPMaLUN OrpaHUYEeHHOro MO/b30BaHMUA OT YTEYKU MO TEXHUYECKUM
KaHanam npu ee 06paboTKe, XpaHeHUN 1 NepeaaYe No KaHanam CBSA3W.

4.3,0CHOBHbIE NYTW PeLLeHUs 3aa4 CUCTEMbI 3aLLMThI
MocTaBneHHble OCHOBHbIE LiENN 3aliMThbl W peLLeHne MepedncneHHbIX Bbllle 3aaad
AOCTUratoTCs:



- CTPOrUM Y4YeTOM BCEX MOAMEXALLUMX 3aliMTe PecypcoB UHHPOPMALMOHHbIX CUCTEM
WHTepHata  (MHopmauun,  3adavy,  [JOKYMEHTOB,  KaHa/JloB  CBSi3W,  CEPBEPOB,
aBTOMATV3MPOBaHHbIX paboymx MecT);

- XXYPHa/MpoBaHMEM [eNCTBMIA MepcoHana, OCYLLECTBASIOWErO 06CMyXMBaHME W
MOANMMKALMIO NPOrPaMMHbIX Y TEXHUYECKUX CPeACTB MHPOPMALIMOHHBIX CUCTEM;

- MOJIHOTON, peanbHON BbINOMHUMOCTLIO W HEMPOTUBOPEUMBOCTLIO TPebOoBaHMI
OpraH13aLUMOoHHO-PacnopsANTENbHBIX AOKYMEHTOB WMHTepHaTa MO BOMpocam 0b6ecrneyeHus
6e30MacHOCTM MH(OopMaLmK;

- NOArOTOBKOW AO/MKHOCTHBIX WL, (COTPYAHMKOB), OTBETCTBEHHbIX 3a OpPraHu3aLmio v
OCYLLIECTB/IEHME MPAKTUYECKMX MeponpusTuiA no obecneyeHnto 6e3onacHocTn TMOH 1
MpoLEeccoB UX 06paboTKu;

- HafeNeHVeM Kaxaoro coTpyaHuka (Monb3oBaTens) MUHUMaIbHO Heo6X0AuMbIMM
ONS BbINOMHEHMS UM CBOMX (DYHKLMOHa/IbHbIX 006513aHHOCTEN MONHOMOYMSMI MO AOCTYNY K
MH(OPMaLMOHHbIM pecypcam VIHTepHaTa;

- YeTKMM  3HaHWeM W  CTPOrMMm  COGMOAEHMEM  BCEMM  M0Mb30BaTeNs MU
NHOPMALIMOHHbIX cucTeM WHTepHaTa Tpe6oBaHWUIA OpraHM3aLMOHHO-PacnopsanNTeNbHbIX
AOKYMEHTOB MO BOMpOcam obecneyeHns 6e30MacHOCTU MHGopPMaLuK;

- MepCOoHa/IbHOM OTBETCTBEHHOCTHIO 3a CBOM [AEWCTBMA KaXKAOro COTPYAHWUKa, B
pamKax CBOMX (DYHKLUMOHaNbHbIX 0053aHHOCTEN MMEHLLEro A0CTYN K MH(OPMaLMOHHbLIM
pecypcam NHTepHaTa;

- HenpepbIBHbIM MOAAEPXKaHNEM HEOOXOAMMOrO YPOBHS 3alULLEHHOCTU 3/1IEMEHTOB
MH(OPMaLMOHHOIA Cpeabl;

- NPUMEHEHMEM (M3NYECKMX N TEXHUYECKMX (MPOrpaMmHO-annapaTHbIX) CPeacTs
3alMTbl  PECYPCOB CUCTEMbl W HEMpepbIBHOW afAMWUHUCTPATUBHOW MOAAEPKKOA  UX
CMO/b30BaHMS;

- 3(PHEKTUBHBIM KOHTPONIEM Haf COOMOAEHMEM MOMb30BATENAMMU MH(OPMALMOHHbIX
PecypcoB TpeboBaHMi Mo obecrieyeHMo 6e30NacHOCTY MHGOPMaLK;

- HOPWANYECKON 3aLLMTON MHTEPECOB HTepHATa Npu B3aMMOAECTBUM C BHELUHUMM
opraHuzaumsamm (cBsizaHHOM C o6meHoM [M[H) OT MPOTMBOMpPaBHbIX AENCTBUIA, KaK CO
CTOPOHbI 3TUX OpraHU3aLMii, Tak 1 OT HECAHKLMOHMPOBAHHbIX AEACTBUIA 0BCTYXXMBAIOLLETO
MepcoHana u TpeTbux Nny,

5. NocTpoeHme cucTeMbl, obecneyeHmnst 6esonacHocT MAOH VIHTepHaTa, 1 ee
(MYHKLUMOHMPOBaHME J0/MKHbI OCYLLECTBNATLCA B COOTBETCTBUM CO CeAyHoLnMn
OCHOBHbIMW MPUHLMNAMNA:

5.1.3aKOHHOCTb

MpegnonaraeT OCYLECTBNEHME 3aWMTHBIX MePONpUATUA U pa3paboTKy CUCTEMbI
6esonacHoctn MAH WHTepHaTa B COOTBETCTBMM C [AEWCTBYHOLLMM 3aKOHOAATE/IbCTBOM B
obnact 3awmtel MAH, a Takxke ApYrnx 3akoHOAaTeNlbHbIX aKkToB MO 6e30MacHoOCTM
MH(popmaumm PP, ¢ nprMeHeHMeM BCeX [03BO/IEHHbIX METOL0B 06HapYXXeHUs U NpeceyeHuns
npaBoHapyLweHui npu pabote ¢ MAH. TpuHATbIE Mepbl 6e3onacHocTV MAH He AOMKHBI
NPenaATcTBOBaTh  AOCTYNY  MNPaBOOXPaHUTE/IbHbIX  OpraHoB B MpPeayCMOTPEHHbIX
3aKOHOaTeNIbCTBOM ClyYasX.

Bce nonb3oatenn VCIMOH AOMKHBI MMeTb MpefcTaBneHre 06 OTBETCTBEHHOCTM 3a
npaBoHapyLLEHNS B 06nacT 06paboTku MAH.

5.2. CUCTEMHOCTb
CUCTEMHbIA NOAX0A K MOCTPOEHUKO CUCTEMbI 3alWUTbl MH(OPMaUMM B MHTepHaTte
npegnonaraeT y4yeT BCEX B3aMMOCBSA3aHHbIX, B3aMMOAEUCTBYHOLLUMX N U3MEHSAIOLLIMXCS BO

BPEMEHM 31EMEHTOB, YCNOBUIA U (haKTOPOB, 3HAYMMbIX A4/151 TOHUMAaHUS 1 PELLEHNS NPO6NEMBI
obecneyeHus 6esonacHocTn MAH.



Mpy co3daHnM CUCTEMbI 3aLLWThbI AO/MKHbI YUMTLIBATLCA BCE CMabble M Haubonee
ysi3BMble MecTa VICT[H, a TakKe XapakTep, BO3MOXHbIe 06bEKTbI U HanpaB/eHns aTak Ha
Hee CO CTOPOHbI HapyLUWTENeN.

CucTeMa 3alMTbl [OMKHA CTPOMTbCS C YYETOM He TOMbKO BCEX W3BECTHbIX KaHanoB
MPOHWKHOBEHMS] W HECAHKLMOHMPOBAHHOIO [0CTyna K WHAOpMaLMM, HO M C YYeToM
BO3MOXHOCTV MOSIBNEHWSI HOBbIX MyTeli peann3aLym yrpo3 6e3onacHoCTH.

5.3. KOMM/IEKCHOCTb
KomnnekcHoe m1cnonb3oBaHMe MeTOA0B M CPeACTB 3alUMTbl KOMMbKOTEPHLIX CUCTEM
npeanonaraeT CcornacoBaHHOe’ MPUMEHEHNE PasHOPOAHLIX CPeACTB MpW  MOCTPOEHWUU
LIe/IOCTHON CUCTEMbI 3alLMTbl, NEPEKPbIBAOLLEN BCE CYLLECTBEHHbIE (3HAYMMble) KaHasibl
peanu3aLunmn yrpo3 U He cofepKalller cnabblX MeCT Ha CTblKaxX OTAE/IbHbIX €6 KOMMOHEHTOB.
3almTa [0/MKHa CTPOMTLCA 3LLENOHMPOBaHO. BHeLWLHAs 3awmTa Ao/mKHa obecrneynBaTbes
(M3MYEeCKUMN CpeacTBammn, opraHn3aLMOHHbIMK W NPaBOBLIMM MePaMU.

5.4. HenpepbIBHOCTb 3aLUUTHI

ObecneyeHne 6e3onacHocTn TMMAOH - npouecc, OCYLLEeCTBASAEMbIA PYKOBOAUTENEM
WHTepHaTa, OTBETCTBEHHbIMW 3a OpraHmsaumio ob6pabotku MAH U COTPyAHUKAMU BCEX
YPOBHel. ITO He TO/bKO M He CTOMBKO Npoueaypa uiv nofuTrKa, KoTopas OCyLLEeCTB/SAETCA B
OrnpefeneHHbliA OTPE30K BPEMEHN WM COBOKYMHOCTb CPeACTB 3alliuTbl, CKOMbKO MpoLecc,
KOTOPbIA [0/DKEH MOCTOSAHHO MATM Ha BCeX YPOBHAX BHYTPUM WMHTepHaTa M KaXKAbli
COTPYAHVK LO/MKEH MPUHMMATL y4yacTue B 3TOM npouecce. [esTeNlbHOCTb N0 06ecneyeHuno
MH(OPMaLMOHHON 6e30MacHOCTU ABMISETCA COCTABHOM YacTbi0 NOBCEAHEBHOW AeATENIbHOCTU
WHTepHata. M ee 3(h(peKTMBHOCTb 3aBUCUT OT YyyacTud pykoBoguTens KHTepHata B
obecrieyeHUn NHHOPMaLMOHHOK 6e3onacHoCTV MAH.

Kpome TOro, oM3myeckMM M TEXHWYECKUM CpeAcTBaM 3awuTbl A8 3NEKTMBHOIO
BbIMO/IHEHUS CBOUX (hyHKUMI Heobxoamma MOCTOAAHHaA opraHu3alnoHHas
(agMuHMcTpaTMBHAs) noadepXkka (CBOeBpeMeHHass CMeHa W obecreyeHue MNpPaBUIbHOIO
XpaHeHWs 1 NpPUMeHeHUs UMEeH, Naposieid, nepeornpegeneHye NoIHOMOUNIA 1 T.1.). MNepepbiBbl
B paboTe CpefCTB 3aWmUTbl MOrYT ObITb UCMO/b30BaHblI 3/10YMbILLEHHUKAMW A1 aHam13a
NPUMEHSIEMbIX METOA0B N CPeACTB 3alnThbl, 414 BHeAPeHUA cneyunasibHbIX NPorpamMmmHbIX U
annapartHbIX "3aKnagok” 1 gpyrux cpeacTs NPeonoeHNs 3alnThI.

5.5. CB0eBpeMeHHOCTb

MpegnonaraeT ynpeXxaatowmii xapaktep mep obecnedveHunss 6esonacHocTu MAH, To
eCTb MOCTaHOBKY 3afay Mo KOMMJIEKCHON 3awmte MOH 1 peannsaumo mep obecneveHus
6e3onacHocTu MAH Ha paHHUX cTaguax paspaboTKy MHPOPMALMOHHbBIX CUCTEM B LIE/IOM 1 UX
CUCTEM 3aLMThl, B YACTHOCTMW.
Pa3paboTka cMCTEMbI 3aWMTbl AO/HKHA BECTUCH Napasifie/lbHO € pa3paboTKon W pasBUTUEM
caMux 3alyaeMbiX WMHMOPMAUMOHHBLIX CUCTEM. 3TO MO3BOMUT Yy4yecTb TpeboBaHWS
6e30MacHOCTM NpW MPOEKTUPOBAHUMN apXUTEKTYPbl W, B KOHEYHOM CYeTe, cOo3hatb 6osee
ahheKTUBHbIE (KaK MO 3aTpaTtaM PecypcoB, TaK M MO CTOMKOCTM) CUCTEMbI, Obnagarolime
[0CTAaTOYHbIM YPOBHEM 3aLLMLLIEHHOCTH.

5.6. MNpeemMCTBEHHOCTb M COBEPLLEHCTBOBaHME
MpeanonaraeT MOCTOSIHHOE COBEPLUEHCTBOBaHWE Mep W CPeAcTB 3awmTbl MAH Ha
OCHOBE NPEEMCTBEHHOCTY OPraHM3aLUMOHHbIX M TEXHUYECKUX PeLLEHWI, KaapoBOro cocTaBa,
aHaim3a (yHKuMoHupoBaHua WCIOH WHTepHata M cUCTEMbl WX 3alWWTbl C Y4YeTOM
M3MEHEHWIA B METOAax U CPeAcTBax nepexsara MH(opmaLlymn, HopMaTMBHbIX TPe60oBaHMIA Mo
3almTe, JOCTUIHYTOro0 OTEYECTBEHHOIO U 3apy6eXXHOro orbITa B 3TOM 06/1aCTW.



5.7. Pa3ymHas JOCTaTOYHOCTb (3KOHOMMUYECKAs LienecoobpasHoCTb)

MpepnonaraeT COOTBETCTBME YPOBHA 3aTpaT Ha obecrieveHue 6e3onacHocty MAH
LLEHHOCTU  MHMOPMALMOHHBLIX PecypcoB W  BeNNMYMHE BO3MOXHOIO yulepba 0T uX
pasrnawleHns, yTpatbl, YTEUKW, YHUUYTOXEHMS U WCKaXEHUS. Mcnonb3yemble Mepbl U
cpeacTea obecrievyeHns 6e30MacHOCTY MH(OPMALMOHHBIX PECYPCOB He AO/KHbI 3aMETHO
YXyALWaTb 3proHOMUYecKre nokasatenu pabotbl KomnoHeHToB VICMAH NHTepHaTa.
M3nuwHmve mepbl 6€30MacHOCTM, NMOMUMO 3KOHOMMWYECKON Hea(h(heKTUBHOCTW, NPUBOAAT K
YTOM/IEHVIO U Pa3fpaXKeHUI0 NnepcoHana.

Co3gaTb  abCOMOTHO  HEMpeofo/IMMYH0  CUCTEMY  3aWUTbl  MPUHLMUMUANIBHO
HEBO3MOXHO. Moka MJH HaxoaaTcs B 0o6palleHuW, MpUHUMaeMble Mepbl MOTYT TO/bKO
CHM3UTb BEPOSATHOCTb HEraTMBHbIX BO3L4ENCTBMIA UM yulepb OT HMX, HO HE UCK/IUNUTL KX
MONHOCTLIO. Mpu [OCTATOYHOM KO/MYECTBE BPEMEHW W CPEACTB BO3MOXKHO MPEOAO0eTh
No6yo 3awmTy. Mo3TOMY UMEET CMbIC/T paccmaTpuBaTb HEKOTOPbLIA NPUEMIEMbIA YPOBEHb
obecneyeHnss 6Ge3onacHOCTW. BbICOKO3((eKTMBHAas cuCTemMa 3aluTbl CTOUT [AO0POro,
UCrnosnb3yeT npu paboTe CYLLECTBEHHYHO 4aCTb PeCypCcoB M MOXET CO37aBaTb OLLYTUMble
[OMNOMHUTENbHbIE  Heyao6CcTBa  MoMb3oBaTensM. BaxHO npaBuWnbHO  BblbpaTb  TOT
[OCTaTOYHbIN YPOBEHb 3aLMTbI, MPW KOTOPOM 3aTpaTbl, PUCK 1 pa3mep BO3MOXKHOIO yLiep6a
Oblnn 6bl NPYEM/IEMBIMA.

5.8. lNepcoHasibHasA 0TBETCTBEHHOCTb
MpegnonaraeT BO3/10XXeHME OTBETCTBEHHOCTM 3a obecreyeHne 6e3onacHocTv MAH
CUCTEMbI UX 00pabOTKM Ha Kax4oro COTPyAHMKa B Mpefenax €ro mnoaHoMounin. B
COOTBETCTBUM C 3TUM MPUHLMMOM pacnpefeneHme npas M 00653aHHOCTEN COTPYAHMKOB
CTpOMTCA TakMM 06pa3oM, UTOObI B C/lyyae NHO0ro HapyLLEHUSt KPYT BUHOBHMKOB Obl/l YETKO
N3BECTEH U CBEAEH K MUHUMYMY.

5.9. MuH1UMM3aLMs NOSTHOMOYNIA
OsHauyaeT npeaoCTaBeHWe MOMb30BaTENAM  MUWHUMaNbHbIX MNpaB  AocTyna B
COOTBETCTBUM CO CNY)XXEOHON HeobxoammocTbio. docTyn K MAH A0/MKeH NpeaocTaBsThCA
TOMIbKO B TOM C/lydae U 06beMe, eCiM 3TO HeOOXOAMMO COTPYAHMKY AN BbINOHEHMS €ro
[OO/MKHOCTHbIX 06513aHHOCTEN.

5.10. VckntoyeHne KOHDIMKTa HTepecoB (pasgeneHne PyHKLUMIA)

SpdekTnBHAA cUCTeMa obecreveHns MHPOPMALMOHHON 6e30macHOCTM npeanonaraeT
YeTKOoe pasfefieHne 0653aHHOCTEe COTPYAHUKOB M WUCKIKOYEHUE CUTyauuid, Korga ciepa
OTBETCTBEHHOCTU COTPYAHWKOB AOMNYCKaeT KOH(AMKT nHTepecoB. Cepbl NOTEHUMANIbHBIX
KOH(D/IMKTOB  [0/DKHbI  BbIABAATLCH, MUHUMU3NPOBATLCHA, W HAXOAUTCA MOA CTPOrvm
He3aBMCUMbIM KOHTpONeM. Peannsauma [aHHOro nNpuHUMNa npeanosiaraet, yYto He OAMH
COTPYAHVK He [O/MKEH MUMETb MOSIHOMOYMIA, MNO3BONAIOLWMX eMY eAVHONNYHO OCYLLECTBNAT
BbINO/IHEHWE  KPUTUYHbLIX  onepauvin. HageneHve  COTPYAHUKOB  MOSIHOMOYUAMMU,
MOPOXAAOLWMMN  KOH(DIMKT ~ MHTEPecoB, [aeT eMy BO3MOXHOCTb  MOATAcOBbIBATb
NHOPMaLMIO B KOPLICTHBIX LeSIAX UK C TeM, YTOObI CKPbITb MPOG6/IEMbI UM NOHECEHHbIE
yObITKA. [INsi CHYXKEHUS pUcKa MaHUMynnpoBaHusa MAH 1 pucka XuLeHUs, Takue
MOTHOMOUMS [O/HKHbI B MaKCMMa/IbHO BO3MOYKHOI CTemneHn ObITb pasfefieHbl Mexay
pasINyHbIMK COTPYAHUKamMy ViHTepHaTa. Heob6xo4MmMO NpoBOAMTL NEPUOANYECKME NPOBEPKM
06a3aHHOCTEN, (DYHKLUMIA N [eATeNIbHOCTM COTPYAHWMKOB, BbIMOHAOLWMX K/HOUeBble
(hYHKLMK, CTEM, YTOObI OHU HE MMESIM BO3MOXKHOCTM CKpPbIBaTb COBEPLUEHME HEMPABOMEPHbIX
AencTemin. Kpome T0ro, He06X04MM0o NpUHMMaTh CreumasibHble Mepbl Mo HeAoMYLLEHUIO
CroBopa Mexzy COTpyAHUKaMN.

5.11. B3aumopeincTBMe N COTPYAHNYECTBO

MpegnonaraeT cosgaHve 6/1aronpuAaTHON atmocdepbl B KONEKTUBE VIHTepHaTa. B

Takoi 06CTaHOBKe COTPYAHWMKW [O/MKHbI OCO3HAHHO CO6MH0AAaTh YCTaHOB/EHHbIE MpaBuna v



OKa3blBaTb COAENCTBME AeATEIbHOCTM OTBETCTBEHHOMO 3a 06paboTKy IMAH.

PykoBoguTenb IHTepHaTa HeCET OTBETCTBEHHOCTb 3a CTPOroe COBMHAEHNE STUYECKMX
HOPM ¥ CTaHAApTOB  MPOMECCMOHANIbHON  [eATeNnbHOCTW,  MOAYEPKUBAIOLLEN U
AEMOHCTPUPYIOLLEV MEPCOHasy Ha BCEX YPOBHSIX BXKHOCTb 06ecneyeHns MHHOPMaLMOHHOA
6esonacHocTn MHTepHaTa. Bce coTpygHuMkn VIHTepHaTa A0/MKHbI MOHMMaTb CBOK pPO/b B
mpouecce 06ecrneveHns MHGOPMaLMOHHON 6e30MacHOCTM U MPUHKMMATbL y4yacThe B 3TOM
npouecce. HecmoTpsas Ha TO, 4TO BbICOKass KynbTypa O6GecrneveHuss WHMOPMaLNOHHON
6e30NacHOCTUN He rapaHTUPYeT aBTOMAaTUYECKOr0 AOCTUMXKEHWSA LieNield, ee OTCYTCTBME CO34aeT
60/bLUe BO3MOXHOCTEW [ANA HapyLleHMs 6e30MacHOCTU WM He O6GHapyXXeHus (PaKToB ee
HapyLLEHNS.

5.12. T'MOKOCTb CUCTEMbI 3aLLNTbI

Cuctema obecneyeHUss WHHOPMALMOHHOM 6e30MacHOCTU [0/HKHa ObITb CMNOCO6Ha
pearvpoBaTh Ha M3MEHEHWUS BHELLUHEW Cpefbl 1 YCNOBWIA OCYLLECTBEHNS IHTEPHATOM CBOEN
OESATENbHOCTU. B Uncno Takmx M3MEHEHWI BXOAAT:

- V3MEHEHWS OpraHn3aLMOHHOI W LUTATHOW CTPYKTYpbl VIHTepHaTa;

- W3MEHEHMeE CYLLLECTBYHOLLMX UM BHEAPEHME NPUHLMMNABHO HOBbIX

MH(OPMaLMOHHbIX CUCTEM;

- HOBble TEXHUYECKME CPeACTBa.

CBOMCTBO TMOKOCTM CUCTEMbI 06GecrneyeHnsi MHGOPMaLMOHHON 6e30MacHOCTM
136aBNSET B TaKNX CUTYyaLMAX OT HEOOXOAMMOCTM NPUHATUA KapAWHa/IbHbIX Mep MO NOJHOM
3aMeHe CpefCcTB M METOAO0B 3aLLMTbl Ha HOBbIE, YTO CHVKAET ee 00LLYH CTOMMOCTb.

5.13. OTKpbITOCTb @/TTOPUTMOB 1 MEXAHN3MOB 3aLLUTbI
CyTb NpVHUMNA OTKPbLITOCTY a/IFOPUTMOB 1 MEXaHW3MOB 3alliMTbl COCTOUT B TOM, YTO
3almTa He O/HKHA 06ecneYmBaTbCs TOMbKO 3a CHET CEKPETHOCTU CTPYKTYPHOW OpraHmn3aumm
N anropuTMOB (DYHKLMOHMPOBaHUS ee MOACUCTEM. 3HaHMe asropuTMOB PaboTbl CUCTEMBI
3alLMTLI He JO/MKHO AaBaTb BO3MOXHOCTU ee NPeofo/neHns (4axe aBTopam). 310, 04HAKO, He
O3HayaeT, 4YTo MH(opMaumsi 06 MCNOMb3yeMbIX CUCTEMAX M MeXaHM3Max 3aliuTbl A0/HKHa
ObITb 06LLEA0CTYMNHA.

5.14. TlpocToTa NPUMEHEHNS CPEACTB 3allmThbl
MexaHn3mMbl U MeTOAb! 3aLmMTbl AOMKHbI ObITb UHTYUTUBHO MOHATHLI W MPOCTbI B
Mcnonb3oBaHUK. TpUMeHeHVe CPeacTB M MeTOLOB 3alyUTbl He AO/MKHO OblTb CBA3AHO CO
3HaHMEM CreupaibHbIX A3bIKOB WUN C BbINO/HEHWEM [EACTBUIA, TPEOYIOLMX 3HAUNUTEIbHbIX
[ONONMHUTENbHBIX TPYA03aTpaT Npu 06bI4YHON paboTe 3aperncTpPMPOBaHHbIX NOJsb30BaTeseNn, a
TaKKe He [0/HKHO TpeboBaThb OT MOJIb30BATE/A BbIMOMHEHUA PYTUHHbBIX MaIOMOHATHLIX eMy
onepauyia.

5.15. O60CHOBaAHHOCTb M TEXHUYeCKas peasinzyeMocTb
VH®opMaLnOHHbIE TEXHOMOMMK, TEXHUYECKME M NMPOorpaMMHble CPeAcTBa, CPeacTsa U Mepbl
3awmTbl MAH SOMKHBI ObITb peann3oBaHbl Ha COBPEMEHHOM YPOBHE PasBUTUSA Hayku W
TEXHMKM, OOO0CHOBAHbI C TOYKWM 3pEHUS LOCTMXKEHUA 3a[aHHOr0 YPOBHA 6e30MacHoOCTM
MH(OpMaLMM 1M 3KOHOMUYECKON LieNnecoobpasHOCTW, a TakXKe [O/MKHbl COOTBETCTBOBATH
YCTaHOB/IEHHbIM HOpPMaM K TpeboBaHWAM NMo 6e3onacHocTy MAH.

5.16. Cneunanmsaumnsa 1 NnpogeccnoHaIn3m
MpegnonaraeT npus/eyeHne K pa3paboTke CpefcTs v peasmsauum Mep 3awutbl MAH
CMeLnann3npoBaHHbIX OpraHm3aumii, Haubonee MNOArOTOB/IEHHLIX K KOHKPETHOMY Buay
[eATeIbHOCTY Mo 06ecrneyeHnto 6e30MacHOCTY MH(DOPMAaLMOHHbIX PECYPCOB, MMEIOLLMX ONbIT
MPaKTUYeCKOn paboTbl M rocyfapCTBEHHYIO JIMLIEH3MIO HAa MpaBO OKasaHWs YCIyr B 3TOW
o6nactu. Peanm3aums agMUHUCTPATMBHBIX Mep M 3KChayaTaums CpefAcTB 3aluTbl A0/HKHA
OCYLLECTBNATLCA NPOECCHOHAIbHO MOArOTOB/IEHHbIMU  chieymanuctamn  [enaptameHTa



(OTBETCTBEHHbIX 3a OpraHu3auuto 06paboTku MAH).

5.17. O643aTe/IbHOCTb KOHTPOA

Mpegnonaraet 0053aTe/lbHOCTb M CBOEBPEMEHHOCTb  BbISBMIEHUS U NPeceYeHuns
MOMbITOK HapyLLUEHUA YCTaHOB/EHHbIX Npasun, obecrieyeHns 6esonacHocTy MAH, Ha OCHOBE
MCNOMb3YEMbIX CUCTEM W CPefcTB 3awmTbl MH, Npu COBEPLUEHCTBOBAHUN KPUTEPUEB U
METOZO0B OLEeHKM 3 (eKTUBHOCTU 3TUX CUCTEM M CPEACTB.

KoHTponb 3a feATensHOCTHHO H060ro nosib3oBaTens, KaX4oro CpeAcTsa 3awuTbl U B
OTHOLLEHMM NOGOr0 00bEeKTA 3alMTbl LO/MKEH OCYLLECTBNATLCA HA OCHOBE MPUMEHEHWS
CPeACTB  OMepaTMBHOIO  KOHTPONS W peructpauuMm Un  [JO/DKEH OXBaTblBaTb  Kak
HeCaHKLMOHMPOBaHHbIE, TaK Y CAaHKUMOHWPOBaHHbIE LeNCTBUA M0/1b30BaTeNEN.

Kpome Toro, apekTBHas cuctema obecrieyeHns MHGopMaLMOHHON 6e30MacHOCTM

TpebyeT HanMuusa afekBaTHON W BCEOOBLEMIOLLEN WMHPOPMaLUMM O TeKyLleM COCTOSHUM
MPOLIECCOB, CBA3aHHbLIX C [BWKEHWEM WHMOpMauMM W CBefeHWA O CobMo4eHNUM
YCTAHOB/IEHHbIX HOPMAaTUBHbLIX TPebOoBaHW, a TakXke [AOMNOMHUTENbHOW WHDopMaLmu,
VMEILLEA OTHOLLEHME K MPUHATUIO pelueHniA. MHgopMauma Ao/mkHa OblTb HALEXHOM,
CBOEBPEMEHHON, JOCTYMHOW Y NPaBUIbHO OOPMIEHHOIA.
HepoctaTtkn  cuctembl  0becneveHnss  MHMOPMaLMOHHOW  6e30MacHOCTM,  BbISBIEHHbIE
COTpyAHVMKaMKN HTepHaTa [O/MKHbI HEMEANEHHO [OBOAUTLCA L0 CBEAEHUS PYKOBOAMTENs
VHTepHaTa 1 onepaTMBHO YCTPaHATLCSA. BOMpochl, KOTOpble KaXyTCA He3HauuTe/lbHbIMMU,
Korga OTfeflbHble MPOLECChbl paccMaTpyBalOTCA W30/IMPOBAHHO, MPU PacCMOTPEHUN KX
Hapsdy C APYrMMM acnekTamy MOryT yKasaTb Ha OTpuuaTe/ibHble TEHAEHUMW, Tpo3silume
nepepacTy B KPynHble HeAOCTaTKM, C/IM OHW He ByayT CBOEBPEMEHHO YCTPAHEHbI.

6. Mepbl obecneyeHns MHPOPMAaLIMOHHOW 6e30MacHOCTH
Bce Mepbl 06ecneyeHuns 6esonacHocTn MCIMAH ViHTepHaTa nogpasfenatorcs Ha:

6.1. 3akoHoaaTeNbHble (MPaBoOBble) MepbI 3aLLNThI

K npaBoBbIM Mepam 3awuTbl OTHOCATCS AEWCTBYHOLLME B CTpaHe 3aKOHbI, YyKasbl W
HOPMaTMBHbIE aKTbl, PerfaMeHTUpyoLLMe npasuia obpatleHuns ¢ MAH, 3akpennsoLwme npasa
N 00653aHHOCTM YYaCTHUKOB WH(OPMALMOHHBLIX OTHOLLEHWIA B Mpouecce MX 06paboTku U
MCMO/b30BaHMSA, a TaKXKe yCTaHaB/MBAKOLLME OTBETCTBEHHOCTb 33 HApPYLLEHUS 3TUX Npasusl.
MpaBoBble Mepbl 3aLLUMTbI HOCAT B OCHOBHOM YNpeXxaatoLwuii, NpopunakTMYecKnii xapakrep
TpebytOT MOCTOAHHOM Pa3bsACHUTENILHOW paboTbl C NOMb30BaTENAMU U 0BCNY>KMBAOLLMM
nepcoHanom NCIAH VHTepHaTa.

6.2. Mopa/ibHO-3TNUYECKME Mepbl 3aLUTbI

K mMOpasibHO-3TUYeCKMM MepaM OTHOCATCA HOPMbI NMOBEAEHUSA, KOTOpble TPagULMOHHO
CNOXXWUNCL UK CKNaAbIBAOTCA MO Mepe pacrnpocTpaHeHMst MHPOPMaLMOHHbIX TEXHO/IOTUIA B
06LecTBe. TN HOPMbI 60/bLLEN YaCTbIO HE ABNAKTCA 0653aTe/IbHbIMU, KaK 3aKOHOAATe/lbHO
YTBEPXKAEHHbIE HOPMATMBHbIE aKTbl, OAHAKO, UX HECOBO4EHNE MOXKET NPUBECTU K NafeHUI0
aBToOpuTeTa, MPEeCcTMKa YenoBeka, Trpynnbl vy Wanm  WHTepHata B LEOM.
MopasibHO-3TUYeCKMe HOPMbl  ObIBAKOT KakK HenucaHble, TaKk W nuUcaHble, TO €eCTb
o(hopMm/IeHHbIE B HEKOTOPLIN CBOZ, (YCTaB) npasun wunun npeanucaHnii. MopanbHO-3TUYecKme
Mepbl 3aLWMTbl ABNAKOTCA NPOPUNAKTUYECKUMI N TPEOYIOT NOCTOAHHOW paboTbl MO CO34aHNI0
3[,0pOBOr0 MOPaSIbHOrO KMMata B KOSIIEKTUBE.

6.3. TexHoNornyeckme mMepbl 3alnThbI
K faHHOMY BMAay Mep 3aliMTbl OTHOCATCA PasHOro poAa TEXHONOTMYECKME PeLLeHuns 1
MPVEMbI, OCHOBAHHbIE Ha MCMO/Ib30BaHUM HEKOTOPbLIX BUAOB M36bITOYHOCTU (CTPYKTYPHOR,
(hYHKUMOHAIbHOW, NH(OPMALMOHHOW, BPEMEHHOIN M T.M.) U HanpaBneHHble Ha YMeHbLUeHWe
BO3MOXHOCTWM  COBEPLUEHUS  COTPYAHMKaMM  OWMOOK WM HapylleHWhd B pamKkax
NpeLOCTaB/IEHHbIX MM MPaB 1 MOTHOMOYNA.



6.4. OpraHusauuoHHble (AAMUHUCTPATMBHbIE) Mepbl 3aLLUTbI
OpraHu3aLMoHHble  (aAMUHUCTPATVBHBLIE)  Mepbl  3alUTbl - 3TO  Mepbl
OPraHu3aLMOHHOr0  XapakTepa, PerfaMeHTUpYoLIMe MPOLEcchl  (YHKLMOHUPOBAHUS
cucTeMbl 06paboTKM MAH, MCNONb30BaHKE ee PECYPCOB, AeATENbHOCTb 06CYKMBAIOLLIETO
MepcoHasa, a TakKe Nopsao0K B3aMMOAECTBIS NOMb30BaTeNelt C CUCTEMOI TakMM 06pa3oM,
YTOGbl B HAWGO/bLLEA CTEMEHU 3aTPYAHWUTb WM UCKIKOUUTL BO3MOXHOCTb peanu3aLium
yrpo3 6e30mnacHOCTM UK CHU3UTL pa3Mep NOTePb B C/lyyae UX peanusawum.

6.5. PopmupoBaHMe MONNUTUKN 6€30NaCHOCTU

[(naBHad Uenb aAMWUHUCTPATUBHLIX Mep, MNPeAnpUHUMAEMbIX Ha  BbICLUEM
yrnpaB/ieHYeCKOM YpOBHe - Cc(opMMpoBaTb MNOMUTUKY B 06/1acT  0becneyveHums
6esonacHoctn TMAOH (oTpaxkatowlyro noaxodbl K 3awmte TAH) u obecneuntb ee
BbINO/IHEHME, BblAeNss HeOOX0AMMbIE PECYPCbI Y KOHTPOIMPYS COCTOSHUE Aen.

C npakTU4Yeckor TOYKM 3PeHns MOAUTUKY B 06nacTn obecrneyeHnsi 6e30MacHOCTM
MAH B VIHTepHaTe LenecoobpasHo pa3buTb Ha Ba ypoBHS. K BepXHEMY YPOBHIO OTHOCATCA
PeLLEHNs PYKOBOAUTENS, 3aTparnsarolime aesatenibHOCTb HTepHaTa B LenoM. [onntunka
BEPXHEro YPOBHA [O/HKHA YeTKO O04YepTUTb Cepy BUAHUSA W OrpaHUYeHns npu
onpeeneHnn Lenein 6esonacHocTy MNAH, onpeaennTs KakKMmm pecypcamu (MatepuasibHble,
CTPYKTYPHble, OpraHu3auuMoHHble) OHW OyayT J[OCTUIHYTbI, W HaWTW  PasyMHbIN
KOMMPOMMCC MeXAYy NpuemieMbiM YpoBHEM 6e30MacHOCTU U (DYHKLUMOHAIbHOCTBIO.

MonMTVKa HAXKHETO YPOBHS, OMpeaenseT Npoueaypbl, Y npaBunna AOCTUXEHNS Lenen
W peLleHns 3agad 6esonacHocTu MAH 1 getanusupyet (pernaMmeHTUpyeT) aTu npasuna:

- KakoBbl POnn 1 0653aHHOCTU AO/MKHOCTHBIX /ML, OTBevatolme 3a MpoBefeHue
NonnMTUKK 6esonacHocTy MAH;

- KTO uMmeeT npasa goctyna K MNAH, KTO 1 Npu Kaknx yCnoBUAX MOXET UnTatb U
moauduumposats MAH v T.4.

- [1oNnTNKa HUXKHETO YPOBHSA [0/HKHA:

- npefycMaTpueath perfiaMeHT MH(OPMaLMOHHbIX OTHOLLEHUIA, WCK/OYAOLLMX
BO3MOXXHOCTb MPOW3BOJIbHbLIX, MOHOMOJIbHLIX WM HeCaHKLMOHMPOBAHHbLIX AEWCTBUA B
OTHOLLUEHUN NH(POPMALMOHHBIX PECYPCOB;

- onpefenaTb KOIMUMOHHBIE U MEpPapPXMUYECKME NPUHLUMLI N MeTOAbl pa3feneHuns
CeKpeToB W pasrpaHnyeHus goctyna K MAH;

- Bbl6UpaTb MPOrpamMMHO-TEXHUYECKME (annapaTHble) cpeAcTBa MpPOTMBOLENCTBUA
HC/A, ayTeHTU(MKaLun, aBTopusaumm, MAEHTUMOMUKaLUN 1 ApYTX 3aUTHbIX MEXaHN3MOB,
obecrieumBaroLMX rapaHTMM peasiM3aumy  npaB W OTBETCTBEHHOCTU  CyObLEKTOB
NHHOPMALMOHHbBIX OTHOLLEHMWIA.

6.6. PernameHTaumnsa goctyna B NOMeELLEHUS

KomnoHeHTol WCIAH WHTepHaTa [O/MXKHbI pasMeLwaTbCd B MOMELLEHUSX,
HaXOLALMXCA MOL OXpaHOW WAM  HaGMIOLEHVEM, WCKNOYAKOLWMM  BO3MOXHOCTb
GECKOHTPONBHOIO NPOHUKHOBEHWS B NMOMELLEHNS NOCTOPOHHUX UL, 1 06eCneyrBatoLLmMm
(PM3NYECKYHO COXPaHHOCTb  HAaXOAAWMXCA B MOMELeHUN 3aliMLaeMbIX PecypcoB
(ookymeHTOB, APM 1”1 T.M.). Y60pKa TakuMx MNOMELEHUA [0/MKHA NPOU3BOAUTLCS B
MPUCYTCTBUN  OTBETCTBEHHOINO  COTPYAHMKa, 3a KOTOPbIM  3aKPEn/jeHbl [aHHble
KOMMOHEHTbI, C COGMIIOAEHMEM Mep, WCK/IKYaloWwmMx [OCTYN MOCTOPOHHUX L, K
3awyaeMbiM MHHPOPMALMOHHBIM PeCcypcam.

Bce nNOCTOpOHHME /MUa  [JOMycKakTcs B MOMELLEHUA C  KOMMOHEeHTamu
MH(OPMaLMOHHON CUCTEMbI TONIBKO B MPUCYTCTBUM COTPYAHUKOB VIHTepHaTa.

Mo OKOHYaHWMK paboyero AHs, NOMELLEHUS, B KOTOPbIX pa3meLlaroTcs KOMMOHEHTBI
VCIAH NHTepHaTa, AO/MKHbI 3annpaTbCs Ha KoY, N0 BO3MOXHOCTM OMNeYaTbIBaThCs.



B cnyuae ocHallleHMs MOMELLEHUIA CpeacTBamMy OXPaHHOI CUTHaIM3aLMK, a Takxke
aBTOMaTM3MPOBaHHOI CUCTEMON NpYemMa W PerucTpaLmy CUrHasoB OT 3TUX CPeACTB,
npuem-caya Takux NoMeLLeHni noj oXpaHy OCYLLECTB/ISIETCS HA OCHOBAHUM CreLmanbHO
pa3pabaTbiBAEMOW MHCTPYKLMN.

6.7. PernameHTauusa fjonycka coTpyAHUKOB K UCMNO/1b30BaHNIO
NH(OPMaLIMOHHbLIX PeCypcoB

B pamkax paspelumTesibHOi cucTeMbl (MaTpuubl) 4OCTYMa yCTaHaBMBAETCA: KTO,
KOMY, KaKyt UH(OopMaLKMIo 1 419 KaKOro Buaa AoCTyrna MOXeT NpefoCcTaBuTb U NMPU Kaknx
yCNoBUAX.

Jonyck nonb3oBatenent K pa6ote ¢ MCMAOH NHTepHaTa 1 JOCTYN K UX pecypcam
JO/MKeH ObITb CTPOro perniaMeHTMpoBaH. J1to6ble M3MeHeHMsi cocTaBa W MOSIHOMOYMIA
rnosib3oBaresnieil MoACUCTEM AO/KHbI MPOU3BOANTLCA YCTAHOB/IEHHBIM MOPSAKOM.

YpoBeHb MOTHOMOYMIA KaKAOro MNOMb30BaTeNst OMpefensercs WHAUBUAYASbHO,
cobnogas cnefytoLme TpeboBaHN:

- KaXAblA COTPYAHMK MOMb3YeTC TONbKO MNPeAnucaHHbIMKM eMy npaBamu Mo
OTHOWeHMO K T14H, C KOTOpbIMM emy Heobxoguma pabota B COOTBETCTBUM C
[AOMKHOCTHBIMU 06513aHHOCTAMU. PacLumMpeHve npas AocTyna v npefocTasieHne 4ocTyna K
[ONONHUTENBbHBIM - UHPOPMALMOHHBLIX pecypcaM, B 0043aTe/lbHOM MOpsAgKe, [LOMKHO
COrNacoBbIBaTLCS C OTBETCTBEHHbLIM 3a OpraHm3aumo 06paboTku MAH;

- pyKoBoguTenb WIHTepHaTa MMeeT MpaBa Ha NPOCMOTP WHMOPMaLMM CBOUX
MOAYNHEHHbIX TONMbKO B YCTAHOB/IEHHbIX Mpefenax B COOTBETCTBUM CO CBOUMM
LO0/MHKHOCTHLIMM 06513aHHOCTSAIMU.

Bce coTpygHukn WHTepHaTa M 06CNyXMBalOWMA  NEePCOHaN, AO/MKHbI  HECTU
MepcoHa/IbHYK0 OTBETCTBEHHOCTb 3a HapyLUeHMsi YCTAaHOB/IEHHOro nopsgka 06paboTku
MAH, npaBun XpaHeHUs, UCNOMb30BaHNA U Nepefayn HaxXo4AWMXCA B UX Pacnopsa>KeHUm
3allMLLaeMbIX pPecypcoB cuctembl. Kaxkablil COTpyAHMK (Npu npueme Ha paboTy) LO/IKEH
nognuceiBatb  0653aTeflbCTBO O COOMOAEHMM W OTBETCTBEHHOCTM 3a HapyLUeHue
YCTaHOB/IEHHbIX TPe6OBaHM No coxpaHeHuto MAH NHTepHaTa.

O6pa6oTtka MAH B KomnoHeHTax WCMAH VHTepHaTa fO/MKHA NPOU3BOAUTLCS B
COOTBETCTBUN C YTBEPXKAEHHLIMU TEXHONOTMYECKUMWN UHCTPYKLUUAMMU.

6.8.PernameHTaLmsi NpPoLeccoB 06CyXXMBaHNA N OCYLLLECTB/IEHUS
MOAMPUKaLMN annapaTHbIX U NPOrpaMMHbIX PecypcoB

B uensx nopgepXaHus pexuma MH(popmalMoHHOW 6e30MacHOCTM  annaparHo-
nporpaMMHas  KOH(urypaums asTOMATU3MPOBaHHbIX paboumx MecT  COTPYAHWKOB
VHTepHaTa, C KOTOPbIX BO3MOXKEH AOCTYMN K pecypcam UH(POPMaLNOHHOM CUCTEMbI, JO/HKHA
COOTBETCTBOBATb KPYry BO3/IOXEHHbIX Ha [aHHbIX Mosb3oBaTener (yHKLUMOHASIbHbLIX
0653aHHOCTEN.

B KOMMOHeHTax MH(POPMaLNOHHOW CUCTEMBI U Ha paboumx MecTax Mosib3oBaTesein
[O/MKHbI YCTaHaBNMBATLCA N MCNO/b30BaTLCA /IMLEH3NOHHbIE MPOrpaMMHble CpeacTBa.

6.9. ObecrneyeHne N KOHTPOb (IM3NYECKOIN LIeNIOCTHOCTU (HEM3MEHHOCTU
KOH(Mrypaumm) annapatHbIX PecypcoB
O6opyaoBaHme NHHOPMALMOHHBIX CUCTEM, UCMO/b3yeMoe AN [OCTYNa N XpaHeHUs
MAH, K KOTOPOMY [A0CTYN O6CMY>XMBAIOLLEro NnepcoHana B MpoLecce aKcryarauum He
TpebyeTca, Nnocne Hanafo4HbIX, PEMOHTHbLIX M MHbIX paboT, CBSA3aHHbLIX C JOCTYMNOM K ero
KOMMOHEHTaM [0/HKHO 3aKPbIBATHCA.

6.FO.Mogbop 1 noagroToBKa rnepcoHana, oby4veHme Nosib3oBaTeNeN
Monb3oBatenn WCIMAH VIHTepHaTa, a TakXXe PYKOBOAALLMIA W 06CNY>XMBAKOLLNIA
MepcoHan [O/MKHbI OblTb O3HAKOM/IEHbI CO CBOMM YPOBHEM MOHOMOYMIA, a Takxke



OpraHu3aLoOHHO-PacrnopsAnNTENIbHON, HOPMATUBHOM, TEXHUYECKON W 3KCMyaTauMoHHON
[AOKYMeHTaumel, onpegenstowlent TpeboBaHms 1 nopsgok 06paboTkm MAH B VIHTepHaTe.

ObecneyeHne 6e3onacHocTM [1[H BO3MOXHO TONMbKO MOCMe BbIPabOTKN Y
nosib3oBatenieil  OnpefeNieHHON Ky/nbTypbl paboTbl, T.e. HOPM, 06s3aTe/lbHbIX AN
NCNONHEHNSA BCEMW, KTO paboTaeT ¢ UH(POPMaLMOHHbIMK pecypcamu VHTepHaTta. K Takum
HOPMaM MOXHO OTHECTM 3arpeLleHne J6bIX YMbILWAEHHbIX WX HEYMbILWIEHHbIX
[ENCTBMIA, KOTOPble HapyLalT HOPMa/lbHYt0 paboTy KommnoHeHToB NCMAH HTepHaTa,
BbI3bIBAIOT AOMNONHUTE/IbHbIE 3aTpaTbl PECYPCOB, HapyLlalT LENOCTHOCTb XPaHUMON W
obpabaTbiBaeMoi  MH(OPMaL MK,  HapyLlatoT WHTEPeCbl 3aKOHHbIX  MO/b30BaTeNeN,
B/1aZle/1bLieB UM COBCTBEHHWKOB.

Bce nonb3oBatenn WCIOH WIHTepHaTa [A0/MKHbI  ObITb  O3HAKOMJIEHbI C
OpraHv3aumoHHO - pacnopaavTeNibHbIMU JOKYMeHTaMK no obecrneyeHuto 6e30MacHoOCTy
MAH NHTepHaTa, B Y4acTW, UX KacaroLencs, JO/MKHbI 3HaTb U HEYKOCHUTE/IbHO BbIMO/HATH
VHCTPYKLMW 1 3HaTb 06LLMe 0653aHHOCTM MO 06ecrneyeHno 6e30nacHOCTM
MAH. JoBeaeHve TpebOBaHMIN yKa3aHHbIX JOKYMEHTOB A0 /ML, AOMYLLEHHbIX K 06paboTKe
3awmitaembix MAH, LOMXKHO OCYLLECTBAATLCA MOZ POCMNCH.

6.11. OTBETCTBEHHOCTb 3a HaPYLLEHWS YCTaHOBEHHOr 0 MOpsiAKa
NoNb30BaHMA pecypcaMmn MHHOPMALMOHHOM CUCTEMBI

Mepa OTBETCTBEHHOCTU MepCcOHana 3a [AENCTBMS, COBEPLUEHHbIE B HapyLUeHue
YCTaHOB/IEHHbIX Npasu/ obecneveHns 6e3onacHor paboTel ¢ MAH, AOMKHA ONpeaenaTbes
HaHECEHHbIM YLLep6oM, Ha/IMuMeM 3/10r0 YMbICIa U ApYrMMi (hakTopamu rno YCMOTPEHUIO
pykoBoauTens WHTepHaTa.

[na peanusaumy NpUHUMNA NEPCOHaNIbHOM OTBETCTBEHHOCTM MOMb30BaTENEN 3a
CBOW [ENCTBUSA HEOOXOANMbI:

- UHAMBMAYyanbHas WAEHTU(MKaLMA MONb3oBaTeNneld U MHULMUPOBAHHBLIX UMK
MpoueccoB, T.e. YCTaHOBMEHWe 3a HUMKM uaeHTudgukatopa (login, Username), Ha 6a3e
KOTOpOro GyAeT OCYLIECTBAATLCA pa3rpaHMYeHne A0CTyna B COOTBETCTBUM C NMPUHLMMIOM
060CHOBaHHOCTW AOCTYNa;

- NpoBepKa NOAAMHHOCTY Nofb3oBatesneli (ayTeHTUMKaLmMs) Ha OCHOBE Maposeil;

- peakumsi Ha MONbITKM HECaHKLUMOHMPOBAHHOIO [oCTyna (CurHanusaums,
610KMPOBKa U T.4.).

6.12. CpepactBa 0becrneveHns 6esonacHocTu MAH
[nsa obecrneyeHns MH(OPMaLMOHHON 6e30MacHOCTM MIHTepHaTa MCMo/b3yHTCs
cnepytoLLme cpeacTsa 3aWwnThl:

dun3nyeckmne cpefcTaa 3alnThI

®usmyeckne Mepbl 3alUMTbl  OCHOBaHbl Ha MPUMMEHEHWM pPas3HOro  poja
MEXaHNYECKMX, 3MEKTPOHHBIX U 3/1EKTPOHHO-MEXaHNYeCKMNX YCTPOUCTB Y COOPYXKEHWI,
crneymanbHO npefHa3HavYeHHbIX AN8 Co3AaHMs (PU3NYECKUX MPENSTCTBUIA Ha BO3MOXHbIX
NyTSX NPOHMKHOBEHUS 1 A0CTYNa NOTeHUMaNbHbIX HapyLUUTENEN K KOMMOHEHTaM CUCTEMbI
M 3awpiiaemsim MAH, a TakkKe TEXHUYECKUX CPeACTB BM3YaslbHOro Hab/oAeHus, CBA3N U
OXPaHHOIN CUrHaM3aLnn.

[ns obecrieyeHns (u3snyeckoin 6e3onacHoCT! KomnoHeHToB VCIAH Heobxoanmo
OCYLLECTBNIATL PAL OPraHM3auMoOHHbIX UM TEXHUYECKUX MEPONPUATUN, BK/IHOYAOLLMX:
NMPOBEPKY 060pYyA0BaHNA, NpeAHa3HauYeHHOro ans o6paboTkm MAH, Ha:

- Ha/IM4Yme crneumnanbHO BHEAPEHHbIX 3aKnafHbIX YCTPOMCTB;

- BBeAleHWe [OMOSIHUTE/bHBIX OrpaHMyeHWin No  JOCTyny B MOMELLEHWS,
npegHasHauYeHHble 418 XpaHeHust n 06paboTkm MAH;

- 060pyfoBaHMEe CUCTEM WH(OpMaTM3aLMM YCTPOMCTBAMM 3allMTbl OT COOeB
3NEKTPONUTaHUA U MOMEX B JINHUSAX CBA3N.



TexHunyeckne cpegcTBa 3aWUThbl

TexHuyeckne  (annapatHo-nNporpaMMHbIe)  Mepbl  3alWWTbl  OCHOBaHbl  Ha
MCMOMb30BaHUN  Pa3/INYHbIX 3MEKTPOHHbIX YCTPOMUCTB W CreumasnbHbIX MporpaMM U
BbIMOSIHAKOLWNX (CAaMOCTOATENIbHO WAW B KOMMJ/EKCe C APYrMMu CPeacTBamu) (hyHKLUMM
3aWmTbl (MAEHTUMKALMIO 1 ayTEHTUMUKALMIO NONb30BaTeNe, pasrpaHnyeHe ocTyna K
pecypcam, perncTpaymio cobbITUiA, KpUNTorpauyeckoe 3akpbITUe MH(oOpMaLMKn U T.4.).

C yyeTom Bcex TpeboBaHWIA U NPUHLUMNOB 06ecneyeHns 6e3onacHocTy MAH No BceMm
Hanpas/eHNAM 3alMTbl B COCTaB CUCTEMbI 3aLUMTbI JO/MKHbI ObITb BK/IOUEHbI CiedytoLme
cpefcTsa:

- CpefcTBa pasrpaHnyYeHns JocTyna K JaHHbIM;

- CpefcTBa perucrTpaymm Joctyna K KOMMOHeHTam WMH(OPMaLMOHHON CUCTEMbI U
KOHTPO/1S 33 UCMO/b30BaHWEM MH(opMaLmK,;

- CpeActBa  pearmpoBaHWs  Ha  HapylleHMs  peXxuma  MH(OPMaLUOHHO
6e30MnacHoOCTM.

Ha TexHn4Yeckne cpeacTBa 3alnThbl BO3/araeTcs pelleHne creayowmx 0CHOBHbIX
3afauv:

- UAEeHTU(MKAUMA W ayTeHTU(UKaLMA Mosb3oBaTesnied npu NOMOWM MUMEH WK
cneumasnbHbIX annapaTHbix cpeacts (Advantor, Touch Memory, Smart Card n 1.n.);

- perfameHTauus W ynpasfieHWe [OCTYNOM MO/sb30BaTesiedl B MOMELWEHNs, K
(P13NYECKMM 1 NIOTUYECKM YCTPONCTBAM;

- 3aWwmTa OT MPOHUKHOBEHUS KOMMbIOTEPHLIX BUPYCOB W  PaspyLUUTESIbHOro
BO34eNCTBUSA BPeLOHOCHbLIX NPOrpamm;

- perucTpauma Bcex [LeNCTBMIA NOMb30BaTeNs B 3alULLEHHOM >XXYpHane, Hanmyve
HECKOJIbKMX YPOBHEW perncTpauuu;

- 3aWwmTa  JaHHbIX CUCTeMbl 3aWwmuTbl Ha (hainloBOM CcepBepe OT AoCTyna
nonb3oBaTenen, B UbM [LO/MKHOCTHbIE 06A3aHHOCTU He BXOAWUT paboTa C MHhopMauuu,
HaxOAsALLEeNCA Ha HeMm.

CpefcTBa maeHTUMOMKaLMM 1 ay TeHTUgUKanum nonb3oBaTenen

B uenax npepoTepaleHns paboTbl ¢ pecypcamu CMAH NHTepHaTa NOCTOPOHHUX
AL, HeobXoAMMO 06ecneynTb BO3MOXHOCTb Pacro3HaBaHUs  KaX4oro JlerajibHoro
nonb3osarens (MM rpynn nosb3osateniein). 418 naeHTUOUKALMN MOTYT NPUMEHATLCA
pas/IMYHOro po/a YCTPOMCTBA: MarHUTHble KapTOUKK, K/THOUM, K/HOUEBbIE BCTABKU, ANCKETI
NT.0.

AyTeHTU(MKaums (NoATBEPXKAEHNE NOAJIMHHOCTM) MOJSb30BATENIEN TaKXKe MOXeT
OCYLLIECTBNATLCA:

- MyTem NPOBEPKU HANIMUMA Y NMONb30BaTeNIen Kaknx-nmbo cneymasibHbIX YCTPOUCTB
(MarHUTHbIX KapTOYeK, KHYen, KIUeBbIX BCTABOK U T.4.);

- MyTem NPOBEPKN 3HAHUS UMW Naposei;

- MyTeM NPOBEPKN YHUKA/bHBIX (IU3NYECKUX XapaKTePUCTUK U MapameTpoB cammx
rnosib3oBaresnieil nNpy NOMOLM creLnaibHbIX 61OMETPUYECKNX YCTPOMCTB.

CpencTBapasrpaHnyeHma gocryna

30Hbl OTBETCTBEHHOCTW M 3aJayM KOHKPETHbIX TEeXHUYEeCKUX CPeAcTB 3aliuTbl
yCTaHaBNMBAOTCA MCXOAS M3 UX BO3MOXHOCTEM WM 3KCM/yaTaluMOHHbIX XapaKTePUCTUK,
OMMCaHHbIX B JOKYMEHTaLUNM Ha faHHble CPeaCTBa.

TexHMYecKne cpeficTBa pasrpaHUyeHns [0CTyna [AO/MKHbI MO BO3MOXHOCTU ObITb
COCTaBHOW YacTbl efVHON CUCTEMbI KOHTPO/IS AOCTYNa:

- Ha KOHTPONMPYEMYIO TEPPUTOPUIO;

- B OTAge/bHbIe NMOMELLEHNS;

- K KOMIMOHEeHTaM WH{OPMaLUMOHHON cpedbl VIHTepHaTa M 3/1eMEHTaM CUCTEMbI



3awmTbl MAH (hrsmyeckunin gocTtyn);
- K MH(hopMaLMOHHbIM pecypcam (LOKYMeHTaM, HOCUTENIIM MHA(opMaLmm, ainam,

Habopam AaHHbIX, apxvBaM, CrpaBkaMm U T.A4.);
- K aKTVBHbIM pecypcam (NpuKIafHbIM nNporpamMmam, 3agadam U T.n.);
- K OnepauyoHHOl cucTeMe, CUCTEMHbLIM MPorpaMMamM 1 NporpamMmMam 3aLiuThbl.

CpefcTBa 06eCneyeHns 1 KOHTPONS LeNOCTHOCTY

CpeactBa  06ecrneyeHVss Le/IOCTHOCTM  BK/IHOYAKOT B CBOM  COCTaB  CpefcTBa
pe3epBHOr0  KOMWPOBaHWS,  NPOrpamMMbl  @HTMBMPYCHOM  3alMTbl,  NpPOrpaMmbl
BOCCTaHOB/IEHWSA LIENOCTHOCTM OMepaLMoHHON cpefbl 1 6a3 AaHHbIX.

CpeactBa  KOHTPONS  LEMOCTHOCTM  MH(OPMALMOHHBLIX  PECYPCOB  CUCTEM
NpeAHa3HaueHbl A1 CBOEBPEMEHHOIO OOHAPY)XXEHMSt MOAUPUKALMM WA UCKaXKEHWS
pecypcoB cuctemMbl. OHW MO3BONAKOT 06eCNeyYnTb MNPaBUIbHOCTL  (PYHKUMOHMPOBAHWS
CUCTEMbI 3aLLMTbI U LLeNIOCTHOCTb XPaHUMOI 1 06pabaTbiBaeMoil MH(OPMaLMN.

KOHTPO/b LeIOCTHOCTN MH(opMauMmn U CPeAcTB 3aliMTbl, C Lenbio 0becrneyeHus
HEN3MeHHOCTWN MH(OPMALIMOHHOI Cpefbl, OrpeaensemMoin NpeayCcMOTPEHHOW TEXHONOTMER
06paboTKM, W 3alWMUTbl OT HECaHKUMOHMPOBaHHON Moandmkaumm TOH  [LO/MKeH
obecneunBaTbCs:

- CpeAcTBamMu pasrpaHuyeHns goctyna (B NOMeLLEeHMS, K JOKYMeHTaM, K HOCUTENAM
MH(opMaLMK, K cepepam, 0rMYecknum yCcTporicTeam v T.1.);

- CpefcTBaMU 3M1EKTPOHHON NOANUCH;

- CpeAcTBaMM MoAcYeTa KOHTPO/bHBLIX CyMM (ANs MCMOMb3YeMOro NporpamMMHOro
obecrieveHus).

CpeacTBa ornepaTUBHOINO KOHTPO/IA U perucTpaummn cobbITnin 6e3onacHoCcTu

CpeactBa OOBEKTUBHOrO KOHTPONA AO/MKHbI - 06ecreynBatb 0OHapyXXeHve |
perucTpayunio Bcex cobbITUiA (AeACTBUIA Nosb3oBateneit, nonbiTok HC, 1 T.M.), KOTOpble
MOryT MOBMeYb 3a COOOW HapylleHue 6e30MacHOCTM M NPUBECTU K BO3HWKHOBEHWUIO
KPU3UCHbIX cUTyauuii. AHann3 cobpaHHON cpeacTBaMm peructpaummn  MHgpopmalum
MO3BONSAET BbIABUTb (DAKTbl COBEPLLUEHMS HAPYLLUEHWIA, UX XapaKTep, MOACKa3aTb MeTO[, ero
paccnefoBaHUs U CMocobbl MOMCKa HapywmTens w ucnpasneHus cutyaumm. Cpefcrsa
KOHTPO/I U perncTpaumm AOMKHbI NPefocTaB/ATb BO3MOXHOCTI:

- BEAEHUA N aHaM3a XXypHa/IoB perucTpaumm cobbiTmin 6e30nacHOCTM (CUCTEMHbIX
>KyPHa/10B);

- MONyYeHUs TBepAoM Konuum (Meyatn) H>KypHana perncrpaumm  CoObITWiA
6e30MacHoOCTU;

- YMOPSAOYEHUS >KYPHA/IOB, a TakXXe YCTAHOB/IEHWS OrpPaHUYEeHUA Ha CPOK WX
XpaHeHus;

- OMepaTUBHOro OMOBELLEHNA OTBETCTBEHHOMO 3a OpraHu3auuio obpabotkm MNAH o
HapyLUEHNSX.

Mpy peructpaumm cobbITUMIA 6e30MacHOCTU B XXypHale [O/MKHA (PUKCMPOBATbLCA
crepytoLLas nHgopmams:

- [arta u Bpems cobbITus;

- WAEeHTUQUKATOP CYyObEKTA, OCYLLECTB/IAIOLLErNO PErMcTpuMpyemMoe LeicTBue;

- [feucTeue (TN OCTyna).

6.13. KoHTpo/b 3(htheKTUBHOCTU CUCTEMbI 3aLUThI
KoHTponb  ahtheKTMBHOCTM  3aliuThl  TMAH  OCYLLECTBASETCS C  LENbIO
CBOEBPEMEHHOIO  BbISBNEHMS 1 MpeaoTBpalleHnss  yTeuku TMOH 33 cueT
HeCaHKLMOHMPOBAHHOIO I0CTYNa, a TakXKe NpeayrnpexaeHns BO3MOXHbIX CneLmabHbIX
BO3AEVCTBWIA,  HAMpPaBMEHHbIX Ha  YHWYTOXeHue [I[H, paspylleHue  CpeacTs
WH(opMaTM3aumMn. KOHTPONb MOXET MPOBOAUTLCS MPUBMEKAEMbIMW /11 3TOW  LENW



OpraHv3aLmaMmn, UMEOLLIMMI IMLIEH3UIO Ha 3TOT BU AeATENbHOCTH.

OueHKa 3(heKTMBHOCTU Mep 3aluTbl TMAH NpPoBOAUTCA C WUCMOMb30BaHWEM
TEXHWYECKUX W MPOrPaMMHbIX CPeACTB  KOHTPOAS Ha NpeamMeT  COOTBETCTBMS
YCTaHOB/NEHHbIM TPe6GOBaHMS.





