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OIIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE WCIONBb3YIOTCA CIEIYIOIUME TEPMUHBI U HX
OINpPEJEIIECHHUS.

ABTOMATH3MPOBAHHASI CHCTEMA — CHUCTEMA, COCTOAIIAs W3 IEpPCOHAIA H
KOMIUIEKCa CpPEACTB aBTOMATH3aIlMM €ro JEeSATeNbHOCTH, peanu3yromas HH)opma-
[IMOHHYIO TEXHOJIOTHIO BHITTOJIHEHUS YCTAHOBJICHHBIX (QYHKIIHA.

AyTeHTH(UKAIMSA OTHPABUTE/SI JAHHBIX — MOATBEPKAECHUE TOrO, YTO OT-
MIPABUTEIIb MOJYYEHHBIX JTAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onmacHOCTh NEePCOHANBHBIX JAHHBIX — COCTOSIHUE 3aIUIICHHOCTH IEPCO-
HAJIBbHBIX JIAHHBIX, XapaKTepU3yeMOE€ CIOCOOHOCTBIO IMOJb30BaTENEH, TEXHUYECKUX
CpelCTB M HUH(OPMAIMOHHBIX TEXHOJOTUN O0ecnedyuTh KOH(MUIECHIIMATBHOCTD, Ie-
JIOCTHOCTh M JIOCTYITHOCTb IMEPCOHAJBHBIX JAHHBIX MPU UX 00paboTKe B MH(pOpMa-
LIUOHHBIX CUCTEMAX MEPCOHAIBHBIX TAHHBIX.

buomerpuyeckne mepcoHabHbIE  JaHHbIEe —  CBEACHUS,  KOTOpHIE
XapaKTEPU3YIOT (PU3HOJIOTUYECKUE OCOOEHHOCTH YEJIOBEKAa M Ha OCHOBE KOTOPBIX
MO>XHO YCTaHOBUTH €ro JIMYHOCTh, BKIIOYas (oTorpauu, OTIEYATKHA MaJbLEB,
o0pa3 ceT4yaTKu rja3a, OCOOEHHOCTH CTPOEHHS Tela U JAPYryl MOJ00HYIO
UH(pOpMaIHIO.

BJioknpoBaHNe NMepCcOHATBbHBIX JAHHBIX — BPEMEHHOE IpeKpalieHne coopa,
CUCTEMATH3allMK, HAKOIUICHMsI, HCIIOJIb30BAHMS, PACHPOCTPAHEHUs, INEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MepeadH.

Bupyc (KOMObIOTEpPHBIH, NMPOrPAMMHBbIN) — UCIIOIHSEMbIA MPOTrPaMMHBIN
KO/ WJIM HHTEpPIpPETUPYEMbId HAOOp MHCTPYKLUH, OOJiajaromuii CBOMCTBaAMHM He-
CaHKLMOHUPOBAHHOIO pPacOpoOCTpaHEHHs W caMoBocnpousBeneHus. Co3naHHbIe
NyOnMKaThl KOMIBIOTEPHOIO BHpYCa HE BCErJa COBMAJAIOT C OPUTMHAJIOM, HO CO-
XPaHSAIOT CIIOCOOHOCTH K JaJbHEHUILIEMY paclpOCTPAaHEHHUIO M CAMOBOCIIPOU3BEAECHUIO.

BpenonocHasi mporpamma — nporpamma, NnpegHa3Hay€HHas Jis OCYIIECTB-
JICHUS] HECAHKIIMOHMPOBAHHOIO JOCTyNMa M (WJIM) BO3AEWUCTBHS HA IMEPCOHAIbHBIC
JAHHBIE WM peCypChbl HHPOPMALIMOHHOW CUCTEMBI IEPCOHANIbHBIX JaHHBIX.

BcnomoraresibHble TeXHHYECKHME CpPeACcTBa M CHCTEMbl — TEXHUYECKHE
CpEIICTBAa M CHCTEMBI, HE MpeIHa3HAaYeHHbIE JJIs Nepenadnd, oOpabOTKU U XpaHEHHs
NIEPCOHAJIBHBIX JIaHHBIX, YCTAHABIIMBAEMbBIE COBMECTHO C TEXHUYECKUMU CPEICTBAMMU
U CHCTEMaMHM, MPEJHA3HAUYECHHBIMU IS 00paOOTKM MEPCOHAIBHBIX JaHHBIX WJIA B
MOMEIICHUSIX, B KOTOPBIX YCTAHOBJIECHBI HWH(OPMAIMIOHHBIE CHCTEMBI TIEPCO-
HAJIBHBIX JaHHBIX.

Joctyn B omepauMoHHYI0 cpeay KomnblTepa (HHGOPMAIMOHHOM
CHCTEMbI NEPCOHAJBHBIX [JAaHHBIX)— IIOJYYEHHE BO3MOKHOCTH 3allyCKa Ha
BBITTOJIHEHWE INTATHBIX KOMaH, (YHKIIMM, TPOLEAYp OIEPAIIOHHOW CHUCTEMBI
(YHUYTOXKEHUSI, KOMMPOBAHMS, TEPEMENICHUs] W T.I.), WCHOJIHAEMBIX (DaiiioB
MPUKJIAIHBIX IIPOTPaAMM.

Jloctyn Kk mHpopMamuu — BO3MOXKHOCTh TOJTy4deHHs1 WHGOpMAIUK U ee UC-
[10JIb30BAHMUS.

3akJaj04Hoe YCTPOICTBO — 3JIEMEHT CPEJICTBA CheMa MH(OPMAITUH, CKPBIT-
HO BHEPSIEMbI (3aK/1abIBAEMbIil WJIM BHOCHMBI) B MECTa BO3MOXKHOIO ChEeMa
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uHbopMaIu (B TOM YKCIIE B OTPAXJACHUE, KOHCTPYKIIUIO, 000pYy/I0BaHUE, MPE-
METhl MHTEphEpa, TPAHCHOPTHBIE CPEACTBA, a TAKKE B TEXHUYECKHE CPEICTBA U
cCUCTeMbl 00pabOTKH HH(POPMAITHHN).

3amumaemasi uHopmanust — UHPOPMAITHS, SIBIISIOIIASACS MPEIMETOM COO-
CTBEHHOCTH W TIOJJIS)KAIlasi 3alllTe B COOTBETCTBUM C TPEOOBAHMSIMU TPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAaHUSAMH, YCTAHABIUBAEMbIMU COOCTBEHHUKOM MH(OpMAIIIH.

NpenTnduxanusa — NpUCBOCHUE CYObEKTaM M OOBEKTaM JOCTyNa HUICHTH-
dukaropa U (WIM) CpaBHEHHUE MPEIbSIBISIEMOTO HIACHTU(DUKATOpPA C IEPEUHEM
MPUCBOEHHBIX UJIEHTU(PUKATOPOB.

NupopmMaTUBHBIN CUTHAJ — DJIEKTPUYECKUE CUTHAIIBI, aKyCTHYECKUE, DIIEK-
TPOMAarHUTHbIE U JpyTrue (PU3NYECKUe TOJs, M0 MapamMeTpaM KOTOPBIX MOXKET ObITh
packpeiTa KoH(pUeHIMAIBLHAs uHbopMaIws (TepcoHalIbHBIE JaHHBIE) 00padarThI-
BaeMasi B MHQOPMAIIMOHHOM CUCTEME MEPCOHATBHBIX JTAHHBIX.

Nudopmanuonnass cucrema mnepcoHadbHbIXx AaHHbIX (MCIIIH) —
uH(pOpMAIIMOHHAST CUCTEMa, MPECTaBIISIONmas CO00H COBOKYITHOCTh MEPCOHAIBHBIX
JaHHBIX, COACPKAIIUXCS B 0a3e MAHHBIX, a TAKXKe UHPOPMAIIMOHHBIX TEXHOJOTHHA U
TEXHNYCCKUX CpCAacCTB, TTIO3BOJIAOIINX OCYHICCTBIIATD o6pa60TKy TaKuX
MEPCOHATBHBIX JAHHBIX C KCIOJb30BAHUEM CPEJICTB aBTOMATH3AallUd Wi 0e3
HCIIOJIb30BaHUs TaKUX CPCACTB.

HNudopmanmonnble TEXHOJIOTHH — MPOIIECCHI, METOBI TIOMCKa, cOopa, Xpa-
HEHUs, 00pabOTKH, TMPENOCTABICHUS, PacIpOCTpaHeHUs] MH(POpMAIMU U CIIOCOOBI
OCYILIECTBJIEHUS TAKUX MPOIECCOB U METOJIOB.

Hcnonb3oBaHne TEPCOHANBHBIX JAHHBIX — JCUCTBHSA (OMEpaluu) C
IICPCOHAJIBHBIMHU JAHHBIMH, COBCPIIACMBIC OIICPATOPOM B HICILAX IIPUHATHA peHICHI/Iﬁ
HJIN COBCPIICHUSA HWHBIX HCﬁCTBHﬁ, MOpOXAAr0MKUX HPUIUYCCKHUC ITOCICACTBUSA B
OTHOIIICHNU Cy6’bCKTa INEPCOHATIBHBIX JaHHBIX HIJIN APYTI'HX JIUI] JIN0O0 VHBIM o6pa30M
3aTparuBaloIIMX MpaBa U CBOOOJABI CYOBEKTa MEPCOHANBHBIX JAHHBIX WU JPYTHX
AL,

HcTounuk yrpo3sl 6e3onacHocTu WHpopMammu — CyObEKT JOCTyIa, Mare-
PHATHHBIN OOBEKT WM (DU3MUYECKOE SIBJICHUE, SBISIIONIMECS MPUYMHONW BO3HHUKHO-
BEHHUSI YTPO3bl 0€30MacHOCTH WH(OpMAIIUH.

KoHnTposupyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPUS, 31aHKE, YaCTh 3/1aHMUs,
TIOMEIIIEHHUE), B KOTOPOM HCKITFOYEHO HEKOHTPOJIMPYEMOE MPEOhIBAHUE MTOCTOPOHHUX
JIWII, @ TAK)KE TPAHCTIOPTHBIX, TEXHUUECKUX U UHBIX MaTepUaIbHbBIX CPEJICTB.

KoHnuieHIMaJIbHOCTh NEPCOHAIBLHBIX JAaHHBIX — 00S3aTeIbHOE IS
COOJTIOZICHUST  ONEPATOPOM WM MHBIM TOJYYMBIIMM JOCTYI K TEPCOHAIBHBIM
JAHHBIM JIMIIOM TpeOOBaHME HE JOIYCKAaTh WX pachpocTpaHeHwe Oe3 coryiacus
CyOBEKTa MepCOHATPHBIX TAHHBIX WITH HAJTMYHSI THOTO 3aKOHHOTO OCHOBAHMSI.

Me:kceTeBoOii IKpaH — JIOKAJIBHOE (OJHOKOMITOHEHTHOE) WM (DYHKITHOHAIIH-
HO-pacrpeieJIeHHOE TNpOorpaMMHOE  (IPOrpaMMHO-AIMIapaTHOE) CPENCTBO  (KOM-
IUIEKC), pean3ylollee KOHTPOJb 3a MHopMalwel, nocrynaromnieid B nHdopmaru-
OHHYIO CHCTEMY IEePCOHAILHBIX JIAHHBIX U (UJIM) BBIXOJAIIECH U3 HHPOPMAITMOHHON
CUCTEMBI.



Hapymuresib 6e30MaCHOCTH NMEPCOHAIBHBIX JTaHHBIX — (PU3UUECKOE JIHIIO,
CIy4ailHO WM TMpeAHaMEPEHHO COBEpIIAolIee ACHCTBUS, CIEICTBUEM KOTOPBIX
SBJISICTCSL HapyIIEHHE OE30MaCHOCTH TIEPCOHATBHBIX JIAHHBIX MPH WX 00paboTke
TEXHUYECKUMHU CPEICTBAMU B UH(POPMAITMOHHBIX CUCTEMAX MIEPCOHATILHBIX TAHHBIX.

HeaBToMaTH3MpOBaHHAas 00paGoTKa MEPCOHATBHBIX JaHHBIX — 00paboTKa
NEPCOHANBHBIX  JIaHHBIX, COJAEpXKalUXca B  HMH(DOPMALMOHHOW  CHCTEME
NNCPCOHAJIbBHBIX JTaHHBIX JIN00 W3BJIEYCHHBIX W3 TaKOH CHUCTCMBI, CUMTACTCA
OCYIIECTBICHHOM oe3 UCIIOJIb30BAHUS CpPEICTB aBTOMATHU3AI[IH
(HEaBTOMATU3UPOBAHHOW), €CIIM TaKWUe JEUCTBUSI C MEPCOHAIBHBIMU JIAHHBIMH, Kak
UCIIOJIb30BAHUE, YTOYHCHHE, PACIPOCTPAHCHHE, YHHUYTOXKEHUE MEPCOHAIBHBIX
JaHHBIX B OTHOIICHHHW KaXIAOro wu3 CY6’B€KTOB ICPCOHAJIBHBIX  JIAHHBIX,
OCYIIIECTBIISIFOTCSI [IPU HEMOCPESICTBEHHOM yJYaCTHHU YeIOBEKA.

HenexyiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAJIBHBICE BO3MOXKHOCTHU
CPEJIICTB BBIYMCIIUTENILHOM TEXHUKM, HE OIMCAHHBIE WJIM HE COOTBETCTBYIOIIUEC
OIVCaHHBIM B JIOKyMEHTAIIUH, IPH UCIIOJIH30BAHUM KOTOPBIX BO3MOYKHO HapyIIICHUE
KOH(HUICHITMAILHOCTH, JOCTYIMHOCTH WM IEJIOCTHOCTH OOpabaThbiBacMON HH-
dbopmaruu.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HeCAHKUMOHUPOBAHHbIE JACHCTBUSA) —
JOCTYT K MH(OpMALIMU WK IEMCTBUS ¢ MH(pOpPMaIE, HapyIlatolive paBuia pas-
rpaHUuEHUs] JOCTyIla C HCIOJB30BAHUEM IITATHBIX CPENCTB, MPEIOCTABIISIEMBIX
MH(POPMAITMOHHBIMU CUCTEMAaMHU MEPCOHATBHBIX JIAHHBIX.

Hocurenbs undgopmanmu — Gu3nyeckoe JIMIO WK MaTepUATTbHBINA O0OBEKT, B
TOM 4uclie (PU3UYECKOE ToJie, B KOTOPOM MH(OpMAIIMs HAXOIUT CBOE OTPAXKECHHUE B
BUJIC CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX DPEIICHUM U TPOIIECCOB, KOJU-
YECTBEHHBIX XapaKTEPUCTUK (U3UICCKUX BEITUIHH.

OGe3mnyuBaHNe TEPCOHAJIbHBIX /AaHHBIX — JICHCTBUS, B pe3yJbTare
KOTOPbIX HCBO3MOJKHO OIPCACINTb MPHHAAJIC)KHOCTh IICPCOHAIBHBLIX JaHHBIX
KOHKPETHOMY CYOBEKTY MEPCOHAIbHBIX JaHHBIX.

O0pa6oTKa MepPCOHANBLHBIX JAHHBIX — JICUCTBUS (OINEpalui) C MEePCOHANb-
HBIMHU JIAHHBIMH, BKJTIO4Yasi cOOp, CHCTEeMAaTH3allii0, HAKOIUICHUE, XpaHEeHWe, yTo4-
HeHue (OOHOBJIEHUE, U3MEHEHHE), UCTIOIb30BaHKE, PACIIPOCTPaHEHHE (B TOM YHCIIE
nepenavy), O0€3NIMYMBaHUE, OJOKHPOBAHME, YHUYTOXKEHUE MEPCOHATBHBIX
JTAHHBIX.

ObmenocTynHbIe MEPCOHAbHbIE JaAHHbIE — IEPCOHABHBIC TAaHHBIC, JOCTYII
HEOTPAHUYCHHOTO Kpyra JHI[ K KOTOPBIM MPEIOCTAaBIICH C COIIacusi CyOBeKTa
IICPCOHAJIBHBIX JAJAHHBIX MM Ha KOTOPBIC B COOTBCTCTBHU C (I)eﬂepaJ'IBHBIMI/I
3aKOHAMHM HE paclpocTpaHseTcs TpeOoBaHUE COOIOACHUS KOH(PUISHIIMAIBHOCTH.

Oneparop (mepCOHAJBHBIX  JAHHBIX) — TOCYJIAPCTBEHHBIM  Opra,
MYHUIIMTIATBHBIN OpraH, IOpUAWYECKoe WK (PU3UUECKOE JIMIIO0, OPraHU3yoIIee U
(M)  ocylecTBIISIIOIEE  O0pabOTKY  MEPCOHAIBHBIX — JIAHHBIX, a  TaKXkKe
OTIPECTISIONINE LIENN U COACpKaHne 00pabOTKH MePCOHATBHBIX JaHHBIX.

Texnuveckue cpeacrsa HHGPOPMANMOHHONW CHCTEMBbI IEPCOHAJbHBIX
JIAHHBIX — CPEJICTBA BBIYHMCIIUTENIFHON TEXHUKH, NHPOPMAIITMOHHO-BBIYMCIIUTETHHBIC
KOMILJICKCHI M CETH, CPEJICTBA M CHCTEMBI Iepedayr, mpreMa u oopadotku [1/1x
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(cpenctBa M CHCTEMBI 3BYKO3aIMCH, 3BYKOYCHUJICHUS, 3BYKOBOCIIPOM3BE/ICHUS, Tie-
PETOBOPHBIE M TEJIEBU3MOHHBIC YCTPOMCTBA, CPEICTBA M3TOTOBIICHUS, THPAXKUAPO-
BaHMsI JIOKYMEHTOB U JPYI'Hie TEXHHMUYECKHE CpelcTBAa 0O0padOTKH pedyeBo, rpadu-
YeCKOW, BUIEO- U OyKBEHHO-IM(pOBON HMH(OpMAIMH), IPOrpaMMHBIE CPENCTBA
(omepalMoHHbIE CUCTEMBbI, CUCTEMbI yIpaBJIeHUs 0azaMH JIaHHBIX U T.I1.), CPEIICTBA
3alUThl THPOPMAIH, TPUMEHSIEMbIE B MH(OPMAIIMOHHBIX CUCTEMAX.

IlepexBaT (MuH(pOpPMANKK) — HETIPABOMEPHOE TOTydyeHUE WHPOPMAITUHU C HUC-
MOJIb30BaHNEM TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIONIEIO OOHAPY)KCHHE, TIPUEM U
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconajbHbie JaHHBIE — JIt00ast WH(GOPMAITUS, OTHOCSINASCS K OINpPEIeIICH-
HOMY WJIA OIPEIENIIeMOMY Ha OCHOBAaHHMM TaKOH HH(MOpMAIUU (PU3HUECKOMY JIHILY
(cyOBEKTY MEepCOHANBHBIX JAaHHBIX), B TOM YHCJIE €r0 (haMIIus, UMsl, OTIECTBO, TO/I,
MecsI, AaTa U MECTO POXACHUS, aJpec, CeMEWHOE, COIMAIbHOE, UMYIIECTBEHHOE
NOJIOXKEHHUE, 00pa3zoBaHue, mpodeccusi, T0XOoAbl, Apyras HHPOPMALIHSL.

IMoGounbIe 3JIeKTPOMATHUTHBIE U3 TyYeHHUst n HABOJAKH —
JJIEKTPOMATHUTHBIC W3ITyYCHHUS TEXHUYCCKHX CpPEACTB OOpabOTKH 3alIuIiaeMoi
uHpOpPMAITNH, BOSHUKAIOIINE Kak TTIOO0YHOE SIBJICHUE W BBI3BAHHBIC SJICKTPHUECKUMU
CUTHAJaMH, JCUCTBYIONIUMHU B WX JJICKTPUYCCKUX W MArHUTHBIX IEMAX, a TaKKe
DJIGKTPOMArHUTHBIC HABOJKH OTHX CHUTHAJOB Ha TOKOIPOBOJSIIUE JIMHUM,
KOHCTPYKITUH U TICTIH TUTAHUS.

IMoJANTHKA «YHCTOr0 CTO0JIa» — KOMIUIEKC OPTaHU3AIlMOHHBIX MEPOTPHUSATHH,
KOHTPOJIMPYIOIINX OTCYTCTBUE 3alMCHIBAaHUS HA OyMa)KHBIE HOCUTEIM KIIIOYCH U
aTpuOyTOB AOCTyNa (Maposieil) U XpaHeHUs: X BOJIM3U OOBEKTOB JOCTYIIA.

IMoab3oBaTesib MHPOPMANMOHHOW CHCTEMbI TMEPCOHAJBHBIX JAHHBIX —
JMI0, y4YacTByIOIIee B  (PYHKIMOHUPOBAHMM  HH(DOPMAIIMOHHONH  CHUCTEMBI
NIEPCOHABHBIX JTAHHBIX WM UCTIOJIB3YIOIIEE PE3YIbTAThI €€ (DyHKIIMOHUPOBAHHSI.

IIpaBuia pa3rpaHuyYeHus AOCTYNA — COBOKYITHOCTh IPaBHJI, PETIIAMEHTH-
PYIOLIUX TIpaBa J0CTyna CyObeKTOB JOCTYIAa K 00bEKTaM JIOCTyTa.

IIporpammHasi 3aKJjaaKa — KOJ MPOTrpaMMbI, TIPEIHAMEPEHHO BHECCHHBIH B
NporpaMMy C IIeNBI0 OCYIIECTBUTH YTEUKY, H3MEHUTh, OJIOKHPOBATH, YHUYTOKUTh
uHOOPMAIUIO WIA YHUUYTOXUTh U MOAUGPUIIMPOBATH MPOTPAMMHOE OOecreueHue
WH(POPMAITMOHHON CHCTEMBI TICPCOHAIBHBIX JAaHHBIX W (MJU) OJOKHpOBATh arlia-
paTHBIE CPEICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCcKoe) BO3/IeCTBUE —
HECAaHKIIMOHMPOBAHHOE  BO3/JCHCTBME  HA  pPECypCchl  aBTOMATHU3MPOBAHHOMW
UHPOPMAIIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C HCIOIB30BAHUEM BPEIOHOCHBIX
TPOrpaMM.

PackpbiTHe NEPCOHAJIBHBIX JAAaHHBIX — YMBIIUICHHOS WIH CIIy4ailHOE
HapyIIeHHEe KOHPUICHIIMATLHOCTH MEPCOHABHBIX JTAHHBIX.

PacnipocTpaHeHue NepPCOHAJIBHBIX JAHHBIX — JICHCTBUS, HAIPaBJICHHBIC Ha
nepefadyy MEPCOHATBHBIX JIaHHBIX  ONpEICIICHHOMY Kpyry Jmi  (mepemada
NEPCOHAJIBHBIX JIAHHBIX) WM HAa O3HAKOMJICHHE C TICPCOHAJBHBIMH JaHHBIMHU
HEOTPaHWMYEHHOTO KpyTa JIWII, B TOM YUCJIe 0OHAPOIOBaHKE ITEPCOHATBHBIX IAHHBIX B
CpelIcTBax  MaccoBoi  WHGOpMAIMU,  pa3MelieHne B HMHPOPMAIUMOHHO-



TEJIEKOMMYHUKAIIMOHHBIX CETAX WM IPEJOCTaBICHUE OCTYMa K IMEePCOHAIbHBIM
JTAHHBIM KaKUM-JTHOO HHBIM CIIOCOOOM.

Pecypc uHpopManMOHHON CHCTEMBbI — UIMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
NPUKJIIAJTHOTO WIN anmapaTHoro obecrieyeHus (bYHKIMOHUPOBAHUS
UHGOPMaIIMOHHOW CUCTEMBL.

CnenuanbHble KaTeropud MePCOHAJBHBIX JAAHHBIX — IE€PCOHAIILHBIC
JIaHHbIE, Kacalolhecs PacoBOM, HAIMOHAIBHOW MPUHAIEKHOCTH, MOJUTHUECKUX
B3[JIAJIOB, PEIMTHO3HBIX WM (GUIOCOPCKUX YOSKICHHN, COCTOSHHS 3I0POBbS U
MHTUMHOM KHU3HU CyOBEKTa MePCOHATBHBIX TAaHHBIX.

CpeacrBa BBIYMCIAMTE]bHONH TEXHHKH — COBOKYITHOCTb IPOIPAMMHBIX H
TEXHUYECKUX  3JIEMEHTOB  CHUCTEM  OOpa0OTKM  JaHHBIX,  CIIOCOOHBIX
(YHKIIMOHUPOBATh CAMOCTOSTEIILHO WJIM B COCTaBE JIPYTUX CUCTEM.

Cy0bekT goctyna (cy0beKT) — JIMLIO WIN MPOLIECC, AEUCTBUSI KOTOPOIO Per-
JJAMEHTUPYIOTCS IIPABUIIAMHU pa3rPAHUYECHUS JOCTYIIA.

TexHnuyeckuil KaHaJ yTe4KH MHE(OPMAaUMHU — COBOKYTHOCTh HOCUTEIIS WH-
dopmaru (cpenctBa 00pabOTKH), (HU3MUECKON Cpellbl pacipoCcTpaHeHus: UHQPOP-
MaTUBHOTO CHTHAJIa U CPEJICTB, KOTOPHIMU TOOBIBACTCS 3aluiaeMas HHpopMaIius.

TpancrpannyHasi mnepefada MNepPCOHATIBHBIX JaHHBIX —  [epenaya
IIEPCOHAIBHBIX JAHHBIX OIEpaToOpoM 4epe3 l'ocyaapcTBeHHyI0 rpanuny Poccuiickoi
®denepanu  OpraHy BJIacTHM HMHOCTPAHHOTO TOCYAapCTBa, (UINYECKOMY HITU
IOPUIMYECKOMY JIMIy HHOCTPAHHOTO TOCY1apCTBa.

Yrpo3bl 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTD YCIIOBUM U
(haKkTOpOB, CO3MAIOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CITy4aii-
HOI'0, JIOCTYIlAa K IIEPCOHAIBHBIM JIaHHBIM, PE3YyJbTaTOM KOTOPOIO MOXET CTaTh
YHUUTOXKEHUE, U3MEHEHHE, OJIOKMPOBAHUE, KOMUPOBAHHE, PACIPOCTpaHEHUE Iep-
COHAJIbHBIX JAHHBIX, a4 TAK)XKE WHbIX HECAHKUIMOHWUPOBAHHBIX JEHMCTBUM IPU HX
00paboTKe B MHPOPMAITMOHHON CUCTEME MIEPCOHATLHBIX JTAHHBIX.

YHHMYTOKEHUE NEePCOHAIBHBIX JAHHBIX — JCUCTBUS, B PE3YJbTaTE KOTOPBIX
HEBO3MOKHO BOCCTAaHOBWTH COJIEPYKAHUE TMEPCOHAIBHBIX TaHHBIX B HH(OpMAII-
OHHOM CUCTEME MEPCOHAIBHBIX JAHHBIX WU B PE3YJIbTATE KOTOPBIX YHUUYTOKAKOTCS
MaTepUAIbHbIE HOCUTEIIA NIEPCOHATBHBIX JAHHBIX.

YTeuka (3amumiaemMon) MHPOPMALMH N0 TEXHUYECKUM KAaHAJIAM — HEKOH-
TPOJIMPYEMOE pacrpocTpaHeHue MH(POpMAIMKU OT HOCHUTENS 3alluiiaeMon uHbop-
Malu 4epe3 (PU3MUYEcKyro Cpedy 0 TEXHHYECKOTO CPEeACTBA, OCYIIECTBIISIOILIETO
nepexBat UHGOPMaIIUH.

Ys13BUMOCTb — ClTa00OCTh B CPEICTBAX 3aIUTHI, KOTOPYIO MOXHO HCIIONB30-
BaTh JJIsI HAPYIIICHUSI CHCTEMBI WM COJIEp KAITIeHCs B Hel MH(GOPMAITHH.

IesocTHOCTH MH(pOPMAIUHE — CTIOCOOHOCTh CPEACTBA BHIMUCIUTEILHONU TEX-
HUKH WA aBTOMAaTU3HUPOBAHHOW CHCTEMBI 00eCeYrBaTh HEU3MEHHOCTh HH(OP-
MAIMH B YCJIOBUSIX CITy4YaifHOTO W/WJIHM TIPEAHAMEPEHHOTO UCKXKEHUS (Pa3pyILIEeHuUs ).



OBO3HAYEHUSA N COKPALLIEHUSA

ABC — aHTUBHpPYCHBIE CPENICTBA

APM — aBTOMaTH3MpOBaHHOE paboUee MECTO

BTCC — BcriomoraresbHbIe TEXHUYECKUE CPENCTBA U CUCTEMBI
NCTI/1n — uadopmarimonHas cuctemMa nepCoOHaIbHBIX JAHHBIX
K3 — koHTpOonmpyemas 301a

JIBC — nokanpHasi BEBIYACIUTEIIbHAS CETh

MDD — MexceTeBoM 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBIN JOCTYTI

OC — onepalioHHas cUCTEMa

[1/IH — nepcoHabHBIE JAHHBIE

[IMB — nporpaMmMHO-MaTeMaTUYECKOE BO3ICHCTBUE

[1O — nporpamMmmHOe obecrieueHne

[IOMUWH — nobo4HbIe 37IEKTPOMArHUTHBIE U3Ty4YEHHS U HABOJIKU
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpencTsa 3amuThl HHGOPMAIIUH

C3I1dn — cucremMa (mojicucTeMa) 3alluThl IEPCOHATBHBIX JaHHBIX
COB — cucrema oOHapyKEHUSI BTOP>KEHUIM

TKYU — texHuueckne KaHajbl yTe4Kd HH(DOPMALUH

VYBI1/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX TAHHBIX



BBEJAEHUE

HeoOxomumocts pa3pabotku Konnenmuu o0ycioBieHa CTPEMUTENbHBIM
pacmuperreM cdepbl MPUMEHEHHs] HOBEHIINX WHGOPMAIMOHHBIX TEXHOJOTHHA H
MIPOIIECCOB B YUPEKACHUIX, MPHU 00paboTKe nHMOpMAITIU BOOOIIE, M IEPCOHATBLHBIX
JAHHBIX B YACTHOCTH.

Hacrosimas Konuenuus ompenenser OCHOBHBIE II€IM U 3a/aud, a TaKke
OOIIYI0 CTPATEruio MOCTPOCHUS CUCTEMBI 3allIUThI MepcoHaANbHbIX AaHHBIX (C3I1/IH)
VYupexnenusa. Konuenius onpeensieT OCHOBHbIE TPEOOBaHUS U 0a30BbIE MOJXO/IbI K
WX peaju3aluu, 1 TOCTHKEHHUs TpeOyeMoro ypoBHs 6€301acHOCTH UH(OpMaIIUH.

Konuenuust pa3zpaboraHa B COOTBETCTBUM C  CHUCTEMHBIM MOJXOJIOM K
oOecrieueHuto nHPoOpMaMOHHONU Ge3omacHOCTH. CUCTEMHBIN MOIX0/ MpeAnoaraet
MPOBEICHUE KOMIUIEKCA MEPONPUATHUMA, BKJIIOYAIONIUX HUCCIEIOBAHUE YIPO3
MH(OPMAIMOHHOW 0€30IaCHOCTH U pa3pabOTKy cuctembl 3amuThl [1/IH, ¢ mo3ummu
KOMILJIEKCHOTO TMPUMEHEHHS] TEXHUYECKUX M OPraHU3ALMOHHBIX MEpP U CPEJACTB
3aILUTBHI.

[Ton wndopmanmonHoit O6e3onacHocThio [I/[H MOHMMaeTcs 3alIUIIEHHOCTH
NEPCOHANBHBIX JaHHBIX M OO0palaThIBalolIeld WX HHPPACTPYKType OT JIFOOBIX
CIIy4yallHbIX WJIH 3JIOHAMEPECHHBIX BO3JICUCTBUN, PE3YJIbTATOM KOTOPBIX MOKET
SBUTHCSI HAaHECEHUE yiiepOa camoil nudopmaiuu, ee Biaaenbiam (cyonrexkram [1/1H)
wii  uHppacTpykType. 3amaud  HUHDOPMALMOHHOW OE30IacHOCTH CBOJATCA K
MUHUMH3aLUU yuiepda OT BO3MOXKHOM peanusanuu yrpo3 OezomacHoctu I1/IH, a
TaK)K€ K IPOTHO3UPOBAHUIO U MPEJOTBPALIECHUIO TAKUX BO3AECHCTBU.

KoHnnenmus ciiy>kUT OCHOBOW JUIsl pa3paOOTKU KOMILIEKCa OpPraHU3aluOHHbBIX
U TEXHUYECKUX Mep Mo obecrneyeHu0o HH(POPMAIMOHHOW  0€30MMacHOCTH
YupexxaeHui, a TakkKe HOPMATHBHBIX M  METOAMYECKUX  JOKYMEHTOB,
00€eCleYnBaOIINX €€ peaju3aluio, U HEe MpeanosaraeT MNOAMEHbl (YyHKUUN
rOCyJapCTBEHHBIX OpraHoB Biactu Poccuiickorn ®enepanyu, OTBEYAIOIIUX 34
oOecrieyeHue 6€30MacHOCTH HHPOPMALUMOHHBIX TEXHOJIOTUN U 3aIIUTY HHPOPMALIUH.

Konnenmus siBisieTCs METOLOJIOTHYESCKONM OCHOBOM JJISI:

- bopMUpOBaHUSI U TPOBEJCHUSI €IUHON TMOJUTUKU B 00JACTU OOECreueHHs
oezonacuoctu [1J1n B UCIT[IH Yupexnenus;

- IPUHSTHS YIPABICHUYECKUX PEIICHUN U pa3pabOoTKH MPAKTUYECKUX Mep TI0
BOIUIOIIECHUIO MOMUTUKK Oe3omacHocTy [I/IH M BbIpabOTKM KOMILIEKCa COTjacoBaH-
HbIX M€p HOPMAaTHMBHO-IIPABOBOIO, TEXHOJOIMYECKOTO M  OpPraHU3alUOHHO-
TEXHUYECKOT0 XapaKTepa, HalPaBJICHHBIX HA BBISIBICHUE, OTPAXKEHUE U JTUKBUIAUIO
MOCIICICTBUN peAIU3alui PA3IMYHbIX BUAOB yrpo3 [1/1H;

- KOOpAMHALMYU JI€ITEIbHOCTH CTPYKTYPHBIX MOAPA3ACICHUN YUpeKIeHUs
IpY TIPOBEJIeHUN padoT 1o pa3zButuio U skciuryaranuu UCIIIH ¢ cobmonennemM Tpe-
OoBanmii ooecrieueHus 6e3onacHoctu I1/1H;

- pa3pabOTKU MPENSIOKEHHUIM MO0 COBEPUIEHCTBOBAHUIO MPABOBOI0, HOPMATHB-
HOTO, METOJMYECKOT0, TEXHUYECKOTO M OPraHU3alMOHHOro obecrieueHust Oes3omac-
Hoctu [1/1n B UCIT[IH Yupexnenus.



[IpaBoBoii 6a30i1 111 pazpaboTKu HacTosmer Konueniuu ciayxat TpedboBaHus
JNEUCTBYIONMX B PocCcuM 3aKOHOJATENBHBIX M HOPMAaTUBHBIX JIOKYMEHTOB IIO
obecrieueHuto 0€30MacHOCTH NepcoHaNbHbIX HaHHBIX (IT/1H).

- [Inan meponpuatuii mo obecnedenuto 3amuthl [1/H nmpu ux obpaboTke B
NCIIdH;

- [1nan MeponpusaTUii 110 KOHTPOJIIO obecrieueHus 3amuThl [1/1H;

- [lopsimox pe3epBupoBaHus U BoccTaHoBieHHs padbotocrnocoonoctu TC u I10,
0a3 nanubeix U C3U,

- JlomxHnoctHasa uHcetpykuusa aamuaucrparopa MCII/IH B yactu obecnieueHus
6e3omacunoctu [1/11 npu ux o6padotke B UCIIH;

- JlomkHOCTHAs HHCTPYKIUS agMuHucTparopa o6e3onacaoctu UCIT/IH;

- JlomxuoctHas uHCTpyKuus mnois3oBatenss WMCII[IH B wactu obecnieueHus
6e3onacunoctu [1/11 mpu ux o6padotke B UCIIH;

- UHCTpyKIMs Ha cly4yaid BOBHUKHOBEHHS BHEIITATHOW CUTYallUH,

- PekomeHanMu Mo MCIHOJIb30BaHUIO MPOTPAMMHBIX M alllapaTHBIX CPEICTB
3aIUTHl HH(POPMAIIUH.

TexHuyeckrue Mepbl 3alIUThl PEAIU3YIOTCS IPU IOMOIIM COOTBETCTBYIOLIUX
IIPOIPAMMHO-TEXHUYECKUX CPEIACTB U METOJIOB 3aILUTHI.

[lepeuenbr HEOOXOAMMBIX Mep 3allUThl WHOOPMAIUU ONpEaesaeTcs IIo
pe3yabTataMm BHyTpeHHel npoBepku 6e3zonacHoctu UCI/IH YupexaeHus.
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1 3agaum C3I1/1n

OcHoBHOIl nenpto C3II/IH ABisieTcss MUHUMU3ALMS yuoiepOa OT BO3MOXHOM
peanuzaiuu yrpo3 6ezomacHoctu [1/1H.

Jlns mocTrkeHHsT OCHOBHOM Ienu cucteMa OesomacHoctu [1JIn WMCIIOa
J0JKHA 00ecreuynBaTh 3PPEKTUBHOE pEIICHUE CIEAYIOMNX 3a1au:

- 3alIUTYy OT BMemlarenbcTBa B nporecc pyHkuuonupoanuss MCIT/In mocro-
POHHUX JHI] (BOBMOXHOCTh HCIONb30BaHud AC U JOCTYN K €€ pecypcaM JI0JKHbI
UMETh TOJIBKO 3apPETUCTPUPOBAHHBIC YCTAHOBICHHBIM MOPSJIKOM MOJIH30BATENN);

- pa3rpaHUYeHue JOCTYIa 3apErMCTPUPOBAHHBIX MOJIb30BATENEH K armapat-
HBIM, ITporpaMMHBIM U uHpopmarmoHHbsM pecypcam UCII/IH (BO3MOKHOCTD JOCTY-
1a TOJIBKO K TEM PECypcaM U BBIIIOJHEHHUS TOJBKO TEX ONEpalUil C HUMHU, KOTOPBIE
HEO0OXOAMMBbI KOHKpETHBIM mosb3oBaTensiM MCIIIn nnst BIMOTHEHUS CBOMX CIIy-
KEOHBIX 00s3aHHOCTEN ), TO €CTh 3alUTY OT HECAHKIIMOHUPOBAHHOIO JIOCTYyTA!

a) k uaopmanuu, nupkyaupyromeit B UCIT/1H;

0) cpeactBam BerunuciautenbHor TexHuku UCIH;

B) amnmapaTHbIM, MPOTPAMMHBIM U KPUNTOTpapUUYECKUM Cpe/ICTBaM 3a-
muUThI, ucnolib3yeMbiM B UCTIIH;

- PETUCTPALMIO JECUCTBUIM MOJI30BATENCH MPHU HCIOIB30BAHUM 3AIIMUIIIAEMbBIX
pecypcoB UCII/IH B cUCTEMHBIX KypHajax U NEPUOJANYECKUN KOHTPOJIb KOPPEKTHO-
CTU JICWCTBUH MOJIB30BATENEH CUCTEMBI MYTEM aHajlu3a COAECPKUMOTO ATHUX KypHa-
JIOB;

- KOHTPOJb IEIOCTHOCTU (0OecredyeHne HEU3MEHHOCTH) CpE/ibl MCTIOTHEHUS
MPOTPaMM U €€ BOCCTAHOBJICHUE B CIIy4ae HapyIICHUS;

- 3alIUTY OT HECAHKIIMOHUPOBAHHONW MOAM(PUKAIIMN U KOHTPOJIb 1IETOCTHOCTH
ucnons3yembix B MCIIJIH mporpaMMHBIX CpEICTB, a TAKKE 3aIIUTY CUCTEMBI OT
BHEJIPECHUS HECAHKIIMOHUPOBAHHBIX IIPOTPaMM;

- 3auquTy [I/IH OT yTeuku Mo TEeXHUYECKMM KaHalaMm MHpu ee o0padoTke, Xpa-
HEHUU U Tepeiaue Mo KaHajaam CBS3U;

- 3amuty I1JIH, Xpanumoii, oOpabaThiBaeMOl U TiepefaBaeMoi MO KaHajiam
CBSI3U, OT HECAHKI[MOHUPOBAHHOTO Pa3TJIAlIEHUs WJIU UCKAKEHUS;

- obecrieueHue KUBYUYECTH KpUNTOrpaduuecKux CpeACTB 3alluThl uH(opMa-
MU NPYU KOMIIPOMETAIMU YACTU KIIFOYEBON CUCTEMBI,

- CBOEBPEMEHHOE BBISBJIICHHE UCTOYHUKOB yrpo3 6e3onacHoctu [1/[H, mpuunn
U YCIIOBUI, CTIOCOOCTBYIOIIMX HaHECEHHIO yiepoa cyorektam [1/1H, co3nanue mexa-
HU3Ma ONEPATHUBHOTO pearupoBaHUsl Ha yrposbl O6e3omacHoctu I1/IH 1 HeratuBHBIC
TEH/ICHLINY;

- CO3/IaHME YCJIOBUH JJIT MUHUMU3AINK W JIOKAJTU3aIMA HAHOCUMOTO yIepoa
HEMPaBOMEPHBIMU JIEHCTBUSIMH (PU3UUECCKUX U IOPUANYECKUX JIUII, OCIa0JIeHUE Hera-
TUBHOTO BIIMSIHUS U JIMKBUAAIMS MMOCTIEACTBUM HapyieHust 6e3onacHocty [1/1H.
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2 O0BEKThI 3alIUTLI
2.1 Ilepevyenb HHGPOPMALMOHHBIX CHCTEM

B  VYwupexnenun npousBoauTca o00paOOTKa MEPCOHANBHBIX JaHHBIX B
uH(GOPMAIIMOHHBIX cucTeMa 00paboTku nepcoHanbHbIX AaHHbIX (MCIIAH).

[lepeuenr UCIIIH ompenensercs Ha ocHOBaHMM OT4YeTra 1O PE3YJbTaTaM
BHYTPEHHEN POBEPKH.

2.2 llepeyeHb 00bEKTOB 3aIIIUTHI

OObexTaMu 3alIMThI ABISIIOTCA — UHGopMaiusi, oopadbarsiBaemas B UCII/IH, u
TEXHUYECKUE CPENICTBA €€ 00padOTKU U 3anuThl. [lepeueHb nepcoHanbHbIX JaHHBIX,
noJJIeXkaIIe 3anmrTe, onpeneneH B [lepeyHe nmepcoHaNbHbBIX JIAHHBIX, MMOJICKAITUX
zammte B UCTI/I.

OOBEKTHI 3aIUTHI BKIIFOYAOT:

1) O6pabaTeiBacMast HHGOPMAIIHSI.

2) TexHoNMOTHUECKass HH(OPMAIIHSI.

3) [IporpaMMHO-TEXHUYECKHE CPECTBA OOPAOOTKH.

4) CpenctBa 3ammthl [1/]H.

5) Kanaisl nH()OpMaIMOHHOTO 00MEHA U TeJICKOMMYHHUKAIIHH.

6) OOBEKTHI U TIOMEIIECHUS, B KOTOPBIX pa3menieHbl kKommoHeHTsl MCTT/IH.
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3 Knaccupuxkanusa noan3oBareneid UCII/An

[Tons3zoBarenem UCII/H siBsieTcs TUI0, y4acTBYIOIIEE B PYHKIIMOHUPOBAHUHU
UHPOPMAIIMOHHONW  CHCTEMBbl TMEpPCOHANBHBIX JAHHBIX WM  HCIOJb3YIOIIEe
pesynbratel ee (pyHkrumonupoBanus. [lomp3oBatenem WCII[IH sBusercs mo0oit
coTpyIHHUK Yupexnaenus, umerommii goctyn k WCII[lH m ee pecypcam B
COOTBETCTBHM C  YCTAHOBJIICHHBIM  IOPSAKOM, B  COOTBETCTBUM C  €rO
(GyHKIHOHATBHBIMU 00SI3aHHOCTSMH.

[Tonws3zoBatenu UCIIIH aensTcs Ha TpU OCHOBHBIE KATETOPUU:

1) Anmunuctparop UCIT/IH. CoTpyaHUKH YUPEeKIACHUS, KOTOPBIC 3aHMMAOT-
Csl HACTPOWKOM, BHEIPEHHEM U COINPOBOXKIAEHUEM cucTteMbl. Aamunucrparop UC-
[1/T1 o0nagaer cneAyromKM YPOBHEM JA0CTYMA:

- o0nasaer nmojaHoW WH@OpMalMed O CUCTEMHOM M MPHUKIATHOM MPO-
rpamMHoM obOecrnieuenuu MCII/IH;

- o0aaeT noJHOM nH(popManueld 0 TEXHUYECKUX CPEJCTBAX U KOH(U-
rypauuu UCIT/1H;

- UMEET JOCTYIN KO BCEM TEXHMUYECKHUM CpeACTBaM 00paboTku uHGOP-
Mauuu 1 gaaabiM UCI/TH;

- oOyajaer TmpaBaMu  KOHPUTYpUpPOBAaHUS U aJIMUHUCTPATUBHOMU
HacTpoiiku Texanueckux cpeacts UCIT/IH.

2) Iporpammuct-pazpadorunk MCII[Jn. CoTpyaHuku YUpexaeHus: WiId CTO-
POHHHMX OpraHu3aIlyii, KOTOPbIE 3aHUMAIOTCS Pa3paboTKOM MpOrpaMMHOTO olecrie-
yenusi. Pazpaborunk UCIIIH oGnamaer cneayrommuM ypoBHEM AOCTyNA!

- obnamaer mHbopmalmeil 06 aaropuTMax M Mporpammax 00paboTKu
unpopmaruu Ha UCIT/IH;

- 00J1a/1a€T BO3MOKHOCTSIMU BHECEHHUS OIIMOOK, HEIACKIapUPOBAHHBIX
BO3MOYKHOCTEH, MPOrpaMMHBIX 3aKJIa/I0K, BPEAOHOCHBIX MpOrpaMm B Mpo-
rpamMHoe obecnieuenue MCII/In Ha craauu ee pa3pabOTKH, BHEAPEHUS U CO-
MIPOBOXKICHUS;

- MOKET pacroJiaraTh JO0bIMH (hparMeHTamMu WH(OpMAIMU O TOIOJIO-
run UCIIJIH u TexHuueckux cpeacTBax o0padoTku u 3ammuThl [1/{H, 06paba-
ThiBaeMbIX B UCII/IH.

3) Onepatop UCII/In. CoTpyaHuKH Moapa3AeicHUA YUpeKICHHS YIaCTBYIO-
mux B nporecce 3kcrryatanuu UCITJIa. Oneparop UCII[Ix obnamaer ciaeayronmm
YPOBHEM JIOCTYMA!

- o0JaaeT BCEMU HEOOXOAUMBIMH aTpuOyTamMu (HampuMep, mapoyieMm),
o0ecreunBaOIUMHU JOCTYT K HEKOTOpOMY NoaAMHOecTBY [1J1H;
- pacrionaraeT KOHQUACHIIMATbHBIMUA JTAHHBIMHU, K KOTOPBIM HUMEET J0-

CTYTI.

Kareropuu nosaw3oBaTeneit JOJKHBI OBITH onpenenenbl st kaxaon UCI/H.
JlokHO OBITh  YTOYHEHO pas3fieJieHHe COTPYAHUKOB BHYTPU KaTeropuii, B
COOTBETCTBMM € THUIIAaMHM T[IOJb30OBaTeled  ompeneneHHbIMU B [loauTuke
nH(opMaIMoHHOM 6€301aCHOCTH.
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Bce BbIsIBIEHHBIE TpYyNIIBI IOJB30BATENIEW OTpaxkaroTcs B Otduere mo
pe3yapTataM BHYTpPEHHEW npoBepkd. Ha ocHoBanum Otuera ompenenstorcs mpasa
nocryna k sneMentaM MCIIJIH s Bcex Trpynn MOJIb30BaTelIEd M OTPAXKAKOTCS B
Marpune pocryna B IloJOKEHMM O pa3rpaHUYEHHMM @paB  JIOCTyna K
00pabaTbIBAEMbIM [IEPCOHAIILHBIM JIAHHBIM.
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4 OCHOBHBbIC NIPUHUIMIIBI MOCTPOCHHUS CHCTEMbI KOMILIEKCHOM 3aIIIUTHI
uHpopManuu

[Toctpoenue cuctemsl obecneuenus 6ezomnacHoctu [1/1n UCTIIH Yupexnenus
U €€ (PYHKIIMOHMpPOBAHHUE JIOJDKHBI OCYHIECTBISITECA B  COOTBETCTBHUH  CO
CHEAYIOINMA OCHOBHBIMH NPUHIIUIIAMH:

- 3aKOHHOCTb;

- CUCTEMHOCTB;

- KOMIUIEKCHOCTB;

- HEMIPEPBIBHOCTH;

- CBOEBPEMEHHOCTB;

- IPEEMCTBEHHOCTh U HEMPEPBIBHOCTh COBEPIIIEHCTBOBAHMUS;

- IEPCOHAJIbHASL OTBETCTBEHHOCTH;

- MUHUMM3ALUS IOJITHOMOYHI;

- B3aUMOJICMCTBUE U COTPYAHUYECTBO;

- THOKOCTb CHCTEMBI 3allIUTHI;

- OTKPBITOCTh AITOPUTMOB U MEXAHU3MOB 3aILUTHI;

- IIPOCTOTA IMPUMEHEHUS CPEICTB 3AIIUTHI;

- Hay4yHasi 000CHOBAHHOCTh U TEXHUYECKAs pEaIN3yEeMOCTh;

- creuann3anus 1 npodeccuoHanus3m;

- 00513aTEIBHOCTH KOHTPOJIS.

4.1 3aKOHHOCTH

[Ipeanonaraer OCyIIECTBICHHWE 3AIIUTHBIX MEPONPUIATH U pa3pabOTKy
C3II[In VYupexaeHuss B COOTBETCTBUHM C JCHUCTBYIOIIUM 3aKOHOJATEIHLCTBOM B
obnmactu 3amwmThl [IJlH U JApyruX HOPMATUBHBIX AaKTOB MO ©0€30MacHOCTU
uH(pOpMaIUK, YTBEPKIECHHBIX OpTraHaMH TOCYJIapCTBEHHOW BJIACTU U YIIPABJICHUS B
npeaenax uX KOMIETEHINUH.

[Tonb3oBatenn u oOciyxuBaromuii nepconan [[[lax UCII[In VYupexnenus
JOJDKHBI OBITh OCBEIOMIICHBI O TIOPSJIKE pabOThI ¢ 3amuinaeMon nHpopManuein u 0o
OTBETCTBEHHOCTH 32 3amuThl [1/1H.

4.2 CHCTEeMHOCTh

Cucremubiii noaxon Kk nocrpoenuto C3II/Ix Yupexnenus npenmnosgaraer yyer
BCEX B3aMMOCBS3aHHBIX, B3aWMOJCHUCTBYIOIIMX M W3MEHSIONINXCA BO BPEMEHHU
DJIEMEHTOB, YCJIOBUWA U (PAaKTOPOB, CYIIECTBEHHO 3HAYMMBIX IJs TOHMMAaHUSA U
petenust mpo6iaemMsl odecnieueHus: 6ezonacuoctu [1JIn UCTIIH Yupexaenus.

[Ipy co3maHWM CHUCTEMBI 3alUTHI JOJKHBI YUUTHIBATHCS BCE cladble |
HamOoJiee ysS3BUMBIE MecTa cuctembl oOpabotku IIJ[H, a Taxke xapakrep,
BO3MOXKHBIE OOBEKTHI M HANpPaBJIEHUS aTaK HA CHUCTEMY CO CTOPOHBI HApyLIUTENeH
(0co0eHHO BBICOKOKBATU(HUIIMPOBAHHBIX 3JI0YMBIIUICHHUKOB), TyTH TPOHUKHOBEHUS
B pacnpeaeneHusle cuctembl 1 HCJ[ x uHpopmanuu. Cucrema 3amiuThl J0KHA
CTPOUTHCS C YYETOM HE TOJIbKO BCEX M3BECTHBIX KaHaioB npoHukHOBeHUs u HCJI
uHbOpMaIlMK, HO U C YYETOM BO3MOXXHOCTH TMOSIBICHUS MPUHIUIHAIBHO HOBBIX
nyTel peanu3aluu yrpo3 0e30MacHOCTH.
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4.3 KoMILIEKCHOCThH

KommuiekcHOe HUCTONh30BaHUE METOAOB W CPEICTB 3alMTHI MPEANOaraet
COTJIACOBAaHHOE TMPUMEHEHHE Pa3HOPOIHBIX CPEICTB MPH IMOCTPOSCHUH IICIOCTHON
CHCTEMBI 3alllUThl, TEPEKPHIBAIONICH BCE CYIICCTBCHHBIC (3HAYMMBIC) KaHAJIBI
peanM3ani yrpo3 W HE cojepkKaimied cliadblXx MeCT Ha CThIKaX OTACThHBIX €€
KOMIIOHECHTOB.

3amuTra TOJDKHA CTPOMTHCS SIICIOHUPOBAHO. [ KaXaoro KaHajga yTEUKH
uHQOpMaAIMU W I KaKI0M yrpo3bl OE30MacHOCTH JIOJDKHO CYIIECTBOBATH
HECKOJIBKO 3alIUTHBIX pyOexeil. Co3qaHue 3alllUTHBIX pyOekel OCYILEeCTBISIETCS C
Y4eTOM TOTO, YTOOBI IJIi WX MPEOJOJICHHUS TOTEHIIMATHPHOMY 3J0YMBIILICHHUKY
TpeboBaMCh MPOdeCCHOHATBHBIC HABBIKM B HECKOJBKHX HEB3aHMMOCBI3aHHBIX
00JacTsX.

BremHsst 3ammTa  JI0DKHA 00ecreunBaThCcs  (DU3MUECKUMHU  CPEIICTBAMH,
OpraHU3allMOHHBIMU U TIPABOBBIMH Mepamu. OJHUM U3 HamOoJiee YKpEIJICHHBIX
pyOexel mpu3BaHbl OBITH CPEICTBA KPUNITOTPAPUUECKON 3aIUTHI, PEaTU30BaAHHbBIC C
ucnosibzoBanueM TexHojorud VPN. Ilpukiannoit ypoBeHb 3alIUThI, YYUTHIBAIOIIHIMA
0COOEHHOCTH MPEAMETHOMN 001aCTH, IPEACTABIISIET BHYTPEHHUN PYOekK 3allUTHI.

4.4 HenpepbiBHOCTH 3amiuThl I1/In

3amura I[J[H — He pa3oBOE€ MEpPONpPUATHE M HE MPOCTasi COBOKYIMHOCTH
MIPOBEICHHBIX MEPOINPHUITUNA U YCTAHOBJICHHBIX CPEACTB 3aIUThI, & HEMPEPHIBHBIN
LEJICHAITPABIICHHBIN MPOLECC, MPEANOIAratoliil TPUHITHE COOTBETCTBYIOIIUX MEP
Ha Bcex dTamnax sku3HeHHoro nukiia MCIIIH.

NCIIIH nomKHBI HaXOOUTHCS B 3AlIMIICHHOM COCTOSHUM HAa MPOTSHKEHUU
BCET0 BpPEeMEHHM HX (YHKIMOHUpOBaHUS. B COOTBETCTBUM C ATUM MPUHIUIIOM
JIOJKHBI IPUHUMATBCS MEPBI TT0 Henonyenuto nepexoaa UCII/IH B He3ammeHHoe
COCTOSIHHE.

bonpmmHCTBY  (QU3MYECKUX ©  TEXHUYECKUX CPEIACTB  3alUTHI  JUIS
3¢ (HEKTUBHOTO BBHIMOIHEHUSI CBOUX (PYHKITMI HEOOXOAMMA MOCTOSIHHAS TEXHUYECKAs
¥ OpraHu3alMoHHAas (aJMUHUCTpATHBHAs) TOMAJEpKKa (CBOEBpEeMEHHAass CMEHa U
oOecrieueHre TMPABWIBHOTO XPAaHEHWs] U TPUMEHEHUS HMMEH, MapoJieh, KIrouen
mudpoBaHus, MepeonpeneseHue MoJHOMOUnd U T.11.). [lepepsiBel B paboTe cpencTs
3allATBl  MOTYT OBITh HWCIOJIb30BaHBI  3JIOYMBIIIUICHHUKAMU JJIS  aHaju3a
MPUMEHAEMBIX METOJOB H CPEACTB 3alluThl, [JI1 BHEAPEHUS CIEIUATbHBIX
MIPOTPaMMHBIX M alllapaTHBIX '"3aKJIaJoK" M APYTUX CPEACTB MPEOAOJIECHUS] CUCTEMBI
3aIMUTHI TOCIE BOCCTAHOBJICHUS €€ (DYHKIIMOHUPOBAHMUS.

4.5 CBOeBpEeMEHHOCTh

[Ipennonaraer ympexaaromuii xapakTep Mep oOecreueHus: 0e30MacHOCTU
IT1/IH, TO ecTh MOCTAaHOBKY 3aja4 no komiiekcHou 3ammte MCII[H n peanuzannio
Mep obecrnieueHust 6ezonacHoct [IJIH Ha panHux cranusx pazpadborku UCIIH B
[E€JIOM U €€ CUCTEMBI 3aIIUThl HH()OPMAITUH, B YACTHOCTH.

Pa3zpaboTka crcTeMbl 3alUTHl JOJDKHA BECTHCH MApAJLIEIBHO ¢ pa3paboTKoO U
pa3BUTHEM CaMOM 3alUIaeMON CHUCTEMBI. JTO TO3BOJUT YYECTh TpPeOOBaHUS
0€30MacHOCTH MPU MPOCKTUPOBAHUHM APXUTEKTYPHI M, B KOHEYHOM CYETE, CO3/1aTh
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6osiee r3(pdexkTuBHBIE (KaK IO 3aTpaTaM PeCypcoB, TaK M MO CTOMKOCTH) 3allIUICHHbBIC
CUCTEMBI.

4.6 IlpeeMCTBEHHOCTH ¥ COBEPIIIEHCTBOBAHME

[IpenmonararoT MOCTOSIHHOE COBEPILICHCTBOBAHME MEP U CPEICTB 3AIUTHI
uH(OpMaAIlMM HAa OCHOBE IPEEMCTBEHHOCTH OPraHU3AIMOHHBIX M TEXHUYECKUX
pelieHui, KaapoBoro cocrana, aHanuza ¢pyHkunonuposanus UCII/IH u ee cuctemsl
3alIUTHl C YY€TOM M3MEHEHHM B METOJaX W CpEeACTBaxX mepexBaTa MH(OpMAaIHH,
HOPMATHBHBIX TpeOOBaHUI MO 3alllUTe, JOCTUTHYTOTO OTEYECTBEHHOTO U
3apy0eKHOT0 OMbITa B 3TOM 00IacTy.

4.7 HepCOHaJIbHaﬂ OTBECTCTBCHHOCTD

[Ipenmonaraer BO3710KEHHE OTBETCTBEHHOCTH 3a OOecreueHue 0e30MacHOCTH
[IlH m cucremMpl uX 00pabOTKM Ha KAXKIOTO COTPYJHHUKA B Tpeaeraax ero
MOJITHOMOYHMA. B COOTBETCTBMM ¢ OSTUM MPUHIUIIOM paclpeneiieHue IpaB u
00s13aHHOCTEM COTPYJHUKOB CTPOUTCS TaKUM 00pa3oMm, 4yTOObI B CiIy4ae JIHOOOro
HapyILIEHUs KPYT BAHOBHUKOB ObLIT YE€TKO U3BECTEH WJIU CBEJCH K MUHUMYMY.

4.8 IIpuHIUN MUHUMM3AIUN TOJTHOMOYMHA

O3HavaeT MpeaoCTaBICHUE MOJIb30BATEIsIM MUHUMAJIBHBIX MpaB JIOCTyIa B
COOTBETCTBHH C IPOU3BOJICTBEHHON HEOOXOAMMOCTBHIO, HA OCHOBE IPHHIIMIA «BCE,
YTO HE pa3peuUICHO, 3aPEUICHOY.

Hoctyn x II[IH noJbKeH NpeaoCTaBIsAThCA TOJBKO B TOM Ciiydyae U OoObeMe,
€CIIM 3TO HEOOXOAUMO COTPYAHUKY JJI1 BBINOJHEHUS €r0 JIOJKHOCTHBIX
00s3aHHOCTCH.

4.9 BzaumoaeiicTBHe H COTPYTHUYECTBO

[Ipeanonaraer co3naHue OnarompusTHOM arMmocdepbl B  KOJUJIEKTHBAX
nojapasneneHui, oOecneuuBarommx gestenbHocth WCII[AH  VYupexnaenus, s
CHW)KEHHUS! BEpOSITHOCTH BO3HUKHOBEHHS HETAaTUBHBIX JCHCTBUM CBSI3aHHBIX C
YeJIOBEYECKUM (haKTOPOM.

B Takoii oOcTaHOBKE COTPYAHUKH JOJKHBI OCO3HAaHHO COOJO/IATh
YCTaHOBJICHHBIE IIPaBUJIa U OKa3bIBaTh COJAEHCTBHE B JEATEIBHOCTH MOAPA3IACICHUN
TEXHUUYECKOH 3aIlUThl UH(POPMAIIIH.

4.10 I'moxocTh cuctembl 3amuThl I1/{H

[TpuHsITHIE MEpPBI U YCTAHOBJICHHBIE CPEJCTBA 3AIIUTHI, 0COOEHHO B HaYaJIbHBIHI
NepUoJl MX DOKCIUTyaTalldd, MOTrYT OOeCleyuBaTh KakK Ype3MEpHbId, TaK U
HEJIOCTAaTOYHBIA YpOBEHb 3allUTHI. s oOecrieyeHus: BOZMOXKHOCTH BapbUpPOBAHUS
YPOBHEM 3alIMILIEHHOCTH, CPEJCTBA 3alUTHI JIOJDKHBI 00JalaTh OMpeeIeHHOM
ruOkocTbio. OCOOEHHO BaXKHBIM 3TO CBOWCTBO SIBJIIETCA B TEX ClIydasX, Korjaa
YCTaHOBKY CPEJCTB 3aIUThI HEOOXOJUMO OCYILECTBIIATh Ha PaOOTAIOIIYIO CUCTEMY,
HE HapylIas mpolecca ee HOpMaJIbHOTO (PYHKIIMOHUPOBAHUS.

4.11 OTKpBITOCTH AJTOPUTMOB U MEXAHMU3MOB 3a1MTHI

CYTB IIpUHOUIIA OTKPBITOCTU AJITOPUTMOB U MCXAaHHU3MOB 3alllUTbI COCTOUT B
TOM, YTO 3alluTa HC A0JI2KHA oOecrneynBaThbCsd TOJIBKO 3a CYET CCKPCTHOCTHU
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CTPYKTYPHOM OpraHM3alMd © aJrOpUTMOB (DYHKIIMOHMPOBAHUSA €€ IIOJICUCTEM.
3HaHWe aJrOpUTMOB PabOThI CUCTEMBI 3AIUTHI HE JIOJDKHO JaBaTh BO3MOXKHOCTH €€
npeojoyieHust (naxe aBTopam). OgHAKO, 3TO HE O3HA4YaeT, 4yTo MHOpMaIUs O
KOHKPETHOM CHUCTEME 3alUThI JOJKHA OBITH 00I1IEIOCTYITHA.

4.12 IlpocToTa NPUMEHEHHUSA CPEACTB 3aAIUTHI

MexaHu3Mbl 3alUThl JIOJDKHBI OBITh MHTYUTHUBHO TOHSATHBI U TIPOCTHI B
UCIIOJb30BaHUU. [IpuMeHeHue CpeACTB 3alllUThl HE JIOJKHO OBITh CBSI3aHO CO
3HAHUEM CICIUATbHBIX $3bIKOB WM C BBINOJHEHUEM JIEUCTBUN, TPEOYIOIIUX
3HAQUUTENIbHBIX  JIONOJHUTEIBHBIX  TpyAo3aTpaT npu  OObIYHOM  pabote
3apPETUCTPUPOBAHHBIX YCTAHOBICHHBIM TMOPSAKOM MOJIb30BATEIEH, a TaKXke He
JIOJDKHO TpeOOBaTh OT MOJIb30BATEISI BHIMOJHEHUSI PYTUHHBIX MAJIOMOHSTHBIX €MY
onepaiuii (BBOJ HECKOJIBKUX MApOJIe 1 UMEH U T.1.).

JlomxHa JOCTUraTbCsd AaBTOMATH3alMd MAaKCHMaJIbHOIO YHCIA JCUCTBUU
nosib3oBateneit u agmuuuctparopos UCIIIH.

4.13 HayuyHasi 000CHOBAHHOCTb U TeXHHYECKAasl peain3yeMocTh

NHpopMallmOHHbIE TEXHOJOTUH, TEXHUYECKHME U MPOrpaMMHBIE CpEICTBa,
CpeACcTBa W Mepbl 3aliuThl MHGOpMAlUU JOJDKHBI OBITh pealu30BaHbl Ha
COBPEMEHHOM YPOBHE pPa3BUTHS HAyKHM U TEXHHUKH, HAyYHO OOOCHOBAHBbI C TOYKH
3peHUs] JTOCTHKEHUS 33JaHHOTO YPOBHsI 0O€30MacHOCTH HMH(OpPMALUU U JTOJIKHBI
COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpMaM U TpeOoBaHUsM 10 Oe3omacHoctu [1/1H.

C3IIdx nomkHa ObITh OPUEHTUPOBAHA HA PEIICHHS, BO3MOKHBIE PUCKHU JJIS
KOTOPBIX M MEpbl NPOTHUBOJECUCTBHS OTHUM PHCKaM IPOLUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTHYECKYIO ITPOBEPKY.

4.14 Cnenuaau3zauus u npogeccuoHaIN3M

[Ipennonaraer mnpuBieyeHUEe K pPa3pabOTKE CPEACTB M pealu3aluu Mep
3aIlUTEI uHpopMau CIIEIIMATIM3UPOBAHHBIX OpraHu3aluii, HanoboJiee
MOATOTOBJIGHHBIX K KOHKPETHOMY BHUIY JESITEIIBHOCTH TI0  O0OECIEeYeHHUI0
6e3onacHoctu I1JlH, UMEIOMIUX OMBIT MPAKTUYECKON pabOThI U TOCYJAPCTBEHHYIO
JUIEH3UI0 Ha TMpaBO OKa3aHWs YCAyr B JTol oOmactu. Peamuzanms
aIMUHUCTPATUBHBIX MEP U SKCIUTyaTalUsl CPEACTB 3aLIUTHI JOJDKHA OCYLIECTBISATHCS
po(eCcCUOHANTEHO MOTOTOBIEHHBIMH CICIIHAIUCTAMH Y UPEXKICHHUS.

4.15 O0s13aTeJIbHOCTh KOHTPOJISI

[Ipennonaraer 00s13aTeIbHOCTh U CBOEBPEMEHHOCTD BBHISIBIICHUS U TIPECEUCHUS
MONBITOK HAPYIICHUsI YCTAaHOBJICHHBIX MpaBuil obecrnieueHus: 6e3omacHocTy [1/[H Ha
OCHOBE HCIIOJIb3YEMbIX CHCTEM M CPEICTB 3alllUThl WHpOpMamuMu  MOpu
COBEPIIICHCTBOBAHUN KPUTEPUEB U METOJIOB OIEHKH (P(DEKTUBHOCTH ITUX CUCTEM U
CPE/CTB.

KoHTponb 3a AesATeIbHOCTHIO JHO0OTO TMOJb30BaTEeNs, KaXKJAOro CpeicTBa
3alIUThl U B OTHOILICHHH JIFOOOTO OOBEKTa 3alIUTHI JOJKEH OCYIIECTBISATHCS Ha
OCHOBE TMPUMEHEHHSI CPEJCTB OINEPATUBHOTO KOHTPOJS W PETUCTPALUM U JOJHKEH
OXBaTbIBaTh KaK HECAHKIIMOHWPOBAHHBIC, TaK U CAHKIIMOHUPOBAHHBLIC JIEHCTBUS
MOJIb30BaTEIICH.
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5 Mepbl, MeTOABI M CPeICTBA 00ecneuyeHsi TpedyeMoro ypoBHsi
3alUIIEHHOCTH

ObecrnieueHne TpeOyeMOro ypoBHs 3alllMIIEHHOCTH JIOJDKHOCTU JIOCTUTAThCS C
UCIIOJIb30BaHUEM MEp, METOJIOB U CpelCTB Oe3omacHocTu. Bce meprl oOecnieueHus
oe3onacnoctu MCIIJIH noapasnensiorcs Ha:

- 3aKOHOJIATEIIbHBIC (ITPABOBHIC);

- MOPaJIbHO-3TUYECKHE;

- OpraHU3alOHHbIE (A AMUHUCTPATUBHBIE);

- pusnyeckue;

- TEXHUYECKHE (anmnapaTHbie U IPOrpaMMHEIE).

[lepeuenb BBIOpaHHBIX Mep oOecriedeHus: 0e30macHOCTH oTpakaercsa B Ilnane
MEPOIPUITHNA [0 0OECTIEYEHUIO 3aIUTHI IEPCOHAIBHBIX JAHHBIX.

5.1 3akoHoaaTe/bHBIE (IPABOBbIE) MePbI 3AIIUTHI

K mpaBoBeIM Mepam 3alUTBI OTHOCATCS JACHCTBYIOIIWE B CTPaHE 3aKOHBI,
yKa3bl U HOPMATHUBHBIC aKThI, perIaMeHTHpYyIomue mpaBuia obpameHus ¢ I1/1H,
3aKPETUISIONINE TpaBa U 00S3aHHOCTH YYaCTHUKOB WH()OPMAITMOHHBIX OTHOIICHUN B
mporiecce ee 00paOOTKM U  HCMHOJB30BaHUS, a TaKXKE YCTAaHABJIMBAIOIIHUE
OTBETCTBEHHOCTh 3@ HAPYIICHWs] JSTUX TMpaBUJl, TMPEMATCTBYS TEM CaMbIM
HEeMpaBOMEpHOMY Hcnofib3oBanuio [1/IH u sBistomuecs caepxuBaronmum GakTopom
JUTSl TOTEHIUANIbHBIX HApYIIUTEIEH.

[IpaBoBbIE =~ Mephl  3alUTBl  HOCSAT B  OCHOBHOM  YIIPEXKIAIOIIUH,
npoPHIAKTHYECKUN XapakTep U TPeOyIOT MOCTOSHHON Pa3bICHUTEILHON pabOTHI C
MOJIB30BATEISIMU M OOCITYKHUBAIOIINM TIEPCOHATIOM CUCTEMBI.

5.2 MopajibHO-3THYeCKHEe MePbI 3a1UThI

K MopanbHO-3THUYECKHMM MepaM OTHOCSTCSI HOPMbI TOBEJIECHHUS, KOTOpHIE
TPAJULOHHO CIIOKWINCh WJIA CKJIAIBIBAIOTCS MO Mepe pacnpocTtpaHeHus OBM B
CTpaHe WK 00IIeCTBE. DTU HOPMBI OOJIBIICH YaCcThIO HE SBIIAIOTCSA 0053aTEIIbHBIMU,
KaK  3aKOHOJATENbHO  YTBEP)KJICHHbIE HOPMATHUBHBIE  aKThl, OJHAKO, UX
HECOOJI0JIEHHE BEAET OOBIYHO K MaJCHUI0 aBTOPUTETA, IPECTHKA YEJIOBEKA, TPYIIIIbI
JUL WM OpraHu3auuu. MoOpalbHO-3TUYECKME HOPMBbI OBIBAIOT KaK HENUCaHbIE
(Hanpumep, OOIIENPU3HAHHBIE HOPMBI YECTHOCTH, MATPHOTH3MA W T.I.), TaK U
MUcaHble, TO €CTh OGOpPMIEHHBIE B HEKOTOPHIM CBOA (YCTaB) MpaBWI WU
MPEANUCAHUM.

MopanbHO-3THUYECKHE MEPhl 3allUTHl SABJISIOTCA NPOYUIAKTHUYCCKUMU |
TpeOyIOT MOCTOSHHOW paboThl MO CO3JAaHUIO 30pPOBOTO MOPAIBHOIO KJIMMara B
KOJUIEKTHBAX MOJipa3iesieHuil. MopalbHO-3TUYECKHE MEPbl 3allUThl CHUMKAIOT
BEPOSATHOCTh BO3HUKHOBEHHSI HETAaTUBHBIX JEHCTBUI CBSI3aHHBIX C YEIOBEUYECKUM
baxkTopoOM.

5.3 Opranu3anuoHHbIe (AAMUHUCTPATUBHbIE) MePbI 3aIIIUTHI

Opranu3aiuoHHble  (aMUHUCTPATUBHBIE) MEpbHI 3alUTBI - 3TO MEpHI
OpPraHU3allMOHHOTO XapaKTepa, PeriaMeHTUPYIOUIUE Mpolecchl (YHKIMOHUPOBAHUS
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NCIIdu, wucnonb3oBanue pecypcoB MCIIH, neqarenbHOCTh O0OCITY»KHBAIOIIETO
MepCoHaNIa, a TaKXXe MOPSAI0K B3auMojiercTBusi noJb3oBarened ¢ MCIIAH Takum
o0pazom, 4ToObl B HAUOOJIBIIIEH CTETICHU 3aTPYAHUTh WIIM UCKIIOYUTh BO3MOXKHOCTD
peanuzaiuyd  yrpo3 0€30MacHOCTH WM CHHU3UTh pa3Mep MOTeph B Clydae HX

peanu3anuu.
['1aBHasg 1enb aJIMHUHUCTPATUBHBIX MEp, NPEANPUHUMAEMBIX Ha BBICHIEM
yOpaBJICHUYECKOM ypoBHE — chopmupoBarh lloiuTuky wHGOPMAIMOHHON

6e3onacHocty [1/IH (0Tpaxkaronryro MoaXoAbl K 3aluTe HHGOPMAIIN) U 00€CTICUnTh
€€ BBIMIOJTHEHUE, BB HEOOX0IUMbIE PECYPChl U KOHTPOJIUPYS COCTOSIHUE JEII.

Peanmuzanust [lonutuku unHdopmarmonHoit 6e3omacHoctu I[1/In B MCII/IH
COCTOSIT U3 MEp aJIMHHHACTPATHBHOTO YPOBHS W OPTraHU3AIMOHHBIX (TIPOIETYPHBIX)
Mep 3aIuThl HH(OPMALIUH.

K aaMuHUCTpaTMBHOMY YPOBHIO OTHOCSTCS pEHICHUS PYKOBOJCTBA,
3arparuBatomue jaesrenbHocts WCIIJIH B 1enoM. OTu pelnieHus: 3aKpervisioTcsl B
[Tonmutuke wHbOpMaMOHHONW Oe3omacHOCTH. [IpuMepoM TakuX pEHIeHH MOTyT
OBITh:

- IPUHSTHE PEIICHUS] 0 (OPMUPOBAHUU WM TMEPECMOTPE KOMIUIEKCHOU MpPO-
rpamMmbl obecrieuenust 6ezonacHocT [1J[H, onpenenenne OoTBETCTBEHHBIX 3a €€ pea-
JIN3aIIUI0;

- (hopMyIHpOBaHKE LIENIEH, TOCTAHOBKA 3a/1ay, ONpe/IeJIEHUE HANPABICHUN Jie-
SATEILHOCTH B 00acTu 0e3onacHocTH I1/]H;

- IPUHATUE PEIICHUI IO BOMPOCAM peaM3alui MporpaMMbl 0€30MACHOCTH,
KOTOPBIE paccMaTPUBAIOTCSI HA YPOBHE Y UPEXKICHUS B 1IEJIOM;

- obecrnieueHue HOpMaTUBHOM (ITPaBOBOI) 0a3bl BOMPOCOB OE30MACHOCTH U T.1I.

[TomuTrka BEepXHETO YPOBHS MOJDKHA YETKO OYEPTUTH chepy BIHSHUS U
OTpaHUYCHUs] TpU omnpeneseHun 1nene oe3zonacHoctu [1JIH, ompeaenuTh KakuMH
pecypcamu (MaTepuasibHbIC, IEPCOHAN) OHU OYIYT JTOCTUTHYTHI U HAWTH pa3yMHBIH

KOMITIPOMHCC MEXy MPUEMIIEMbIM YPOBHEM O€30MacCHOCTH U (DYHKIIMOHAIBHOCTHIO
NCIIH.

Ha opraHu3animoHHOM ypOBHE OIPEACISIIOTCA IMPOUEAYpPhl UM MpaBUIIa
TOCTIDKEHMSI 11esied U pereHust 3anad [lonmutuku nHQOpMAIMOHHONW 0€30MacHOCTH
[1/I1. DT paBuIa ONpPeEnEIIsIOT:

- KaKkoBa 00JIaCTh MPUMEHEHUS TOJIUTUKU Oe3omacHocTH [1]1H;

- KaKOBBI POJIM U 00SI3aHHOCTH JTOJKHOCTHBIX JIMIL, OTBEYAIOIIME 3a IMPOBeEe-
Hue noiutuku 0e3onacHoctu [1/]H, a Tak ke UX YCTAHOBUTH OTBETCTBEHHOCTb;

- KTO UMeeT npasa gocryna K I1/H;

- KaKUMH MEpaMu U cpeacTBaMu obecrieunBaeTcs 3anmTa [1/1H;

- KaKUMU MEPaMH U CPEACTBAMHU 00ECIIeUMBAETCS KOHTPOJIb 332 COOJIIOICHUEM
BBEJICHHOTO peXrMa 0€30MacHOCTH.

Opranu3aiioHHbIE MEPbI JTOJKHBI:

- IpelycMaTpUBaTh PErjiaMeHT WH(GOPMAIIMOHHBIX OTHOIICHUH, HCKIIOYaro-
IIMX BO3MOXXHOCTh HECAHKIIMOHUPOBAHHBIX JEUCTBUI B OTHOIICHHH OOBEKTOB 3a-
LIUTHI;
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- OIIPENEATh KOAJTUIMOHHBIE U UEPAPXUUECKUE MTPUHLIMIIBI U METO/IBI pa3rpa-
HU4eHus gocryna K 11/1H;

- OIIPENEIATh MOPSIOK PaboThl ¢ NPOrpPaMMHO-MAaTEMAaTUYECKUMHU U TEXHHUYE-
CKUMHU (ammapaTHble) CPEACTBAMM 3allMThl U KPUOTO3ALMUTHl U APYTUX 3AIIUTHBIX
MEXaHU3MOB;

- opranu3oBath Mepbl npotuBojeiictBus HCJ] monb3oBaTensiMu Ha 3Tamnax
ayTeHTHU(UKALWMY, aBTOPU3AIUH, WACHTU(PUKAINH, 00eCTIeUNBAIOIINX TapaHTUH pea-
JIM3AIUH NPaB U OTBETCTBEHHOCTH CyOBEKTOB MH(POPMAITMOHHBIX OTHOLICHHIA.

B opranuzanmoHHbIe MEPBI TOJKHBI COCTOATH U3!

- pernamenTa noctyna B nomemenus UCI/x;

- IOPSAJOK JIOITyCKa COTPYIHHUKOB K MCNOdb30BaHuI0 pecypcoB UCITIn Yupe-
KIICHUS;

- periamMeHTa MpoIeccoB BelleHUs 0a3 JTaHHBIX M OCYIIECTBJICHHUS Moauduka-
MU UHOOPMAIMOHHBIX PECYPCOB;

- periamMeHTa mpoLeccoB OOCITYKUBAHUS U OCYIIECTBICHUS MOIU(DUKAIIUYN afl-
napaTHbIX 1 nporpammHubIx pecypcoB UCII/IH;

- uHCcTpykuud nosap3oBareneit UCIIAn (ammunucrparopa MCIIJIH, aaMuHU-
crparopa 6e3onacHoctu, oneparopa MCIIJIH);

- UHCTPYKIHUS OJIb30BATENS IPU BOSHUKHOBEHUY BHEIITATHBIX CUTYAIUN.

5.4 ®du3znyeckue Mepbl 3alIUTHI

@u3nyeckre Mepbl 3alllUThl OCHOBaHbl HAa MPUMEHEHUM PA3HOr0 poja
MEXAHUYECKUX, AIEKTPO- WIIH JIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB U COOPYKEHUM,
CIELUAIBHO TMPEIHA3HAYEHHBIX JUIS CO3JlaHus (U3WUYECKUX TNPENsSTCTBUU Ha
BO3MOKHBIX MYTSAX MPOHUKHOBEHHUS M JOCTyNa MNOTECHUHAIbHBIX HAPYIIUTEIEH K
KOMIIOHCHTaM CHCTEMBl M 3alllMIIacMON HHQpOpMAIMU, a TakKKe TEeXHUYECKHUX
CPE/ICTB BU3yaIbHOTO HAOJIIOICHHS, CBSI3U U OXPAHHOW CUTHAJIM3AIUH.

dusnyeckas 3amuTa  3JaHWN, TMOMEIICHUH, OOBEKTOB U  CPEACTB
nH(pOpMaTH3aIKH TOKHA OCYIIECTBISATHCS IyTEM YCTAaHOBJICHUS COOTBETCTBYIOIINX
IIOCTOB OXPaHBI, C TIOMOIIBIO TEXHUYSCKUX CPEJCTB OXPaHbI WU JOOBIMUA JPYTUMHU
cmocobamMu,  MPEJOTBpAIAlONMIUMH WX CYIIECTBEHHO  3aTPYIHSIONIAMHU
MPOHUKHOBEHWE B  3JaHHUE, TNOMEIICHUS MOCTOPOHHUX  JIMI,  XHWIICHUE
MH(POPMAITMOHHBIX HOCUTENEH, cCaMUX CPEACTB MH(OpPMATHU3AlUUA, UCKIIOYAOIUMU
HaxXO0XXJICHUE BHYTPU KOHTPOJHUPYEeMOU (OXpaHsSeMOM) 30HBI TEXHUYECKUX CPEJICTB
pa3BEAKH.

5.5 AnnapaTtHo-nporpaMmMHublie cpeacTBa 3amuThbl I1JIH

Texaudeckue (ammapaTHO-TIPOTPaMMHBIC) MEpPBI  3alUThl OCHOBAaHBI Ha
WCIIOJIb30BAaHUU PA3JMYHBIX DJECKTPOHHBIX YCTPOWCTB M CICIHAIBHBIX TPOTPAMM,
Bxosammx B coctaB MCIIJIH 1 BBITOJHSIOMNUX (CAMOCTOSTEILHO WIIM B KOMILIEKCE C
JIPYTUMHU CcpefacTBaMu) (YHKIHMHA 3aIUThl (MASHTU(UKAIIUI0O U ayTeHTU(UKAIUIO
MOJIB30BATENICH, pa3rpaHUUYCHHE JOCTyla K pecypcaMm, pPETUCTPaIUio COOBITHIA,
Kpunrorpadguueckoe 3aKpbiTie nHGOpMaIuy U T.1.).
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C yuyeTom Bcex TpeOoBaHUM U MPUHLIMIIOB oOecrieueHus: 6e3omacuoctu 1[0 B
NCIIIn nmo BceM HampaBJIEHUSIM 3alIUThl B COCTaB CUCTEMBbI 3aIUTHI JOJKHBI OBITH
BKJIFOUEHBI CIEAYIOIIUE CPEACTBA:

- cpeacTBa uaeHTUUKAINK (OTI03HABaHUs) U ayTeHTU(UKAIUU (TTOTBEPIK/IEC-
HUS MOJJTMHHOCTH ) Tlosib3oBarenei MCII/IH;

- CPEACTBA pa3rpaHUYEHUs JTOCTYyNa 3apErUCTPUPOBAHHBIX MOJb30BATEIEH CH-
cteMbl Kk pecypcam UCIIIn Yupexnenus;

- cpeAcTBa 0OecTeyeHUs] U KOHTPOJS LETOCTHOCTH MPOTPAMMHBIX U HMH(OP-
MAIMOHHBIX PECYPCOB;

- CpEIICTBA OTIEPATUBHOTO KOHTPOJISI M PETUCTPALIMHA COOBITHI 0€301TaCHOCTH;

- KpunTorpaguyeckue cpeacrna 3auuTsl [1/1H.

YcnemHoe NPUMEHEHHE TEXHUYECKUX CPEACTB 3allUThl HAa OCHOBAaHUU
NPUHUUNOB (pa3fen 5) mpeamnoJiaraeT, YTO BBIMOJHEHUE MEPEUYHCICHHBIX HIXKE
TpeOOBaHMI 00ECIeYeHO OPraHU3alMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpPAMHU U
UCIOJIb3YeMbIMU (PU3NYECKUMHU CPEACTBAMU 3AIIUTHI:

- obecnieueHa u3nyeckas 1eI0CTHOCTh Bcex koMmmnoHeHT MCTIH;

- Kaxabl coTpyaHuk (ronb3oBarens WCIIJIH) wnm rpynmna moiib3oBaTenen
UMEeT YHHKAJIbHOE CUCTEMHOE UMS U MUHUMAJIBLHO HEOOXOIUMBIE JIJISi BHITOJHEHUS
UM CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEN IMOJHOMOYHS IO JOCTYIYy K pecypcam
CHUCTEMBI;

- B UCIIIn YupexnaeHnus pa3zpaboTka ¥ OTJIaJKa IPOrpaMM OCYLIECTBISETCS
3a nmpeaenamu MCII/IH, Ha UCTIBITAaTENBHBIX CTEH/IAX;

- BCE U3MEHEHUSI KOH(PUTYpAIIMU TEXHUYECKUX U MporpaMMHbIx cpeactB M C-
[1/TH mpoU3BOAATCSI CTPOTO YCTAHOBJICHHBIM MOPSIKOM (PETUCTPUPYIOTCS U KOHTPO-
JUPYIOTCS) TOJIBKO Ha OCHOBAHHUH PACTIOPSHKEHUM PYKOBOJICTBA Y UPEXKACHUS;

- C€TEeBOE 000pyJ0BaHUE (KOHIIEHTPATOPhl, KOMMYTATOPhI, MapIIpPyTU3aTOPhI
U T.II.) pacrojaraercs B MeCTax, HeJJOCTYITHBIX /I MOCTOPOHHUX (CHEIUaTbHBIX T10-
MEILCHMSX, MKadax, u T.I1.).

- CIIELIMAJIMCTAMU Y UPEKJICHUSI OCYLIECTBIISICTCS HENPEPHIBHOE YIPABICHUE U
aIMUHUCTPATUBHAS TIOJIEPKKA QYHKIIMOHUPOBAHUS CPEJICTB 3AIIIUTHI.
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6 KontpoJsb 3¢ dexTuBHocTH cucteMbl 3anThl UCII/IH Yupexkaenus

Kontpons  sdpdextuBnoctn  C3II[lH  momkeH  ocyliecTBiseTcs  Ha
nepuoanueckoii  ocHoBe.  llempto  koHTpons  AddekTHBHOCTH  ABIAETCA
CBOEBPEMEHHOE BBISIBJIEHWE HEHAAIEXKaMX pexuMoB padotsl C3II/IH (oTKIIIOUEeHHE
CPEJICTB 3alUThl, HAPYIIECHUE PEKUMOB 3alUThl, HECAHKIIMOHUPOBAHHOE U3MEHEHNE
pexuMa 3alUThl U T.I1.), @ TaK IPOTHO3UPOBAHUE U MIPEBEHTUBHOE pPEarupoBaHKE Ha
HOBBIE yTrpo3bl Oe3omacHocTH [1/1H.

KoHTposib MOXET TpPOBOAUTHCA Kak aJIMHUHHCTpATOpaMH O€30MacHOCTU
NCTI[In (onepaTUBHBIN KOHTPOJIb B Mpolecce HHHOPMAITMOHHOTO B3aUMOICHCTBUS B
NUCTIIH), Tak ¥ IpuUBJIEKAEMbIMU JJIS 3TON eI KOMIETEHTHBIMU OpraHU3AlMIMU,
MMEIOIIMMU JUIICH3UIO Ha 3TOT BUJ AesATeabHOCTH, a Takke ®PCTOK Poccun u ©Ch
Poccun B penenax ux KOMIETECHIUU.

KOHTpOsIb MOKET OCYIIECTBIATHCS aJIMHHUCTPATOPOM OE€30IaCHOCTH Kak ¢
MOMOIIBI0 IITATHBIX CPEACTB CUCTeMbl 3ammThl [I/IH, Tak W ¢ MOMOIIBIO
CIIEIUAIIBHBIX TPOTPAMMHBIX CPEJCTB KOHTPOJIS.

Ouenka >pdexkTuBHOCTH Mep 3aumuThl [I/[H MpoBOAUTCSA C MCHOJIB30BAHUEM
TEXHUYECKUX M TPOrpaMMHBIX CPEACTB KOHTPOJIS Ha NpPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.
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7 Cepnl oTBeTcTBeHHOCTH 32 Oe3onacHocTb I1/{H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep U KOHTPOJIb HaJ o0ecrneyeHueM
0€30MacHOCTH TEPCOHAIBHBIX JIAaHHBIX SBJISIETCS PYKOBOJIUTENb Y UPEKIACHHUS.
PykoBoauTenb MOXET JeJIerupoBaTh 4YacTh IMOJHOMOYHMM 1O OOECHneyYeHUIo
0€30MacHOCTH MEePCOHAIBHBIX JIAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJUTENSI BKIIIOYACT CIICAYIONINE HAIPABICHUS
obecnieueHus 6ezomacuHoctH [1]1H:

- [ImannpoBanue u peanuzarus Mep mo odecrneuenuto 6e3omacuoctu [1/1H;

- AHanu3 yrpo3 6e3onacuoctu [1/1H;

- Pa3paboTKy, BHEAPEHUE, KOHTPOJIb UCIOJHECHUS U TOJJIEPKAHUE B aKTyallb-
HOM COCTOSIHUM TIOJIMTHK, PYKOBOJICTB, KOHUEMIMWA, MPOUEAYpP, PETIAMEHTOB, WH-
CTPYKIMUA U JPYTUX OPraHU3AIlMOHHBIX JTIOKYMEHTOB IO oOecrnedeHuto 0e30macHo-
CTH;

- Kontpons 3ammmennoctu UT undpactpykrypst Kommanuu ot yrpos Wb
yTEM;

- O6yuenue u undopmuponanue nosp3onareneit ICII/IH, o mopsake paboTh ¢
ITJIH 1 cpeacTBaMu 3allUTHI;

- [IpegoTBpaiieHue, BbISIBICHHE, pEarHPOBAHUE U PACCICIOBAHUE HAPYUICHUN
oe3omacuoctu I1/1H.

[Ipn B3aUMOJEHCTBUU CO CTOPOHHHUMM OpraHU3aIlUsAMH B CiydasX, Korja
COTPYJHUKAM 53THX OpTraHU3alMUA TPEAOCTABISAETCS JOCTYN K OOBEKTaM 3alUThI
(pazgen 3), ¢ ATUMU OpTraHU3ALUSIMU JOJDKHO OBITh 3akitoueHo «CorjamieHue o
KOH(PUIECHIUATBHOCTHY, TU00 «CorjaneHue 0 COOJII0ACHUN pexuMa 0€30MacHOCTH
[111 npu Beimonnenuu padotr B MCII/n». [logroroBka TUMOBBIX BapUaHTOB 3THX
COTJIAIICHUM OCYIIECTBISAECTCS COBMECTHO ¢ FOpHAMYECKUM OTIECJIOM.
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8 Moaejb HApymIUTeJ sl 0€30MACHOCTH

[Ton HapymuTeneM B YUpexIECHUU MOHUMAETCA JIUILO, KOTOPOE B PE3YJIbTATE
YMBIIUJICHHBIX WM HEYMBIIUICHHBIX JEUCTBUI MOXKET HaHECTU YIIepOd 0O0bekTam
3amuThl (pasaen 3).

Hapymmrenu noapasaenstorcs no npuszHaky npuHagiexsocty k UCITIH. Bee
HAPYLIUTEINH AENSATCA Ha ABE TPYIIbL:

® BHCIIHWE HApyIUTeNIH — (QU3NYECKUE JMIa, HE HUMEIINe TpaBa
npeObIBaHUsSI Ha TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B Mpejenax
KoTOpo# pasmeriaercs obopynoBanue UCII/IH;

® BHYTPEHHUE HapyIIUTEId — (PU3MYECKUE JMIa, HMEIOIINE IPaBo
npeObIBaHUsSI HA TEPPUTOPUU KOHTPOJIMPYEMOW 30HBI, B IMpenenax
KOTOpo pazmeaercs odopyaoanue UCITIH.

Knaccudukanuys HapymmTenei npeacraBiecHa B Mojaenn yrpo3 6€301nacHOCTH
MIePCOHAIBHBIX AaHHbIX Kaxaou MCIT/IH.
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9 MoaeJjib yrpo3 6e301acHOCTH

Jnsa UCI/H VYupexneHus BBIACISIOTCA CIEAYIOIIME OCHOBHBIE KaTErOpPHUH
yIrpo3 0€300aCHOCTH NEPCOHANBHBIX TAHHBIX:

1) Yrpo3sl OT yTEYKH O TEXHHYECKUM KaHaJlaM.

2) YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYMa K HH()OPMAITHH

- YTpo3bl YHUUTOKEHNUSA, XUllleHHs anmnapatHbix cpeacts MCII/IH Hocu-
Tesneit nadopmanuu myteM pusudeckoro gocryna k anementam UCII/IH.

- Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHON MoAMUKAIMKU WU Oi10-
KUpOBaHus MH(GOpMAIMK 3a cueT HecaHKuuoHuposanHoro gocryna (HCH) c
NPUMEHEHUEM MPOrpaMMHO-AIIAPATHRIX M MPOTPAMMHBIX CPEACTB (B TOM
YHCJIe MPOrpaMMHO-MaTeMaTHYECKUX BO3ACHCTBUN).

- YIpo3bl HE NIPEIHAMEPEHHBIX JIEMCTBUM M0JIb30BATEIEH U HAPYILICHUHN
oe3onacnoctu ¢pynkuunonuposanus MCITJIa u C3I1/IH B ee cocTaBe u3-3a coo-
€B B IPOrpaMMHOM OOECIIEUEHUH, a TAKKE OT YIPO3 HEAHTPOIIOTE€HHOTO (CO0EB
anmnaparypsl U3-3a HEHAJIEKHOCTH 3JIEMEHTOB, COOEB AJIEKTPONUTAHUSA) U CTH-
XUIHOTO (yAapOB MOJHHH, MOXKAapOB, HABOJHEHUH U T.I1.) XapakTepa.

- YTpO3bI IpEeIHAMEPEHHBIX JEHCTBUM BHYTPEHHUX HAPYIIUTEIICH.

- YTpO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA 110 KaHAJaM CBSI3H.

Onucanue YIrpo3, BCPOATHOCTb HUX pCalin3alliM, OIIACHOCTb N aKTYaJIbHOCTb
MNpCaACTaBJICHBI B Mojaenu yrpo3 0C30I1aCHOCTH IICPCOHAJIBHBIX JAaHHBIX K&)K,Z[Oﬁ

WUCTIIn.
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10 Mexanu3sm peaausanun Konnenuuu

Peanuzanust Konnenuuu A01%&Ha OCYIIECTBISITHCSA HA OCHOBE MEPCIEKTUBHBIX
MPOTrpaMM U IIAHOB, KOTOPHIE COCTABIISIIOTCS HA OCHOBAHUM U BO UCIIOJIHEHUE:

- eqepaTbHBIX 3aKOHOB B 001acTH oOecrieueHnsi HHPOPMaIMOHHOW Oe3ormac-
HOCTH | 3aIUTHl HH()OpMAITIH;

- noctanoBienni [IpaBurenbcTBa Poccuiickont Denepannu;

- PYKOBOZSIINX, OPTaHU3AIMOHHO-PACTIOPAIUTEILHBIX U METOJINYECKUX [0-
kymeHToB @CTIK Poccuu;

- notpedHocterr MCII/IH B cpenctBax obecnieyeHus: 6e30macHOCTH MHGOpMa-
UU.
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11 Oxkunpaembiii 3¢ pexT oT peanuzanuun Konnenuun

Peanuzarusa Konneniuu 6e3onacaoctu [1J1a 8 UCIIIH 1103BOIUT:

- OLIEHUTH cocTosHue Oe3omacHoctu mHpopmanuu WCII/IH, BBIABUTH HUCTOY-
HUKU BHYTPEHHUX W BHEIIHUX YIpo3 MH(POPMAIMOHHON O€30MacHOCTH, ONPEACIIUTh
MPUOPUTETHBIE HAIPABIICHUS MPEIOTBPALICHUS, OTPAKECHUS U HEUTpaIU3aluu dTUX
yTpos;

- pa3paboTaTh pacrnopsAUTENbHBIE 1 HOPMATUBHO-METOIMYECKUE JTOKYMEHTHI
npuMmenutenbHo kK MCITH;

- mpoBecTu Kiaccudukanuio u ceprudukamnuo UCIH,

- IPOBECTU OPraHU3AIMOHHO-PEKUMHBIE W TEXHUYECKHE MEPOIPUATHS 10
obecneuenuto 6e3onacHoctu I11n B UCII/IH;

- o0ecrneyuTh He0OXOIMMbIN YPOBEHb O€30MaCHOCTH OOBEKTOB 3aIUTHI.

Ocy1iecTBIEHUE ITUX MEPONPUATUNA 00ECTICUUT CO3/ITaHUE €UHOM, 1IETOCTHOMN
U CKOOPJMHUPOBAHHOW cucTeMbl HHpopMannoHHON Oe3omacHocty HUCII[AH wu
CO3/1aCT YCJIOBUSA JIJIA €€ JATbHEUIIErO0 COBEPIICHCTBOBAHUSI.
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12 Cnucok MCII0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTHUBHO-TIPABOBBIMM M METOAMYECKUMHU JOKYMEHTAMH, Ha
KOTOpBIX Oazupyertcs HacTosee [lonoxxenue sBAsIOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHBIX J1aH-
HeIX» (manmee — @3 «O mepCOHANBHBIX NAHHBIX»), YCTAHABJIMBAIOIIUNA OCHOBHBIC
OPUHIUIBL U ycnoBuss oOpabotku IIJ[H, mpaBa, 005S3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHHUKOB OTHOIIICHHH, CBS3aHHBIX ¢ 00padoTkoi [1/]H.

2 «TpeboBaHMs K 3alllUTE MEPCOHAIBHBIX JAHHBIX MPU X 00pabOTKE B HH-
(GbOopMaIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JIAHHBIX», YTBepKaeHHOe [locTaHOBIEHU-
em [IpaButensctBa PO ot 01.11.2012 1. Ne 1119.

3 Ilepeuenb Mep, HAIIPABJICHHBIX HA 0OECIIEYEHUE BHITIOJIHEHUS 00sS3aHHOCTEM,
peaycMOTpeHHBIX DefepanbHbIM 3aKOHOM «(O TMEepCOHANBHBIX JTaHHBIX», YTB. I10-
cTtaHoByieHHEM TpaBUTeNbCTBA PO 01 21.03.2012 Ne211

4 «Ilopsgok mpoBeneHus Kiaccupukanuu MHOOPMAUMOHHBIX CHUCTEM IMEpPCO-
HaJIbHBIX JTAaHHBIX», YTBEpKIAEHHBIM cOBMECTHBIM [Ipnkazom ®CTIK Poccun Ne 55,
®CBb Poccun Ne 86 u1 Munnndopmcessizu PO Ne 20 ot 13.02.2008 r.

5 «Ilomoxenrne 00 OCOOEHHOCTSIX OOpPa0OTKU MEPCOHANBHBIX JAHHBIX, OCY-
HIECTBJISIEMON 0€3 MCIOJIb30BaHUS CPEJCTB aBTOMAaTU3alMN», yTBepxkAeHHoe [locTa-
HoBJieHueM [IpaBurenbctBa PO ot 15.09.2008 r. Ne 687.

6 «TpeboBanus Kk MaTepuaIbHBIM HOCUTEISIM OMOMETPUUECKUX MTEPCOHATBHBIX
JTAHHBIX U TEXHOJIOTHSIM XPaHEHHUS TaKUX JIaHHBIX BHE MH(OPMAIMOHHBIX CHUCTEM
IIEPCOHAIIBHBIX JaHHBIX», yTBepkAeHHbIe [locTanoBiennem IIpaBurensctBa PO ot
06.07.2008 r. Ne 512.

7 HopMatuBHO-MeTOAMYECKHE TOKyMEHThl DesepaibHON CITy>KObI MO0 TEXHU-
YEeCKOMY U dKCIepTHOMY KOHTpouto Poccuiickoit @enepammu (nanee - ®CTIK Poc-
cuM) 1o odecreueHuro O6e3omnacuoctu 110 mpu ux oopadoTke B UCIIIH:

8 Pexomenaiuu mo odecrneueHuIo 0€30MacHOCTH MEPCOHANBHBIX TaHHBIX MPH
X 00paboTKe B MH(MOPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. 1U-
pexktopa @CTIK Poccun 15.02.08 r. (JACITI)

9 OcHOBHBIE MEPOTPHUATHS TIO0 OPTaHU3AIMH M TEXHUYECKOMY OOECTICUEHUIO
0€30MacHOCTH MEPCOHANIBHBIX JAHHBIX, 00padaThiBaeMbIX B MH(OPMAIIMOHHBIX CH-
CTEMax MEPCOHAIBHBIX AaHHBIX, YTB. 3aM. aupekropa ®CTIOK Poccun 15.02.08 .
(ACII)

10 bazoBasi Mojienb yrpo3 0€30MacHOCTH MEPCOHATBHBIX JIAHHBIX MPU UX 00-
paboTke B HH(GOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIbHBIX JAHHBIX, YTB. 3aM. IUPEKTO-
pa ®CTIK Poccum 15.02.08 r. (JICII)

11 Metoauka omnpeaeneHusl akTyalbHbIX yTpo3 0€30MacHOCTH MEePCOHATBHBIX
JaHHBIX MPU UX 00pabOoTKe B MH(POPMAILIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX,
yTB. 3am. qupekropa DCTIK Poccun 15.02.08 r. (JCII)
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