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1 OBLUME NONOXEHUA

VHGopMaLMA © AOKYMEHTS, PaspaBOT4HKaX, NOPAAKe COMMACOBaHIS, NIOPAAKE NEPeMOTP 1
yTeepKaeHus.

2 HA3HAYEHUE

HacroAuLMi AOKYMEHT ONPEASAET KOHUENLYO WHBOPMALIMOHHO GE3ONacHoCTU B pamKkax
CucTemsi ynpasneHus UHGOPMALMONHOR GesonacrocTn (CYVE) OFCY  «Kepexoscih
NCXOHEBPONIOTUNECKA WHTEPHATY, (Aanee YWDEXAEHHE) KaK CHCTEMY AOKYMEHTMPOBaHHLIX
YNPaBNEHECKYX PeLieH, HaNpaBneHHsIX Ha SALIUTY OnpeAeNeHHLIX JALMLIZEMBIX PECYPCoB
Yupexgenns, a TakKe TAGTULY PACTPEASTIHMS OTBETCTBEHHOCTA MeXay YSacTHKam
MIPOLIECCA YIPABAEHH MHAOPMALIMOHHOR GE30NACHOCT.

HacToRLWi AOKYMEHT yCTaHaBnWBaeT NOPAAOK W COCTaB MEPONPUATAA No obecneveHmio
VHOPMALMOHHOM  GE3ONACHOCTA W NPegHasHadeH ANA  BHIONHEHUR  NEPCOHAnom,
yHaCTBYyloUIEM B NPOLIECCaX OBECTedeHH MHBOPMALINOHHON 6830NaCHOCTM,

HacTosumi AOKyMeHT paspaboTaH C UEMblo YCTAHOBNEHUR EAMHOTO NOAXOAA MEpCoHanom
Y4pEXQeHHs, YHCTEYIOWMM B NPOLECCEX YTIPABNEHAR UHCHOPMALIMOHHOR GE30NaCHOCTsI0, B
COOTBETCTEMM G TPEGOBaHWAMIM MEXAYHAPORHOTO CTaHAapTa ISO/IEC 27001

3 OBNACTb NPUMEHEHUA

HacToRLWi AOKYMEHT OBA3TENE ANA NUMEHEHUR BO BCEX MOAPAIAEEHARX U BCemM
BOMKHOCTHLIMM NLIaMM YHDEXAEHWA NP YIPBIIEHMH MHGDOPMALMOHHO BE30NacHOCTBIO.

[leficTBue HACTOSILIEro AOKYMENTa PACTPOCTPAHAETCH Ha AATENLHOCT BCeX NofpasAeneHMit
Ypexaenns.

4 HOPMATMBHbIE CCbIIKU

Mpu paspaboTke HacToswedl KoWuenumu WMCNONb3OBaHB! CneAylolMe  HOPMATMBHbIE
RoxywenTs:

5 TEPMWHbI M ONPEAENEHNSA
VIHbOpMAUOHHa CUCTIEMa - COBORYTHOCTS KOMTOHEHTOB, COCTORLIAR U3 OGHOTO W Gonee

NPOLECCOB, aNNAPATHSIX CPERCTS, MPOTPAMMHOTO OGECEeHWR, OGOPYAOBaHUA W MIOASH,
YCNYT, 0BECngMBaI0AR BOSMOXHOCTS YAOBNIETBOPEHWS YCTaHOBNEHHSIX MIOTPEGHOCTEM WA
yened
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5.2 [pozpamtell MPOJyKIM ~ NPorpamMMHOe OBeCNedeHMe WM CBASBHHAR G HAM WHGOPMALIS,
COSAAHHOE, MORUMLMPOBAHHOE WM BCTPOEHHOE B COOTBETCTBMM C YCNOBUAMM KOHTpakTa
(Rorosopa) noTpeGuens;

83 Mpozpammoe 0Becneverue - KOMNLIOTEPHSIE NPOrPaMM U 6235l AaHHIX;

54 Msdenue npozpammHozo obecrievenun ~ moBas, NMOAASIOWARCA WaSHTWDMKALM, acTs
MIPOTPAMMHOrO 0BECrIEEHHA Ha MIPOMEXYTONHOM UITH KOHENHOM STane paspaBoTki;

55 [Ipozpaumieili  oKyMEHM  ~ AOKYMEHT, CORSPWALIMR CBEAGHMA, HEOXoAMMBE s
0GECIENEHHA hYHKLIOHAPOBAHWA U SKCANYATALIMMA NPOTPaMMHOT NPOAYKT;

56 VHGMPYKUUS - HOPMATWSHSIi AOKYMEHT, B KOTOPOM NOAPOGHO OnMCaMO AeTanbHoe
BLINONHEHHE OTACNbHbIX AeficTEM;

5.7 Memoduxa - HOPATHBHSI ACKYMEHT, B KOTOPOM MOAPOBHO UANOXEN yCTaHOBNEHHSI COCOD
ocyuiecTanenwA AesTensHocT;

58 Hopuarmuersii GoKkyMeH - ROKYeHT, yCTaHABNWBAIOLIA NpaBuna, oBuuue MpWHMANL WA
XaPAKTEPUCTUKH, KACAIOLMECH PAINHIHBIX BHOS ACSTENLHOCTH WIM UX Pe3YNLTATOS;

5.8 AocmynHocms ~ anement udopmaLmoKHoft GesonacHocT;
510 KocbudenuuarsHocri ~ anemeHT uichopmaLimoHoii Gesonackoct;

511 Aannwie - npencrasnenie bakros, nowATWh M WHCTRYKMA B HopManMsoBaHHOM BUge,
MIOBXOARILEM AN NEPERa4H, MHTEPNPETALIN U OBPABOTKV eNIOBEKOM M MaLLIHOR:

512 Vikchopmauian - cweicn, KOTopsit B HACTORWEE BpeMA MPWAGETCH AaHHM, MocpeacTEom
cooTBETCTBYIOWMX COrnALEHNT;

513 Mchopmayuonnas GesonacHocm - sawmTa ukopmaLw, e8 cocTasnAoLMe:

5131 KowudeHyuansooms - dawmTa  KOMGWASHLMANLHOR  WMbopwaum  or
HECAHKLMOMMPOBAHHOMO PACKDLITHS: Wik nepexsara;

5132 yenoomHocms: oBecniedene TONHOCTA M MONHOTSI MHGOPMALIN W KoMMIOTeHbX
nporpamm;

5133 doomynocme; oBecnedenie AOCTYNHOCTH UHBOPMALMN W XISHEHHO Baxcssix CepeUcos
ANA NoNb308aTENS, KOTAA 370 TpeByeTcA

514 Ypasnenue unchopmauonHo Gesonackocmsio - Obiecnewentie Mexanawa, nosgonmIoLEro
PeaNIoBaTL MHGHOPMALWOHHYI0 BesonachocTs,
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515 Vicpopmauuonnan mexuonozus - Hayinas, TexHonorMMeckaR W WiKeHepHaR AMCUATAK 1
YTPABTIEHS METORAMM, UCNONS3YEMbIMM ATH ONEPHPOBAHMA C AGHHBIMIM U WX OBPaBOTKH; ux
TIPAKNARHOE APUMEHEHHE; KOMISIOTEPS! 1 UK B3AUNORECTBHE C YeNoBeKoM W MalmHam;
TAIOKE CBAIAHHLIE C ITUM COLMATIbHEIE, IKOHOMUMECKWE U KYITYPHSIE BONPOCH

5.16 LlenocmHocms - nemeHT nHchopmaLmonHoi GesonackocTy,

517 Bradenoy - fuo i oprakusauun, oTsevaicuian 3a onpeaenékHe WibopMALHOHHEIE
PECYPCHI 1 33 PEANAIALMIO HAANEX ALK JALIATHEX MeEP.

518 Ananus puckoa - BoeoGuemniowh TepwiK, BKTONaIOLINR, B0-NEpBbiX, onpeRenENE 1 anans
TIOTEHLMANEHEIX YOS, KOTOPEM MOBEPIAIOTCS KOMIILIOTEPHAIE CHCTEMb, 1 WX YAIBAMOCTH, H,
BO-BTOPLIX,  MPEAOCTABNEHHE  PYKOBORCTBY MHGPOPMALMK, HEOBKOAMMOR ANA mpwsTAR
PeWeHM, CBASAHKLIX C OMTUMASALME/ KANWTaNOBMONEHAA & meps no oSecnedenmo
MHEOPMALMOHHOR GeonacHocT

519 Minyudenm e.cucmene Gesonacocmu - CoBsive, B pesysTaTe KoToporo nposowna [

Morna Gbl MPOUSORT) MOTEPA WM NOBPEXAEHYE UHBOPMALIMOHHEIX PECYPCOB OpraKMSaLIW,
MO AEICTaMe, KOTOPOE HAPYWIAET NPHHATSIE B OpraHISALM NpasiNa GesonacoCTH.

5:20 Creuuanswan npueunezus - MioGan 0coeHHOCTs WM CPEACTBO MHOrONONS308ATENSCKOR
VHBOPMALUONHOR  CACTEMsI, AaIOWan  BOSMOXHOCTS NombacsaTenio oo cpeacTea

KOHTPONA CACTEMs! MK NpUROWEHIS,

521 Monbsoeamens - Lo Wnw OPraHMSaLIS, HCTON3YIOLIAR HHCOPMALIOHHSIE TexHONOT
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6 YNPABMNEHUE UHOOPMALIMOHHON BE3OMNACHOCTbIO

Kouuenunn uichopmaLuoNHOR GesonackocT — Crparermieciwe mpasina, KoTopsie Ao
COBMIORATLCA B M10BGRAHEBHOA ACATENSHOCTH YYPEXAEHNA, KOHLENUAS WHhOpMALMOHHOR
5E30NBCHOCTEID oNpeAeneT obLLme NPYHLMITLI i CTaHAPTSI PaBOTH W ChYXHT ocHosaNeN

AN Pa3paGOTKI W BLINONHEHWS MPOLIEAYP UHthopMaLMOHHO/ BeaonackocTy

OcHOBHbMM LenAMA NPOLeCca ynpaBNeHNA WHBOPMALMONHOR GesonacHocTsio. ABnseTCH
TIOARSPX@HHE KOHDUACHLMANSHOCTH, LISNIOCTHOGT W AOCTYIHOGT MHGPOPMALMOKHLX aKTHEDR
YUPEXACHUS, MAHAMASALNA BUSHAR UHLMZGHTOB, CBASGHHLIX C noBpexaeHnem wm
YHAMTOXEHMEM UHEDOPMALYOHHSIX BKTUBOB YipeXaeHt.

OTBeTCTBeHHLM 3a MpoLecc ABMReTcR PYKOBORMTENs YpEXAEHMS, KoTOpbi HasHasaeTCH
Mpwkazom no Ypexgerito.

OBCKTaMA SaUMTH! SENAIOTCA WHOPMALUIOHHSIE BKTHEH, OnpeReneHHSE & pamKax npoecca
YMP3BNEHI UHDOPMALMOHHOR B.30MBCHOCTLI.

3a4a1amM MPOLECCa YNIpaBNeHIR MHAOPMALIMOHHOT Be30nacHOCTsIO FaNmIOTGS:

651 Ocyuecranenme KoHKDeTHEX MEPONPUTHA MO SBUMTE WHbOPMALMONHEX aKTVBoS OT

HECAHKLIUOHHPOBZHHOT UCOMb30BaHWR, OTKPLITUS Wi CAYMAWHOTO YHANTOXEHMS,

652 Obecnevenme uenesoro W cornacosanoro ¢ pyxoBoRCTBOM  CrONsaoBaHs

UHGOPMALIMOHHLIX BKTUB0R YupexaeHis:;

6:5:3 Ocywecranenime KoMKPETHbIX MEPONPHSTUH o SaLMTe. WichOPMALMONHEX aKTBDS OT

HCAHKLOHUPOBAHHOTO UCTIONb30BaHHS, OTKPLITHA Ui CNYWAHON yHTOXEHMS

654 MOMATOPUNT  OTHNOHEHWH 0T yCTaHOBMEHHSIX SaUWTHBIX  MpakTK nposepenie

KOPPEKTUPYIOUMX W NPeAyNPEXRALIMX  AelCTEMA N  pesynbTatam  awanmsa
MoHWTOpHHra;

655 Ocyuectanenvis KOHKPETHSX MEPONPUATHA Mo aLTE WACOPMALOHHBX aXTHEOR O

HECAHKLIMOHHPOBEHHOTO UCNONL30BaHHS, OTKPBITWA WK CYHAHOTO yHITONEHWA;

656 ATyanuaans KoHenLm uHeOPMBLUOHHOR Be30naCHOTH B CoOTBETCTBMN o OTwETaM

66

aHanu3om pyrosoacTsa.

Onpeaeneksi cneayiowye Tt wHcbopmaLmy:

6:6.1 Vnchopmauunn oBuiero nons3osaHu (Ge3 ykasawns orparmenuii)

662 ViuhopuaLynn orpansenoro nonsosaki (orpasiiene yassisaerca s oBmaarensiom

NOPsIAKe), KOTOPas MOXeT Bis:
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6621 Mnchopmauveit Ha paGouem MecTe cotpyammka;
6622 VHchopmauveli Ans BHYTPEHHEro nonb3osaHMs:

6623 Mubopuaunedi,  KacalWancR  BTOpoli  cropoWsi  (paboTHuk,
obecnesaenbie).

6.7 B pamkax KoHuenuum WHHOPMALIORHOT GE3ONACHOCTI COTPYAMMM YupeXaeHuA oBsaarst
cobniogaTs creyiowe nonoxeHys.

671 CoTpygAK 0GAsaNs! MeHsTS napon AOCTYna Ha Caoe pabouee MECTo He pexe 1 pasa s
TOA BO UsGeXaHHe MOTepH UHBOPMALMH, a TaloKe NPEAOCTaBNEHNR AOCTYNA K pecypcam
YUPEXRSHUR HEABTODUIOBAHHBIM U CTOPOHHM NONb30BATENAM;

6:7:2 CoTpyaHAKNA 0BA22Hb! KOHTPONMPOBATS AOKYMEHTSI Ha CBoUX PaBowX MecTax & cnyvae
OTCYTCTBUR Ha paBouem MecTe yBupaTs AOKYMEHTH OrPaHUEHHOTO MOMb3OBAHMA B
MECT3, HEAOCTYNHbIE HEaBTOPUIOBAHHBIM WIM CTOPOHHIM nons3osaTensm (RonMTMKa
«mcToro cTonay);

673 CoTpyaKMK 0BAsaHsI Ha BpeMA OTCYTCTBHS Ha CBOEM PaGOYEM MECTe BHE ABUCHMOCTH
OT ATUTENEHOCT NepoAa OTCYTCTaMS BrOKMPOBATS AOCTYN K Pecypcam caoero pabovero
MECTa (ROMUTUKE «4ACTOr aKpatar);

674 CoTpyaKw Y4pexaenun npun YGTPORCTBS Ha paboTy noANHCHIBAIOT TpyA0BM AOrOBOP H
B PaMKaX TDYA0BOFO A0T0BOPA 06R3aHLI COBMIOAATH MPAKTMKY LIENBROr HCrons3osanys
Pecypcos (pecypest UTepHer, anekTponkan noura);

675 Corpyannxn Yupexaeus npn yorpoicrse Wa paboty s oGmsatemsiom nopake
MIOANCLIBaI0T COrNaLieHie O KOHUAGHUAANIBHOCTH, KOTOpOE NOIBONRET WM paBoTars
HGDOPMALMER OBLLETO 1 OrpaHWNEHHOr NoNb30BaNHs.

68 Bo wsGexanme HeaBTOpH3OBaHHOTD AOCTYNA B NOMewieHWA YupexaeHUs, K HHEBpACTRYKTYPe,
'BBEAEHS OfpaHUEHIR (UIMHECKOTO AOCTYNa B YupexaeHMM. B canam ¢ 3T
©:8.1 BXoR © 3naHWA Y{PEXIEHNS OCYLIECTBIAETES NOR KOHTPONEM COTPYAHHKA OXpaH

682 Tepemelueyie Nl He SBNAIOLIAXCH COTPYAHMKAMM YUDEXAEHNA BOIMOXHO TOMBKO B
CONPOBOXAEHWYN COTPYAHMKA YHpeXAEHIS,

083 Mepemewenvie watepansheix uewHoCTel 32 Npepems  anaMi  yepexaeHn
TIPOUIBOAUTCA TONBKO NI0CIE OPOPMNEHiA MATEPANLHOTO NPOnYCKa.

684 [locTyn 8 noweLeHuA peryaupyeTon MpasnaMM Bbinadh Kikodei Ha NoCTy oXpaKM! ¢
‘0BA3ATENHOR 3aMHCHI0 8 XYPHANE BHAAY-CAaU KNSl C YKASaHHEM haumrAy, umeHi
COTPYAHKa U HasBaHMS KabuHeTa

7
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68 B pamax Kowuemum unbopwaunoHnoli Gesonaceoct nposoasTea  cneayioune
‘meponpusTUs:

691 waeHTUdUKaLMA HavGonee LeHHbix aKTMBOB Yupexaenns;

6:92 OueHka pHCKOB, CBASAHHLIX G NOTEPAMU WM MOBPEXTEHHEM HaUBONEe LEHHbIX akTHAOE
Yupexaenms;

683 MOAKATHE. ynpasneHseCX peweHWi O SaAUMTE BKTUEOB HA OCHOBENAM MPOBEAEHHOR
OUeHKv picKos;

6:9.4 PErVCTPALIR 1 KOHTPONE UHLIKAEHTOB MHCOPMALIMOHHOR BesonacHocTy,

685 npenocTaEnenue OTYETHOCTH MO WHUMEHTAM, CBRSEHHSM G WHBOPMALMOHHOR
GesonacHocTio;

.96 npepocTaBNenve OTIETHOGTH O AEATENSHOCTH NPOLIECca YNPABEHHA MHbOPMALMOHHOR
BesonacHocTsio;

6:87 nposegenme pyKoBoACTEOM awamusa OTYeTOB G Lensio nomyewsn wHbopwALMM o
fIPOUECOS  YIPABNEHUS WHOPMALMOHHOM BE3ONACHOCTBIO M NPUHATHA peweHits o

TIePECMOTPE OCHOBHBIX aKTHBOB W PUCKO;
6.9.8 nepecmoTp Ha perynApHOi OCHOBE aKTUB0B H PHCKOB;
6.9.9 ycosepuencTaosanwe (pasanTe) npoLiecca.
6.10 Lenessie noxasarent npouecca Ypasnenin uHBOPMALMOHHOH Ge30nacHOCTs:
6.10.1X0MI4CTR0 MHMAEHTOB MHGDOPMaLHOKHOR Ge30naCHOCTH 3a 10 He AomNHO NpeBsAT
1 MIHLMREHTa ANA KIXAOTO aKTUBA, NOANEXALLETO KOHTPOTTO;
6.11 Ponw ysacHukos npouecca
6111 Mpouecc ynpaenenun. wichopmaLwokoi GesonackooTio mpeanonaraet cneayiouiee
a3 enene yacTHMkoE no ponam:

6.11.1.1 nasHeiiA Gyxrantep no BHyTpeHHIM Bonpocam;
6.11.1.2" PykosoauTens YupexaeHus no obuieii GesonacHocTy
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©:12 MopARoK scTynNeiws & GAny 1 nepecMoTPa KokuenLum WicbopmaLMoHHol GesonackooTy,
6121 Konienuns. wnchopmaLuonoi GesonackocT scrynaer & cany Go g yreepxaeHms
AokymenTa AupexTopom
6122 Konuenuns uncbopwaLonHoi GesonacocT nepecuatpheacT He pexe 1 pasa & roq
WnM o Tpe6osanuio pyrosoacTea,

7 . 3AWUTA UHOOPMALIMM HA AMCKOBBIX HOCUTENAX
7.1 3awura wHcpopmauum Ha cepsepax.

7.1.1 3anpeweno npegocrasnsty /AOCTYN K KOHGUBEHUMANLHOI UHDOPMALIM (KI) nuuam, wes
AEATENLHOCTL He NOAPa3syMEBAET OIHAKOMNEHNA C TaKOBOW, Cnucok nuy cocrasnsetcs
PYKOBOAUTENAMI NOZPA3AeIIEHA 1 YTBEPKAGETER  BLILIEGTORLLEID PyK0BOACTER

712 Qs uckmiovenus noTepU MHGOPMALMK U3-3a MOnomMKM oBopyaosanuA unu B By
BO3AEHCTBAA TPETbUX CUN, HEOBXOAUMO PETYNApHO  pesepeuposaTs MHdOpMaLMIO,
XpaKumy0 Ha cepaepax

713 3anpeweHo xpawerme KU wa oBumx pecypcax, smecte ¢ HeKOHDUAEHUMaNLHOI
nHcbopmauueit (HKM).

714 Vcrons3osats ans XpaHerus KU PGP xpunto gucku (wnm KpunTo ucku  apyroi
paspatori).

72 3awma whopmaA Ka paBouX MecTax nonssosaTene,

7.2.1 3anpewero xpanus (KW) Ha coémmbix HocuTensx Ha PaBouux mectax nonb3osareneii u
Ha NepcoKanbHeLix KOMNbIOTepax nonbaosarened, a TAIKKE Ha MOBUNbHBIX NEPCOHAnbHBIX
Xomnsiorepax.

7.22 Ben wHopmaums XPAHAWAACA HA MOBUMBHLIX NEPCOHaNbHBIX KOMMbIOTEpaX, AOMKHA
GbiTe nogsepwena KpunTorpacuueckoit sawmTe ¢ MCMONG3I0BAHUEM, KaK NPOTPaMMHBIX
CPEACTS, Tak U ANEKTPOHHBIX YCTPOiCTS OfpaHudeHs aoctyna (USB, SD, CF u np.).

7.2.3 [ina cHwxenus pucka yreuxn KU HEOBXORMMO OrpaHWJUTS Ha paBoumx MecTax Konuuecteo
YCTPOACTa 3anon Ha ofmsecxwe HocuTen uhchopmay (CD, DVD),

724 Obmoarenshoe oswaxownenvie scex nomssosarenei c ToeSosanmm nonuTHkH
MHGbOPMALMOHHOR Ge3onackocTn

725 Bo Bpemn NnaKOmOI 3ameHsI OBOPYA0BZHAR MPOMSEOZMTS OMACTKY XeCTRnX Auckos, ana
ICKTIONEHMS BOIMOXHOCTH BOCCTaHOBNEHH WHCPOpMALUM, & M nomowe K] ~ psTy
MEPSI 110 OUSUHECKOMY YHHSTOXEHMO HoCUTeNS,
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73 Pesepsnoe Konuposanwe wncpopmaunn CYYUT ofecneas:

3€T0R oTRenom Gyxrantepun
Yupexaenus.





