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MHOJUTHUKA
I'KYCO BO «KoBpoBcKHii COLMATbHO-PeadUINTAMOHHBIN LIEHTP
AJIS1 HECOBEPILICHHOJIETHUX»

1. TepMunbl U onpeaeeHUss

Ilepconanvuvie oannvie (I1/[n) - mobas uabOpMAIIHS, OTHOCSINASICS K TPSIMO WITH
KOCBEHHO OIPEJICIIEHHOMY HJIH ompezaensieMoMy husmueckomy iy (cyowsekry [1/1H).

Onepamop - TOCYyIapCTBEHHBIN OpraH, MyHUIIUITAJILHBIN OpraH, IOPUIAYECKOS WITH
du3HIecKoe U0, CAMOCTOSATEIHLHO MM COBMECTHO C JPYTUMHU JIMIIAMHU OPTaHU3YIOIINE U
() ocymectrisiomue o6padotky IIJIH, a Takxke omnpenenstomme 1ead o0padoTKu
IT11n, coctraB IIJIH, mommexanux oOpaboTKe, ACHCTBHS (omepaluu), COBEpIIaeMbIe C
I11H.

Obpabomka Il/[n - moboe neicTBUEe (omepaiusi) WIM COBOKYIHOCTH JIEWCTBHI
(omeparuit), COBEpIIAEMBbIX C HCIOJIb30BAHUEM CpPEJICTB AaBTOMAaTH3allMM WIH 0e3
WCIIONIb30BaHUs TakuxX cpenacts ¢ [IJIH, Bkmrodas cOop, 3ammch, CHCTEMaTH3aIUIO,
HAKOIUICHUE, XpaHEHWe, YTO4YHeHHe (OOHOBJIEHUE, U3MEHEHUE), U3BJICUYCHUE,
UCIIOJIb30BaHUE, nepeaagy (pacmipocTpaHeHue, IpeI0CTaBIICHHUE, J0CTYTI),
o0e3nnurBaHue, OJOKUpOBaHKE, yaaleHue, yauuaroxenue [1/1H.

Asmomamuzuposannas oopabomra I1/[n - odpadotka I1[lH ¢ momMorpo CpeacTs
BBIYHMCIIUTEIbHON TEXHUKH.

Pacnpocmpanenue [[/[n - neucTBus, HampaBlIeHHble Ha packpeitue I1I/[H
HEONPEAECICHHOMY KPYTY JIUII.
Ilpeoocmaenenue II[[n - nelcTBUS, HampaBl€HHble Ha packpeitue [11H

ONpPEICIICHHOMY JIMIlY WU ONPENCICHHOMY KPYTY JIHII.

brokuposanue I1/[n - BpemenHoe npekpainienrne oopadotku [1/]x (3a uckimodennem
clIy4aeB, ecii 00paboTka HeoOxoquma Jijist yrouneHus [1/1H).

Ynuumoorcenue [1/[n - NEVCTBUA, B PE3YJIBTATE KOTOPHIX CTAHOBUTCS HEBO3MOXHBIM
BoccTaHOBUTh conepxkanue I[IJln B HCIIAH u (unm) B pe3yibTaTe KOTOPBIX
YHHUUTOXKAKOTCS MaTtepuanbHble Hocutenu I1/1H.

Obesnuuusanue IlJ[n - NEUCTBUS, B pe3yibTaTe KOTOPHIX CTaHOBUTCS
HEBO3MOXHBIM  0€3 HCIOJIb30BaHUSl  JIONMOJIHUTEIBHOM HH(OpManuu  OnpeaenuThb
npuHaiexxHOCTh [1/[H koHKpeTHOMY cyOBekTy T1]1H.

Ungopmayuonnaa cucmema nepconanvhvix oauuvix (MCII/JH) - COBOKYMHOCTH
comepxammxca B 0a3zax gaHHbix [IJlH w oOecneuymBaromux uX 00pabOTKY
UH(OPMAITMOHHBIX TEXHOJIOTUN U TEXHUUYECKHUX CPEJICTB.

Tpancepanuunas nepeoaua Il/[n - nepenava [1/In Ha TeppPUTOPUIO WHOCTPAHHOTO
rocy/JapcTBa OpraHy BJAacTH MHOCTPAHHOTO TOCYJapCTBa, MHOCTPAHHOMY (PU3UYECKOMY
JUIYy WJIM UHOCTPAHHOMY FOPUIHYECKOMY JIMILY.



2. Ha3nauyeHue ¥ mpaBOBasi OCHOBA IOKYMEHTA

[Tommruka TKYCO BO «KoBpoBckuii conmanbHO-peaOUIUTAITMOHHBIA TIEHTP IS
HECOBEPIICHHOIETHUX» (fayee 1o TeKcTy — LleHTp) ompenensier cucreMy B3IJISAOB Ha
npobjieMy  oOecrneueHus oeszonacHoct  I1/[H u npeAcTaBiser  coOoi
CUCTEMATU3UPOBAHHOE M3JI0KEHUE WENel M 3a1ad 3aluThl, KaK OJHO WM HECKOJBbKO
OpaBWil, MPOLERYp, MPAKTUYECKUX MPUEMOB W PYKOBOISIIMX NPHUHIIMIOB B 00JIacTU
uH(pOpMaIIMOHHONW 0€30MacHOCTH, KOTOPHIMH pyKOBojAcTByercss LleHTp B cBoel
NEATEIIbHOCTH, a TAaKX€ OCHOBHBIX NPUHLMUIIOB TMOCTPOEHHUS, OpraHU3alMOHHBIX,
TEXHOJIOTUYECKHUX U MPOLIETyPHBIX aCIEKTOB oOecrieueHus 6ezonacHocTu [1J]H.

3akoHoAaTeIbHOM OCHOBOM Hactosiied Ilomutuku saBasitorcs KoHCTUTy1US
Poccuiickon ®enepanun, I'paxxknanckuii u TpynoBou koaekcel, @enepanbHbli 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHaNbHBIX JAHHBIX», 3aKOHBI, YKa3bl, TOCTAHOBJICHUSI,
Ipyru€ HOPMAaTUBHBIE JIOKYMEHTBHI JEMCTBYIOILIETO 3aKOHOoJarenbcTBa Poccuiickon
®enepanuu, 1okyMeHTbl DCTIK u ®Ch Poccun.

Ucnonbs3oBanne panHoM IlonuThkM B KA4eCTBE OCHOBBI UISI MOCTPOCHUSA
KOMILJIEKCHOM cuCcTeMbl HH(opManumoHHOW Oe3zonacHoctu IIJ[H Llentpa mno3Bonut
ONTUMU3UPOBATH 3aTPATHI HA €€ MOCTPOCHUE.

[Ipu paspaborke [loNMUTUKK YYUTHIBAIUCH OCHOBHBIE MPUHIUIBLI CO3AAHUS
KOMILJIEKCHBIX CHCTEM oOecrieueHrs Oe30MacHOCTH HHQPOpPMALMU, XapaKTEPUCTHKU U
BO3MO>XHOCTH OPTraHU3AIMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX allapaTHO-
IPOrpaMMHBIX  CPEJCTB  3alUThl M  TMPOTUBOJEHUCTBHUS  yrpo3aM 0€30MacHOCTU
uHdopMaIuu.

OcHoBuble monoxkeHus [lonuTuky 0a3upyrOTCS Ha KAYECTBEHHOM OCMBICICHUH
BOMPOCOB 0Oe30MacHOCTH HMH(OPMAallMd W HE 3aTparuBaroT BOMPOCOB SKOHOMHYECKOTO
(KOTMYECTBEHHOT0) aHaJIM3a PUCKOB M OOOCHOBAaHWS HEOOXOAMMBIX 3aTpaT Ha 3allUTy
uHbOpMaInu.

3. OcHoBHBbIMH 00beKTaMH cucTeMbl Oe3onacHocT I1/1n B LleHTpe siBaAsIIOTCSI:

- “H(pOPMAIMOHHBIE PECYPCHI C OTPAHUYCHHBIM JOCTYIIOM, coaepskamtue I1/1H;

- npoueccel oopadotku I1/1n B UCII/In LlenTpa, nHpOpMaIIMOHHBIE TEXHOJIOTHH,
periamMeHTbl U Tporleaypbl coopa, 0oOpaOOTKH, XpaHEHHs W Tepefayu WHOOpMaIuH,
nepcoHaJl MoJib30BaTeIeld CUCTEMBI U €€ 00CTY>KMBAIOIINI TIEpCOHAT;

- uHbopMalMoOHHasT WHQPACTPYKTypa, BKIIOYAIONIAs CHUCTEMbI 00pabOTKH U
aHajr3a uHOpMallUK, TEXHUUYECKHE U MPOTpaMMHBIE CpeJICTBA e 00padOTKH, Meperadn
U 0TOOpakeHUsl, B TOM YHUCJI€ KaHabl HH()OPMAITMOHHOTO 0OMEHA U TEJIEKOMMYHUKAIIHH,
CHUCTEMBbl M CpEICTBa 3alIuThl MHPOPMAIUHU, OOBEKTHI M TIOMEIICHUS, B KOTOPBIX
PacCIoJIOKEHBI TEXHUYECKUE cpenctBa oopadotku [1/1H.

4. HuTepecsl 3aTparnBaeMbiX cy0beKTOB MHGOPMAIIMOHHBIX OTHOLLIEHUH

CyObexTamMu HHPOPMAITMOHHBIX OTHONIICHHUH TIpH o0ecrieueHuu 0ezonacHocTu [1/1H
[lenTpa sABISAIOTCS:

- IleHTp, Kak COOCTBEHHUK HH(POPMALIUOHHBIX PECYPCOB;

- PYKOBOJCTBO U COTPYIHUKH LleHTpa, B COOTBETCTBUHU C BO3JIOKEHHBIMU Ha HUX
GyHKIUSAMU;

- (usmyeckue nuLa, HE SBISIOLIMECS COTpyIHUKamu LleHTpa, HO UMEIIUMHU C
HUM OTHOILIEHUS ¢ chepe COLMATLHOMN 3alUThl HACEIECHUS.
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[Tepeuniciennple CyOBEKTHl WHMOPMAIIMOHHBIX OTHOIICHWN 3aWHTEPECOBAHBI B
00ecIreueHnn:

- CBOEBPEMEHHOIO J0CTYyIa K Heo0XxoauMbIiM UM [1JIH (MX 1OCTYymHOCTH);

- JIOCTOBEPHOCTH (TIOJHOTHI, TOUHOCTH, aJIEKBaTHOCTH, 11eJI0cTHOCTH) [1]1H;

- KoH(puAeHIMAIbHOCTHU (coxpaHeHus B Taiine) [1]1H;

- 3alIUTHI OT HABS3BIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, UCKaKEHHBIX) I1/1H;

- pasrpaHUYeHHs] OTBETCTBEHHOCTH 3a HapyIIEeHUS UX TMpaB (MHTEPECOB) H
YCTaHOBJICHHBIX MpaBwi1 ooparenus ¢ [1]1H;

- BO3MOKHOCTU OCYUIECTBJICHHMSI HEMPEPHIBHOIO KOHTPOJISI W  YIPaBICHHS
nporeccaMu 00pabotku u nepenayu I1/1H;

- 3amuthl [1/IH OT HE3aKOHHOTO pacpOCTPaHEHUS.

4.1.11enu 321U THI

OCHOBHOW 1€IBIO, HA JOCTH)KEHHE KOTOPOM HANpPaBJICHbl BCE IMOJIOKECHUSA
Hactosme IloauTuku, sBAsieTca 3amuTa CyOBEKTOB HMH(GOPMAIMOHHBIX OTHOIICHUMN
[lenTpa OT BO3MOKHOT'O HAHECEHHSI UM MaTepUalbHOrO, (PU3UYECKOr0, MOPAIHHOTO WJIU
WHOTO yiepOa, MOCPEJACTBOM CIy4allHOTO WJIW MpeaHaMepeHHoro BozjaeiicTBus Ha I1/]H,
WX HOCUTEJH, MPOIECChl 00padOTKU U MepeIayu.

VkazaHHas 1eIb JOCTUTaeTCs IIOCPEICTBOM OOECHEeUYeHHUs] M IMOCTOSHHOTO
MOJIJIEp>KaHUS CIIeAyromux cBoucTs [1JIH:

- JIOCTYIHOCTH JJIf JIETAJbHBIX MOJb30BaTeNel (yCTOMYUBOro (DyHKIIMOHUPOBAHUS
uH(OpMaIMOHHBIX cucTeM lleHTpa, mpu KOTOPOM MOJB30BATEIN MMEIOT BO3MOXXHOCTH
noytydeHus: Heooxoaumbix [1JIH ¥ pe3ynbTaToB pemieHus 3a1a4 3a IpUeMIIeMoe ISl HUX
BpeMsi);

- UEJOCTHOCTH M ayTeHTUYHOCTH (MoaTBep:kaeHue aBTopcTBa) [1/[H, XpaHUMBIX U
oOpabaThiBaeMbIX B MH(POPMAIIMOHHBIX cucTeMax lleHTpa u mepenaBaeMoi Mo KaHajlaMm
CBSI3U;

- KOH(MUIEHIIMATHLHOCTH - COXpaHEHUs B TaifHe omnpeneneHHon uactu [1]1H,
XpaHUMBIX, 00pabaThIBAEMbIX U TIEPEAaBAEMbIX 0 KaHAJIaM CBSI3H.

HeoOxoaumeiil ypoBeHb JOCTYIMMHOCTH, LEIOCTHOCTH U KOH(puaeHImaisHocty [1/1H
o0ecreynBaeTcs COOTBETCTBYIOIIMMHU MHOMKECTBY 3HAYUMBIX yIpo3 METOJaMHU U
CpPEACTBaMH.

4.2.0cHOBHBIE 32J1a4M cHCTeMbI o0ecneuenust 6esonmacuocTu I11n

JIns noCTHXKEHUS OCHOBHOM 11EJTH 3aIUThI U 0OeCIieueHUs YKa3aHHbIX cBOMCTB I1/{H
cucreMa obecrieueHuss nHOOpMaMOHHOW Oe3omacHoCcTH LleHTpa moipKHA oOecrieunBaTh
s exTUBHOE pelIeHne CASAYIONMNX 3a/1ay:

- CBOEBPEMEHHOE BBISIBICHHE, OLIEHKa M MPOTHO3UPOBAHHE HCTOYHUKOB YTIpO3
nH()OPMAITMOHHONW OE€30MaCHOCTH, MPUYMH W YCJIOBHM, CIIOCOOCTBYIOIHMX HAHECEHUIO
yiiepba 3aMHTEPECOBAHHBIM CyObEeKTaM HWH()OPMAIIMOHHBIX OTHOUICHUM, HaPYIICHHUIO
HOPMAaJILHOTO (PYHKIIMOHUPOBaHMS MH(DOPMAIIMOHHBIX cucTeM LlenTpa,

- CO3/JaHuEe MEXaHW3Ma OIEPATUBHOIO pearupoBaHUS Ha yrpo3bl 0€30MacHOCTH
nH(pOpMaIuy U HeraTUBHBIC TCHICHITUH;

- CO3/laHWE€ YCIOBUW IS MUHMMH3AIMA W JIOKAJIW3AIlMd HAHOCHMOTO Yyiepoa
HEMPABOMEPHBIMH  JIEUCTBUAMH  (PU3MYECKUX M IOPUIUYECKUX JIUI, OcJia0JeHue
HETaTUBHOTO BIMSHUSA W JIMKBUJAIMA TIOCJICICTBUN HapylleHUs O€30MacHOCTU
nHpopmaruu;
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- 3alIUTy OT BMEMIATEeNbCTBA B Mpolecc (PyHKIMOHUPOBAHUS HH(OPMAIIMOHHBIX
CUCTEM IOCTOPOHHUX JHI[ (IOCTYN K HMH(POPMALMOHHBIM pecypcaM JOJKHBI HUMETh
TOJIBKO 3aPETUCTPUPOBAHHBIC B YCTAHOBJICHHOM IOPSIIKE MOJIb30BATEIIN);

- pasrpaHUYeHHE JOCTyla IMOJIb30BaTeNel K WHGOPMAIIMOHHBIM, allllapaTHBIM,
IpOrpaMMHBIM U UHBIM pecypcam LleHTpa (BO3MOKHOCTh TOCTYIa TOJIBKO K TEM pecypcam
U BBITIOJTHEHUS TOJIBKO TEX OIepanuid ¢ HUMHU, KOTOPhIE HEOOXOAMMBI KOHKPETHBIM
MOJIb30BATENSIM JIJIsl BBITIOJTHEHHSI CBOUX CIIYyKEOHBIX 00S3aHHOCTEH), TO €CTh 3allUTy OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA,;

- obecreyenne ayTeHTU(UKALNN MOJIB30BATEIICH, YYaCTBYIOIIAX B
MHPOPMAITMOHHOM OOMeHe (MOJITBEpKIEHUE TOUTMHHOCTH OTIIPABUTENS U IOJydaTems
uHdopMaIun);

- 3alUTy OT HECAaHKUMOHUPOBAHHOW  MOAU(UKALMU  HCIOJIb3YEMBIX B
uH(pOpPMAIMOHHBIX cucTeMax LleHTpa mporpaMMHBIX CPEJICTB, a TAKKE 3alIUTy CUCTEMBI
OT BHEJPEHUS HECAHKIIMOHUPOBAHHBIX MPOrPAMM, BKJIKOYasi KOMIIBIOTEPHBIE BUPYCHI;

- 3amuTy MH(OPMaLUU OTPAHUYEHHOTO IOJIb30BAHUS OT YTEUKH 110 TEXHUYECKUM
KaHajaMm Ipyu ee 00pabOoTKe, XpaHEHUH U NIepeiade 110 KaHaJlaM CBSA3H.

4.3.0cHOBHbIE IMYTH pellieHHs 32/1a4 CUCTEMbI 3aIUThI

ITocTaBieHHbBIE OCHOBHBIE LM 3aIUTHI U PEIICHHE MEPEUMCICHHBIX BBILIE 3a/1a4
JOCTUTatOTCSL:

- CTPOTMM YYE€TOM BCEX MOJIEKAIIMX 3aIIUTE PECYPCOB MH(OPMAIIMOHHBIX CUCTEM
Hentpa  (uadopmanmu,  3amad,  JOKYMEHTOB,  KaHAJOB  CBSI3U,  CEPBEPOB,
aBTOMATHU3HPOBAHHBIX paOOYUX MECT);

- KYpHQJIMPOBAHUEM JECHCTBHI NepcoHana, OCYLIECTBIISIOMIErO0 OOCIYyKUBAaHUE U
MOIM(DUKAIMIO TPOTPAMMHBIX M TEXHHUYECKUX CPEJCTB HHPOPMAIIMOHHBIX CUCTEM;

- TIOJIHOTOM, PEaTbHOM BBIMOJIHUMOCTBIO U HEMPOTHBOPEUYMBOCTHIO TPEOOBAHUIA
OpraHU3alMOHHO-PACTIOPSANTENbHBIX JTOKYMEHTOB LleHTpa mo Bompocam oOecreyeHus
0e301acHOCTH UH(POPMAILINH;

- IOATOTOBKOM  JIOJDKHOCTHBIX  JIMII  (COTPYJIHHUKOB), OTBETCTBEHHBIX  3a
OpraHM3allMi0 M OCYUIECTBIICHHE MPAKTUYECKUX MEPONPHUATHA 10 00eCIeYeHHIO
6e3onacHoctu [1/[H 1 mporieccoB nx 0OpabOTKH;

- HaJeJIEHUEM Ka)X/I0r0 COTPYyIHUKA (MOJIb30BaTENs]) MUHUMAJIbHO HEOOXO0IMMBIMH
JUIS BBITIOJIHEHUSI UM CBOMX (DYHKIIMOHAIbHBIX O0S3aHHOCTEN MOIHOMOYUSAMH 110 JOCTYITY
K nH(pOpMalMOHHBIM pecypcaM LlenTpa;

- YeTKUM 3HAaHMEM M CTPOIMM COOJIIOIGHHEM BCEMH  IOJIb30BaTEISIMU
nHpopMannoHHbIX cucteM LleHTpa TpeOoBaHMI OpraHM3aMOHHO-PACTOPAIUTEIBHBIX
JOKYMEHTOB 10 BompocaM obecrieueHus 6e30macHocT nHpOopMaIuy;

- IEpPCOHAIBHONW OTBETCTBEHHOCTBIO 3a CBOM JIEWCTBHS KaXXIOIO COTPYJHHKA, B
pamMKax cBouX (PYyHKUIMOHAJIBHBIX 0053aHHOCTEW MMEIOLIET0 JOCTYN K MH()OPMALMOHHBIM
pecypcam Llentpa,

- HENpephIBHBIM  MNOJAEpXKAHUEM  HEOOXOJMMOTO  YPOBHS  3allMIICHHOCTH
AJIIEMEHTOB HH(POPMAITMOHHOMN CPEbI;

- NPUMEHEHUEM (PU3NYECKHUX U TEXHHUYECKHUX (ITPOrpaMMHO-AIIAPATHBIX) CPEICTB
3aIIUTBl PECYPCOB CHUCTEMBI M HENPEPBIBHOW aIMHHUCTPATUBHOW IOAJEPKKOM HX
UCIIOJIb30BAHUS;

- 3 (EeKTUBHBIM KOHTpOJIEM Haj coOIII0IeHHEM II0JIb30BaTEISIMU
nH()OPMAITMOHHBIX PECYPCOB TpeOOBaHUH IO 0OECTICUeHHIO O€30TacCHOCTH HH(OPMAITUH;



- IOPUIMYECKON 3aIIUTOW MHTEpecoB LleHTpa mpu B3aMMOAECMCTBUM C BHEIIHUMH
opranu3anusamMu (cBsizanHHOM ¢ oOMeHoM IIJ[H) OoT mpoTHBONpaBHBIX AEUCTBUM, Kak €O
CTOPOHBI  3THUX OpraHM3alMi, TaK U OT HECAaHKUUOHUPOBAHHBIX JIEUCTBUU
00CITy»KUBAIOLIETO MEPCOHAIA U TPETHUX JIUILI.

5. IMocTrpoenne cucrembl, obdecnedyeHusi OezomacHoctu II/[n ILlentpa, u ee
(pyHKIMOHMPOBAaHME NOJKHbI OCYLIECTBJIATHCH B COOTBETCTBHM CO CJIeXYHOIUMH
OCHOBHBIMM NPUHUMUIIAMU:

5.1.3akoHHOCTH

[Ipenmonaraer ocyimiecTBICHUE 3alIUTHBIX MEPONPUATUN U pa3pabOTKy CHUCTEMBbI
6ezonacHoctu I1/[n IleHTpa B COOTBETCTBHMU C JEUCTBYIOUIMM 3aKOHOJATEIIHLCTBOM B
obnactu 3amuThl [1/IH, a Takke APYrHX 3aKOHOAATENIbHBIX aKTOB IO 0O€30MacHOCTU
undopmaruu P®D, ¢ npumMeHeHHWEM BcCeX [I03BOJIECHHBIX METOJIOB OOHApYKEHUS U
npeceueHus npaBoHapymeHuit mpu padore ¢ [1JIH. [Ipunrsteie Mepsr O6e3onacHoctu I1/1H
HE  JIOJDKHBl  IPENSTCTBOBAaTH  JIOCTYNy  IPaBOOXPAHUTENIbHBIX  OPraHoB B
MPEYCMOTPEHHBIX 3aKOHOAATEIICTBOM CIIyUasiX.

Bce nonszoBatenu MCII/IH 1omKHBI ©UMETH MpeCTaBiIeHHE 00 OTBETCTBEHHOCTH 32
npaBoHapyIieHus B obmactu oopabotku [1/]H.

5.2.CMCTEeMHOCTD

CucteMHBI MOAXOA K TMOCTPOCHHUIO CHUCTEMbl 3amuThl uHbopmanuu B lleHTpe
MpenoiaraeT yuyeT BCeX B3aMMOCBS3aHHBIX, B3aUMOACHCTBYIOIIMX M U3MEHSIOIINXCS BO
BPEMEHHU DJIEMEHTOB, YCJIOBUH M (DaKTOPOB, 3HAYMMBIX [JIi TOHUMAHUS W PEIICHUs
npobiieMbl obecniedenus 0e3onacHocTu [1/1H.

[Ipu co3gaHuM cHCTEMBbI 3alUTHI JOJKHBI YUUTHIBATHCA BCE clabble W Hambosee
ysi3Bumble Mecta UCII/IH, a Takke Xapaktep, BO3MOKHbIE 00BEKThI U HANPABJICHUS aTak
Ha HEE CO CTOPOHBI HAPYIIUTEIICH.

CucreMa 3alIUThl TOJKHA CTPOUTHCSA C YUETOM HE TOJIBKO BCEX M3BECTHBIX KaHAJIOB
MPOHUKHOBEHUSI U HECAHKIIMOHUPOBAHHOTO JOCTyNa K HH(POPMAIUHU, HO U C YYETOM
BO3MOYKHOCTH TOSIBJICHHSI HOBBIX MyTEH pean3aliui yrpo3 6€30macHOCTH.

5.3. KoMIi1eKCHOCTD

KomrmiekcHOe MCTIOb30BaHEe METOIOB M CPEJICTB 3alTUTHI KOMITBIOTEPHBIX CUCTEM
IpearosaraeT CorjJacoBaHHOE IPUMEHEHHUE PAa3HOPOIHBIX CPEJICTB TPH IMOCTPOCHUU
IIEJIOCTHON CHUCTEMBI 3alllUThI, MIEPEKPHIBAIOIICH BCE CYIIECTBCHHBIC (3HAYMMBIC) KaHAJIbI
peanu3aliid yrpo3 M HE cojJepKalled clladblX MeCT Ha CThIKaX OTICIBHBIX €€
KOMITOHEHTOB. 3aIlliTa JOJDKHA CTPOMTHCS SIICTOHMPOBAHO. BHEMIHSS 3aluTa J0DKHA
oOecrieunBaThCsl PU3NYSCKUMH CPEJICTBAMH, OPTraHU3aI[MOHHBIMU U ITPABOBBIMH MEPAMH.

5.4.HenpepbIBHOCTb 3alIIUThHI

Ob6ecneuenne 6Ge3omacuoctu [1/IH - mpoiecc, ocyiiecTBiIsieMbld PyKOBOJICTBOM
[lenTpa, OTBETCTBEHHBIMH 3a oOpraHuzauuio o6pabotku [I[lH u coTpynHukamu Bcex
YpPOBHEH. OTO HE TOJBKO W HE CTOJBKO Mpoleaypa WIH T[OJUTHKA, KOTOpas
OCYULIECTBJISIETCS B ONPEAEIEHHBII OTPE30K BPEMEHHU WJIM COBOKYITHOCTh CPEICTB 3aLIUThI,
CKOJIBKO IPOILIECC, KOTOPBII JOJIKEH MOCTOSTHHO UATH Ha BCEX YPOBHAX BHYTpH LleHTpa u
KQKJbIIl COTPYAHMK JIOJDKEH NMPUHUMATh Y4YacTUE B 3TOM mpouecce. JlesTenbHoCTh Mo
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oOecrieueHn0  MH(OPMALIMOHHOW  OE30MACHOCTH  SIBIISIETCS  COCTAaBHOM  YacThIO
noBcegHeBHON gestensHocTH Llentpa. M ee 3¢ (eKTUBHOCTH 3aBHCUT OT Yy4YacTHs
pykoBojcTBa LleHTpa B o6ecnieuennun HHPpopMaMoHHo# 6e3onacHoctu [1/1H.

Kpome Toro, ¢puznyueckum M TEXHUYECKUM CPEJICTBAM 3aIUTHI ISl 3PHEKTUBHOTO
BBINIOJIHEHUS ~ CBOMX  (PyHKIMII ~ HeoOXoguma  MOCTOSIHHAs  OpraHU3alMOHHAas
(aIMUHUCTpaTUBHAsA) MOAJEPKKA (CBOEBpEMEHHAasi CMEHA U 00ECIeUeHUE MPABUIBHOTO
XpaHEHUsT M MPUMEHEHHs HMEH, MapoJied, MEpEeoNpeAcIeHUE IOJIHOMOYUN M T.IL.).
IlepepriBbl B pabOTE CPEACTB 3aLIUTHl MOTYT OBITH MCIIOJIB30BAHbI 3JI0YMBIIIJICHHUKAMU
JUISL @aHAJIU3a IMPUMEHSIEMBIX METOJOB M CPEJICTB 3AILUTHI, JUIsl BHEIPEHUS CIELUAIBHBIX
MIPOTPaMMHBIX U anMnapaTHbIX ""3aKnafoK" U IPYyTUX CPEJCTB MPEOJOICHUS 3AIIUTHI.

5.5.CBOeBpEMEHHOCTH

[Ipeanonaraer ynpexaaromuid Xxapaktep Mep obdecriedenus: 6ezonacHoctu [1/{H, To
€CTh IIOCTAHOBKY 3a/a4 Mo KoMIulekcHOo# 3auute [1J[H u peanuzanuio mep odecrieueHus
6e3onacHoctu [1/IH Ha paHHUX cTaaUsAX pa3pabOTKU MH(DOPMALMOHHBIX CUCTEM B LIEIOM U
UX CHCTEM 3alIUThl, B YACTHOCTH.

Pa3paboTka cucTembl 3alllMThl JOJKHA BECTUCHh NapajUIeIbHO € pa3pabOTKONl U
pa3BUTHEM CaMMX 3alUIIAeMbIX HH(POPMALMOHHBIX CHUCTEM. OTO IO3BOJUT YYECTb
TpeOoBaHUsI 0€30IaCHOCTH INPU NMPOECKTUPOBAHUU APXUTEKTYpbl M, B KOHEUYHOM CYETE,
co3zaath Oosee 3¢ (eKTUBHBIE (KaK M0 3aTpaTaM PECypcoB, TaK U IO CTOMKOCTH) CUCTEMBI,
oOazarolye J0CTaTOYHbBIM YPOBHEM 3aIIUILEHHOCTH.

5.6.11peeMCTBEHHOCTH M COBEPIIEHCTBOBAHUE

[Ipenmnonaraer MOCTOSSHHOE COBEPIIEHCTBOBaHUE MEp M cpelcTB 3amuThl [1/{H Ha
OCHOBE MPEEMCTBEHHOCTH OPTraHU3alMOHHBIX M TEXHUYECKUX PEHICHUH, KaJIpoBOTO
coctaBa, aHanu3a ¢pyaknuonupoBanus NUCIIJIxH [{enTpa u CUCTEMBI WX 3aIIUTHI C YIETOM
M3MEHEHUM B METOJaX U CPEeJCTBAX IepexBara UHPpoOpMaIuy, HOPMATUBHBIX TPEOOBaHUMN
10 3aIIUTE, JOCTUTHYTOr0 OTEYECTBEHHOTO U 3apy0eKHOTO OMbITa B 3TOM 00JIACTH.

5.7.Pa3ymMHast 10CTATOYHOCTH (AIKOHOMHUYECKAS 11eJ1eCO000Pa3HOCTD)

[Ipeanonaraer cOOTBETCTBUE YPOBHS 3aTpaT Ha oOecneueHue Oe3omacHoctu [1/1H
[EHHOCTH HWH(GOPMAIIMOHHBIX PECYpCOB U BEJIWYMHE BO3MOXHOTO yiepdba OT uX
pasriamieHus, yTpaTbl, YTE€UYKH, YHUYTOXKEHUS W HCKaxeHus. lcnosib3yemble Mepbl U
cpencTBa obecredeHus: 6€30MacHOCTH MH(GOPMALIMOHHBIX PECYPCOB HE JTOJKHBI 3aMETHO
yXyJllaTh JproHOMUYecKue TMoka3areau pabotel kommnoHeHToB WMCIIJIH Ilentpa.
W3nuinue mepbl 6€30MacHOCTH, MTOMUMO SKOHOMUYECKON HEed()PEKTUBHOCTH, MPUBOAST
K YTOMJIEHHUIO U PAa3apakKeHUIO MEPCOHAIA.

Co3nate  aOCOJIIOTHO — HEMPEOJOJIUMYI0 CHUCTEMY  3alllUThl  MPUHIUIHAAIBHO
HeBO3MOXkHO. [Toka I1/lH HaxomsiTcst B oOpalieHuu, MPUHUMAEMbIE MEPbI MOTYT TOJIBKO
CHHU3UTh BEPOATHOCTh HETATUBHBIX BO3ACHCTBUI UM yIIEPO OT HUX, HO HE UCKIIOUUTh UX
NOJIHOCTBIO. 1Ipy 1OCTaTOYHOM KOJIMYECTBE BPEMEHHM M CPEICTB BO3MOXKHO IIPEOJOJIETH
mo0yro 3amuty. [lo3ToOMy HMEET CMBICI paccMaTpuBaTh HEKOTOPHIA TMPUEMIIEMBIH
ypoBeHb obecriedeHusi 0e30macHOCTH. BpicokoadekTuBHas cucTeMa 3alllUThl CTOUT
JI0pOTO, MCHOJB3YyeT MpHU paboTe CYHIECTBEHHYIO YacTh PECypCOB M MOXKET CO37aBaTh
OILLLYTUMBIE JIOMOJHUTENbHBIE HEYJI00CTBA MOJb30BATENSIM. BakHO NMpaBUIBLHO BHIOPATH
TOT JIOCTATOYHBII YPOBEHB 3aILUTHI, IPU KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHOTO
yiiep6a ObUTH Obl TPUEMIIEMBIMH.



5.8.1lepcoHajibHasi 0TBETCTBEHHOCTh

[Ipenmnonaraer BO3J0KEHUE OTBETCTBEHHOCTU 3a obecrnieueHue OesomnacHocTu [1/]H
U CUCTEeMbl UX OOpabOTKM Ha KaXXJO0ro COTPyAHUKA B Mpelaesiax ero noiaHomounii. B
COOTBETCTBUM C ATHUM MPHUHITUIIOM paclipe/iejieHue MpaB U 00S3aHHOCTEH COTPYIHUKOB
CTPOUTCSA TakuM 0oOpa3zoM, 4yTOObI B Clydae JIHOOOr0 HapyIlIeHUs KPYyT BUHOBHUKOB OBl
YETKO U3BECTECH UJIU CBEJICH K MUHUMYMY.

5.9. MuHuMHA3aHs MTOJTHOMOYHIA

O3HavaeT NpeaOCTaBJICHUE TOJIb30BATEIIM MUHUMAJIBHBIX IIpaB JOCTyHa B
COOTBETCTBHUM €O  chnyxeOHOW  HeoOxomumocThto. Jloctym « II/ln momken
IPEIOCTABISATHCSA TOIBKO B TOM CiIy4dae U 00beMe, eClIu ATO HEOOXOUMO COTPYAHUKY IS
BBITIOJTHEHHUS €T0 JOJKHOCTHBIX 00sS3aHHOCTEH.

5.10.UckaroueHue KOH(PIUKTA HHTEPECOB (pa3aeenune PyHKIMIA)

OddextuBHas  cucrema  obecrniedeHHss ~— MH(DOPMAUMOHHOW  OE€30MaCHOCTH
IpeanoiaraeT 4YeTkoe paszesieHne o0s3aHHOCTEN COTPYAHUKOB U UCKIIFOUEHUE CUTYallUM,
Korjna cepa OTBETCTBEHHOCTH COTPYAHMKOB JONMYCKaeT KOHQUIMKT uHTepecoB. Cdepbl
NOTEHUUAIbHBIX KOH(MIMKTOB JIOJIKHBI BBISBISATHCS, MUHUMHU3UPOBATHCS, U HAXOJIUTCS
II0JI CTPOTMM HE3aBHCHMBIM KOHTpOJIEM. Peanu3zanus TaHHOIO NMPUHLHMIIA MPEANOJIAraceT,
YTO HE OJIMH COTPYAHUK HE JIOJKEH UMETh ITOJIHOMOYHM, ITO3BOJIIOIIMNX EMY €IUHOJINYHO
OCYILUECTBJIATh  BBINOJHEHUE KPUTHUYHBIX onepauuil. Hanenenwe  cOTpyJHUKOB
HNOJTHOMOYMSMH, TOPOXKIAIOIUMU KOH(JIUKT HHTEPECOB, JaeT €My BO3MOXHOCTh
MOJITACOBBIBATh MH(POPMAIUIO B KOPBICTHBIX LEJISAX UM C TEM, YTOOBI CKPBITh MPOOIEMbI
WIN TIOHECeHHblEe YOBITKH. [[ns cHmwkeHust pucka manumynupoBaHus [IJ[H u pucka
XUIICHMS, TaKU€ TOJHOMOYHS JAODKHBI B MAaKCMMaldbHO BO3MOXXHOW CTENEHU OBIThH
paszeneHbl MEXAYy pa3IMYHbIMU COTPYJHUKAMHM WU mnoapasaeneHusmu  Llentpa.
HeoOxoaumo mpoBOAUTH MEPUOAUYECKHE TPOBEPKH OOA3aHHOCTEH, GQYHKUUNA H
NEeSATEIBLHOCTH COTPY/IHUKOB, BBIMOIHSIOMINX KIFOUEBblE (DYHKIMH, C TEM, YTOObI OHHU HE
MMEIN BO3MOXKHOCTH CKpPBIBaThb COBEPIICHHE HENPaBOMEPHBIX naercTBuil. Kpome Toro,
HEOOXOJUMO MpPUHUMATh CHELHMAJIbHBIE MEphl 10 HEOMYIIEHUIO CroBopa MEXIy
COTPYAHUKAMH.

5.11. B3aumopaeiicTBUE U COTPYAHUYECTBO

[Ipeanonaraer co3manue OnaronpuaTHOM arMocdepsl B KojuiektuBe lLleHTpa. B
TaKoW 0OCTaHOBKE COTPYIHHMKHU JOJKHBI OCOZHAHHO COOJIIOJIaTh YCTAHOBJICHHBIC MTPaBUIIa
Y OKa3bIBaTh COJCHCTBUE ACATEILHOCTH OTBETCTBEHHOTO 32 00paboTKy I1/1H.

PykoBoacTBo LleHTpa HEceT OTBETCTBEHHOCTH 3a CTPOro€ COOJIOJICHUE STUYECKUX
HOPM M CTaHAApTOB MNpO(EeCcCHOHANBHOW JESITENIbHOCTH, MOAYEpPKHUBAIOUIEH U
JEMOHCTPUPYIOIIEH  MepcoHaly Ha  BCEX  YPOBHSX  BAXHOCTh  oOecreueHus
undopmarmonHor 6e3onacHoctu Llentpa. Bee cotpyanuku LleHTpa M0KHBI MOHUMATH
CBOIO pOJIb B TIpoliecce obecriedeHus: WH(DOpMAIMOHHONW O€30MacHOCTH W MPUHUMATH
ydacThe B 3TOM Iporiecce. HecMoTps Ha TO, 9TO BBICOKAas KyJIbTypa OOECTICUCHHUS
nH(OPMAITMOHHON 0€30TTaCHOCTH HE TapaHTHUPYET aBTOMATHUUYECKOTO JTOCTHHKCHUS IIENeH,
ee OTCYTCTBHE CO37aeT OOJIbIIE BO3MOXKHOCTEW JUIsI HApYyIIEHUS OE30MaCHOCTH WU HE
oOHapy>keHUs (aKTOB €€ HaAPYIICHHUS.



5.12. I'nOKoCTh CHCTEMBI 3ALIUTEI

Cucrema obecnieueHunss MHHOPMAIIMOHHONW O€30MaCHOCTH JTOJDKHA OBITh CIIOCOOHA
pearupoBaTh Ha U3MEHEHHUsI BHEIIHEN CPEAbl U YCIOBHN ocyiecTBiIeHus LleHTpoM cBoei
NEATEIbHOCTH. B 4nCIio TakuxX M3MEHEHUM BXOMAT:

- W3MEHEHUS OPTraHU3alMOHHOM U IITATHOU CTPYKTYpbI LIeHTpa;

- W3MEHEHUE CYIIECTBYIOIIMX WM BHEAPEHUE MNPUHUUIHAIBHO  HOBBIX

UH()OPMAITMOHHBIX CUCTEM;

- HOBBIC TEXHUYECKHUE CPEJICTBA.

CBOICTBO THOKOCTH cHUCTeMbl oOecreueHuss WHOOPMAIMOHHONW 0€30MacHOCTH
n30aBIAE€T B TAKUX CHUTYyalUSIX OT HEOOXOJIMMOCTH TPHUHATHS KapAUHAIBHBIX MEp IO
MOJIHOM 3aMEHE CPEeJCTB M METOJOB 3alllUThl HAa HOBBIE, YTO CHWXKAET €€ OOIIyIo
CTOUMOCTB.

5.13. OTKpHITOCTH AJITOPUTMOB M MEXAHU3MOB 31U ThI

CyTh NPUHIIUTIA OTKPHITOCTA AJITOPUTMOB U MEXaHU3MOB 3AIIUTHl COCTOUT B TOM,
YTO 3alldTa HE JOJKHA O00ecredMBaThCsl TOJBKO 33 CUET CEKPETHOCTH CTPYKTYPHOMH
OpraHW3alMk M aITOPUTMOB (YHKIIMOHHUPOBAHHUS €€ TMOACHUCTEM. 3HAHHE aITOPUTMOB
paboOThl CHCTEMBI 3alllUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTH €€ MPEOoJoNIeHUs (Jake
aBTopaMm). JTO, OJHAKO, HE O3HAYaeT, YTO UHPOpMalLKi 00 HCIOJIB3YyEMBIX CHUCTEMaX U
MEXaHHU3Max 3allUThl JOJKHA ObITh 00IIEI0CTYITHA.

5.14. TIpocToTa NpUMEHEeHHUs CPEACTB 3alIUThI

MexaHu3Mbl 1 METOJIbl 3aIIMTHI JOJKHBI ObITh MHTYUTHUBHO MOHSTHBI U MPOCTHI B
UCTOJb30BaHuU. [I[puMeHeHne cpeacTB U METO/I0B 3alIUThl HE JOJKHO OBITH CBSI3aHO CO
3HaHWEM CHEIHUAJIbHBIX S3bIKOB WJIM C BBIIOJIHEHUEM JCMCTBHM, TpeOyromux
3HAYUTEIIbHBIX JOTOJHUTENBHBIX TpyJl03aTpar npu OOBIYHOM pabote
3apEruCTPUPOBAHHBIX IIOJIB30BATENEH, a TAKXKE HE IOJDKHO TpeOOBaTh OT IMOJIB30BATEISA
BBIITOJIHEHHSI PYyTUHHBIX MAJIOMOHSATHBIX €MY OlEepalri.

5.15. O00CHOBAaHHOCTH M TEXHMYECKAsl Peajin3yeMocThb

NudopmanmoHHble TEXHOIOTUHU, TEXHUYECKUE U TIPOrPaMMHbBIE CPEJICTBA, CPEACTBA
1 Mephbl 3amuThl IT/[H 1OMKHBI OBITH peanu30BaHbl HA COBPEMEHHOM YPOBHE PAa3BUTHUS
HayKM M TEXHUKH, OOOCHOBAHBI C TOYKH 3pEHUS JOCTH)KEHHS 3aJaHHOTO YPOBHS
0e30MmacHOCT MH(POpPMALMUM U SKOHOMHYECKOM LEJIeCO0Opa3HOCTH, a TaKXKe JOJKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeboBaHusM 1o 6ezonacHoctu 11J1H.

5.16. Cneumajau3anus u npogeccuoHaIN3M

IIpenmonaraer  npuBICYEHUE K  peanusauuu Mep  sammrel  [IJIH
CHEIMATM3UPOBAHHBIX OpPTaHU3alUl, HauOoJee MOArOTOBICHHBIX K KOHKPETHOMY BHIY
JeSTENIbHOCTH 0 0OecreyeHno 0e30MmacHOCTH MH(POPMAIMOHHBIX PECYPCOB, MMEIOIINX
OMBIT MPAKTUYECKON padOThI U TOCYAAPCTBEHHYIO JUIEH3HUIO Ha MPAaBO OKAa3aHUs yCIyT B
sTOl obmacTu. Peanmuzainus agAMHUHHCTPATHUBHBIX MEpP W AKCIUTyaTallUsl CPEIACTB 3allUThI
JIOJIKHA OCYLIECTBISATHCA MPOPECCUOHAIBHO MOATOTOBIEHHBIMU crienuanuctamu Llentpa
(oTBETCTBEHHBIX 3a OpraHu3anuio oopadorku I1/1H).



5.17. O0s3aTeJILHOCTH KOHTPOJIA

[Ipeanonaraer 00sA3aTEIBHOCTh U CBOEBPEMEHHOCTb BBISIBJICHUS W IPECECYEHUS
NOMBITOK HapyLIEHUs YCTAaHOBIEHHBIX MpaBui, obecrneuenus Oe3zonacHoctw [1/IH, Ha
OCHOBE HCIOJIb3yeMbIX CHCTeM M cpeAcTB 3amuTtbl [IJIH, mpu coBepLIEeHCTBOBAaHUU
KPUTEPHUEB U METOJIOB OIIEHKU 3(D(PEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KoHTposib 3a AesTeNbHOCTHIO JTI000TO MOJIb30BaTeNsl, KaXKI0r0 CPeACTBa 3alIUThHl U
B OTHOULIEHHH JIFOOOT0 0OBEKTA 3aIUTHI JOKEH OCYILIECTBIISITHCS HA OCHOBE IPUMEHEHUS
CPEICTB OIEPAaTUBHOTO KOHTPOJS M PETUCTpalMM M JOJDKEH OXBaTblBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKLIIMOHUPOBAHHBIE JEHCTBUS MTOJIb30BATEIEH.

Kpome Toro, a¢dextuBHas cuctema odecniedeHuss HHOOPMAITMOHHONW 0€30MaCHOCTH
TpeOyeT Haluuusl aJieKBaTHOW M BCeOObEeMITIONIEH MH(OpMAIMU O TEKYIIEM COCTOSHUU
MPOLIECCOB, CBS3aHHBIX C JBW)KCHMEM HH(OpManMu H CBEIEHUH O COOJNIOJICHUU
YCTaHOBJICHHBIX HOPMATHBHBIX TPEOOBaHMI, a Takke JOIMOJHUTENBHON HH(OpMAIUH,
UMEIOILEH OTHOIICHHE K MPUHATUIO peuieHuid. MHpopManusa nomkHa ObITh HaJEKHOM,
CBOEBPEMEHHOM, IOCTYIMHON U MPABUIBHO 0()OPMIIEHHOM.

Henocratku cuctemsl o0ecrieueHuss MHPOPMAITMOHHON O€301MaCHOCTH, BBISIBIICHHbBIC
COTpyIHUKaMU l[eHTpa HOIKHBI HEMEIEHHO IOBOJMTBCSA JO CBEICHHS PYKOBOIUTEIS
[lenTpa W omepaTHUBHO YCTPAaHATHCA. BOmpochl, KOTOpBIE KaKyTCs HE3HAYUTEIbHBIMH,
KOrJa OTIEIbHBIE MPOLECCHl PACCMATPUBAKOTCS HU30JIMPOBAHHO, MPU PACCMOTPEHHH HX
HapsAy ¢ IpYTMMH aclieKTaMu MOTYT yKa3aTh Ha OTPULATENbHBIC TEHACHUWH, IPO3SIIne
nepepacTy B KpyIHbIE HEJOCTATKH, €CJIM OHU HE OyIyT CBOEBPEMEHHO YCTPaHEHBI.

6. Mepbl odecieueHust UHGOPMALIMOHHOI 6€30MACHOCTH

Bce meprni obecnieuenus 6ezonacuoctu UCII [ LenTtpa noapasaenstorces Ha:

6.1. 3akoHoaaTesibHBbIE (IPAaBOBbIE) MePbI 3aIUTHI

K npaBoBbIM MepaM 3alllUThl OTHOCSTCS JIEUCTBYIOIIME B CTPaHE 3aKOHBI, YKa3bl U
HOPMAaTUBHBIC aKTHI, perjaMeHTUpYIOIIe mpaBuia oopameHus ¢ [1J[H, 3akpemisitoniye
nmpaBa W OOS3aHHOCTH YYaCTHUKOB WH(POPMAIMOHHBIX OTHOIIEHUM B TIpOIlECCe HUX
00pabOTKM ¥ HCHOJB30BaHMUS, a TaKKe YCTAaHABJIMBAIOLIME OTBETCTBEHHOCTh 32
HapyueHus: 3Tux npaBuil. [IpaBoBbie Mephl 3alIUTBI HOCAT B OCHOBHOM YIPEXKIAKOLIUNI,
npoHIIaKTUYECKUN XapakTep U TPeOyIOT NOCTOSHHOM pa3bsCHUTENBHOU paboThl ¢
MOJIb30BaTENSIMU U 00cy)uBaroimm nepconaiom UCIIIn Lentpa.

6.2. MopajibHO-3TH4YECKHE MePbI 3alUThI

K MopanpHO-3THYECKMM MepaM OTHOCATCS HOPMBI TIOBEACHHS, KOTOPHIE
TPAJAWIMOHHO  CIIOKWJINCh WO  CKJIQABIBAIOTCA IO MEpe  PaclpOCTpaHCHHUS
UH(OPMAITMOHHBIX TEXHOJIOTHH B OOIIECTBE. DTH HOPMBI OOJIBIICH YaCThIO HE SBISIFOTCS
00s13aTeIbHBIMH, KaK 3aKOHOJATEIbHO YTBEP)KJICHHBIC HOPMATHUBHBIC aKThI, OJHAKO, MX
HECOOJIOJIECHHE MOYKET MPUBECTH K IAaJICHUI0 aBTOPUTETA, IMPECTHXKA YEJIOBEKa, TPYIIIHI
munt uian Lentpa B nenoM. MopabHO-3THUECKHE HOPMBI OBIBAIOT KaK HEMHCAHbIC, TaK U
NUcaHble, TO €CThb O(hOpMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) MPaBUJI WU MPEAMHCAHUIMA.
MopanbHO-3THUECKHE MEPHI 3alUTHI  SIBISIOTCS NPOPUIAKTUYECKUMH H  TPEOYIOT
MTOCTOSITHHOM PabOThI IO CO3JJaHUIO 3JI0POBOTO MOPATHHOTO KIIMMAaTa B KOJUICKTHRBE.
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6.3. TexHoJiOTMYeCKHE MePbI 3AIIUTbI

K nanHOMy Buy Mep 3aIIUThl OTHOCSTCS Pa3HOTO poJa TEXHOJIOTUYECKUE PELLIEHUS
M TPUEMBI, OCHOBAaHHbIE Ha UCIOJB30BAHUM HEKOTOPHIX BHUIOB HU30BITOYHOCTH
(CTpyKTypHOH, (YHKUMOHAIBHOW, HWHMDOPMAIMOHHOW, BPEMEHHOM H T.JI.) U
HaIpaBJI€HHbIE HA YMEHBILIEHHE BO3MOXHOCTH COBEPILICHMS COTPYJHUKAMH OIIMOOK U
HapyILIEHU! B paMKax MPEIOCTABICHHBIX UM MPaB U ITOJTHOMOYHH.

6.4. Opranu3anuoHHbIe (A AMUHUCTPATHUBHBIE) MePBI 3AIIIUTHI

OpranuzanuoHHble  (aAMUHUCTPATUBHBIE) MEPhI  3aAlIUTBl - 3TO  MEpHI
OpPraHU3aIMOHHOTO XapakKTepa, pPEerjJaMeHTUPYIOIHUE TMporecchl (HYHKIIMOHUPOBAHUS
cuctembl o0pabotku [1/[H, ncIOIB30BaHKE €€ PECYPCOB, NEATEILHOCTh 00CTY KHBAIOIIETO
IEpCOHaNa, a TaKXe IMOPAJOK B3aUMOJCHCTBUS IOJI30BATEIEH C CHUCTEMOW TaKUM
oOpa3oM, 4TOOBI B HAWOOJBIIEH CTENCHH 3aTPYIHUTH WIM HCKIIOYUTH BO3MOXKHOCTH
peanu3anuy yrpo3 0€30NacCHOCTH WM CHU3HUTH pa3Mep MOTEPh B CIydae UX peau3aliu.

6.5. @opmupoBaHue NOJUTHKH 0€30MACHOCTH

['maBHas 1enb aJIMHUHUCTPATUBHBIX MeEp, MNPEANPUHUMAEMbIX Ha BBICHIEM
yIpaBJIE€HYECKOM ypoBHE - CcGOpMHUPOBATh TMOJUTUKY B objactu obecredeHus
oezonacHoctn [IJIH (oTpaxaromyro mnoaxoasl k 3amure [IJIH) u oOecmeuuTh ee
BBITIOJIHEHUE, BBIICIISASI HEOOXOIUMBIE PECYpChl U KOHTPOJIUPYS COCTOSIHHUE JIETI.

C npakTU4YecKON TOYKHU 3PEHHs MOJMTUKY B 00JacTH oOecrneueHus 0e30MmacHOCTH
[Tz B ILlenTpe nemnecooOpa3Ho pa3OuTh Ha JiBa YpoBHs. K BepxHEMy ypOBHIO OTHOCSITCS
pelieHusi pPyKOBOJACTBA, 3aTparuBaromniue nedarenbHocth Llentpa B menom. Ilonutuka
BEPXHETO YPOBHS [OJDKHA YETKO OYEPTUTh cQepy BIHSHUS ¥ OTPAaHUYCHUS MpU
omnpeneneHun  uened  OezomacHoctd  [I/[H, onpenenuTe  KakMMH ~ pecypcaMu
(MaTepuanbHbIE, CTPYKTYPHBIC, OpraHW3AIMOHHBIC) OHW OYIyT IOCTHTHYTBHI, M HaWTH
pa3yMHBIM  KOMIIPOMHUCC  MEXAY  MNPUEMIIEMBIM  YpOBHEM  O€30MaCHOCTH U
(yHKIHOHATBHOCTHIO.

[TonuTKa HUKHErO YPOBHS, OMPEACNSIeT MPOUEAypbl, W MpaBujia JOCTHXKCHUS
nened U pemeHust 3amad OesomacHocTu IIJIH u peranmsupyeT (perjaMeHTHPYET) STU
npaBuia:

- KaKOBBI POJIM U OOS3aHHOCTHU JOJIKHOCTHBIX JIMII, OTBEUAIOIIUE 33 MPOBEJACHUE
noauTuku 0e3omnacHoctu I1/1H;

- KTO uMeeT mpasa goctyna K IIJ[H, KTO ¥ npu KakKuX YCIOBUSIX MOXKET YUTATh U
Moaudunuposats 110 u T.4.

- IlonuTHKa HUKHETO YPOBHS JAOJIKHA!

- MpeaycMaTpuBaTh PErIaMeHT WH()OPMAIMOHHBIX OTHOIIECHUHN, HCKIIOYAIONINAX
BO3MOXXHOCTh MPOW3BOJIBHBIX, MOHOIOJBHBIX WA HECAHKIIMOHUPOBAHHBIX JEHCTBUI B
OTHOLIEHUHU UH(OPMAIMOHHBIX PECYPCOB;

- ONpEeAeNsATh KOATUIIMOHHBIE U MEPAPXUUYECKUE TPUHIIUIIBI U METOJbI PA3ICICHHUS
CEKpETOB M pasrpanndeHus gocryna K I[1/1H;

- BBIOMpaTh NPOrpPaMMHO-TEXHUYECKHUE (ammapaTHbIE) CPEACTBA MPOTUBOIECHCTBHUS
HCJl, ayrenTudukanuu, aBTOpU3ANHMH, HWIACHTUPUKAIIMA ¥ JIPYTUX  3aIIUTHBIX
MEXaHHU3MOB, OO€CMIEUMBAIONINX TapaHTUU pealu3alid TpaB W OTBETCTBEHHOCTHU
CyOBbEKTOB HUH(POPMAIMOHHBIX OTHOIICHUH.
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6.6. PersmameHTanus 10cTyna B noMenieHust

Komnonentst UCIIJIn Ilentpa 1oKHBI pa3MemiathCsi B MOMENICHUSX,
HaxXOASAIIUXCS TIOJ OXpaHOM WM HAOMIOJACHUEM, UCKIIOYAIOIMIUM BO3MOXKHOCTh
OCCKOHTPOJILHOTO MPOHUKHOBEHUS B TIOMEIICHUS TOCTOPOHHUX JIMI] U 00ECTICYUBAIOIITUM
(bUBUYECKYI0 COXPAHHOCTh HAaXOJSIIMXCS B TOMEIICHUH 3alUIIaeMbIX PECYypCOB
(moxkymenToB, APM u T1.m.). YOOopka Takux NOMEIICHUN JOHKHA MPOU3BOJAUTHCS B
NPUCYTCTBUM OTBETCTBEHHOTO COTPYJHHKA, 3a KOTOPBIM 3aKpEIUICHBbl JaHHBIC
KOMIIOHEHTBI, C COOJIFOJIECHHEeM Mep, HCKIIOYAIOIMX JOCTYH TOCTOPOHHUX JIMI[ K
3alIUIIaeMbIM HH()OPMAITMOHHBIM pECypCaM.

Bce mnoctopoHHue JMIla JIONMYyCKalOTCA B TOMEIIEHUS C KOMIIOHCHTaMHU
MH()OPMAITMOHHOM CUCTEMBI TOJILKO B MPUCYTCTBUU COTPYAHUKOB L{eHTpa.

[To oxoHyaHuu paboyero JHs, TOMEIICHUS, B KOTOPBIX PAa3MEIIat0TCsI KOMIIOHEHTHI
NCIIu Lentpa, 10KHBI 3aIMPaThCS HA KITIOY, TI0 BO3MOKHOCTH OINEYaThIBATHCS.

B cinyuae ocHailieHusi TOMEIEHUN CpeACTBAMHM OXPAHHOW CUTHAJIM3AIMU, a TaKkKe
aBTOMATU3UPOBAHHOW CHUCTEMOW MpUEMa U PEruCTpalldd CUTHAJIOB OT 3THX CPEJACTB,
MpUeM-cJladya TaKuX MOMEIIEHUN MOJT OXpaHy OCYIIECTBIAECTCS HA OCHOBAHUM CIIEIIMAIBHO
pa3pabaTbhiBa€MO HHCTPYKIIUH.

6.7. PermamMeHTauus AOIyCKAa COTPYIHUKOB K HCI0JIb30BAHMIO
HH(OPMALMOHHBIX PecypcoB

B pamkax paspemuTenbHOR cucTeMbl (MaTpUIbl) HOCTYINA YCTaHABIMBACTCS: KTO,
KOMY, Kakyl HH(OpMAlMIO U JJi1 KaKOro BHUJA JOCTYNa MOXET MPEJOCTaBUTh U NpPHU
KAKUX YCJIOBUSIX.

Jonyck nons3oBarenedt k padore ¢ UCII[An Llentpa m poctyn K MX pecypcam
JOJDKEH OBITh CTPOro perjamMeHTupoBaH. JItoOble M3MEHEHHs COCTaBa M TOJHOMOYUHN
MOJIb30BATENEH MOJCUCTEM JOJKHBI IPOU3BOAUTHCS YCTAHOBIEHHBIM OPSAIKOM.

YpoBeHb MOTHOMOYUH KaXJAOro IOJIb30BATENS OMPEAENAeTCS WHIUBUYAIBHO,
cobJroas ciaeayronme TpeOoBaHuUs:

- Ka&XIbId COTPYJHUK TOJB3YETCSd TOJbKO MNPEANUCAHHBIMU €My IpaBaMH IO
otHomeHuto kK IIJIH, ¢ koTroppiMu emy HeoOXxoauma paboTa B COOTBETCTBUHU C
JOJHKHOCTHBIMU 00s13aHHOCTSIMH. Paciivpenue npas JOCTyNa U MpeIoCTaBIeHUE JIOCTyIa
K JIOTIOJHUTEIbHBIM HMH()OPMALMOHHBIX pecypcaM, B 00s3aTE€IbHOM TMOPSJIKE, JOHKHO
COIJIaCOBBIBATHCS C OTBETCTBEHHBIM 3a opraHu3anuio oopadorku I1/1H;

- pykoBoautenb lleHTpa wuMeer mpaBa Ha MNPOCMOTP HH(MOpPMAUU CBOUX
IIOJAYMHEHHBIX TOJIBKO B YCTAHOBJIEHHBIX IIpelelaX B COOTBETCTBUM CO CBOUMH
JTOJKHOCTHBIMU OOSI3aHHOCTSIMM.

Bce corpymnuku Ilentpa u 0OOCHYy>XHBalOIIMA TEPCOHAN, JODKHBI HECTH
NEPCOHANBHYIO OTBETCTBEHHOCTh 3a HApYILEHHUS YCTAHOBJICHHOTO MOpsAKa oOpabOTKU
[1/TH, npaBwI XpaHEHHMs], UCIIOIb30BAHUS U MEpeAadyd HaXOA[IINUXCSA B UX PACIOPSHKEHHUH
3aIIMIIAEMBIX PECYPCOB cHCTEMbl. Kaxaplii COTpyAHUK (IIpU NpHUeMe Ha padoTy) JOKEH
MOANKCHIBATh 0053aTE€IBCTBO O COOJIIOJIGHUH W OTBETCTBEHHOCTH 3a HAapyIICHHE
YCTaHOBJICHHBIX TpeOoBaHuM no coxpanenuto [1/1n Llenrtpa.

Oo6pabotka IIJ][n B xommonentax WMCII/In Ilentpa nomkHAa MPOU3BOAUTHCA B
COOTBETCTBUHM C YTBEPKACHHBIMUA TEXHOJOTHUECKUMHU UHCTPYKIMSIMU.
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6.8. PeriaMeHTanuMsi  mpoueccoB  O0OCIY:KMBAHHUSI W OCYLIECTBJICHMA
MOAM(UKANMU aNAPATHBIX M IPOrPAMMHBIX PecypcoB

B uensx nopnmepxkaHus pexuMa HHGOPMAIMOHHOM O€30MacHOCTH amnmnapaTHo-
nporpaMmHasi KOH(pUrypamus aBToOMaTU3UPOBAHHBIX pabOYnX MECT COTpYAHHUKOB LleHTpa,
C KOTOpPBIX BO3MOXEH JOCTyH K pecypcaM HH(POPMAIMOHHON CHUCTEMBI, JIOJKHA
COOTBETCTBOBATh KPYIy BO3JIOXKEHHBIX HAa JAHHBIX MOJIb30BaTeNel (YHKIHMOHAIBHBIX
00s13aHHOCTEH.

B xomnoneHTax MH(OPMALIMOHHON CUCTEMBI U Ha pabOYMX MECTax IMOoJb3oBaTeNei
JOJKHBI YCTAHABIIMBATHCS U UCIIOJIB30BATHCS JIMIEH3UOHHBIE IPOIrPAMMHBIE CPEZCTBA.

6.9. ObecnieyeHHe W KOHTPOJb (PU3UYECKOI IEJOCTHOCTH (HEM3MEHHOCTH
KOH(UTypalnun) annapaTHbIX pecypcoB

ObopynoBanre WHGOPMAIIMOHHBIX CHUCTEM, UCIOJIB3yeMOE I JOCTyNa W
xpanenust [I/[H, kK KoTOopoMy nOCTyn OOCIYKMBAIOLIEr0 NE€PCOHANa B MpoOLEecce
SKCIUTyaTalliu He TpeOyeTcs, Mociie HalaJ0YHbIX, PEMOHTHBIX U MHBIX pa0oT, CBSI3aHHBIX
C IOCTYIIOM K €r0 KOMITOHEHTaM JIOJKHO 3aKPBIBATHCSI.

6.10. IToaGop u MOAroTOBKA NMEPCcOHAJIA, 00yUeHHe MoIb30BaTe el

[TonszoBatenu WCII[An IlenTtpa, a Takke pPYKOBOIAIIMK M 0OCITYyKHUBAOUTUAN
MEPCOHAN JIOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IIOJIHOMOYMM, a TakKxke
OpraHu3alHOHHO-PACIIOPSAUTENBHON, HOPMATUBHOM, TEXHUYECKOM U SKCILTyaTallHOHHOW
JIOKyMEHTAIUEH, OpeeNsronieit TpedboBanus u nopsaok oopadorku [1/1x B Llentpe.

Obecnieuenne Oe3zonacHocTd [IJIH BO3MOXXHO TOJNBKO IIOC/IE€ BBIPAOOTKH Yy
MOJI30BATENICH OMPENEICHHON KyJIbTYyphl pabOThI, T.€. HOPM, OO0S3aTENbHBIX IS
WCIIOJTHEHUST BCEMU, KTO padotaer ¢ mHpopmarmoHHbIMU pecypcamu llentpa. K Takum
HOpMaM MOJKHO OTHECTH 3allpelieHhe JIOOBIX YMBINUICHHBIX WM HEYMBIITUICHHBIX
NEUCTBUN, KOTOpbIE HapylIaloT HOpMalbHylO padoTy kommoHeHToB WCII[AH Ilentpa,
BBI3BIBAIOT JOMOJHUTENbHBIC 3aTPaThl PECYpPCOB, HAPYIIAIOT IEIOCTHOCTh XPAaHUMOW U
oOpabatbiBaeMoil uH(OpMaIMK, HAPYIIAIOT MHTEPEChl 3aKOHHBIX MOJb30BaTENEH,
BJIAJIEJIbLIEB WJIM COOCTBEHHUKOB.

Bce monw3zoBatenmm  MWCII[In Llentpa A0MXKHBI  OBITh  O3HAKOMJIEHBI  C
OpPraHU3alMOHHO - PACHOPSAIUTEIBHBIMU JIOKYMEHTAMU MO OOECIEUYeHHI0 0e30MacHOCTU
[IJn Llentpa, B 4acTH, UX KacarOUIEHCs, JOJKHBI 3HaTh U HEYKOCHUTEIIBHO BBITIOIHATH
UHCTPYKIIMM M 3HaTh oOIuMe oOs3aHHOCTH 10 obecneueHuto Oe3omacHoctu [1/]H.
JloBeneHue TpeOOBaHUM yKa3aHHBIX JOKYMEHTOB JIO JIMII, JOMYIIEHHBIX K 00paboTKe
3amuiaeMbix [1/IH, 70KHO OCYIECTBIATHCS MO POCIUCH.

6.11. OTBeTCTBEHHOCTh 32  HApPYLWIEHHSs  YCTAHOBJIEHHOI0  MOPSIKA
NMoJIb30BaHUsl pecypcaMu HHGOPMAIMOHHOI CHCTEMBI

Mepa OTBETCTBEHHOCTH TepcoHana 3a JEHCTBUS, COBEPIICHHBIE B HapylICHUE
YCTaHOBJICHHBIX TIPAaBWII o0ecriedeHus: 6ezonacHoit padotsl ¢ [1/IH, 1omkHa onpeaensTbes
HAHECEHHBIM yIIepOOM, HATUIUEM 3JI0TO YMBICTA U APYTUMHU (HaKTOpaMU MO0 YCMOTPEHUIO
pykoBozcTsa Llenrtpa.

JIist peanu3anuyl TPWHIMIA TIEPCOHATHLHON OTBETCTBEHHOCTH IOJb30BATENICH 3a
CBOM JICUCTBUS HEOOXOIUMBI:

- WHIWBHUAyaJbHas WACHTU(GUKAIIUSA TIOJH30BATEICH W WHHUIIMHUPOBAHHBIX HMH
MPOIIECCOB, T.€. yCTaHOBJIeHHE 3a HuUMH wuaeHTUukatopa (login, Username), Ha 0aze
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KOTOPOTO OYJIET OCYIIECTBIATHCS Pa3rPaHUYCHHUE JOCTYIA B COOTBETCTBUU C TIPUHITUTIOM
000CHOBaHHOCTH JOCTYTIA;
- MpoBepKa MOJJIMHHOCTH MoJib3oBarelel (ayTeHTu(PuKaIus) Ha OCHOBE MapoJie;
- peakius Ha TIONBITKM HECAHKIMOHUPOBAHHOTO JOCTyNa (CUTHAIM3AIMS,
OJIOKMPOBKA H T.JI.).

6.12. CpenacrBa obecnevenusi 6ezonacuoctu I1/In
Jns oOecneuenus uHPOpMAMOHHON Oe3zomacHocTH LleHTpa UCHONB3YIOTCS
CJICYIONIHE CPECTBA 3aIUTHI:

Dusuyeckue cpedcmsa 3auiumul

®dusnyeckue Mepbl 3alllUThl OCHOBaHbl HAa TNPUMEHEHUH pPa3HOTro poja
MEXaHUYECKHUX, SJIEKTPOHHBIX WM 3JEKTPOHHO-MEXaHUUECKUX YCTPOMCTB U COOPYKEHUH,
CHEIHMaJIbHO MPEeAHA3HAYECHHBIX Ul CO3JaHus (U3NYECKUX MPENSTCTBUI Ha BO3MOMXHBIX
OyTSX MPOHUKHOBEHHS U JIOCTyNa NOTEHUUAIbHBIX HApPYIIUTENEH K KOMIIOHEHTaM
cuctembl u 3ammiiaeMbiM  [I/[H, a Takke TEXHUYECKUX CPEICTB BU3YAIbHOTO
HaAOJIOICHUS, CBSI3U U OXPAaHHOM CUTHAJIU3AIIHH.

Jlns obecnieuenust puznueckoit 6e3omacHocty koMnoneHToB MCII[In HeoOxoaumo
OCYIIECTBIISATh PsII OPTraHU3ALMOHHBIX M TEXHUYECKHMX MEPOIPHUATHH, BKIIOYAIOIINX:
IPOBEPKY 000PYI0BaHUs, IpeAHa3HauYeHHOT0 A1 00padoTku I[1/1H, Ha:

- HaJW4Me CHelHaTbHO BHEIPEHHBIX 3aK/IaIHBIX YCTPOUCTB;

- BBEJCHHUE JIOTIOJHUTENBHBIX OrPAaHMYEHUH MO JOCTYIly B IOMEUICHHS,
npeaHa3HaYeHHbIE A7 XpaHeHus u 0opadotku [1/1H;

- obopynoBaHue cucteM HWH(MOpPMATU3ALMUA YCTPONCTBAMH 3alIUTHl OT COOEB
AIIEKTPOITUTAHUS U TIOMEX B JINHUSX CBSI3U.

Texnuueckue cpedcmsa 3aujumol

TexHuueckue  (anmapaTHO-POrpaMMHBIE)  MeEpbl  3alllUThl  OCHOBAaHbl  Ha
UCIIOJIb30BAaHUU PA3JIMYHBIX AJIEKTPOHHBIX YCTPOHCTB M CIEUUANbHBIX MPOrpaMM U
BBIMOJIHSAIONINX (CAaMOCTOSITENIbHO WJIM B KOMILJIEKCE C APYTUMHU CpeacTBaMu) (HyHKIUU
3auThl (MACHTU(UKAIMIO U ayTeHTU(UKALIMIO MOJIb30BaTeNeH, pasrpaHuueHle 10CTyIa
K pecypcam, perucTpaiuo coObITUl, KpUNTOrpapuieckoe 3akpbITHe HHGHOPMALIUY U T.1.).

C ydetoMm Bcex TpeOOBaHMI M MPUHIUIIOB obecrneueHusi 6e3zonacHoctu [IJIH mo
BCEM HAIMpPaBJICHUSM 3alUTHl B COCTaB CHUCTEMBI 3aIlIUTHl JOJDKHBI OBITH BKIFOYCHBI
CJIEIIOLUE CPENICTBRA:

- CpeACTBa pa3rpaHUYCHHs TOCTYIA K JaHHBIM;

- CpeACTBa PETUCTPAIlMU OCTyNa K KOMIOHEHTaM WH()OPMAIMOHHOW CHCTEMbI U
KOHTPOJISI 32 UCTIOJIb30BaHUEM HH(OPMALINY;

- CpeICTBa pearupoBaHUs HA HAPYIIEHUS pexKrMa HHPOPMAIIMOHHON 0€30IaCHOCTH.

Ha texHuueckue cpeicTBa 3alllUThl BO3JIATAETCS PELIECHUE CIEAYIOLUIMX OCHOBHBIX
3aja4:

- perjiaMeHTalus. U YNOpaBiICHUE JOCTYIOM IIOJIb30BaTeled B MOMEILIEHUs, K
(pU3NYECKUM U JIOTUYECKUM YCTPONUCTBAM;

- 3alMTa OT IPOHUKHOBEHUS KOMIIBIOTEPHBIX BHUPYCOB U Pa3pyLIUTEIbHOIO
BO3JICHCTBUS BPEIOHOCHBIX TIPOTPaMM;

- permcTpamus Bcex NEHCTBUU IMONB30BATENs B 3AIIUIICHHOM JKypHaje, HaIHIne
HECKOJIbKUX YPOBHEH perucrpanum;
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- 3alMTa JaHHBIX CHUCTEMBbl 3alluThl Ha (aMIoBOM cepBepe OT JOCTyma
[OJIb30BATENEN, B UbU JOJKHOCTHBIE OOS3aHHOCTH HE BXOAMT paboTta ¢ mMH(poOpMaluw,
HAXOJSLIEHCS HA HEM.

Cpeocmea udenmugurkayuu u aymenmudurayuy noivbzogameliet

B nensax npenotBparmienus padotsi ¢ pecypcamu UCITIH LlenTpa mocTopoHHUX JTUIT
HEOOXOMMMO  OOECMEeYUTh BO3MOXKHOCTh  PACIO3HABAHUSA  KaXIOTO  JIETAJIbHOTO
noJib3oBaTenst (WM TPymnm mojibs3oBareneit). s maeHTudUKamm MOTyT TPUMEHSITHCS
pPa3IMYHOrO pPOJia YCTPOMCTBA: MATrHUTHBIE KApTOYKH, KIIFOUM, KIFOUEBBIE BCTABKH,
JUCKETHI U T.1I.

Aytentudukanus (MOATBEPKACHUE MOMJIUHHOCTH) TOJIb30BATENEH TAKKE MOMKET
OCYIIECTBISATHCS:

- TMyTeM TMPOBEPKH HAJIWUYUS Yy TIOJb30BaTEeIe KaKUX-JIMOO CIeIUalbHbIX
YCTPOMCTB (MAarHUTHBIX KaPTOUEK, KIIFOUEH, KIIOUEBBIX BCTABOK U T.1.);

- IyTeM MPOBEPKU 3HAHUS UMU MAPOJIEH;

- TyTeM IPOBEPKH YHUKAIBHBIX (PU3NUECKUX XAPAKTEPUCTUK U TTAPAMETPOB CaAMHX
M0JIb30BATEJICH MPU TOMOIIHU CHEIUATBHBIX OMOMETPUUYECKUX YCTPOMCTB.

Cpedcmesa pazepanuienus 0ocmyna

30HBI OTBETCTBEHHOCTH M 33/1aud KOHKPETHBIX TEXHUYECKUX CPEJICTB 3aIHUThI
YCTAHABIMBAIOTCS MCXOAS M3 UX BO3MOXKHOCTEM M SKCIUTYaTAlMOHHBIX XapaKTEPHUCTHK,
ONMUCAHHBIX B JJOKYMEHTAIIMU HA JaHHBIE CPEICTBA.

Texnuueckue cpeiacTBa pa3rpaHUUCHUs JOCTYIA JOJKHBI 10 BO3MOXKHOCTH OBIThH
COCTABHOM YaCThIO €IMHOM CHUCTEMBI KOHTPOJISI JOCTYMA!

- Ha KOHTPOJIMPYEMYIO TEPPUTOPHIO;

- B OTJIEJIbHBIC IOMEIICHUS;

- K KOMIIOHEHTaM HH(pOpMalMOHHON cpenbl lleHTpa M 3JIeMEHTaM CHUCTEMBbI
samuthl [1J1H (Pusuyeckuii qocty);

- K HH(QOpPMAlUMOHHBIM pecypcaM (JIOKYMEHTaM, HOCUTENISIM HH(QOpMaLUH,
daiinam, HabopaMm JTaHHBIX, apXUBaM, CIIpaBKaM U T.J1.);

- K aKTHUBHBIM pecypcaM (IIPUKIIAIHBIM [IPOrpaMmamM, 3a/1a4am U T.11.);

- K OINEpPallMOHHOW CHUCTEME, CHCTEMHBIM MPOrpaMMaM U MPOrpaMMaM 3alUThI.

Cpeocmea obecneuenus u KOHMPOLA YELOCMHOCHU

CpenctBa oOecriedeHHsI IE€JIOCTHOCTH BKIIIOYAIOT B CBOM COCTaB CpeICTBa
PE3EpBHOIO  KOMUPOBAHUS, MPOTPAMMbl  AHTUBUPYCHOM  3allMTHl, MPOTPAMMBbI
BOCCTaHOBJICHHMSI 1IEJIOCTHOCTH OTNEPAIMOHHON Cpeibl U 0a3 JaHHBIX.

CpenctBa  KOHTpOJIE — LIEJIOCTHOCTH  MH(OPMAIMOHHBIX  PECYpCOB  CUCTEM
IOpeIHa3HaYeHbl JUIs CBOEBPEMEHHOI'O OOHAPYKEHUS MOJU(PUKALMU WM HCKAKEHUS
pecypcoB cucteMbl. OHHM TMO3BOJISIOT OOECIEYHUTh MPABUIBHOCTh (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIUTHI U IIEJTOCTHOCTh XpaHUMOU U 00pabaTbeiBaeMoi nHpopMaIuu.

KonTpons nenoctHoctd MHGOPMAIUU U CPENICTB 3aIUTHI, C LENbI0 0OecTeueHus
HEM3MEHHOCTH MH(OPMALIMOHHON CPEJIbl, ONPEALIIeMO TPeyCMOTPEHHOM TEXHOIOTHEH
00pabOTKM, W 3alUThl OT HECAHKIMOHWPOBaHHON Momudukammu I[1[lH momwKeH
o0ecreunBaThCs:

- CpeIcTBaMH pa3TpaHUYCHHUs JocTyna (B TOMENIEHHUS, K JAOKyMEHTaMm, K
HOCUTEJSIM UH(OPMAIINH, K CEpBEpaM, JOTMUECKUM YCTPOMCTBAM U T.I1.);
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- CpeACTBaMU AJICKTPOHHOM TOIINCH;
- CpeICcTBaMU IMOJICYETa KOHTPOJIBHBIX CYMM (IUISI HCIIOJIB3yEMOTO MPOrPaMMHOTO
oOecrieueHus).

CpencrBa onepaTuBHOI0 KOHTPOJISI M PETHCTPALMM COOBITHIT 0€30ITACHOCTH

CpenctBa OOBEKTUBHOTO KOHTPOJS JOJDKHBI OOeCleuynBaTh OOHApY>KEHHE W
PETUCTpALIMIO BCeX COOBITUH (neiicTBuil monb3oBareneil, monsitok HCJ u 1.11.), KOoTOpBIE
MOTYT TIOBJIEYb 3a c000#l HapylleHHe O€30MacHOCTH M TMPHUBECTH K BO3HUKHOBEHHUIO
KPU3UCHBIX CHUTyaluid. AHalu3 COOpaHHON CpeAcTBaMU pErucTpauud MHGOPMALUH
MO3BOJISIET BBISIBUTH (DAKTHI COBEPUICHUSI HAPYILLIEHUH, UX XapaKTep, MOJCKa3aTh METOJI €ro
pacciieZJoBaHus. U CIocoObl MOMCKAa HapyLIMTENs U ucHpaBieHus cutyauuu. Cpencrsa
KOHTPOJISL U PETUCTPALIUU JOJKHBI IPEAOCTABISATh BO3MOXHOCTH:

- BEJCHUS U aHaJU3a KyPHAJIOB PETUCTPAIIMN COOBITUN 0€30MaCHOCTH (CUCTEMHBIX
’KYPHAaJIOB);

- TMOJy4YeHHWs TBEpAOW KomuM (TMeYaTd) OHKypHala pPErUCTpaludd COOBITUH
0e30MacHOCTH;

- YHNOpPSAOYEHHUs >KypPHAJIOB, @ TaK)K€ YCTAHOBJIEHUS OTPAaHMYEHUN HAa CPOK HX
XpaHCHUS;

- OINEPATHBHOIO OMOBEILIECHHUSI OTBETCTBEHHOIO 3a opraHuzanuto oopadorku [1J[x o
HAPYIICHUSIX.

IIpu peructpanuu coObITUIM OE€30MACHOCTH B JKypHajie JOJDKHA (DUKCHPOBATHCS
cieayroias nHpopMarus:

- JlaTa ¥ BpeMs COOBITHS;

- uACHTU(PHUKATOP CYOBEKTa, OCYIIECTBISIONIEIO PETUCTPUPYEMOE ICHCTBUE;

- JIecTBUE (THUII JOCTYMA).

6.13. KoHTpoJib 3(ppeKTUBHOCTH CUCTEMBI 3AIIUTHI

Koutpons  sddexkruBHoctrn  3amutel  [I/IlH  ocymiecTtBisiercss ¢ IHENbIO
CBOEBPEMEHHOI'O  BBIABICHMS W mpenorBpamieHus  yreukn IIJIln 3a  cuer
HECAHKLIMOHUPOBAHHOTO JIOCTYIIA, a TAKXKE MPEAYNPEKIACHUSA BO3ZMOXKHBIX CIIEIUAIbHBIX
BO3JICUCTBHM, HaIlpaBJIICHHBIX Ha YyHuuroxkenue [IJ[H, paspymenue cpeacTts
uHpopMaTuzanuu. KOHTpOIb MOXKET MPOBOIUTHCS MPHUBJICKACMBIMU JUISI ATOW IIETHU
OpraHM3aLNsIMU, UMEIOIIUMU JIMLEH3UIO HAa 3TOT BUJ IEATEIBHOCTH.

Ouenka »s¢dexTuBHOCTH Mep 3amuThbl [IJIH mpoBOAUTCS C HCHOJIB30BAHHEM
TEXHUYECKUX U TMPOTPAMMHBIX CpPEACTB KOHTPOJS HAa NPEAMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.
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	5.9. Минимизация полномочий
	Означает предоставление пользователям минимальных прав доступа в соответствии со служебной необходимостью. Доступ к ПДн должен предоставляться только в том случае и объеме, если это необходимо сотруднику для выполнения его должностных обязанностей.
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	5.16. Специализация и профессионализм
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	6.10. Подбор и подготовка персонала, обучение пользователей
	6.11. Ответственность за нарушения установленного порядка пользования ресурсами информационной системы
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