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TEPMUWHBI U OIIPEAEJIEHHUA

bBe3onacHoCTh MEPCOHANBLHBIX JAHHBIX — COCTOSIHME 3allMIICHHOCTH MEPCOHAIbHBIX
JlaHHBIX, XapakTepHU3yeMoe CIOCOOHOCTBIO IIONB30BaTeNe, TEXHUYECKMX CpEICTB M
MH(pOPMALIMOHHBIX TEXHOJOrni obecrneuyuTh KOH(OHUAEHIMANBHOCTh, LEIOCTHOCTh M
JIOCTYITHOCTh NEPCOHANBHBIX JaHHBIX MPH X 00paboTke B MH(OOPMAIIHOHHBIX CHCTEMAaX
NnepcoHalbHbIX JTAHHBIX.

JHocTyn B OnepallHOHHYI0 cpely KomnbioTepa (MHGOpMauHOHHOH CHCTEMbI
NEePCOHANBbHBIX JAHHBIX) - TOJIydeHHEe BO3MOXKHOCTH 3allyCKa Ha BBHIMOJHEHHE ILITATHBIX
KoMaH/, (pyHKIHMHA, Mpouexyp ONEepaldOHHON CUCTEMBI (YHUUTOKEHWS, KOMHPOBAHMUS,
nepemelieHdss W T.0L),  UCHOOJHAeMbIX  (aiioB  NpHKIAAHBIX  [IPOrpamm.

ﬂOCT}’l’I K HH(‘)OPMRHHH — BO3MOZKHOCTE IMOJTYUE€HHSA HH(bOpMaU,HH H €€ UCIIOJB30BaHM.

HaenTndukauus - NpucBoeHHe cyObekTaM W 0OBEKTaM JOCTyna HAeHTH(HKaTopa H

(uJM) CpaBHEHHE TPEABABISIEMOr0 HAEHTU(HUKATOpa C TIEepeYHEM IMPHCBOEHHBIX
HAEHTU(PUKATOPOB.

UupopmManMoHHAS CHCTEMA MEPCOHAJBHbBIX JaHHBIX — COBOKYITHOCTE COJIEPAKALIMXCA B
0a3ax [JaHHBIX IEPCOHANBHBIX JAHHBIX W  00eCrneuyMBarOmMX  HX o6paboTky
MHGOPMAITMOHHBIX TEXHOJIOTUM %} TEXHHUYECKHUX CPEACTB.

HcTounnk yrposbl GesomacHocTH HH(pOpMAIHH — CyOBEKT [0CTYyNa, MarepHallbHbIH
00beKT WM (pH3MYECKOe sABJIEHHE, SBISIONIMECS NPUYMHOW BO3ZHMKHOBEHUs YIpO3bl
6e30MacHOCTH UH(OPMALIMH.

KouTpoaupyemas 30Ha - 3TO IPOCTPAHCTBO, B KOTOPOM HUCKIIFOUYEHO HEKOHTPOJIHMPYEMOE
npebbiBaHHe COTPYIHUKOB M TOCETUTENIEH ONepaTtopa W MOCTOPOHHHX TPAHCMOPTHbIX,
TEXHUYECKMX U UHBIX MAaTEPUAIIBHBIX CPEJICTB.

HecaHKIHOHHPOBAHHBIH 10C¢TYNn (HECAHKLHOHHPOBAHHBbIC AEHCTBHA)— HOCTYN K
uadopMalMK WK AeHcTBUS ¢ MH(OpMalMeH, HapylIalollHe NMpaBuia pasrpaHuyueHusd
JIOCTyTA C MCIONB30BaHHEM INTATHBIX CPEZCTB, NPeJ0oCTaBJIseMbIX UH(QOPMALIUOHHBIMH
CUCTEMaMU MEPCOHAIBHBIX JaHHBIX.

O6patoTka NepcOHANBHBIX JAHHBIX — M0060e JIeHCTBIE (onepamms) WJIH COBOKYITHOCTh
neiicTBuii (omepalinii), COBEpIIAEMBIX C MCIOJIb30BAaHHEM CPEACTB aBTOMATH3ALHH HJIH
6e3 UCroNL30BaAHKS TAKUX CPEJICTB C NEePCOHATLHBIMUA JAHHBIMH, BKIIOYas cbop, 3anucs,
CHCTEMATH3ALMIO, HAKOIUIeHWe, XpaHeHHe, yTodHeHHe (OOHOBIEHHE, W3MEHEHHE),
W3BJeYeHHMe, HMCMOJb30BaHKe, mepeaady (pacnpocTpaHeHue, MPefoCTaBlIeHHe, J0CTy1),
obe3nuuyuBaHue, ONOKMpOBaHWE, YJaleHWe, YHHYTOXKEHHE [EPCOHAILHBIX JaHHBIX.

OnepaTop - TOCYIapCTBEHHBIH OpraH, MyHHLHMIAIbHBIH OpraH, HOPHIHHYECKOe HIIH




(hu3HHecKOe JTHLO, CAMOCTOATEIBHO HIIM COBMECTHO C APYTMMM THIIAMH OPTaHU3YIOMIHe 1
(MK) ocyliecTBIsIONIKHe 00pabOTKy MEepCOHANbHBIX NAHHBIX, a4 TAKKE OIpeAe/sIolIe
uend oOpabOTKU TMepCOHANBHBIX JAHHBIX, COCTAB MEPCOHANBHBEIX MAHHBIX, IOIICKALIMX
oOpaboTke, seficTBus (Omepaluu), COBepIIaEMblE C IMEPCOHANBHBIMU  aHHBIMH.

[lepconanibubie nannbie — mo6as HHOOPMALHS, OTHOCANIAACS K NPSMO HIH KOCBEHHO
ONpE/IC/IeHHOMY WM ompesienseMoMy (GU3NYEeCKOMY IHLY (CyOBEKTY NEpCOHATbHBIX
JlaHHBIX ).

[ToanzoBaTeab HHPOPMANHOHHOH CHCTEMBI NEPCOHAJBHBIX JAAHHBIX — JIHIIO,
ydacTByrollee B (hyHKIMOHMPOBAHMU HH(POPMALMOHHON CHCTEMBI MEPCOHATBHBIX JIAHHbIX
HIIH HCIIOJIb3YIOLIIEE pe3ylbTaThl ec (yHKIIHOHHUPOBaHHA.

[IpaBuia pasrpaHHyYeHHs JOCTYNA — COBOKYITHOCTh MPABHII, PErJIaMEHTUPYIOIIMX NpaBa
jocTyna CcyOBEKTOB JocTymna K o0BexTam JOCTyTA.

Pecypc undpopmManHoHHOH cHCTeMbl- HMEHOBAaHHBIA  3JIEMEHT  CHCTEMHOIO,
MPUKIaIHOr0 WM anmapaTtHoro obecnedeHus (QYHKLUMOHHPOBAHHS HH(POPMALHOHHOM
CUCTEMBI.

C[)EIICTBB BbIYMHC/IHTEJbHOH TEXHHKH - COBOKYINIHOCTE MpOrpaMMHBIX H TEXHHYECKHX
3JIEMEHTOB CHCTEM 06]3360TKH JaHHBIX, CMOCOOHBIX q)}‘HKLlHOHHpOBaTB CaMOCTOSATEIBEHO

HITH B cocTaBe OPYTHX CHCTEM.
Cybobekr foctyna (cyObekT)- JIMUO WM IIpolecc, JeHCTBHS  KOTOpOro
perjgaMeHTUpYTCs NpaBUJIaMH pasrpaHUYeHus JOCTYyTIA.

TexHuuyeckue cpeacTBa HHGPOPMALHOHHOH CHCTEeMBbI NEPCOHAJBLHBIX JAHHBIX -
Cpe/icTBa BLIYUCIUTENBHONW TEXHHKH, MHO)OPMALIMOHHO-BBIYUCIIUTEIbHBIE KOMILIEKCHl M
CeTH, CpeJIcTBa M CHCTEMbI Iepejiayd, rnpHemMa W oOpaboTKH MepCOHAIBHBIX JaHHBIX
(cpescTBa M CHCTEMBI  3BYKO3AlMCH, 3BYKOYCHJIEHHS, 3BYKOBOCIPOM3BEICHUS,
[1eperoBOPHbIE U TEJEBU3MOHHbIE YCTPOMCTBA, CPEACTBA M3rOTOBJIEHHUS, THPAKUPOBAHMUS
JIOKYMEHTOB M JIpyTHe TEXHHYECKHe cpeficTBa 00pabOTKH peueBoid, rpaduyeckoi, Buieo-
1 OykBeHHO-LIM(BPOBOM HH(OPMALHH ), TPOrPaMMHBIE CPEACTBA (ONepallMOHHBIE CHCTEMDI,
CHCTeMbl yrpaBieHHs 0a3aMH JaHHBIX M T.I.), CpeJcTBa 3allUThl HHGMOPMALUH.

Yrpo3bi 6e30NacHOCTH MePCOHA/ILHBIX AAHHBIX — COBOKYITHOCTh YCJIOBMI M (hakTopoB,
CO3JAI0IIMX OMAacHOCTh HECAHKIIMOHWPOBAHHOIO, B TOM YHMCJE CIy4ahHOro, JOCTyna K
MepCOHANIBHBIM JJAHHBIM, Pe3yJIbTaTOM KOTOPOro MOXET CTaTh YHHYTOXKEHHE, H3MEHEeHHUE,
OJI0KMpOBaHKe, KOMMPOBaHKE, PACIPOCTPAHEHHE MEPCOHANBHBIX NaHHBIX, @ TAKKE MHbIX
HEeCAHKIIMOHUPOBAHHKIX JIeWCTBUI mnpu MX o0OpaboTke B MH(MOPMALMOHHOW CHCTEME
[1€PCOHANIBHBIX JIAHHBIX.

Ysassumoers MCII/IH — HemocTaTok MK cnaboe MecTo B CUCTEMHOM WM MPHUKIaJHOM
IpOrpaMMHOM  (MPOrpaMMHO-ammnapaTHoM) — obOecrieyeHWH  aBTOMATH3MPOBAHHOM



s

MH(POPMALIMOHHON CHCTEMBI, KOTOPOE MOXET OBITh MCIONB30BAHO [UIs pealn3aliu
yIpo3el OesonacHocTH I1/1H.

HenocTroeTe mupopmanum - coctosHie UHGOPMALMH, NPU KOTOPOM OTCYTCTBYET
moboe ee u3MeHeHHWEe MO0 HM3MEHEHHE OCYLIECTBISETCS TOJNBKO npegHaMepPeHHo
cy6beKkTaMHu, UMEIOLLUMHE Ha HETo MTPaBo.
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INEPEYEHb COKPALLIEHUHA

ABIIO — aHTHBHpYCHOM MporpaMMHOe obecrieueHue
APM — aBromaru3upoBaHHOe pabouee MeCTo
UCT1/1n — nHpopMaLMOHHAS CUCTEMa NEPCOHATBHBIX JaHHBIX
JIBC — j1oKasibHasl BbIYMCIIUTEIbHAS CeTh
HCJ1 — HecaHKITMOHMPOBAHHBIN JOCTYTI
OC — oneparnoHHas cucreMa
IT/IH — nepcoHalbHbIE JaHHBIE
[10 — nporpammHoe obecrieueHue
C3U — cpeacTsa 3alUTHl HHPOPMALUH
C3I1J1x — cuctema (noacucTeMa) 3alUTH IEPCOHATIBHBIX AAHHbBIX
TKY U — TexHudeckure KaHalIbl yTeYKH HHGOpMALUH

YBII/IH — yrpo3bl 6€30MacHOCTH NEPCOHAIbHBIX JIaHHBIX




,
BBEJEHUE

Hacrosimas Ilomutka wunpopMmaunoHHoi OesonmacHocTr (nanee Ilosmrhka)
[BYCOBO «banakupeBckuid TNCHXOHEBpOJOrHYeckuit uHTepHaT» (nanee Omneparop)
pazpaboTaHa B COOTBETCTBMM C IeJNsMH, 3aJa4aMM W INpMHIMIAMH obecreveHus
0€30MacHOCTH MEePCOHATbHBIX JaHHBIX.

[Monutuka paspaGoTaHa B COOTBETCTBMM C TpeOOBaHUAMM HOPMATHUBHBIX
JIOKYMEHTOB:

- denepansHoro 3akona ot 27 uross 2006 r. Ne 152-03 «O nepcoHanbHbIX JaHHBIX»:

= [ToctanoBnenus IIpaButensctBa «OO0 yTBepkAeHHH TpeOOBaHMH K 3alIMTeE
nepcoHaNbHBIX JAHHBIX MPH UX 06paboTke B MHPOPMALIMOHHEIX CUCTEMaX NEePCOHAIBbHbIX
naHubix» ot 01.11.2012r. Nel119;

= [lpukaza «OO6 yTBepKIEHMH COCTaBa W COJACpPXKaHWs OPraHMU3alMOHHBIX U
TeXHMYECKMX Mep Mo obecrnedeHHI0 0e30MacHOCTH MEPCOHATBHBIX MaHHBIX MpPH HX
06paboTke B MHPOPMAMMOHHBIX CHCTEMAX NMEepPCOHANbHBIX JaHHBIX» OT 18 ¢epansa 2013
r. ®CTOK N 21.

B Tlonutuke onpeaenenst Tpebosanust k mepconany HWCII[H, crenenb
OTBETCTBEHHOCTH [€pCOHANA, CTPYKTypa M HEeOOXOIMMBIA YPOBEHb 3alMIIECHHOCTH,
CTATyC M JIOJDKHOCTHBIE OOS3aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a obecriedeHue
GezonacHoctH mepcoHanbHeX JanHeix B MCIIJln  'BYCOBO «bamakupeBCcKHi
[ICUXOHEBPOJIOTHYECKHH HHTEPHATY.
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O01mMe MoJIoKeH sl

Llensro nacrosmei Ilonmuruku siBnsiercs obecrieueHne ©Ge30mMacHOCTH OOBEKTOB
3amuThl OnepaTopa OT BCEX BUIOB YIpo3, BHELIHWMX M BHYTPEHHHX, YMBILUICHHBIX U
HernpeaHaMepeHHbIX, MUHUMH3aLIUs yiepOa oT Bo3sMoxHON peanuzauuy YBII/H.

Mepsi no obecrniedennto 6€30MaCHOCTH MEPCOHAIBHBIX AaHHBIX MPUHMUMAIOTCH LIS
3alMThl MEPCOHATBHBIX JIAHHBIX OT HENpPaBOMEPHOTO MJM CIy4aliHOro JIOCTYNa K HHM,
YVHUYTOKEHHUS,  U3MEeHeHus,  ONOKHpOBaHUA,  KONMUPOBaHWs,  NPENOCTABJICHHS,
pacnpocTpaHeH sl NEPCOHANBHBIX JaHHBIX, a TAK/KE OT HHBIX HEMPABOMEPHBIX JECHCTBHH B
OTHOILIEHHH MEPCOHANIBHBIX JaHHBIX.

Mupopmaiis U CBs3aHHble C Hel pecypchl JIOKHBI ObITh JIOCTYIHBI IS
ABTOPHU30BaHHBIX  Mmojb3oBaresied.  JIoMKHO — OCYLIECTBIATBCS ~ CBOEBpPEMEHHOE
obOHapykeHue U pearipoBaHue Ha YBII/IH.

JIOMKHO OCYLIECTBIISATECSA MPEAOTBpAIleHHe NpeJHAMEPEHHBIX HIIM CIy4anHbIX,
YACTHYHBIX MM [OJHBIX HECAHKLIIMOHHUPOBAHHBIX MOAMGMUKALUWA WIM YHHYTOKEHUA
JIaHHBIX.
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2, Oo6aacrs geicrBus

Tpebosanus Hactosimedt ITOMMTHKM pacmpOCTpaHAIOTCS Ha BCEX COTPYAHHKOB
Onepatopa (IUTaTHBIX, BPEMEHHBIX, paboTalOIMX 10 KOHTPAKTY M T.I.), a TAKXKe BCeX
NpOYMX JIUL (MOAPATIAKH, Ay TATOPHI U T.I1.).



10

3.  Cucrema 3alIMTBI EPCOHANBHBIX JAHHBIX
Cucrema 3aimTel nepcoHanbbix AaHHbIX (C3I1/[H), CTPOMTCS HA OCHOBAHMM:
- nepevyHs NepPCOHANbHBIX JaHHBIX;
= HaCTHOH MOJIENIM aKTyalbHBIX YTPO3 H BEPOSATHOIO HAPYILIHTES;
- MOJIOKEHHS! O pa3rpaHHYCHHH MPaB AOCTYINA K EPCOHAIBHBIM IaHHBIM;
~ HopMaTUBHLIX fOoKyMeHTOB PCTIK u ®CE Poccuu.

Ha oOcCHOBaHMM STUX JOKYMEHTOB OINpejensercss HeoOXOAUMBIil YpPOBEHb
sawmiienHocTd [1/1n xaxnoi UCITIa Oneparopa. Ha ocHoBaHMM aHanu3a akTyanbHBIX
yrpo3 OGesomacHoctd I1/ln omucanHoro B YacTHOM Mopend akTyalbHBIX Yrpo3 M
BEPOATHOIO HApYUIMTENA, IE/IaeTcsl 3aKII0YeHHe O HEOOXOIMMOCTH HCIOJIB30BaAHMUS
TEXHUYECKMX CPEICTB W  OpPraHW3allMOHHBIX MepOnpHMATHd [uis  obecreyeHus
OesonacHoctu T1/IH. BriGpanHble HeoOXOAMMBIE MEpPONMPHUATHA OTpaxkaloTcs B [liane
MEpOMNpHUATHI 10 BHYTPEHHEMY KOHTPOJIO 3a COOJIOZeHHMEM  0e30MacHOCTH
[NepCOHaNIbHBIX JAaHHBIX.

OpraHu3alnOHHbIE MEPOTIPHATHS IOKHBI BKIIOYATh:
- [IpaBOBOE OCHOBaHUE A5 cOOpa NMePCOHANBHBIX TaHHBIX;
~ OnpeJieNcHKe OTBETCTBEHHBIX JIULL 32 COONIOIEHNEM Mep 6€30MacHOCTH;
- 3alUTy NEePCOHAJIBHBIX JaHHBIX, 00pabaTbiBaeMbIX 6€3 Cpe/ICTB aBTOMAaTH3allHH;

- 3aLIUTY TEPCOHATBHBIX JaHHBIX, 00pabaThiBaeMEIX C MPHUMEHEHHEM CpEICTB
aBTOMaTH3aLluy;

== 3alIUTY 0OBEKTOB OT XHIIIECHHWSA,
= 3alllUTY CbEMHBIX HaKOIMUTeNeH, CoIepiKalluX MepCoOHallbHbIe NaHHbIE,
— BOIIPOCHI YHHYTOXEHHUA MEPCOHAIIBHBIX NaHHbBIX.

B 3aBucumocTu ot ypoBHs 3amuiieHHoctTd UCII/Ix u aktyansHbx yrpos, C3I1/1H
MOJKET BKJIFOHYATh CIEAYIOLIME TeXHHYECKHE CPe/ICTBa:

- 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYNA K NEPCOHANLHBIM JaHHBIM;
- AHTMBUPYCHOM 3aLMTHI A7 pabounX CTAHLIMI MONB30BaTeNei U CepBepoB;
- MEXCeTeBOro 3KpaHUPOBaHMUS;

- obHapyKeHUs: BTOPKEHMUH;

— KOHTPOJIS 3aIMIIEHHOCTH NePCOHANIbHBIX JaHHBIX;

= Kpuntorpagu4eckoid  3auMThl  MHGOpPMALMH, @pH Mepefadye  3allHIIaeMOH
uHpOpMalLIMY MO KaHANaM CBA3M;

- 3allMThbl CPEABI BUPTYyalIH3allHH;

- 3aluThl OT yreuku no TKYH.




4. Tpe6oBanus k nogcucremam C3I1/In

C3I1/I1 Mo3keT BKIrOYaTh B cebs CIIEAYIOLIHE TTONCHCTEMBI:

- Mneutuduxanun u ayreHTudukamyum cyGbekToB JocTyna ¥ oOBEKTOB JOCTYIIA.
[Toncucrema obecneunBaer npucsoenue cyGbexrtam u o6beKTaMm JIOCTyINa yHUKalbHOIO
[pu3Haka (WACHTH(hHKATOPA), CpaBHEHHE [PEIBLABISEMOr0 CyGHEKTOM (0OBEKTOM)
JI0CTYyNa HAEHTH(HKATOpPAa C MepeyHeM I[PHCBOEHHBIX UICHTU(PHKATOPOB, a TaKKe
IIPOBEPKY ~ MPUHA/UIEKHOCTH CyOBEKTY (00BEKTY) MOCTyna NpPeABABIECHHONO WM
uaeHTH(UKaTopa (MMOATBEPKICHUE MOJJIMHHOCTH).

- YnpasieHus nocTynom cyGBekTOB gocryma k ofbexraM gocTyma. Iloacucrema
obecriednBaeT  yrnpaBieHHe INpaBaMH M  [PUBHJIECTHAMH  CyGbEKTOB JI0CTyTa,
pasrpaHM4eHHe JI0CTyma CyOBeKTOB JOCTyna K OOBEeKTaM JOCTyNa Ha OCHOBE
COBOKYIMHOCTH YCTaHOBJICHHbIX B MH()OPMAIIMOHHOM CHCTEME MpaBMII pasrpaHHueHus
JI0CTYyIa, a TaKXKe 00ecrneYnBaeT KOHTPOJIb 3a COOIIIOAEHUEM STHX MPABHII

- Orpanuyenus nporpaMMHoit cpefibl. [TonchcTema obecreynBaeT yeTaHOBKY M (Miin)
340YCK  TOJIbKO pa3pelieHHOT0 K MCMOJB30BAHMIO B HMH(OPMALMOHHON cHcTeMe
POrpaMMHOro oOecredyeHus UM MCKITI0YaTh BO3MOXKHOCTE YCTAHOBKH M (MIIM) 3amycka
3alpelleHHOr0 K MCIOJIb30BaHWID B MH(MOPMALIMOHHOW CHCTEME TPOrPaMMHOTO
obecrieueHus

- Perucrpaumun cobeiruii 6esonacHoctu. [loncucrema obecneurBaer c6op, 3amuch,
XpaHeHHWEe W 3aluTy HWH(OpPMAUUM O COOBITHSX 0e30macHOCTH B HMH(OPMALMOHHOM
CHCTEeME, a TaKyKe BO3MOJKHOCTh MPOCMOTpa M aHallki3a MH(QOPMALMK O TAKUX COOBITHUSIX U
pearupoBaHue Ha HHX.

o AHTHBHpycHOM  3awmThl.  [lojcucrema  obecrneumBaeTr  oOHapyXeHHe B
HH(POPMALIMOHHON CHCTeME KOMIBIOTEPHBIX MporpaMMm NHO0 WHON KOMITLHOTEpPHON
nndopmMaluuy, — pelHA3HAYE€HHOW  [Uli  HECaHKIMOHHUPOBAHHOTO  YHHYTOKEHHS,
Cl0KMpOBaHMS, MOAM(UKALMH, KOMUPOBAHUS KOMIBIOTEPHOW HMH(POpPMALMK  WIIH
HEeHTpalu3aluy CPeACTB 3allUThl HH(QOPMALIMK, a TaK)Ke pearipoBaHHe Ha oOHapyXKeHHe
3THUX NPOrpaMM U MH(OpMALINH.

= OOHapyxenus (npegorBpallieHusi) BropxkeHui. [loacucrema obecneduBaet
oOHapyxeHue Je#icTBUi B  HHGOPMAIMOHHOM  CHUCTeME, HANpaBIEHHBIX  Ha
HECAaHKIIHOHHPOBAaHHBIM JOCTYNl K HWH(OpMalMH, CleHHadbHbIe BO3ACHCTBHA Ha
MH(POPMALIMOHHYIO CHCTeMY H (HJIM) MepcoHalbHble JaHHBIe B LeNdX J00bIBaHuS,
VHUYTOKEHHUS, UCKKEeHUS! U OIIOKMPOBAHMS JIOCTYIA K [EPCOHANBHBIM JIAHHBIM, & TAKKe
pearupoBaHHe Ha 3TH JACHCTBHA.

~ Kontpons (aHammsa) 3aIlMILIEHHOCTH TMepcoHANbHBIX JaHHbIX. [loacucrema
obecriedyHBaeT  KOHTPOJL  YPOBHSL  3AlUMILUEHHOCTH  [EPCOHANBHBIX  JIaHHBIX,
oOpabaTbiBaeMbIX B MH(OPMALMOHHON CHCTEME, ITyTeM IpPOBE/IEHUS CHCTEMATHYECKHX
MEPOIPUATHN 10 aHATH3Y 3aIMHIIEHHOCTH MH(QOPMALIHOHHOM CHCTEMBI U TECTHPOBAHHIO
paboToCnOoCOOHOCTH CUCTEMBI 3AIUTHI IEPCOHATBHBIX JaHHBIX.

- O6ecnedyeHus LENOCTHOCTH HHGOPMALIMOHHONW CHCTEMbI H NEPCOHAIBHBIX JaHHbIX.
[Togcuctema obecredrBaeT oOHapyxkeHHe (DAaKTOB HECAHKLIMOHMPOBAHHOIO HapylleHHs
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HETOCTHOCTH HHCl)OpMa].[HOHHOﬁ CHCTECMBbI H COJCpXKalluxcsa B HeH NePCOHAJIBHBIX
JaHHBIX, a TaKikKe€ BO3MOXKHOCTE BOCCTaHOBJIICHHA HH(bOpMElHHOHHOFI CHUCTEMbI H
cojaepiKallnxcsa B Hel TepCOHANBbHBIX JaHHBIX.

- ObecneueHis AOCTYIHOCTH TEpCOHANBHBIX JAaHHBIX. [lojacucrema obecneuuBaer
ABTOPM30BAHHBIN JOCTYM MOJb30BaTENEH, HMEIOLIUX MpaBa Mo AOCTYIY, K MePCOHAIbHbLIM
MaHHBIM, COJEpIKalllMMCs B HHPOPMALIMOHHOW CHUCTEME, B IUTATHOM PEKHUME
GbYHKUMOHUPOBAHUS UH(POPMALIUOHHON CUCTEMBI.

- 3amuTel cpeapl BUpTyanu3anuu. [lojgcucremMa MCKIOYaeT HECAHKIIMOHMPOBAHHbIH
JIOCTYTI K NEPCOHANIBHBIM JIAHHBIM, 00pabaThIBa€MbIM B BUPTYaIbHOH HHPPACTPYKType, H
K KOMIIOHEHTaM BHUPTYalbHOW HH(PacTPyKTypsl H (HJIH) BO3ACHCTBHE HA HHUX, B TOM
yhcjae K CpeICTBAM  yNpaBleHHS BUPTYalbHOM MHGPACTPYKTYpPOH, MOHHMTOPY
BUPTYANbHBIX MallMH (IHIIEPBU30PY), CHCTEME XPaHEeHHUs NaHHbIX (BKJOYas CHCTEMY
xpaHeHus o0pa3oB BHPTyalbHOH HHOPACTPYyKTyphl), CETH IepeAadH [aHHBIX 4epes
SJIEMEHThl BUPTYAIbHON WITH (U3HYECKOH MH(PACTPYKTYpPhl, FOCTEBBIM OMNEPALMOHHbIM
CHCTEMaM, BHUPTYadbHBIM MalliHaM (KOHTelHepaMm), CHCTEME W CETH peIlIMKaLM1H,
TePMHUHAILHBIM W BHPTYalbHbIM YCTPOMCTBAM, a TaKkKe CHCTeME€ pE3epBHOIO
KOIMPOBAHMs U CO3/IaBAEMbIM €10 KOITHSIM.

- 3alnThl TeXHHYeCKHX cpeacTB. IlojchucTeMa MCKIIIOYaeT HECAaHKLUOHMPOBAHHbIH
JI0CTYN K CTAlMOHAPHBIM TeXHUYECKMM CpeaCTBaM, 0OpabarhiBAIOIIMM MEPCOHAIbHBIE
NaHHble, CpeJicTBaM, obecrednBaomuM HyHKIMOHUPOBaHUE UHPOPMALIMOHHON CHCTEMbI
(nanee - cpencrsa obecnedeHus (GyHKIIHOHHPOBAHHUSA), U B MOMELUEHHs, B KOTOPBIX OHU
[IOCTOSHHO pacIo/IOXKeHEl, obecrieurBaeT 3alUTYy TEXHUYECKUX CPEJCTB OT BHEUIHUX
BO3/ICHCTBMIA, @ TakKXe 3alllATy T[ePCOHANbHbIX JdHHbBIX, MPEJICTaBICHHbIX B BHIC
MH(OPMATHBHBIX 3JIEKTPHYECKHX CUTHANOB M (PU3MYECKHX MOJIEH.

- 3amnTbhl MH(QOPMALIMOHHON CHUCTEMBI, €€ CPEJCTB, CHCTeM CBA3M H Illepejadu
nauubix. [logcucremMa  obecreduBaeT — 3allUTy  [EPCOHANBHBIX  JI@HHBIX  TIpH
B3aMMOJIEHCTBUH MH(QOPMALMOHHON CHCTEMBI WIIM €€ OTIACIBHBIX CErMEHTOB C MHBIMH
MH(POPMALIMOHHBIMHA CHCTEMAaMH ¥ MH(OPMalHOHHO-TEIeKOMMYHUKALIHOHHBIMH CETAMH
[OCPe/JICTBOM TIPMMEHEHUs] apXUTEKTYphl MH(OPMALMOHHOH CHCTEMbI M TMPOCKTHBIX
pelleHuit, HanpaBJeHHBIX Ha obecrevenrne 6€30MacHOCTH NEPCOHATBHBIX JIaHHbIX.

= BbisiBIeHHS WHIMASHTOB W pearvpoBaHuio Ha HHX. ITojcucrema obecrieunBacT
oOHapyXeHHe, UIeHTHQUKALHIO, aHAIW3 MHIMACHTOB B WHPOPMALIMOHHOH CHCTEME, a
TAKIKe MPUHSATHE Mep 10 YCTPAHEHHIO ¥ MPEAYNPEKACHAIO HHIIHICHTOB.

- Vrpasiesus KoHGuUrypauueii MHGOPMALMOHHOH CHCTEMBI H CHUCTEMOM 3allUThl
nepconanbHbix  aaHHBIX.  lozjcucrema obecrieyuBaeT YIpaBI€HUE HM3MECHEHHUAMH
KOH(HIypaluH UH(OOPMALMOHHON CUCTEMbI U CHCTEMBI 3aILIUTBI MepPCOHATBHBIX IaHHbIX,
AHATH3 TIOTEHLIMATHOTO BO3ICHCTBMA I[UIAHHPYEMbIX H3MEHeHWH Ha obecrnieyeHue
6e30MaCHOCTH MePCOHABHBIX JAHHBIX, & TAK)Ke TOKYMEHTHPOBAHHE STHX U3MEHEHHUH.



5. Hoas3oBareau UCIIAn

B HCII/In Onepatopa MOXHO BBIIEIMTH CIEAYIOLIME TPYMIbI IMOJb30BaTeeH,
y4acTBYHOLMX B 00paboTke u Xpanenuu [1/In:

- aamuHucTparopsl 6eszonacuocru UCTT/IH;
- noas3oBatenu UCIT/Ix;
= CHCTEMHBIE a IMUHUCTPATOPBI.

Jlannbie 0 rpynmax moib30BaTeNsX, yPOBHE HMX HOCTYINa M MH()OPMHUPOBAHHOCTHU
JoIKeH ObITh oTpakeH B IlonokeHun o pasrpaHHYeHHH MpaB A0CTYNA K MEPCOHANBHBIM
JIAHHBIM.

Anmunuctparopsl 6esonacHoctn UCI/Ix:

AJIMHHHCTPAaTOpOM 0€30MacHOCTH ABISAETCS IITaTHBIH coTpyauuk Omneparopa,
OTBETCTBEHHBIH 3a QpyHKUHOHUpoBaHue C3T1/IH, Ha3HaYaeTCa MPUKA30M JIHPEKTOPA.

AnMuHHACTpaTOp 6e30nacHOCTH 06aaeT CleIyIOUIMM YPOBHEM JOCTYIA U 3HAHUIA:
- obmagaer npaBamu anmuHUcTpartopa UCIH;
- obnangaer nosHo#i uHdopmanueit 06 UCTIH;

- MMEET JIOCTYN K CPEJICTBAM 3alllMThl HH(MOPMALIMK ¥ MTPOTOKOJIHUPOBAHUS M K YacTH
kaoueBbiX anemenToB UCI/IH;

- HE HMEeT IpaB A0CTyIla K KOHClJHprHPOBaHH}O TEXHHYECKHX CPEeJICTB CETH 34
WCKJIIOYEHHUEM KOHTPOJIBHbBIX (HHCITGKLJ,HOHHBIX).

AIMUHHUCTpATOp 0€30MacHOCTH YIOJHOMOYEH:

- peajin30BbIBaTh MOJIMTHKH Oe3zomacHocTH B yacTu HacTpoiku CK3H, mexcereBbIX
JKPaHoOB M CHCTeM OOHapy>KeHHs aTaKk, B COOTBETCTBHM C KOTOPBIMH IIOJIb30BaTellb
[I0JIy4aeT BO3MOXKHOCTb paborats ¢ snementamu UCIT/IH;

= OCYILIECTBIIATH ayAUT CPEACTB 3AILUTHI;

- YCTAHABIUBATh JOBEPHUTEIbHbIE OTHOILEHWS CBOEH 3AILMIIEHHOH CeTH C JIPYTrHMMH
3allMUILIEHHBIMH CETAMH.

[Tonp3osarens UCII/In

[Tonp3oBateneM MCITJla  sBnsercs  wratHelii  cotpyanuk — Oneparopa,
ocymecTBisiomuii - o6paborky [T/, O6Gpaborka [1[lH BiIOYaeT: BO3MOKHOCTH
npocmotpa T1/1n, py4soi Beox IT[IH B cucremy MCII[IH, ¢opMHpOBaHUE CIPABOK H
oTdetoB no uadopmaiuu, nonydenHoi us UCII. [Tonxs3oBarens He UMEET MOJIHOMOYMH
JUIs yripaBienus noacucteMmamu o6paborku ganubix 1 C3IT/H.

MMosns3osarens UICITJIH o6nagaer ciieay oMM ypoBHEM JOCTYIIa U 3HAHHH:

= o6nazaeT  BCeMM ~ HEOOXOOMMBIMK  aTpubyramu  (Hampumep, — Tapoiem),
obecrieurBaIOLIMMIA OCTYI K HEKOTOPOMY moaMHoxecTBYy [1/1H;

= pacnojaraer KOHCIJH,[IBHLIH&HBHBIMH NaHHBIMH, K KOTOPbIM HMEET NOCTYII.
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CucremMHble aAMUHUCTPATOPBI:

CHUCTEMHBIM aJMHHMCTPATOPOM MOKET OBITH IITATHEIA cOTpyAHMK OnepaTopa Wik
JHLIA CTOPOHHHX OpraHW3alldi, OCYILIECTBISIOIMX CBOM (YHKIMH HAa OCHOBaHHH
IBYXCTOpOHHero zaorosopa. CHCTEMHBIH aIMHHHCTPATOp HE HMEET IOJHOMOYMH [Jisi
yrpasjeHus nojcucreMamMu o6paboTKu 1aHHbIX U 6E30MaCHOCTH.

CucTeMHBIN aJIMAHUCTPATOP O0JIaZlaeT CIeIyIOIIMM YPOBHEM JOCTYIIA M 3HAHHM:

- obnasaer 4YacTblo WHPOPMALMH O CHCTEMHOM MW NPHKIAAHOM IPOrpaMMHOM
obecneuenun UCIIH;

— obnasaer 4acTel0 HHPOPMALMH O TEXHUYECKUX CpeACcTBaX M KOH(UIypauuu
MCITH;

= umeeT QU3MYECKHMI OCTYI K TEXHUYECKMM cpeicTBaM 00paboTku uHdopMaLmy 1
CpeACTBaM 3allUThI,

- 3HAeET, 110 MEHBbILEeH Mepe, OHO JieraJIbHOE€ UM JOCTYIIA.
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6. TpeOGoBanusi K nepcoHaay no odecnevyeHuo 3amuThl IAn

Bce corpyanuku Oneparopa, siBisromiuecss nonb3oBatensmu WCITIH, A0mKHBI
YETKO 3HATh M CTPOTO BBINOJHATE YCTAHOBJIEHHBIE NPaBUiIa U 00S3aHHOCTH MO JOCTYITY K
3alluIaeMbIM 00beKTaM U COOIIOIEHUIO TIPHHATOrO pekumMa bezonacHoctu [T/1H.

IIpu BCeTynIeHWH B IOMKHOCTH HOBOTO COTPY/IHHKA HETIOCPEICTBEHHBINM HaYallbHUK
ojpasjie/leHus, B KOTOpOe OH IOCTymnaeT, o0s3aH OpraHW30BaTh €ro 03HAKOMIJIEHHE C
JIOJDKHOCTHOM HWHCTPYKUMEH M HEOOXONMMBIMH NOKYMEHTAMH, PEriaMEHTHPYIOMUMH
TpeboBanua mno 3amuTe [I1/IH, a Takke oOydeHHe HaBbIKAM BBIMOJHEHHS IPOLELYD,
HEODXOAMMBIX IS CAHKLIMOHUPOBAHHOTO McnosikzoBaHug UCITIH.

CoTpynHuK nomkeH ObITh O3HAKOMJIEH CO CBeJIeHHsSMH Hacroswei [TonuThkw,
MPUHATBIX Tipouenyp pabotsl ¢ aneMentamu UCITIn u C3I1/H.

CoTpyIHUKH Onepatopa, HCIIOJIb3YIOIIHE TeXHHUYECKHE cpeacTBa
ayTeHTU(UKALIMU, TOTHKHEI 06ecrnevyuBaTh COXPaHHOCTE UIEHTU(UKATOPOB (3JEKTPOHHBIX
kmode) m He momyckare HCJI k HHMM, a TaKk jXe BO3MOXHOCTh HX YTEpPH WIIH
HCITOJIB30OBAHHUA TpeTbHMI/I JIUITaMH. [Tons3oBarenu HeCYT HepCOHa.HBHYIO
OTBETCTBEHHOCTh 3a COXPAHHOCTh HAEHTH(OHKATOPOB.

CorpynHuku OnepaTopa JOJDKHBI CIIEOBaTh YCTAHOBIIEHHBIM IPOLIeLypaM
noaaepkanus pexkuma 6esomnacHoct I1/IH npu BeIOOpE M MCTIONB30BaHUHU MaposieH (eciu
HE MCMOJB3YIOTCA TEXHHYECKHE Cpe/ICTBa ayTeHTH(UKALIKH ).

Corpynuuxku  Ormepatopa JO/DKHBI  Oo0ecredMBaTh  HA/UIEXKAILYIO  3allUTy
obopynoBaHHusA, OCTaBigeMoro 0Oe3 mnpucMOTpa, OCOOEHHO B TeX CciIydasx, Koraa B
MOMEeIIeHHEe HMMEIOT AOCTYIN IOCTOPOHHHE jula. Bce moap3oBaTeNd AOMKHBI 3HATH
TpeboBanus no GesomacHoctu [1/IH 1 mpoueaypsl 3aUATE 000PYI0BaHUS, OCTABIEHHOIO
0e3 npucMoTpa, a TakkKe CBOM 0053aHHOCTH MO 00eCredYeHnI0 TaKO| 3alUThI.

CoTpynHuKaM  3ampelnaercss  yCTaHABIMBaTh  [OCTOPOHHEE  IIPOrpaMMHOE
obecrieyeHue, MOJKIHOYATE JIAYHBIE MOOUIIBHBIE YCTPOMCTBA U HOCUTENH UHPOPMALIUH, a
TaK yKe 3alMChIBaTh HA HUX 3alllAIIaeMY0 HH(OpMaIHIO.

CoTpyaHHKaM 3anpelaeTcs pasrjalarh 3aldilaeMylo HH(OpMalLuUIo, KOTopas
cTajia MM M3BeCTHa NpH pabore ¢ MHGOPMALMOHHBIME cucTeMaMu OneparTopa, TPETbHM
JMLAaM.

[Tpu pabore c¢ ITJln B UCIT[Ia cotpynnukn Onepatopa 00s3aHbl 0OECHEHYHTH
OTCYTCTBHE BO3MOKHOCTH npocMmoTpa [1/I# Tperpumu nunamu ¢ MoruTopoB APM uinu
TEPMHHAJIOB.

ITpu 3aBepiiennd paGotsl ¢ UCII[IH coTpyaHuKH ob6s3aHbl 3amMTUTE APM 1w
TEPMHHAJIBI C MOMOIIBIO OJIOKMPOBKUA KIIHOYOM HIIM 3KBHBAJIEHTHOI'O CPEACTBA KOHTPOJIA,
HarmpuMep, JOCTYIIOM MO Mapolio, €ClIH He MCIONb3yloTcs Oosee CHibHBIE CpencTsa
3aLLMUTBI.

Corpyaunuku Omepatopa JOIKHBI ObITH NPOMH(pOPMHUpPOBaHBEI 00 yrposax
HapylleHns pexuMa GesonacHocTd [1/IH M OTBETCTBEHHOCTH 3a ero HapyueHue. OHu
JIOJKHBl ObITH O3HAKOMIIEHBI C YTBEPXKIEHHOH (OpMalbHOH NPOLENYPOH HAJIOKEeHHs
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JUCIUTUTMHAPHBIX B3BICKaHUIN HA COTPYAHHKOB, KOTOPBIE HAPYIIHIIH NTPHHATHIE [TOJIHTHKY
¥ npouenypsl 6ezonacHocTy I1/1H.

Cotpyauuku ob6si3anbl 6e3 npomesieHrs: coobmare 060 Beex HabmonaeMbIX HIlH
nojospuTenbhbix ciydasx paborsl UCIIJIH, Morymmx mnoBiedb 3a coOOH yrposs
GezomacHoctd I1J[H, a Takke O BBIBICHHBIX HMH COOBITHAX, 3aTpardMBalOLIMX
OeszonacHocts [1JIH, pPyKOBOACTBY TMOApa3feNeHHss MW JHLYy, OTBEYAIIEMY 3a
HEMe/IIeHHOe pearipoBaHue Ha yrpo3sl 6e3onacHocty [1/1H.
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7. OTBETCTBEHHOCTb COTPYIHHKOB

B cootBetcTBHM co cT. 24 ®enepanbHoro 3akona Poccuiickoit ®enepaunn ot 27
uioist 2006 r. Ne 152-@3 «O mnepcoHalbHBIX AAaHHBIX» JIHLA, BHHOBHBIE B HAapyIICHHH
TpeGoBanuit  mganHoro @enepanbHOro 3aKOHA, HECYT TPakAAHCKYO, YrOJOBHYIO,
aIMUHHCTPATUBHYIO, JUCLUHUIUIMHAPHYIO W HHYIO NMPeayCMOTPEHHYIO 3aKOHOJATE/IbCTBOM
Poccuiickoii Degepaldd OTBETCTBEHHOCTD.

JleficTBylolee 3akoHOAaTenbcTBO P® Mo3BOMAET NpeAbABIATh TpeboBaHMs [0
obecrieverno Oe3onacHo paboThl ¢ 3aliMIIaeMoil MHpoOpMallMed W NpeaycMaTpuBaer
OTBETCTBEHHOCTH 33 HApyLIEHHE YCTAHOBIIEHHBIX IpaBUI dKciuiyatannu IBM u cucrem,
HenpaBOMEPHEIN IOCTYN K MH()OPMAIIMH, €CIH 3TH JEHCTBUS MPHUBEIH K YHHYTOXKCHHIO,
G0kupoBanuio, Moaubukauy uHGopManuK UM HapyweHuio paborel IBM uiu cerei
(crathu 272,273 u 274 YK PO).

AnmusmcTparopst 6esonacuocti MUCIT/IH HecyT OTBETCTBEHHOCTb 3a BCE ACHCTBHS,
CcoBepllIeHHbIE OT UMEHHU MX YYeTHbIX 3aITACeH MM CUCTEMHBIX YYETHBIX 3alHCeH, eClH He
jlokasan GaKT HecaHKIMOHMPOBAHHOTO MCTIOJIBb30BaHHUS y4ETHBIX 3arHCeH.

[Ipu nHapylieHusx cotpyaHukamu Oneparopa — Tonb3oBartesei WUCTI[In npasui,
CBA3aHHBIX ¢ OezomacHocThi0 I1JlH, OHM HECYT OTBETCTBEHHOCTH, YCTaHOBJICHHYIO
feifcTRYIONIMM 3aKoHoaTenbeTBOM Poccuiickoi denepalu.



