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ONPEAEJEHHNS

B HacTosIeM JOKYMEHTE UCIOJIB3YIOTCS CAEAYIOLINE TEPMUHBI ¥ UX OIIPEIe/ICHHUS.

ABTOMATH3HPOBAHHAH CHCTEMA — CUCTEMA, COCTOSIIAs U3 IIepCoHaNa U KOMILIEK-
ca CpelCTB aBTOMATHU3alMKU €ro AesATEIbHOCTH, peanu3yrouias HHGOPMALUOHHYIO TEXHO-
JIOTHIO BBINOTHEHUS YCTAHOBICHHBIX (YHKIIUN.

AyTeHTU(PHUKANHA OTNPABHTE/As] [JAHHBIX — IOATBEPXKIEHHUE TOrO, HYTO OT-
IIPABUTEIh TTOIYUYEHHBIX JaHHBIX COOTBETCTBYET 3asBIEHHOMY.

be3onacHocTh MepCOHANBHBIX AAHHBIX — COCTOSIHME 3alUIIEHHOCTH I[1€PCo-
HAJIbHBIX JAHHBIX, XapaKTepPU3yeMoe CIIOCOOHOCTBIO II0Ib30BATENEHN, TEXHUYECKHUX CPEJICTB
1 UHGOPMALIMOHHBIX TEXHOJIOTHH 00eceduTh KOH(PUIEHIIUAIBHOCTb, 1IeIOCTHOCTD U 10C-
TYIHOCTh MEPCOHATBHBIX JIaHHBIX MPU UX 00paboTke B UH(MOPMAIIMOHHBIX CHCTEMAX TIep-
COHAJIbHBIX JIaHHBIX.

buomerpuyeckue nepcoHajbHble JaHHbIe — CBEJICHHUA, KOTOPBIE XapaKTepU3yrOT
(pusnorornyeckre 0COOEHHOCTH YeI0BeKa ¥ Ha OCHOBE KOTOPBIX MOKHO YCTaHOBHTH €0
JMYHOCTb, BKIIOUas Gororpaduu, OTIeYaTKy MaableB, 00pa3 CeT4YaTKH I1a3a, 0COOEHHO-
CTHU CTPOEHMUs Tella U APYTYIO MOAOOHYI0 HH(MOPMALUIO.

biiokupoBaHHe nepcoHaIbHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa, Cuc-
TeMaTU3aluy, HAKOIUIEHUS], UCIIOJIb30BaHUs, PaCIIPOCTPAHEHUS, IIEPCOHANIBHBIX TaHHBIX, B
TOM YHCJIE UX MEpeIavu.

Bupyc (koMnblOTepHBIH, MPOrpaMMHBII) — UCIIOJTHAEMBIH ITPOTPaMMHBINA KO
WIM UHTEPOPETHPYEMBI HAOOp MHCTPYKUMM, OONagaroIllMi  CBOWCTBAMHM  He-
CaHKI[MOHUPOBAHHOI'O PacCIpOCTpaHeHuUst U camoBocnpousBeaeHus. Co3aanHble nyOIuKa-
ThI KOMITBIOTEPHOTO BHpYyCa He BCEra COBIAIAl0T C OPUTMHAIOM, HO COXPaHSIOT CIIOCO0-
HOCTB K JaJIbHENIIEMY paclpOCTPaHEHUIO U CaMOBOCIIPOU3BEIEHUIO.

BpeaonocHasi mporpamma — nporpamma, IpeJHa3HauyeHHasi Ui OCYIeCTBICHHUS
HECAHKLMOHUPOBAHHOIO J0CTYIIa U (UJIA) BO3AEUCTBUS HA IIEPCOHANIbHBIE JaHHBIE UIIU pe-
Cypchl HUH(POPMALMOHHOM CUCTEMBI NIEPCOHATBHBIX TaHHbIX.

BcenomorartesbHble TEXHHYECKHE CPeICTBA H CHCTEMbI — TEXHUYECKUE CPEACTBa
U CHCTEMBl, He MpeJHa3HAuYEHHbIe 17 mepenauu, oOpabOTKHM M XpaHEHUs IEePCOHAIBHBIX

JaHHbIX, YCTaHaB/IMBAa€MbIC COBMECTHO C TEXHHYCCKUMHU CpEACTBAMU U CUCTEMaMH, IIPE-



Ha3HaYeHHBIMU 7151 00pabOTKH MepCOHAIBHBIX TaHHBIX WM B IOMEILEHHSX, B KOTOPBIX
YCTaHOBJIEHB! HH(OPMAIIMOHHbIE CUCTEMBI [IePCOHAIbHBIX JaHHBIX.

JocTyn B onmepamuMoOHHYI cpeay KoMmnbloTepa (MHGOPMANHOHHOH CHCTEMBI
MepCoOHANBHBIX AaHHBIX) — [OTy4YeHHe BO3MOKHOCTH 3allyCKa Ha BBIIIOJIHEHWE LUTaT-
HBIX KOMaHJ, (DYHKLUMH, pOUeayp ONepalliOHHONW CUCTeMbI (YHHUYTOXKEHUs, KOUpOoBa-
HUSL, TIEPEMELLIEHHS] U T.I1.), UCTIONIHSAEMBIX (DAiJIOB IIPUKIIAIHBIX [IPOrPaAMM.

Joctyn Kk uHGpOpPMaUHH — BO3MOXXHOCTH IOJY4YEeHHs HH(POpMALlMd U €€ HC-
TOJIb30BAHUSI.

3ak/1a1049HOE YCTPOHCTBO — JJIEMEHT CPEACTBA CheMa HH(OpPMALMU, CKPBITHO
BHEJIpsieMbli (3aKJIaIbIBaeMblii I BHOCHMBII) B MecTa BO3MOKHOIO cheéMa HH(OpMaLIiU
(B TOM uHMclle B OrpakieHHe, KOHCTPYKIHIO, 00OpyIoBaHHe, NpeaMeThl HHTepbepa,
TPaHCIIOPTHBIE CPE/ICTBA, a TAK)Ke B TEXHUYECKUE CPEICTBA U CUCTEMbl 00pabOTKH HMH-
dhopmarun).

3amumaemvasi uHpopmauus — HHOOPMAIMsS, SBISIOIIASICS IPEIMETOM COO-
CTBEHHOCTH M MOUIeXkAllasl 3alliTe B COOTBETCTBUU C TPEOOBAHUSIMU IPABOBBIX JOKY-
MEHTOB WM TpeOOBaHUSIMH, YCTaHABIMBAEMBIMUA COOCTBEHHUKOM HH(DOPMALIUH.

Naentudukanus — MPUCBOCHUE CYyObeKTaM U OOBeKTaM JOCTyNa WIEHTH-
(ukaropa u (WIM) CpaBHEHUE MPeIbsBIAEMOro HISHTU(DHUKATOPA C TIepeUHeM ITPHUCBOEH-
HBIX UJeHTU(UKATOPOB.

NudopMaTuBHbIH CHIHAJ — DJJICKTPUYECKUE CUTHAJIBI, aKyCTHYECKUe, OJIeK-
TPOMArHUTHBIE U Apyrue (U3MyecKue Mo, Mo rnapamerpaM KOTOPBIX MOXKET OBITh pac-
KpblTa KOHQUAeHIManbHas uHpopMalus (IlepcoHaIbHbIe TaHHble) oOpabarbiBaeMas B
MH()OPMALIMOHHOMN CHCTEMe MePCOHATBHBIX JaHHBIX.

Hndopmanuonnas cucrema nepconaiabubix aanubix (MCIAn) — uadopmariu-
OHHasl CHCTeMa, MPeCTaBIIoNas co60i COBOKYITHOCTh MMEPCOHATBHBIX JAHHBIX, COIEP-
KallMxcs B 0as3e JaHHBIX, a TaKkKe HHPOPMALMOHHBIX TEXHOJOTUH U TEXHUYECKUX
CPEJCTB, IO3BOJSIOIIMX OCYILECTBIATH 00pabOTKy TaKUX MEePCOHATBHBIX JAHHBIX C HC-

ITIOJIE30BaHUEM CPEACTB aBTOMAaTHU3allHH UK 0e3 UCII0JIb30BaHUs TaKUX CpeaCTB.



MupopMauHOHHbIe TEXHOIOTHH — IPOLIECCH, METOIBI TIOMCKa, CO0pa, XpaHeHH!s,
00pabOTKH, TIPeIOCTABIIEH S, PACIPOCTPAHeH!sT MH(OPMALIMK M CIIOCOOBI OCYILeCTBIIe-
HUS TAKKX MTPOLIECCOB U METO/I0B.

Mcnoab30BaHHe NMEPCOHANBHBIX JAAHHBIX — JIeHCTBUS (Omepanuu) ¢ MepcoHallb-
HBIMH JaHHBIMHU, COBEpIIAEMBIE OIIEPATOPOM B LENISX TPHHATHS PEIIEHUH WU COBEpIIIe-
HUA MHBIX ,H,EfICTBPIfI, MIOpOXKAAIIHX FOPUIUICCKUC IIOCJIeACTBHA B OTHOLIICHHHA C}"GBGKT&
TIEPCOHAIBHBIX JAaHHBIX WM APYTHMX JIHI JIM00 MHBIM 00pa3oM 3aTpardBaioOlIMX IpaBa U
cB00OIBI CyObeKTa NEPCOHAIBHBIX JaHHbBIX WM APYTUX JIULIL.

McTouHHK Yrposbl Ge3omacHocTH uHpopManum — CyOBeKT JOCTyIla, Mare-
PUATBHBINA 00BEKT WK (QH3HUECKOe SBICHKE, SBIISFOLINECS IPUIMHON BOSHUKHOBEHUS yT-
pO3bI 6e30MacHOCTU UH(POPMALIUK.

KonTpoaupyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOpHs, 3[aHKe, YacThb 3[aHHsL, 10-
MEILIEHHE ), B KOTOPOM HCKITFOUEHO HEKOHTPOJIMPYEMOe MpedbIBaHNe TOCTOPOHHUX JIULL, &
TAKKe TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MaTepUaIbHBIX CPEJICTB.

KoH(uIeHIHAIbHOCTh NepCOHATBHBIX JAHHBIX — 00s3aTebHOe Ui COOIHO-
JEHNST OMEepaTopoOM WA MHBIM HOIYYMBILMM JOCTYIl K IE€PCOHATBHBIM JaHHBIM JIMLIOM
TpeboBaHKe He JOIYCKaTh UX paclpocTpaHeHue Oe3 corvacus CyObeKTa MepCOHaTbHBIX
JaHHBIX WA HATAYUS HHOTO 3aKOHHOTO OCHOBaHMSI.

Me:xceTeBoii KpaH — JIOKAIbHOE (OIHOKOMIIOHEHTHOE) WM (DYHKIHMOHAIBHO-
pacrpeIe/ieHHOe IIPOrPaMMHOe (IIPOrpaMMHO-AIIIapaTHOe) CPEICTBO (KOMILIEKC), Peasi-
3ylolliee KOHTPOIIb 38 MH(OopMaImei, MocTymnaroueil B HHPOPMaLMOHHYIO CHCTeMY Iep-
COHAJIBHBIX JAHHBIX ¥ (MJIH) BBIXOJSIIEH 13 MHPOPMAIIMOHHOM CUCTEMBL.

Hapymureab 6€300aCHOCTH NMEPCOHAIBHBIX JAHHBIX — (PU3MYECKOE JIMIIO, CITy-
YaliHO WK TpeIHAMEPEeHHO COBepILiaroliee JeHCTBU, CIEACTBUEM KOTOPBIX SB/ISETCS Ha-
pylleHre Oe30ITacHOCTH TIePCOHATBHBIX JaHHBIX MPH MX 00pabOTKe TEXHUYECKUMHU Cpe/l-
CTBaMH B MH(GOPMAIIMOHHBIX CUCTEMAX [1€PCOHAIBHBIX JTAaHHBIX.

HeasromaTusnpoBaHHasi 00paboTKa MepcOHANBHBIX JAHHBIX — obpaboTKa 1ep-
COHAJIBHBIX JAHHBIX, COAEPIKALIMXCS B MHPOPMALKMOHHON CUCTEME MEPCOHATBHBIX IaH-
HBIX JTMOO M3BJIEUYEHHBIX M3 TAKOM CHUCTEMBI, CYMTAETCS OCYIIECTBICHHON 0€3 MCIOIb30-

BaHWs CPENCTB aBTOMAaTU3aLMU (HeaBTOMaTH3UPOBAHHOM), €CITH TaKue JeUCTBUSA C Iepco-
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HaJIbHBIMU TAHHBIMH, KaK HCIIONB30BaHKe, YTOYHEHUE, PaCpOCTpaHeHne, YHHYTOKEHHE
IIEPCOHAIBHBIX JTaHHBIX B OTHOUIEHHH KA)KIOrO H3 CY6'BGKTOB [IEPpCOHANIBHBIX OaHHBIX,
OCYLIECTBIIAIOTCS MPU HENOCPECTBEHHOM YYaCTHH YelI0BeKa.

HenexnapuposanHbie BO3MOKHOCTH — (YHKIHOHATBHBIE BO3MOKHOCTH CPEJICTB
BBIYMCIMTE/IEHOH TEXHHKH, HE ONMCAHHBIE FIIH HE COOTBETCTBYIOIIME OMHMCAHHBIM B JI0-
KyMEHTALMH, IIPX UCTIOIB30BaHKK KOTOPBIX BO3MOXKHO HapylleHHe KOH(HIEeHIHAILHO-
CTH, IOCTYTTHOCTH MJIH LENIOCTHOCTH 00pabaThIBaeMOit HH(OPMALIHH.

HecaHkunoHHpOBaHHBII 10CTyN (HECAHKUHOHHPOBAHHbIE IeHCTBHS) — JIOCTYII
K MH(OPMAIMK WK JeHCTBUS ¢ HHOPMaIKeli, HApyIIAONIHe [paBHIia pasrpaHuyYeHUs
AOCTyIa € UCIOJIb30BAHUEM LUTATHBIX CPE/ICTB, IIPEIOCTABISIEMBIX HH(MDOPMAIMOHHBIMU
CHUCTEMaMHU IIEPCOHAIIBHBIX JAaHHBIX.

Hocurenb ungopmanmm — Gpusnyeckoe JUI0 WM MaTePUATBHBINH 0OBEKT, B TOM
4Hc/Ie (PU3HYECKOE T0lTe, B KOTOPOM HH(MOPMALHS HAXOIUT CBOE OTPAKEHHE B BULIE CHM-
BOJIOB, 00pa30B, CHITHA/IOB, TEXHUYECKUX PEIlleHHi U IIPOLIECCOB, KOMMUECTBEHHBIX Xa-
PaKTepUCTUK (HU3UYECKUX BEJUYHH.

OGesiuynBaHHue MEPCOHANBHBIX JAHHBIX — ICHCTBHS, B pe3ynbsTaTe KOTOPhIX He-
BO3MOXHO OIPEACIUTD IIPHUHAIJIE)KHOCTD [ICPCOHAIBHBIX TaHHBIX KOHKPETHOMY Cy6'E:eKTy
TIEPCOHAIBHBIX JIAHHBIX.

O6paborka nepconaNbHBIX JAHHBIX — JIEHCTBUS (OMEpaliH) ¢ MepCOHATBHBIMM
JIAHHBIMH, BKJTIOYast COOP, CHCTeMATH3AlHIO, HAKOIICHHE, XpaHeHHe, YTOuHeHue (0GHOB-
JIeHHe, U3MEHEHHE), UCTIOb30BaHKe, PACIIPOCTPaHeHHe (B TOM Yucile mepeaady), 0oes-
TMYKMBaHKE, OIOKUPOBAHKE, YHHUTOXKEHUE TePCOHATIBHBIX TAHHBIX.

Obmenocrynubie nepconaabHbie JaHHbIE — [IEPCOHANBHBIE JaHHBIE, JOCTYII He-
OrpaHMYEHHOrO Kpyra JIMIl K KOTOPbIM IIPEIOCTaBIEH C COrjacus cyOBeKTa MepcoHallb-
HBIX NaHHBIX MJIM Ha KOTOPBIE B COOTBETCTBUHU C (beﬂepaHBHHMH 3aKOHaMM HE pacIlipo-
CTpaHsieTcst TpeOOBaHue COOIIOAeHNS KOHDHIEHIINATLHOCTH.

Omnepartop (mepconabHbIX AaHHBIX) — TOCYJIAPCTBEHHBIN OpPraH, MyHUIUIIAIb-
HEIH OpraH, IOPUAMYECKOe WM (DU3MYECKOe JIULO, OPraHu3yiomee U (HiH) OCYIIeCTB-
JisioLee 00paboTKy MepCOHAIBHBIX JaHHBIX, @ TAKXKe OIpe/IesIAIOIre eH U cozepiKa-

HIe 00padOTKHU MEPCOHATIBHEIX JaHHBIX.



Texunueckue cpeacrsa HHGOPMALMOHHOI CHCTEMBI NepCOHANBHBIX JAHHBIX —
CpE/ICTBa BBIYUCIIUTEIBHON TEXHUKH, MH(POPMALMOHHO-BEIYUCITHTEIBHBIE KOMILIEKCH 1
CCTH, CPEMICTBA M CHUCTEMBI Ilepesiadn, pueMa u obpaborku [1/IH (cpencTBa M cHCTEMBI
3BYKO3AIIMCH, 3BYKOYCHIIEH!S, 3BYKOBOCTIPOU3BENEHNS, IEPErOBOPHBIE U TEEBU3HOHHbIE
YCTPOHCTBA, CPE/ICTBA M3TOTOBJIEHHUS, THPAKUPOBAHHS JOKYMEHTOB U JIpYTHE TeXHHYe-
CKHeE CPe/ICTBA 00pabOTKH peueBoii, rpaduecKoii, BUIeo- u OyKBEHHO-IIH(POBOI HH(OP-
MALI¥H), TTPOrPaMMHBIE CPeJICTBA (OIePALIHOHHBIE CHCTEMbI, CHCTEMBI ylpaBjieHus 6azaMu
JIAHHBIX Y T.I1.), CPE/ICTBA 3AIUTHI HHPOPMALIIH, IPUMEHSIEMBIE B MH(OPMAIMOHHBIX CHC-
TeMax.

IlepexBat (MH(poOpMaunu)— HenpaBoMepHOe NOJTyYeHHe UH(POPMAallid C HC-
TTOJIE30BaHMEM TEXHHYECKOTrO CPEACTBA, OCYIIECTBISIONIEr0 0OHApYKEeHHe, IpHeM U 00-
paboTKy MH(GOPMATHBHBIX CHTHATOB.

IlepconasibHble JaHHBIe — MH06as MHPOPMALUA, OTHOCSIIASCS K OIIpe/ieIEHHOMY
UITH OTpPEEIAEMOMY HA OCHOBAHHU TakOM MH(OpMAlMH (HU3UUECKOMY JHUIY (CyGBEKTy
EPCOHAIPHBIX JaHHBIX), B TOM YHUClIe ero (haMuiIus, UMs, OTYECTBO, TOM, MECSII, 1aTa U
MECTO pOXACHHS, aapec, ceMeiHoe, COUMabHOe, UMYIIECTBEHHOE MOJI0KEH e, 00pa3o-
BaHUe, Npodeccus, T0X0Ibl, Apyras HHPOPMAaIIHs.

[ToGoyHble 5/1€KTPOMATHHTHBIE H3JYYeHHsl M HABOIKH — 3JIEKTDOMATHUTHBIE
H3JTy4EeHHs TeXHUIECKHX CPeCTB 00paboTKy 3ammiaeMoil MHGOPMALUH, BOHUKAIOIIHE
KaK M0O0YHOE SABIIEHUE U BEI3BAHHbIC HIEKTPUYECKMMHU CHTHANAMH, IHCTBYIOMMME B UX
SJICKTPUYICCKUX M MArHUTHBIX LIEMAX, a TaKXKe 3J1eKTPOMATHUTHBIE HABOAKY ITUX CHTHA-
JI0B Ha TOKOTIPOBOISIINE IMHUHU, KOHCTPYKIIMHU U LIETTH TUTAHUS.

IToMTHKA «YHCTOrO CTOJIA» — KOMIUIEKC OPraHH3alMOHHBIX MEePOTPHSTHI, KOH-
TPOMPYIOWKX OTCYTCTBHE 3alMChIBAHHUs Ha OyMa)kKHbIe HOCHTENM KIIOYeH ¥ aTpuOyTOB
Aoctymna (maposied) ¥ XpaHeHUst UX BOIU3H 00bEKTOB JOCTYTIA.

ITonb3oBaTe b MHPOPMANMOHHON CHCTEMbI MEPCOHAJBHBIX AAHHBIX — JIHLO,
y4acTBylollee B (yHKIMOHMPOBAHNH HH(OPMALMOHHOM CHCTEMBI TePCOHAIBHBIX JAHHBIX
VUTU UCTIOJIB3YIOIIEe PE3YIIbTaThl €€ (HYHKIIHOHHPOBAHUS.

IIpaBuia pasrpaHuYeHHs] 10CTYNA — COBOKYITHOCTh MPABUI, PErTaMeHTHPYIOLIIX

IpaBa JI0CTyIIa CyOBEKTOB AOCTYyTIA K 00BEKTaM JOCTYIIA.



IIporpammuas 3aknaaka — xox pOTrpamMMbl, NMpeAHaAMEPEHHO BHECEHHBIH B MPO-
'PaMMy C LEJIbIO OCYIIECTBUTD YTeYKY, H3MEHUTb, GIOKMPOBATH, YHHUYTOXUTH UH(POpMa-

[HI0 WK YHUHITOXHUTE M MOIM(UIMPOBATH IIPOrpaMMHOE 0GecredeHke MH(DOPMaIIHOH-
HOM CHCTEMEI TePCOHATBHBIX AaHHBIX U () 6710KMPOBATE anmapaTHble CpelcTBa.

ITporpammuoe (rlporpaMMHO—MaTemaTquCKoe) BO3JeHCTBHE — HECAHKIIHO-
HUPOBAHHOE BO3/IEHCTBHE Ha PECYPCHI dBTOMAaTH3UPOBAHHOM HH(POPMAIIMOHHOMN CHCTEMBI,
OCYIIECTBIIACMOE C UCIIO/IE30BAHUEM BPEIOHOCHBIX IIPOTPAMM.

PackpeITHEe nepcoHaIbHBIX JAHHBIX — YMBILIJIEHHO® WM CllydalHOe HapylleHHe
KOH(HUIEHIIUATEHOCTH MePCOHAIBHbIX TaHHbIX.

PacnipocTpanenne nepcoHaIbHBIX JaHHBIX — NEHCTBHUS, HAIIPABICHHbIE HA repe-
AaTy TICpCOHATBHBIX NTaHHBIX ONpeeIeHHOMY KpYTy JIHIL (Mlepe/iada epCoHaNbHBIX AaH-
HBIX) WJIA HA O3HAKOMIIEHHUE C TIepCOHAIBLHBIME JAHHBIMI HEOTPaHUYEHHOTO Kpyra JIULI, B
TOM 4HuCJle OOHAPOJOBAHKE TIEPCOHANBHBIX AaHHBIX B Cpe/CTBaX MaccOBOM MHGbOpMaIWH,
pasMelleHre B MH()OPMalMOHHO-TEIeKOMMYHUKALMOHHBIX COTSIX WK IIpeOCTaBIIeHNE
AOCTYTIa K TIEPCOHATIBHBIM JaHHBIM KaKUM-TTUO0 HHBIM CIIOCOBOM.

Pecype nnpopmMannonnoii cHeTeMbl — MMEHOBAHHBI STeMEHT CHCTEMHOTO, TIPHU-
KJIQIHOTO M aIlapaTHoro odecrieyenus (pyHKIHMOHUPOBAHUSS MHGOPMALMOHHON CHCTe-
MBI.

CneunaibHble KATEropHH NePCOHAIBHBIX JAHHBIX — [IepCOHAJIbHBIE [aHHBIE,
Kacaroliecs: pacoBOM, HALMOHAIBHON NPHHAIIEXHOCTH, MOTUTHYECKHX B3TTISI0B, penu-
THO3HBIX MU GUIOCODCKUX YOOIKISHHUM, COCTOSHUS 3[0POBbS ¥ MHTHMHOM JKH3HH CyOB-

€KTa IIE€PCOHA/IbHBIX JaHHBIX.

CpencrBa BbIMHC/IHTEIBHON TEXHUKH — COBOKYITHOCTH [POIPAMMHBIX H TeX-
HHYECKHX S/IEMEHTOB CHCTeM 0OpabOTKU JaHHBIX, CIIOCOOHBIX ()YHKLIMOHHPOBATH CAMO-
CTOSATENIBHO WJIK B COCTaBe JAPYTHUX CHCTEM.

Cy0bekT nocryna (cy0bekT)— JIMIO WIH pouece, OEWCTBHUs KOTOPOro per-
JIAMEHTUPYIOTCS IIPAaBUIaMK Pa3rpaHUUeHHs JOCTYIIA.

Texnuyeckuii KaHan yTedkd HHPOPMALHH — COBOKYITHOCTb HOCHUTENSI WH-
dopmammu  (cpenctBa 00paGOTKH), (H3UUYECKOI CpeIbl PacIpOCTPaHeHus UH(OP-

MATHBHOT'O CUTHAITA ¥ CPEJICTB, KOTOPBIMU I0OBIBAETCS 3allHINaeMast HHOPMALIUSL.



Tpancrpannynas nepenaua NEPCOHAIBHBIX JAHHBIX — Nlepeaada MepCoHATBHBIX
AaHHBIX ollepatopoM 4epes ["ocynapcrennyo rpanuny Poccuiickoit Meneparmn oprasy

BIIACTH MHOCTPAHHOTO IOCYJapeTBa, (U3UYIECKOMY HIIH FOPHIMYECKOMY JIHIy MHOCTpPAH-

HOTO TOCyIapCTBa.

Yrpo3sl Gesonacuocru EPCOHATLHBIX JAHHBIX — COBOKYITHOCTB YCIIOBUM U (hak-
TOPOB, CO3JAKOIIMX OMACHOCTH HCCaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4aifHOTO, [0C-
Tylla K IIepCOHAJIBHBIM JIaHHBIM, Pe3yJIbTaToM KOTOPOro MOXET CTaTh YHUYTOKEHHE, U3-
MEHEHHe, OJIOKMpOBaHHe, KOMHpPOBAHUE, PaclpoCTpaHeHNe MNEPCOHAIBHBIX JaHHBIX, a
TaKKe MHBIX HECAaHKIMOHMPOBAHHBIX JeHCTRI pU MX 00paboTke B HHMOPMAIMOHHOM
CHUCTEME NEPCOHAILHBIX JTaHHBIX.

YHHYTOXeHHE NepcoHANIbHBIX AAHHBIX — JICHCTBUS, B pe3y/IbTaTe KOTOPBIX He-
BO3MOXHO BOCCTAHOBUTbH COJAEPKAHHE MEPCOHATBHBIX TaHHBIX B MH(POPMAITHOBHON CHC-
TEME IEPCOHATILHBIX TAHHBIX HITH B Pe3yJIbTaTe KOTOPBIX YHUUYTOKAKOTCS MaTepuasibHbIe
HOCHUTEIN IIEPCOHAIbHBIX JaHHBIX.

YTeuka (3ammmaemoii) HHPOPMALMH 10 TeXHHYECKHM KAHAJIAM — HEKOH-
TPOJIPYEMOe pacipoCTpaHeHHe MH(POPMALIMK OT HOCHTENS 3alllUIaeMOi HHpOpMaIHH
4epe3 PU3UUECKYIO CPely 10 TEXHHIECKOTO CPEIICTBA, OCYIIECTBILIOLLETO IMepexXBaT WH-
Gopmanun.

Yupexaenue — yupexaenus 3ApaBOOXpaHEHHUs, COUUAIIBHON chepsl, Tpyaa U 3aHs-
TOCTH.

Ysi3BUMOCTB — C11a60CTh B CpejicTBax 3allUThI, KOTOPYK) MOXHO HCIIOJIB30BAaTh
ATBT HApYIICHUST CHCTEMBI WJTH COZCPIKALLIEHCS B Hel HHpOpMAaIUH.

LlenocTHoeTs HHGOpMALME — CIIOCOOHOCTD CPeICTBA BBIYUCIIUTEILHON TEXHUKHU
W1 aBTOMAaTU3UPOBAHHON CUCTEMBI 00ECIIeYUBATh HEM3MEHHOCTE MH(OPMAIIK B YCJI0-

BHSX CITy4allHOrO W/WJIH MTPeJHAMEPEHHOTO HCKAKEHHS] (paspyrireHus).
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OBO3HAYEHUS U COKPAILLIEHUS

ABC — aHTUBHUpYCHBIE Cpe/ICTBa

APM — aBTOMaTH3UpOBaHHOE pabovee MeCTo

BTCC — BcioMoraresbHbIe TEXHHYECKHE CPEICTBA U CUCTEMBI
WCII1a — nH}OpMAaIOHHAS CHCTEMA NIEPCOHANBHBIX JAHHBIX
K3 — kontposmpyemast 30Ha

JIBC — jiokasnbHast BBIYUCIIUTETBHAS CETh

M3 — mexceTeBoit 3KkpaH

HCJI — HecaHKLIMOHMPOBAHHBIM T0CTYTI

OC — onepauronHas cuctemMa

IT/Ts — nepcoHasIbHbIE JaHHBIE

ITMB — nporpamMMHO-MaTeMaTH4YecKoe BO3AeHCTBIE

I1O — nporpamMmmHoe obecrniedeHne

[ISMHH — noGoyHble 57eKTpOMarHATHbIE H3TyYEHHs i HABOIKH
CA3 —cucrema aHanu3a 3aIUIIeHHOCTH

C3M — cpenctBa 3aMThl HHGOPMALIHH

C3I1/I1 — cucrema (rmoacucTeMa) 3aIIUThI IEPCOHANBHBIX JaHHBIX
COB — cucrema oOHapyXeHUs BTOP)KEHUIM

TKYH — Texuuueckue KaHaIbl yTeUkd HHPOPMALMH

YBIIIH — yrpo3el 6e30nacHOCTH MepCOHATBHBIX JaHHBIX
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BBEJIEHUE

Hacrosimas Konuenuus wundopmanmonnoit 6e30macHocTH HUCIIIa TAYCO
«Konpuyrunckuii nom munocepaus» ([anee - Yupexaenus), pazpaborana Munucreper-
BOM 3/paBOOXpaHCHHUS U COLMAILHOIO pasBuTHs PD, sisercs oduimansuemM JOKYyMEH-
TOM, B KOTOPOM ONpezelieHa cucTeMa B3IJIA10B Ha obecrieueHre HHOOPMALMOHHOM Ge30-
IIACHOCTHU Y YpPeKIeHUS.

Heobxonumocts paspaborku Konnenmuu 00yCIIOBIIEHA CTPEMHUTEIBLHBIM PACIIApE-
HHUEM C(epbl TPUMEHeHHs HOBEHIIMX HHMOPMALMOHHBIX TEXHOIOIUH U IPOLIECCOB B Yu-
PEXICHUAX, MPU 00paboTKe MHOPMALUK BOOGIIE, U MEPCOHATBHBIX JAHHBIX B YACTHO-
CTH.

Hacrosias Konnenmus onpenenser ocHoBHBIE mead u 3a/1a4M, a Takxke OOIIyIo
CTpateruio TMOCTPOCHMS CHCTEMBI 3aIMTHI MepcoHanbHEIX AaHHbIX (C3I1/IH) Vupexe-
HHUs. KoHLemnuus onpenenseT ocHOBHBIE TPeGOBAHUS ¥ 6A30BBIE MMOIXOIBI K HX peasu3a-
LHH, 7L IOCTHIKEHUS TpeOyeMoro YpoBHS Ge30I1acHOCTH HHMOPMALIHH.

Konmenuus paspaboTaHa B COOTBETCTBHHM C CHCTEMHBIM MOIXO0IOM K 06eCIeYeHMIO
MHPOPMALMOHHON Ge3omacHocT. CHCTEMHBIH TOIXOT MPEe/IIoiaraeT npoBeJeHHe KOM-
ILIeKCa MEPOTIPUATHH, BKIIOYAIOIIMX UCCIIeIOBAHNE YTPO3 HHDOPMAIIMOHHON 6e30MacHo-
CTH M DaspaboTKy cUcTeMbl 3aumuThl I1J[H, ¢ MO3MIMH KOMILTEKCHOTO NPUMEHEHUs TeX-
HUYECKUX U OPraHU3allMOHHBIX MEP ¥ CPECTB 3aIIUTHI.

Iox mHbopmanmonHoit GezomacHocTsio T/l MOHMMAETCS 3aIMHIIEHHOCTS nepco-
HAlbHBIX NaHHBIX M 0OpabatkiBaroIeil UX WHOPACTPYKType OT THOOBIX CILy4alHbIX HITH
3/I0HAMEPEHHBIX BO3/IEHCTBHIL, PE3yIbTATOM KOTOPBIX MOXKET SIBUTHCS HaHECeHHe yinepsa
camoii uH(pOpManyy, ee BrajgensnaM (cyObexTaMm [I/11) mnu unbpactpykrype. 3amayu
MH()OPMaLMOHHOH 6e30MacHOCTH CBOIATCS K MUHHMH3AIHHI yiepba oT BO3MOXHOM pea-
m3anuy yrpos 6esomacHoctu IT/IH, a Takke K MPOTHOBMPOBAHUIO W IPEJ0TBPAIIEHUIO
TaKuX BO3JIEUCTBUH.

KoHuenuust ciyXuT OCHOBOH Ul paspaboTKH KOMIUTEKCa OpraHH3alMOHHBIX M
TEXHHYECKUX MEp 10 OOeCreyeHH0 MH(OPMAIMOHHON Ge30macHoCTH Yupex/IeHui, a
TaKKe HOPMaTHBHBIX H METOAUYECKUX TOKYMEHTOB, 00€CIeUHBAIOIIMX €€ PeaTn3aluio, U

HE IPEIIIoJIaracT MOJMEHBl (YHKUMH TOCYIapCTBEHHBIX OPTaHOB BIACTH POCCHICKOI
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Denepanyu, oTBeUaAIOIHMX 3a 0becedeHte Ge300aCHOCTH MH(OPMALMOHHBIX TeXHOJIOTHI
¥ 3alIUTy MH(OPMALIUK.

KoHuenuus sBiseTcs MeTononoruygeckoi OCHOBOM 1714

- (POPMUPOBAHHUS U TIPOBENEHUS €IMHON MOTUTHKH B obiact obecrieueHus 6e3o-
nacHocty [1/1n 8 UCIT/In Y4apexaeHus;

- HPHHATHA yIPaBICHYECKUX PEIUEHHH M pa3spaGOTKM IIPAKTHYECKUX Mep 110 BO-
[IOIEHHMIO ITOMUTUKY OesonacHocTy I1/IH U BEIPAGOTKH KOMITIEKCa COMTACOBARMDIX Mep
HOPMATHBHO-IIPaBOBOT0, TE€XHOIOIUYECKOTO U OPraHM3aAMOHHO-TEXHHIECKOrO Xapakre-
pa, HallpaBICHHBIX HA BBLABICHUE, OTPAKCHHE M JTHMKBHIALMIO MOCIEICTRHUI peanuzanuu
PasIMYHBIX BUJIOB yrpo3 I1/]H;

- KOOPAMHALMH  ICATE/IbHOCTH CTPYKTYPHBIX IIOApasfeNeHuil YupexaeHus npu
MPOBE/IEHMH PabOT M0 PasBUTHIO U SKCILIyaTaLuu WCII/IH ¢ cobmonennem Tpeboparuii
obecrievenus Gezomacuocty [1/]x;

- Pa3paboOTKU MpeUIOKeHHH M0 COBepIIEHCTBOBAHMIO IIpaBOBOI'0, HOPMATHBHOIO,
METOAHHIECKOro, TEXHUIECKOr0 ¥ OPraHU3alHOHHOTO 00eCIeYeHns Oe30MaCHOCTH IT/1s B
NCIIn Yupexnenus.

O6nacts npumenenus Konuemnumu pacipoCcTpaHsAeTCs Ha BCe yUpPekKIeHHs 31paBo-
OXPaHEHHS, COLUANLHOK ChEpBl, TpyJa U 3aHITOCTH, SKCILTYaTHPYIOLIHE TeXHHYECKHe K
iporpammuble cpeactsa MCII/IH, B KOTOphIX ocymmecTBisieTes aBTOMAaTH3UpPOBaHHAS 00-
pabotka I1/In, a Tawke Ha mompaspenenus, OCYILECTBIISIOIIME CONPOBOXKICHHE, 00CITy-
KUBaHUE U 00ecreyeH e HOPMaIbHOrO (ynkimornposanus UCI1/IH.

IIpaBoBoit 6asoit st paspaGoTku HacTosmed Konuenmuu cuyxar tpeGopanus
ACHCTBYIOIIUX B Poccum 3aKOHOATENBHBIX ¥ HOPMATHBHEIX JOKYMEHTOB I0 obecreye-

HHUIO 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX (ITAn).



1 O0mme nostoxkeHns:
Hacrosimas Kowmenuus onpenensier ocosbie [ed M 3a1a4y, a Takke OOIIyIo
CTPAaTCruIO IIOCTPOCHUS CHUCTEMBI 3aIUTHI MEPCOHATBHBIX TAHHBIX (C3I1IH) Yupexne-

HHA, B COOTBETCTBUM C [lepeunem WCIT/In. Konnenmus OIpe/eNIsieT OCHOBHBIE TpeGoBa-

HUS M 6a30Bble TOAXOABI K MX Peaiu3aly, I 1OCTHKEHMSs TpebyeMoro ypoBHs 6e30-
ITAaCHOCTH MH(OPMALIUH.

C3II/I1 mpencTaBiser co60i COBOKYIHOCT OPraHU3AIMOHHBIX U TEXHHYECKUX Me-
ponpusTuit st sauwtel I1/IH or HempaBoMepHOro Mim CIly4alHOI0 JOCTyNa K HUM,
YHUYTOMNEHUA, HIMCHEHNUS, OIOKMPOBaHHS, KOMUPOBAHKS, pacrpoctpanerus [T/IH, a Tak-
K€ MHBIX HEIIPABOMEPHBIX NEHCTBUM C HUMMU.

be3omacHoCTh MepcoHanbHBIX TaHHBIX JOCTHraeTes IIyTEM HCKIIIOYEHHUS] HEeCaHK-
HIMOHHPOBAHHOTO, B TOM YHCJIE CIy4aiHOT0, TOCTYIIA K EPCOHANBHBIM JaHHBIM, pe3yiib-
TaTOM KOTOpOro MOXET CTaTh YHHYTOXKEHHE, H3MeHeHHe, GIOKUPOBAHHE, KOIIMPOBaHHeE,
PaclpoCTpaHeHHe NEPCOHATBHBIX JaHHBIX, a TaK)Ke HHBIX HECAHKIIMOHUPOBAHHBIX IeHCT-
BUH.

Crtpykrypa, coctaB i ocHoBHbIe dyHKuu C3I1/IH OIIPEeCIIAIOTCA UCXOIS U3 Kilacca
VCTIQa. C3IIH BKIOYAeT OpraHu3alHoOHHbIe MEpBl ¥ TEXHUYECKUE CPENCTBA 3aIUTHI
rHQOpMaIUK (B TOM 9mcie MU(GPOBATbHBIE (kpunrorpaduyeckue) cpeacTsa, CpencTBa
TMpCIOTBPAIICHNS HECAaHKIMOHMPOBAHHOIO JIOCTYIIA, yTEYKH HH(POPMALMK 110 TeXHUYe-
CKIM kaHamaM, IpOrpaMMHO-TEXHHIECKHX BO3/eHCTBHH Ha TeXHHYECKHe CpesicTBa oGpa-
6orku I1/lH), a Takke UCTONB3yeMble B MHPOPMALMOHHOH CHCTeMe MHMOPMALHOHHBIE
TEXHOJIOTHH.

OTH MepBI NPU3BAHEI 00ECIICUUTD:

- KOH(UAEHUHATBHOCTD HHPOPMALMH (3aIIUTa OT HECaHKIIMOHUPOBAHHOTO O3Ha-
KOMJICHHUS );

- LeJTOCTHOCTh MH(POPMALMK (aKTyaTbHOCTh U HEPOTHBOPEYHUBOCTh UH(pOpMaLuH,
€€ 3alUIIEHHOCTD OT Pa3pyIIeHNsl U HECAHKIIMOHUPOBAHHOTO U3MEHEHHS );

- AOCTYMHOCTE MH(OPMALMK (BO3MOKHOCTB 32 IPHEMIIEMOE BPeMsl IOy YHTh Tpe-

OyeMyto HH(POPMALIMOHHYIO YCIIYTY).

Craguu cozganus C3I1/IH BKIFOUAIOT:

14



- IPEMIPOCKTHAS CTaaus, BKIIOYAKOLIAs NpeanpoekTHoe obcnenobanre MCI/Ih,

pa3paboTKy TeXHHYeCKOro (YacTHOro TEXHHIECKOr0) 3a/IaHHUS Ha ee CO3/IaHME;

- CTa/Ms POEKTUPOBaHHS (pa3paboTku IPOEKTOB) 1 peamusaunu VICII/IH, BKIO-

qatomas paspaborky C3I1/IH B coctage NCT1/#n;
- ctalud BBOoia B geiictBue C3I1JIH, BrTOYaomias OMBITHYIO SKCIUIyaTallUi0 U
[TPUEMO-CATOYHbIE MCITBITAHHUS CPEACTB 3ALUTh] MHbOpMaIMu, a Takke OLIEHKY COOTBET-

ctBust ICTI/TH Tpebosanusam 6e3omnacHocTy HH(OpMALHHY.

Opranusanuonuple MEPBI IPEyCMaTPUBAIOT CO3aHUE U MOJICP)KaHHE [PABOBOM
Oa3elr Gesomacuoctn IT/In 1 pa3paboTky (BBemeHwe B JCHUCTBHE) IIPeLyCMOTPEHHbIX

[onntukoit uHbopManmoHHOI Oesonacuoctu UCII/In CJIICYIOLMX OpraHU3alUOHHO-

PacropAIuTeNIbHBIX J0KYMEHTOB:

- I'ltan Meponpusituii no o6ecneuenuo 3aTel [1/I1H pu ux o6paGorke B UC [1/IH;

- [lnan meponpustrii no KOHTPO/II0 obecrievenus samuts! [1)]x;

- lopsnox pesepeuposanus u BOCCTanoBIICHUA paborocniocobHocT TC 1 [10, a3
HanueIx u C3U;

- Jlo/KHOCTHAs MHCTPYKLms anMunuctparopa MCI/IH B yactu obecnevenus Ge3o-
nacvoctu I1/In npu ux o6paGorke B NCTI/n;

- JomkHOCTHasST uHCTpYKIMs nonesosarenst UCII/In B yactu obecnevenus Gezo-
nacxocty [1/1n npy nx o6paGorke B NCTIdx;

- MHCTpYKLMS Ha clyyaii BO3HHKHOBeHUS BHEILUTAaTHOHN CUTYalUH;

- Pexomennatmu no uenons3osanuio [IPOrPaMMHBIX U allapaTHBIX CPEACTB 3all}-
Tbl HH(OPMALIHH.

Texuuyeckue Mepb! 3ammThHI PEAH3YIOTCA MPH MOMOILIM COOTBETCTBYIOUIUX MPO-

'PAMMHO-TEXHUYECKUX CPEACTB U METOOB 3allUThI.

[lepeuens HeoOX0MHMBIX Mep 3alIUThl HH(POPMALIHK OMIpe IeseTcs Mo pe3yibTaTam

BHYTPEHHEH poBepku GezonacHoct UCTT/Iu Yupexenus.

3agauu C3I1/1n



OCHOBHOI 11e/TBI0 C3I1/1x sBnsgercs MUHUMH3AIKS yiiepOba oT BO3MOKHOM peann-
3aluK yrpos OesomacHocty [1]]H.

Jist 1oCTHIKeHUs OCHOBHOM 1eH cucrema GesomacHocty I1)n UCIT[In pomxua
obecneunBars 3¢ hexTuBHOE PELIeHUEe CIeAYIOmMX 3a/1ay:

- 3AIIMTY OT BMEIIATENBCTBA B [IPOLIECE GyHKIMOHMpOBaHHMS UCTI O nocroporuux
I (BO3MOXXHOCTh UCHOMb30Banus AC i AOCTYII K €€ pecypcaM MOJKHBI UMETh TOJIBKO
3aPCTHCTPUPOBAHHbIC YCTAHOBJICHHBIM TTOPSAKOM IOJIb30BATEH );

~ PA3TPAHMHYCHHE JOCTYNa 3aperHCTPHPOBAHHBIX MOMB30BaTeNeH K anrapaTHbIM,
HPOTPAMMHEIM U MH(OPMAIHOHHBIM pecypcam VCTIJH (BO3MOXKHOCTS JOOCTYIIa TOJIEKO K
TEM peCypcaM U BBIIIONIHEHHUS TOJIBKO TeX OIEPAIHii ¢ HUMH, KOTOpble HEOOXOAUMBI KOH-
KpeTHBIM nomb3oBatenssM VICTI/IH a1 BBIMOMHEHUS CBOMX CITy’KeOHBIX 00si3aHHOCTe}H),
TO €CTDb 3allUTY OT HECAaHKLMOHUPOBAHHOTO JIOCTYIIA:

a) K uHGOopManuH, mupKynupyromei B ICIT/Tx;

0) CpeacTBaM BBIYMCIIUTEBHON TeXHUKY WCITH;

B) amNapaTHbIM, IPOrPAMMHEIM U KPUTITOrpaQUIECKUM CPeNCTBAM 3aIIUTHI,
ucnonezyemsiM B UCTT/Tx;

" PETHCTPALIO NEHCTBUA MOIb30BaTeNell MPH HCIOMb30BAHMUE 3alUIIaeMbIX pe-
cypcos MICII/IH B cHCTeMHBIX sKypHANax u [ICPUOMYECKUN KOHTPOIb KOPPEKTHOCTH M-
CTBHH ITOJIB30BATENIell CUCTEMEI IIyTeM aHATH3a COZIEPXKUMOrO ITHX JKYPHAJIOB;

- KOHTPOJIb LENOCTHOCTH (OOecreyeHne HEU3SMEHHOCTH) CPEeIBl HCIIOMHEHHs Ipo-
TPaMM 1 €€ BOCCTAHOBIIEHHUE B CIIyyae HapyILCHHUS;

- S4lllATY OT HECAHKIMOHUPOBAHHON MOAUGbUKAINA U KOHTPOJIb LIEIOCTHOCTH HC-
none3yembix B MICIIJIH mporpaMMHEIX cpeacTs, a Taike 3aIIUTY CHUCTEMBI OT BHEJIPEHUS
HECaHKLIMOHMPOBAHHBIX [IPOrPaMM;

- 3aATy [1/TH OT yTeuku 1o TeXHHYIEeCKUM KaHaIaM pH ee 00paboTKe, XpaHEHUH U
nepejaye 1o KaHalaM CBSI3H;

- 3ammty IT/IH, xpanumoii, oGpabarsiBaeMoil u [IepelaBaeMoM 110 KaHalaM CBS3H,
OT HECAHKIIMOHUPOBAHHOTO pa3TIIallleHHs] UM UCKAKEHHS,

- obecrieyeHHe KUBYYECTH KPUNTOTPaQUYECKUX CPEACTB 3alUUTH HHBOPMAIMH

[IpH KOMITPOMETALIUU YaCTH KIIFOUYEBOM CUCTEMBI;
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- CBOCBPEMEHHOE BBIABIICHHE HCTOUHHKOB YIPo3 6e30MacHOCTH IT1H, npuyus u yc-
JIOBUH, CIOCOOCTBYIOIIMX HAHECEHHO ymepba cybsekram ITJIH, cosmaHuMe MexaHusma
OIEPATUBHOIO pearupoBaHus Ha YIPO3bl Ge30MaCHOCTH IT[I1 v HeraTuBHBIe TeHneHIUM;

- CO3JaHKUE YCIOBUH [UISI MHHUMHU3ALUU U JIOKaIM3allud HaHOCUMOTo yuiepba He-
TIPaBOMEPHBIMH IEUCTBUAMH (DU3UIECKHX U FOPUIMIECKUX JTHII, OCIa0IeHe HeraTUBHOLO

BIIMSHUS U IUKBUALIMS [TOCTIENCTBUM Hapymenust 6eszonacuoctu I1/]H.

)



2 O0beKThI 3aIHTHI
2.1 Ilepevens HHGOPMALMOHHBIX CHCTeM

BTAYCO «Kompuyrunackuii qom MHUIIOCEPIMA» IPOU3BOAUTCSA 0OpaboTka epco-
HAJIbHBIX JTAHHBIX B HH(OPMALHOHHBIX CHCTEMA 00pabOTKH MepCOHANBHBIX NAHHBIX
(UCT1/IR).

ITepeuens VICIT/IH onpenensercs Ha OCHOBaHMM OTYeTa [0 pe3ysIbTaTam BHYTPEH-

HEHW IIPOBEPKH.

2.2 TlepeyeHn 06HEKTOB 3aMHTHI

O6beKxTaMu 3aIUTH SBIAIOTCS — undopmanus, o6pabaTsiBaeMas B NCII/IH, u tex-
HUYECKHE Cpe/cTBa ee 00paboTky u 3amuThl. Ilepeyens [IEPCOHAIBHBIX JAHHBIX, I1O/Ie-
Kalllue 3aimre, onpeneneH B [lepeune mepcoHaNbHBIX JaHHBIX, NOJUTEKAIINX 3aIUTE B

WCII.

OOBEKTHI 3aIUTHI BKIIOYAIOT:

1) ObpabarriBaemas undopmarus.

2) Texnonoruyeckas uHMOpMALHS.

3) IIporpamMmmHo-TexHUUECKME CpelicTBa 00paboTKH.

4) Cpencrsa sammts! I1/]H.

5) Kanansr uadopmanmonsoro o6mena u TEJIEKOMMYHHUKALUH.

6) OOBEeKTHI U MoMelleH s, B KOTOPBIX pa3MeleHbl KoMnoHeHTs! MUCTT/IH.
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3 Knaceudukanus noab3oBareneit UCII/Iu

[Tonb3OBaTenen1LiCTTZhJHBnHeTCH.nHuo,yHaCTByKnuee B (D)YHKLIMOHUPOBAHMH MH-
(hOPMALHOHHO cHCTeMB] HIEPCOHAIIBHBIX JIAHHBIX MJIH MCHOIB3yiOlee pe3yabTaThl ee
(DYHKLIHOHMpPOBaHHMS, Hosb3opareem UCTI/In spnsercs MOO0H COTpyHUK YupeskieHus,
umerommi goctyn k UCII/IH u ee PECYpCaM B COOTBETCTBHHU C YCTAHOBJIECHHBIM Hopsi-
KOM, B COOTBETCTBHUHM C €r0 (hyHKLMOHATbHBIMH 00513aHHOCTAMMU.

Ionb3oBarenn UCTI/In nensites Ha TPH OCHOBHbIE KATErOPUK:

1) AJZIMHHHUCTpaTOp UCIIdH. OtBetcTBenHOE JIUIIO, KOTOPOE 3aHMMAETCs HACTPOIi-
KO, BHEIpEHUEM 1 COIIPOBOXK/IEHHUEM CUCTEMBI. Anvunnctparop UCIT/n obsanaer cie-
AYIOLIMM YPOBHEM JOCTYTIA:

- 0o0J1a/laeT MoJHOM HH(pOpMalHei o cHcTeMHOM | [MPUKJTAIHOM IpOrpamMMm-
HoM obecnieyennu UCIT/IH;

-o6naﬂa€rnonHoﬁhnH@opmauHeﬁ()TeXHquCKHX(meCTBax;1K0H¢Hrypa-
uun UCTTx;

- MIMECT JIOCTYIT KO BCeM TeXHHYECKHUM CpecTBaM 00paboTku MH(OpMalHu
1 nanubM UCTT/Ix;

- obnazsaet npaBamu KOH(UIYpUpOBaHUS U A IMHHUCTPATUBHON HaCTPONKH
TexHu4yeckux cpeacts UCT1/n.
2)fhxnpaMMﬂCT1xmpa60TqHKI4CFU1H.COprﬂHHK YUpeKIeHNs UM CTOPOHHUX

OpraHM3aluH, KOTOPbIE 3aHUMAOTCH Pa3paGoTKoji fporpamMmHoro obecrevenus. Paspa-
60THHKI4CHTIH10ﬁﬂaﬂaeTCﬂeﬂyKnuthypOBHeNIﬂOCTyHaI

- obrmagaer uHdopmauueii 06 aIFOpUTMax M MporpaMmax 00paboTKH HH-
bopmannu va UCIT/In;

- 00/1aiaeT BO3MOXKHOCTAMU BHECEHHS OIIUGOK. HE/IeKJIapUPOBAHHBIX BO3-
MOKHOCTEH, NPOrPaMMHBIX 3aK/Ial0K, Bpel0HOCHBIX IPOTpaMM B IIPOrpaMMHOE
oGecnequHeIdCILHH}ﬁaCTaHHHee}xﬂpaﬁoTxn,BHeﬂpeHMHLicDHpDBUMﬂeHHﬁ;

- MOXET pacrionarate Ji0OBIMH (parMeHTaMH HH(POPMALMH O TOMNOJNOMMMU
WCTIIa u TexHUueckux CpeacTnax odpaboTku u 3ammThs [1/1H, 00pabaThIBaeMbIX B

HUCTIH.
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3) Oneparop UCII/Ix. Cotpynuuku nonpasnenenuit YUpeXIeHNs y4acTBYIOIKX B
fiponecce sxcrutyatanuu WMCIT/Tq. Oneparop UCIT/Ta o6manaer CJICYIOLIUM YpPOBHEM
JOCTyIa:

- 00lagaeT BCEMH HEOGXOTHMBIMY aTpuOyTamu  (Hampumep, apoiiem),
00ecneYnBarO UMK AOCTYII K HEKOTOPOMY TOIMHOXKecTBY 1/TH;
- pacronaraeT KOHQHACHINATBHBIMY JaHHBIMHU, K KOTOPBIM UMEET JIOCTYII.

Kateropuu mosnssoBateneit nomusr 6urrs onpenenens! s kaxaod HMCIT/Ih.

JIOmKHO GBITH yTOUHEHO Pa3NICICHHE COTPYIHUKOB BHYTPH KaTeTOPHii, B COOTBETCTRHM C

THIIAMU [TONIB30BaTelIeH onpeneneHHbME B [TomuTike MH(DOPMALHOHHOM 6e30aCHOCTL.

Bce BBISIBJIEHHEIE I'PYIHIIBI TIOJB30BaTENEH oTpaxarorcs B Otyere 1o pe3ybTaramM

BHYTpeHHeH MpoBepkd. Ha ocHoBanum OTyera OIPENEIIAIOTCS TIpaBa AOCTYIA K JIeMeH-
Tam HCIT[IH nms Becex rpynm mompsosarenedi u OTpaxkaroTcs B Matpuue nocryma B

[lonoxxenun O PasrpaHHUY€HUH MpaB JOCTvyIIa K 06Da6aTbIBaCMBIM IIEPCOHAIBHBIM JIaH-

HBIM.
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4 OCHOBHBIE IPHHIMITBI MOCTPOCHHS CHCTEMBI KOMILIEKCHOI 321U THI
HHpopManuu

[locTpoerue cucremsr o6ecreyens 0esonacHoctu [1)IH UCTIQu Yupexaenus u ee
(GYHKIHOHMpPOBaHUE HOIIKHEL OCYIIECTBIIATECS B COOTBETCTBHH €O CHEAYIOMIUMU OCHOB-

HBIMH IIPUHITUIIAMU

3aKOHHOCTB;

CHCTEMHOCTE;

KOMIUIEKCHOCTB;

HEIIPEPHIBHOCTE;

CBOEBPEMEHHOCT;

IPpEeeMCTBEHHOCTE H HEMpPEPBIBHOCTH COBBpI_HeHCTBOBaHHH;

II€pCOHANIbHAsA OTBETCTBE HHOCTB;

MHHUMU3ALNS T0JTHOMOYHIA;

B3aHMOJICHCTBHE U COTPYAHUYECTBO,

FHOKOCTB CHCTEMBI 3aIIHTHI;

OTKPBITOCTE aJITOPUTMOB ¥ MEXAHU3MORB 3alIHTHhI;

IIpOCTOTa IIPUMEHEHUS CPEACTB 3alllMTHI;

Hay4dHas OGOCHOBaHHOCTb U TCXHHYECKas pPealn3yeMoOCTh;

CIIenuranu3anus u IIpo fI)ECCI/IOHaJII/BM;

- 00513aTeIBHOCTE KOHTPOJIS.

4.1 3akoHHOCTB
[Ipennonaraer ocymiecTBieHye 3amIUTHEIX MEpOnpusATHd 1 paspaborky C3I1/Iu
YYpexIeHHs B COOTBETCTBHH ¢ JEHCTBYIOLIMM 3aKOHONATENBCTBOM B OGNACTH 3AIIHThI
I[TIH v ApyruX HOPMATHBHEIX aKTOB 110 GE30MACHOCTH MHDOPMALH, YTBEP:KICHHBIX op-
FaHaMH FOCY IapCTBEHHOH BIACTH ¥ yIPABIEHUS B Ipeesiax uxX KOMIIETEHILIUH.
[Tone3oBaTenn u o6cmyskuBaromii nepcoran IT/Iu UCTI/IH YVupeskaeHHUs H0MKHbL
OBITH OCBEJOMIIEHBI O MOPSIIKE PAGOTHI ¢ 3AIHUIIAEMON HH(pOpMaIed U 06 OTBETCTBEH-

HOCTH 3a 3a1mThl [1]1H.
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4.2 CucreMuocTs

CucreMHsbIl mogxo k nocrpoenuto C3I1/IH Vupexnenns IPEAIIOaraeT yyer Bcex
B3aUMOCBSI3aHHBIX, B3AUMOJIEHCTBYIOIMX U U3MEHAIOIIMXCS BO BPEMEHH 3JIEMEHTOB, yc-
JIOBMH ¥ (DAKTOPOB, CYIIECTBEHHO 3HAYUMEAIX A4 TIOHMMaHHUA U PELICHHUS MPOOIeMbI
obecreueHns 6e30MacHOCTH IT/In UCTITH Yupesxaerus.

Ilpu cozmanum cucremsr 3ammmre HMOJDKHBI yYUTBIBATBCSl BCe ciabble W Haubolee
YAI3BUMBIC MeCTa CHCTeMBbl oGpaborku [1/IH, a Taike XapakTep, BO3MOKHbBIE 00BEeKThI U
HalIpaBJICHHS aTaK Ha CUCTEMY CO CTOPOHBI Hapyiurenei (ocobeHHO BBICOKOKBaTU(HLIH-
POBAHHBIX 3TOYMBINIICHHAKOB), IIYTH MPOHUKHOBEHHS B pacpeie/ieHHble CHCTEMBI |
HCH x undopmanun. Cucrema 3ammrs AOCDKHA CTPOUTBCA C YYETOM He TOTBKO BCEX H3-
BECTHBIX KaHAIOB NPOHMKHOBeHus u HCJI k MH(OPMALMH, HO U ¢ YYeTOM BO3MOYKHOCTH

HOABICHUA NPUHIMINAIEHO HOBBIX IIyTel pearnsanuu YTPO3 0€30MacHOCTH.

4.3 KomnaekcHoceTs

Kommuiexcnoe nenons3oBanme MeTom0s u CPEIICTB 3alLMTHI IPEATIOIAraeT coriaco-
BaHHOE IPUMEHEHUE Pa3HOPOIHBIX CPEACTB IIPH [TOCTPOEHUH LIEJIOCTHOH CHCTEMBI 3ally-
TBI, IEPEKPBIBAIOIIEN BCE CYIIECTBEHHBIE (3HaYMMBIE) KAHAIIB! peaTH3auy YIpO3 U HE COo-
ACPIKAIIeH cabbIX MECT Ha CTHIKAX OTAEMBHBIX €6 KOMIOHEHTOB.

3ammTa JOKHA CTPOHTHCS SUICTOHUPOBAHO. [IJisl KaXKIOTO KaHama YTeYKH WH-
dbopmanuu u a1 Kaxaoit YTPO3BI O€30MACHOCTH MOMKHO CYLIECTBOBATH HECKOIBKO 3a-
IMUTHBIX pyOexel. Co3nanHue 3aluTHBIX PyOexei OCYyIIeCTBISETCS ¢ YUeTOM TOTO, YTOGbI
UL MX TIPEOJIOJICHHUSI TOTEHIMATEHOMY 3JI0yMBIIIEHHUKY TpebOoBaIKCh NpodheccroHab-
HbIC HAaBBIKK B HECKOJIBKMX HEB3aUMOCBSI3aHHBIX 0OIACTSX.

BHewHsisa 3ammTa gomkHa obecreunBaThes (busmueckumMu cpencTeamy, OpraHusa-
HHOHHBIMU U NPaBOBBIMU MepaMu. OIHUM W3 HauboIee YKPEITIeHHBIX pyOeked Mmpu3Ba-
HBI OBITE CPEJICTBA KPUIITOrpadhuuecKoit 3alllUThI, PEaTU30BAHHBIE C HCIIOIB30BAHUEM
TexHonorun VPN. Ilpuknanuoit yposess 3AlMTDI, yIUTBHIBAIOLUINA OCOOEHHOCTH MpeEj-

METHOH 00J1acTH, Ipe/ICTaBISeT BHYTPEHHHIL pyOex 3aIuTEl.

4.4 HenpepsiBHocTs 3amute! [1/In

3aumra I1/In — He pasosoe MEpPOIIPUSTAE U HE IIPOCTas COBOKYMHOCTh MPOBEICH-

HBIX MEPOTIPUATHH W YCTAHOBJICHHBIX CPEJICTB 3AIIUTHI, a HEIIPEPBIBHEIN 11eIeHalpaBIeH-
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HBIU TIpoLece, Mpeanoaraiommmii HPUHATHE COOTBETCTBYIOLIMX Mep Ha BCEX 3TAIax JKu3-
HEHHOro nukia CIT/]x.

UCTIOa nomxab! HaXOMUTECA B 3AILMILEHHOM COCTOSHUM Ha MIPOTSKEHUU BCErO
BPEMEHHU UX (DYHKLUHMOHUPOBAHUSA. B COOTBETCTBHH C STUM NPHHIUIIOM JODKHBI PUHHU-
MATBCs MEpEI 110 HeNoTy eruio epexona MCTI/Ix B HE3aIHIIEHHOE COCTOSIHHE.

BonbmmncTBy usmueckux u TexHmueckmx CPEICTB 3alUThl Ui 3((HEKTUBHOIrO
BBITIO/HEHHS CBOMX QYHKLMHE HE0OGXOAMMA MOCTOSHHAS TEXHHUECKAs 1 OpraHU3alrOHHAs
(anMuHHCTpaTHBHAS) MOJJePKKa (CBOEBPEMEHHAsI CMEHA U ObecreueHme [IPaBUJIBHOTO
XPaHCHHUS U NMPUMEHEHUS UMeEH, Iapoiei, KIrovei IH(PPOBAHHUS, [IEPEOTIPeneeHHe O
HOMOYMH | T.11.). [lepepsirr B paGorte CPEACTB 3aIUUThl MOI'YT OBITH MCIIOTB30BAHEI 310~
YMBIIIICHHUKAMHU [ aHa/lu3a IPUMEHSEMBIX METOIOB CPE/ICTB 3alMTHI, VIS BHEIpe-
HH CIENUANBHBIX MPOTPAMMHEIX U aIllapaTHbIX "3aKki1anok” u APYTUX CPENCTB MPEoIo-

JICHHUSI CUCTEMBI 3alllUTHI I10CTIe BOCCTaHOBJIEHHS ee (pYHKU,I/IOHHpOBElHHH.

4.5 CBoeBpeMeHHOCTE

Ilpeamonaraer ynpesxnaoumit XapakTep Mep obecriedeHus 6e30macHOCTH [1dH, To
€CTb TIOCTaHOBKY 3a/[a4 I10 KOMIUIEKCHOM 3alliiTe WCTIdH u peanusario Mep obecrieye-
HUA OesomacHocTy [T/[H Ha paHHUX cTammsx paszpaborku MCIT/IH B nesoM u ee cuctemsi
3aIU Tl HHPOPMAIIMH, B YACTHOCTH.

Paspa6oTka cucTeMsl 3aIUTE T0MKHA BECTHCE napajieIbHO ¢ pa3paboTKoi U pas-
BUTHEM CaMO¥i 3aIlMINAeMOM CHCTEMEL. DTO MO3BOIUT y4ecTb TpeboBaHUs Ge30IaCHOCTH
TIpH [IPOCKTUPOBAHUM apDXUTEKTYPBI U, B KOHEYHOM CYUETe, CO3NATH Gojee s dexTHBHEIE

(Kax 110 3aTpaTam pecypcoB, Tak 1o CTOMKOCTH ) 3aIUIIEHHBIE CHCTEMBI.

4.6 IIpeemcTBeHHOCTD H COBepLIEHCTBOBaHHUE

[Ipennonararor nmocrosaHOE COBCPIICHCTBOBAHUE MEp W CPEICTB 3aILUTEl HH(OP-
Mallii Ha OCHOBE IPEEMCTBEHHOCTH OPraHU3AMOHHBIX ¥ TeXHIIECKIX pelleHuH, Kaapo-
BOTO cocTaBa, aHanusa (yHkuuonuposanus VCIT/IH 1 ee CHCTEMBI 3aLHTH ¢ YYETOM HU3-
MEHEHHI1 B METO/IaX M CPeJICTBAX IepexBaTa MH(QOpMaLMK, HOPMATHBHEIX TpeGoBaHuil 110
3aIlUTE, TOCTUTHYTOTO OTEYECTBEHHOIO U 3apy6esKHOTO OMBITA B 3TOH OBIACTH.

4.7 IlepcoHa/IbHAsi OTBETCTBEHHOCTH

[pexmonaraer Bo3IOKeHHE OTBETCTBEHHOCTH 33 0GeceUeH e 0esonacuoctu I1/[H

H CHCTEMBI X 00pabOTKH Ha Ka)KI0ro COTPYIHHKA B [IpeJenax ero MoJIHOMOYuH. B coort-
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BETCTBMH C 5TUM IIPUHIMIIOM paclipeliesieHHe IIpaB U 00s3aHHOCTEN COTPYAHHUKOB CTPO-
UTCS TaKUM 00pa3oM, 4To0BI B cilydae T060ro HapyuleHUs KpyT BUHOBHUKOB OBLT YETKO

HU3BECTCH HJIU CBEIEH K MUHHUMYMY.

4.8 IlppHUMN MEUHEMH3AMMH T0THOMOYHI

OsHavaer mpenocTapieHre MONB30BATENAM MUHUMAIBHEIX [IPAB J0CTyIa B COOT-
BETCTBUM C NPOMU3BOACTBEHHOW HEOOXOAMMOCTBIO, HAa OCHOBE INPUHLMIA «BCE, YTO HE
paspelieHo, 3ampereHo.

Hoctyn k ITJIH n0KeH IpeoCTaBIsTECS TONBKO B TOM CIydae H 06BEME, ey 9TO

HEOOXOMMO COTPYIHUKY JUIS BBINOJHEHHS €0 JOIKHOCTHBIX 00S3aHHOCTEIA.

4.9 BzanmojeiicTBHe U COTPYIHHYECTBO

Ipenrionaraer cosnanue 61aronpusTHOR aTMocdepbl B KOUTEKTHBAX T10pa3iee-
HuH, obecreunBaronmx nestenbHocts MCTIIH YapekaeHus, JUls CHUKEHNS BepOSTHOCTH
BO3HHKHOBEHMS HETaTUBHBIX ICHCTBUH CBA3aHHBIX C YEJIOBEYECKUM (haKTOPOM.

B takoii 06cTaHOBKE COTPYIHHUKE TOJDKHBI OCO3HAHHO COOIIOAATh YCTAHOBICHHBIE
IIpaBUJia U OKa3bIBaTh COJEHCTBUE B AEATEIBHOCTHU MOIpa3IeeHUIA TeXHUIEeCKOMN 3aIlUThI

uHbOpMaIIUH,

4.10 I'ubxocTh cucrempl 3amuThl I/ H

[IpunsATEIE MEPBI M yCTAHOBJIEHHBIE CPECTBA 3AIMTHI, OCOOCHHO B HAYATbHBIN ITe-
PHOI MX 3KCITyaTalllH, MOTYT OOeCleyYrBaTh KakK Ype3MepHbIH, TaK U HeI0CTATOYHBIN
ypoBeHb 3aumThl. [l obecrieyeHus BOSMOKHOCTH BapbUPOBaHUS YPOBHEM 3allAIIEHHO-
CTH, CPEICTBA 3alUTHI JOJKHBI 00/1a1aTh ONpeIelIeHHOM M’HOKOCThI0. OCOOEHHO Ba)KHBIM
5TO CBOUCTBO SBJSETCS B T€X CIydyasX, KOIJa YCTAHOBKY CPEICTB 3allUThl HEOOXOIUMO
OCYIIECTBIISATH Ha PabOTAIOLIYIO CHCTEMY, He Hapylias [polecca ee HOpMaabHOro (GyHK-

LUUOHUPOBAHUS.

4.11 OTKpBITOCTH AATOPHTMOB M MEXAHHU3MOB 3aIHThI

CyTh npHHUMIIA OTKPBITOCTH ITOPHUTMOB M MEXaHM3MOB 3aIl[UTHl COCTOHT B TOM,
YTO 3alllUTa He JOJDKHA 00eCrednBaThes TOIBKO 3a CYET CEKPETHOCTH CTPYKTYPHOI opra-
HU3ALMU U aJIrOPUTMOB QYHKIMOHUPOBAHUS ee TOACUCTEM. 3HAHKE alrOPUTMOB PabOTHI
CHCTEMbI 3aIlMThl HE JOJDKHO HaBaTh BO3MOJKHOCTH €€ IPEeoJONIeHUs (llaxke aBTOpam).
OnHako, 3TO He O3HAyaeT, 4TO MHPOPMAIKS O KOHKPETHOH CHCTEME 3alUThl JOKHA

OBITH OOILIEIOCTYIIHA.
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4.12 IIpocToTa npuMeHeHHs CPEICTB 3aMIHTHI

MexaHu3MBI 3aLIUTEI JOKHBI GBITH UHTYUTUBHO IOHSTHBI U MPOCTHI B HCIIONB3O-
BaHHH. HpHMeHeHHe CPEACTB 3allMTHI HE JOIKHO OBITH CBA3aHO CO 3HAHHEM CIIellHalIb-
HBIX SI3bIKOB HJIM C BBINONHEHHEM NEHCTBHM, TPeGYIOMMX 3HAYUTENBHBIX TOMOMHHTETE-
HBbIX TPyZ03aTpaT NpH 00bIYHOM paGoTe 3aperucTpUpOBaHHEIX YCTaHOBJIEHHBIM TTOPSIKOM
TOJIb30BATENIeH, a TAK)KE HE JOKHO TpeGOBATh OT MOTB30BATENS! BBITONHEHMS PYTHUHHBIX
MAJIOTIOHATHEIX €My OIepaluil (BBOI HECKOIBKUX MapoJieil ¥ UMeH 1 T.H.).

HOJ’I}KHEI JOCTHUTIaThECs ABTOMAaTHU3allus] MaKCHMAaJIFHOIO YHUCIA ,HGIZCTBHIZ II0JIB30Ba-

Tenek u anMunucTparopos UCIT/IH.

4.13 Hayunast 060CHOBAHHOCTD H TeXHHYECKAS] peanusyemMocThb

MHpopMalmoHHblE TeXHONOTHH, TeXHUYeCKHe 1 NpOorpaMMHbIe CpelcTBa, Cpe/IcTBa
¥ MEPBI 3aIUTHl HHPOPMALMH TOJDKHEI OBITH Peaii30BaHbl Ha COBPEMEHHOM YpPOBHE pas3-
BUTHS HAyKy M TEXHUKH, HayYHO OOOCHOBAHBI C TOYKM 3PEHHS AOCTHKEHUS 3a1aHHOTO
YPOBHA 0€30MacHOCTH WH(POPMAIMU U IOJKHBI COOTBETCTBOBATE YCTaHOBJIEHHBIM HOP-
MaM 1 TpeboBaHMIM 10 GezonacHocTH [1]]H.

C3II/[11 nomkHa GBIT OPHEHTHPOBAHA HA PEIeHHs, BO3MOKHbIE PHMCKH Ul KOTO-
PBIX M MEPEI MPOTUBOAEHCTBHUS 3TUM PHCKAM IIPOLIIM BCECTOPOHHIOK TEOPETUYECKYIO U

IIPAaKTUYECKYIO IPOBEPKY.

4.14 Cnennanmsanust 4 npogeccHOHATAIM

IIpennonaraer mpusneuenne x pazpaGorke CPEACTB M pealu3alud Mep 3allUThl
MHQOpMALUK CHELHATU3HPOBAHHBIX OpraHu3aluii, Haubojee MOArOTOBIEHHBIX K KOH-
KpETHOMY BHIYy HESTENBHOCTH IO obecledeHuto GeszomacHOCTH ITJIH, HMEIOMHX OIbIT
MPaKTHYeCKOH pabOThl U rOCYAapPCTBEHHYIO JTHIEH3UIO HA IIPaBO OKa3aHUs YCIYT B 3TOU
obnactu. Peanmzanms AIMHHUCTPaTUBHBIX MEp U 3KCIUTyaTallis CPEACTB 3alUTHI JO/KHA

OCYIICCTBIISATECH HpO(I)eCCI/IOHEUTBHO ITOATrOTOBJIEHHBIMHU CII€IIAAJIUCTAMU quemﬂeHm.

4.15 O6s3aTeIbHOCTH KOHTPOUISI

[Ipeanonaraer 06s3aTebHOCTS M CBOEBPEMEHHOCTD BBISBICHHS 1 IIPECEYEHHUs I10-
TIBITOK HAPYIICHHS yCTAHOBJICHHBIX NPaBUI obecredenus GesonacHoctr [1/[H Ha ocHOBe
HCTIOME3YEMBIX CHCTEM M CPEJICTB 3alUThl HHGOPMAIMK [IPH COBEPIIEHCTBOBAHNN KPHTe-

PHEB 1 METONIOB ONECHKU 3)(PEKTUBHOCTH STHX CUCTEM H CPEICTB.
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KOHTpOHB 3a IeATEIBHOCTHIO JTH00r0 IOJB30BATEIISA, KAXKI0I0 CpEACTBA 3alllMThI U
B OTHOILIEHHUH JTI000Oro 06beKTa 3alllMTbl JOJKEH OCYIIECTBJIATHCSI HAa OCHOBE I[IPUMEHEHNA

CpEACTB OII€PaTUBHOI'O KOHTPOJIA U PETUCTPallMX U J0JKEH OXBAaThIBATH KaK HECaHKIIHO-

HUPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHBIE NEUCTBUS IMOJIH30BATENIEIA.
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S Mepel, MeToan u cpexcTBa obecneyeHmust TpedyemMoro yposHs
3aIHIIEHHOCTH

OGecrievenne TpeGyeMOro ypoBHS 3aIIMIIEHHOCTH TOHKHOCTH JOCTUTAThCA C HC-
[TOJIb30BaHHEM Mep, METOIOB U CpelCTB Oe3omacHocTH. Bee Mepr! obecrieuenus Gesomnac-
Hoctu UCIT/Tn noapasnemnsitores Ha:

- 3aKOHOJIaTe IbHBIE (TIPaBOBEIE);

- MOPaJIbHO-3THYECKUE;

- OpraHU3alUOHHEIE (aIMUHUCTPATHBHBIE);

- (huzmyeckue;

- TeXHHYECKHe (almapaTHbIe U IPOrpaMMHBIE).

[lepeuens BBIOpaHHBIX Mep obecreyeHus: 6e30nacHOCTH oTpaxkaetcs B |lmane me-

POIIPUATUN 10 0OECHEUEHUIO 3allIMTEI MIEPCOHAJIbHBIX JaHHBIX.

3.1 3akoHonare/bHbIe (IPABOBLIE) MePbI 3AHTHI

K mpaBoBeIM MepaM 3aIuThl OTHOCSTCS JIHCTBYIOLIKE B CTPaHE 3aKOHbI, YKa3bl U
HOPMAaTHBHBIC aKTBI, PETIAMEHTHPYIOIINe NpaBuia obpaiienus ¢ [1/[8, 3akpemstoniye
npasa 1 00S3aHHOCTH YYaCTHUKOB WH(OPMAIHOHHEIX OTHOLICHMI B MpoLecce ee oOpa-
OOTKM M HCIIOJNB30BaHMs, a TAKXKe yCTAHABIMBAIOIINE OTBETCTBEHHOCTH 34 HapyILeHUs
STUX IIPaBUJL, NPETIATCTBYS T€M CaMbIM HEIPaBOMEPHOMY HCIIOIB30BaHMIO I1J[H U SB-
TBIOIIMECS CIEPKUBAIOIIMM (PAKTOPOM ISl IIOTEHIMATBHBIX HApyIIUTEEH.

IIpaBoBble MephI 3aIIUTEI HOCAT B OCHOBHOM YIIPEsKIAOLIHiA, NpoQUIAKTHUECKU I
XapakTep U TpeOyIOT MOCTOSHHOM pa3bsICHUTENbHON paboThl ¢ MONB30BaATe MY U obciy-

JKHUBAIOILIUM [IEPCOHATIOM CUCTEMBI.

5.2 Mopa/bHO-3THYeCKHE Mephl 3aLIHTbI
K MopaibHo-oTHYIeCKMM Mepam OTHOCATCS HOPMBI [TOBEJEHHS, KOTOPBIE TPaIULIU-
OHHO CJIOKMIJIMCE WK CKITAZIBIBAIOTCS 10 Mepe pacnpocTpaHenus OBM B cTpane uimm 06-
IECTBE. DTU HOPMBI OOJIBILEN YACTBIO HE SBIISIOTCS 00s3aTeIbHBIMHU, KaK 3aKOHOJATENb-
HO YTBEP)KICHHBIE HOPMAaTHUBHBIC aKThI, OMHAKO, UX HECOOIIOJIEHUE BeIeT 0OBIYHO K IIa-
JICHAIO aBTOPUTETA, MPECTHXKa YejlOBeKa, IPYMIbl ULl WM OpraHu3andud. MopaabHo-

STUYECKHUE HOPMBI OBIBAIOT KaK HerucaHble (HalpuMmep, oOIIeNpU3HAHHbIE HOPMbBI YecT-
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HOCTH, TIATPHOTH3MA U T.IL.), TaK U [UCAHBIE, TO €CTh ODOPMICHHBIE B HEKOTOPBIN CBOJ
(YCTaB) MpaBHIT WK TIpe IIIACAHHiA,

MopanbHo-3THYecKHe Mepbl 3alUThl ABISIOTCS MPO(HUNTAKTUIECKUME U TPEOYIOT
TOCTOAHHON PabOTHI 10 CO3AHMUIO 370POBOTO MOpPaJIbBHOTO KJIMMaTa B KOJIEKTHBAX IMOJI-
paszenenuii. MopaibHO-3THYECKHe Mepbl 3aLIATh CHIDKAIOT BePOSTHOCTh BOZHUKHOBEHUS

HETaTUBHBIX ICHCTBUH CBSI3aHHBIX C YeJOBEYECKIM dakTopom.

3.3 Opranunsauuonnsie (aIMHHHCTPATHBHbIE) MepbI 3aHTHI

Opranuzanuonnsle (aAIMHHHCTPATHBHBIE) MEPBI 3aIIUTHI - 3TO MEpBl OpraHu3aly-
OHHOT'O XapakTepa, PeriJaMeHTHPYIOUIUE IIPOLECCH ¢yukumonuposanus MCIT/IH, we-
fonesoBanne pecypcos MCTIH, nesTensHOCTs 06CTyKUBAIOIIErO IIEPCOHANIa, a TaKKe
TOPANOK B3aUMoneHcTBuUs nmomns3oBareneit ¢ UCIT/Iu Takum 00pa3oM, 4To6OBI B HAUOOIIE-
el CTEeMEeHM 3aTPYAHUTh UM UCKIFOYHUTh BO3MOKHOCTE peanusalum yrpos 6e3omacHo-
CTH HJIK CHHU3UTH pa3Mep HOTepB B clIydyae ux peailru3alnun.

['1aBHas 1esb aIMHUHHCTPATHBHBIX Mep, MpPeANPUHUMAEMbIX Ha BBICIIEM YIIpaB-

JICHYECKOM ypOBHe — chopmupoBaTh [TOIUTHKY HHDOPMAIMOHHOM 6e3onacHoctu I1/IH

(OTPaXKalOIIYIO0 MOIXOAB! K 3alllkTe MH(QOPMAlMK) U 00ECIIEYNTh e BBIIIOJHEHNe, BhIIe-
Jisis HEOOXOIMMBIE PECYPCHI U KOHTPOIUPYS COCTOSHUE Tl

Peanusauus Tomutuky nHGOpPMALMOHHON Ge30MacHOCTH ITTa B UCITdu cocrosT
13 MEp aIMUHHCTPATHUBHOIO yPOBHS U OPraHM3ALMOHHBIX (MPOLETYPHBIX) MEp 3alIdThl
UH(pOpMAIIUH.

K aaMHHHCTpaTHBHOMY yPOBHIO OTHOCSTCS pelleHHs PYKOBOJICTBa, 3aTparuBaro-
mue festenbHocTs UCTI/IH B nenoM. Dt peutenus 3akperusiiores B TTomuTike uHpop-
MaLMOHHOM Oe3onacHocTH. [TpuMepom Takux PEIIEHUE MOT'YT OBITH:

- IPUHSATHE PEIIeHNs O HOPMUPOBAHUY UIIH TIEPECMOTPE KOMILIEKCHOM IIPOrpaMMBbI
obecrnieyenns 6e3omacHocty I1/1H, OIpeZieTIeHNe OTBETCTBEHHBIX 3a €€ pealu3alluio;

- hopMynMpoBaHKe Lesel, MOCTAHOBKA 3aad, ONpeJieJieHHe HalpaBlIeHWH aes-
TEJIbHOCTH B 001acTu 6e3omacuocty [1/]H;

- IPUHATHE PEIICHUH IO BOIPOCAM PeaU3allii [POrpaMMbl 6e30IIacHOCTH, KOTO-
pBI€ pacCMaTPUBAIOTCS HA YPOBHE YUPEKIECHUS B LIETIOM:;

- obecrieuenrie HOPMATUBHOM (IIpaBOBOIL) Ga3bl BOIIPOCOB OE30IaCHOCTH M T.II.
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ITonuTrka BepXHEro ypoBHS JOJKHA YETKO OYePTHUTH C(epy BIUSHUSI U OrpaHUYe-
HUA IIpY ONpenesieHuy Lened OesonacHoctH [1)H, onpeaenuTs KakuMu pecypcamu (MaTte-
pUaJbHBIC, NEPCOHAN) OHU OYIyT MOCTHTHYTBI M HAWTH pasyMHbI KOMIIPOMHCC MEXTY

MPHEMJIEMBIM YPOBHEM 0€301aCHOCTH M (HyHKLMOHATEHOCTBI0 MICTT/TH.

Ha opranusannonsoM yposHe ornpenensiores POLEAYPHI U IIpaBUIa JOCTHKEHUS
Lened u pereHus 3anad IlommTiuku HHGOPMAHOHHON 6e301IaCHOCTH [T11. OTH npaBuna
OIIPEEIISIOT:

- KaKoBa 00J1aCTh IPUMEHEHNUS TOJIUTHKN 0€30MacHOCTH [1H;

- KaKOBBl POJM ¥ O0A3aHHOCTH JOJDKHOCTHBIX JIHI, OTBEYAIOIIHE 3a IPOBEICHUE
nonmuTuky OesomacHocty IT/IH, a Tak e UX YCTaHOBUTH OTBETCTBEHHOCTE;

- KTO UMeeT npasa foctyna K [1/]H;

- KaKMMH M€paMH¥ U CpeACcTBaMu obecrieunBaeTcs 3amura [1)]x;

- KaKHMH ME€paMHU M CpeJICTBaMK 00eCIeYrBaeTCss KOHTPOJIb 3a COOIOICHUEM BBE-

JIEHHOTO peXkuMa 0€30IMacHOCTH.

OpranusalioHHBIE MEPBI JOJKHBI:

- IpeyCMaTpuBaTh pPErilaMeHT HH(GOPMALMOHHBIX OTHOIIEHHH, HCKIHOYArOIINX
BO3MOJKHOCTb HECAaHKUMOHUPOBAHHBIX IE€HCTBHI B OTHOLIEHHN OOBEKTOB 3aAIUTHL

- OTPEACTIATE KOATULHOHHbIE U MePapXUYeCKe NPUHIHIBI i METOMB! PasrpaHude-
HUs foctyna k I1)1x;

- OIIPEZIEJIATE MOPSIIOK pabOTHI ¢ IPOrpaMMHO-MaTeMaTHYECKUMU ¥ TEXHUYECKHUMU
(ammapaTHple) CPECTBAME 3alUTHI ¥ KPHIITO3AIHTEL U JIPYTHX 3alIUTHBIX MEXaHU3MOB;

- OpraHu30BaTh Mepbl npoTuBonercTBus HCJI monp3oBaTensiMu Ha 3Tamax ayTeH-
TA(HKAIKMK, aBTOPU3ALUM, WAeHTUDHKAIMH, 00eCeunBarOIIHX TrapaHTHU peaTu3aluu

MpaB ¥ OTBETCTBEHHOCTH CyOBEKTOB HH(POPMALIMOHHBIX OTHOILICHHIA.

. OpraHU3aLMOHHBIE MEPBI JIOKHBI COCTOSTH U3:
- pernamenTa jgocrtyna B nomeuienus MCIT/IH;
- IIOPSAIOK NOIyCKa COTPYAHUKOB K MCIOJb30BaHMIO pecypcoB MICITIn Yupexre-

HUS,
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- PCTIAMEHTa NIPOLIECCOB BelleHUs 6a3 DaHHBIX M OCYILeCTBJICHHS MO UKaLH
MH(OPMALHOHHBIX PECYPCOB;

~ PeTIIAMEHTA MPOLECCOB 00C/TYKUBAHUSA U OCYLLECTB/ICHHUS MOJIU(pUKALIUK arlria-
PAaTHBEIX U TPOrpaMMHBIX pecypcoB MCIT/Ix;

- MHCTPYKIMH mosb3oBareneii WCIT Iy (aamunucTparopa UCIT/IH, onepartopa
UCTIIR);

- HHCTPYKIIMS I10JIb30BaTEIs [IPY BOSHUKHOBEHUU BHEIUTATHBIX CHTV&U,HI‘;L

5.4 ®usnveckue Mepbl 32 UTHI

Dusnyeckne Mephl 3alIUThl OCHOBAHBI Ha NMPUMEHEHHHU PAa3HOI0 POjaa MeXaHu4ye-
CKHX, 3JIEKTPO- UJIM 3JIEKTPOHHO-MEXaHUYECKUX YCTPOHCTB M COOPYKEeHHUi, ClelnaabHo
NPCAHASHAYCHHBIX NUIA CO3aHUA (DU3MYECKUX TPEISTCTBUN HA BO3MOMKHALX yTSAX IPO-
HUKHOBCHHA M NOCTyNa MOTEHUMANBHBIX HApYIIUTEeld K KOMIIOHEHTAM CUCTEMBI U 3a-
LMIaeMOK HHOPMALIKK, a TaKKe TeXHUYEeCKHX CPEICTB BU3yaJbHOIO HAOMIOAeHUSI, CBSI-
31 U OXpPaHHOW CUTHAJIH3aLUH,

Pusryeckas 3aliuTa 31aHMM, TIOMEILUEHHH, 00BEKTOB U CPECTB MHDOPMATH3ALUH
AOJIKHA OCYILECTBIATBCS IIyTeM YCTaHOBJIEHHUS COOTBETCTBYIOIIUX ITOCTOB OXPAHBI, C M10-
MOILBIO TEXHHYECKUX CPEJCTB OXPaHbl WU JIIOOBIMU APYTHMH CIIOCO0aMHM, MpeaoTBpa-
HHAIOIMMH HIIM CYILIECTBEHHO 3aTPYIHSIOIIMMH MPOHHUKHOBEHHE B 3J1aHHe, MTOMELIeHUs
HTOCTOPOHHUX JIHLI, XHIIEHHE HH(YOPMALHOHHBIX HOCHTENEH, CaMUX CpecTB uH(poOpMaTH-
3al1H, HCKIIOYAIOIMMH HAXOXKEHUE BHYTPH KOHTPOJIMPYEMOH (OXpaHseMOl) 30HbI TeX-

HUYECKHX CPeCcTB Pa3Be/1KH,

5.5 AnnapaTHO-nporpaMMHbIe cpeacrsa 3amuthbl [1/1n
Texuuyeckue (anmapaTHo-mporpamMmMHbie) MEPbI 3aLIMTBI OCHOBAHBI HA MCIIOJIB30-
BaHUH pas/InaHBIX JIEKTPOHHBIX YCTPOHCTB M CIIELUATBHBIX IIPOTPAMM, BXOIAIIHX B CO-
ctaB MICTI/IH 1 BBINIOTHSIOWMX (CAMOCTOATENbHO HITH B KOMILIEKCE ¢ JIPYTUMU CpeCTBa-
MH) QYHKLMU 3aIUTH! (MAEHTH(QHKALNIO U ayTeHTU(HUKALMIO M0Jb30BaTelNell, pa3rpaH-
HCHHAC ZIOCTyNA K pecypcaM, perucTpaluto coObiTHiA, Kpunrorpaduyeckoe 3aKpBITHE HH-

(opmanmu u T.1.).



C ydeToM Bcex TpeGOBaHHM M NMPHHIHIOB 06eCNEYeHHS 6Ge30NaCHOCTH [IIz B
HUCII/[l# 1o BceM HampaBIeHMSM 3alllUTHl B COCTAB CHCTEMbI 3alUTEHl JOJIKHBI OBITH
BKJIIOY€EHBI CIIEAYIOIINE CPEICTBA:

- CpelicTBa MICHTU(QUKALUK (OIIO3HABAHHMS) H ayTeHTUGHUKALUK (TOATBEPKIECHNS
IOJTMHHOCTH) TIoJ1b30Bareseit UCIT/Ix:

- CPEICTBA pasTpaHUYeHUs! JOCTYIIA 3aperUCTPHPOBAHHBIX MOJIB30BATENEH CHCTEMBI
K pecypcam UCIT/Ja Vupexnenus:

- CPeACTBa 00ECIIeYeHUs U KOHTPOJIS LETOCTHOCTH [POrPAMMHBIX ¥ uH(popMaIu-
OHHBIX PECYPCOB;

- CPEICTBA OIICPATUBHOIO KOHTPOJIS U PETUCTPALIMU COOBITHI 6e30MacHOCTH;

- KpUnrTorpaduyeckue cpeacTsa 3amuts [1/]H.

Ycnentoe npuMeHeHHe TEXHUYECKHX CPEICTB 3alliThl Ha OCHOBAHHUM [IPUHIUIIOB
(paszen 5) mpenmnosnaraer, 4TO BHIMOJHEHHE MEPEUNCICHHBIX HIDKe TpeboBaHu# obecre-
CHO OpraHM3AlMOHHBIMK (aAMMHUCTPATUBHBIMM) MEPaMU M HCIIONb3YEeMBIMH (H3Ude-
CKHMH CpPe/ICTBAMH 3aILATHI:

- obecreveHa (Gpu3nYecKas MeTOCTHOCTh BCEX KOMIIOHEHT NCII/Ix;

- K&K/l COTpyaAHUK (nosb3oBatens MCII/IH) umy rpymma mons3oBarenell  uMeer
YHUKaJIbHOC CHCTEMHOE HUMSI U MHUHUMAJILHO H606XOHHMbIe HJIs1 BBITIOJTHEHUS WM CBOMX
(DYHKIIMOHABHEIX 00S3aHHOCTE ! TIOITHOMOYHS 1O JOCTYILy K pecypcam CHCTEMBI;

- B UCIIIn VupexneHus paspaboTka W OT/IamKa IPOrpaMM OCYLIECTBISETCS 3a
npenenamu ICIT/IH, Ha ucnbITaTenbHBIX CTEHAAX;,

- BCC M3MEHEHHMs KOH(QUIypauuu TeXHHYeCKHX W MporpamMMHbIX cpexcts MCII/n
IPOUSBOLATCA CTPOTO YCTAHOBIEHHBIM IOPSIAKOM (PETUCTPUPYIOTCS. U KOHTPOIUPYIOTCS)
TOJIbKO Ha OCHOBAHHMM PACHIOPSDKEHUH PYKOBOACTBA YUpeKICHHS;

- CeTeBoe 000pyJoBaHKe (KOHLEHTPATOPbI, KOMMYTATOPEI, MapIUIpyTH3aTOPhl |
T.IL.) PacroyaraeTcss B MecTaX, HeJOCTYITHBIX IS MIOCTOPOHHHUX (CHELHATBHBIX TOMEIIle-
HUSX, IKadax, | T.11.).

- CHIEUMATHCTAMH YYPEXIEHUs OCYIIECTBIIAETCS HEMPEPhIBHOE YIIPABIEHHE U ajl-

MHHHCTPAaTUBHAA IMOANEPIKKaA Q)YHKIIHOHHPOBEIHI/IH CpEACTB 3allUTHI.
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6 KonTpoub ypdekTuBHOCTH CHETEMBI sammTel UCIIAH Yupexaenus

Kontpons sdppexrusroctn C3I1/1n nomken OCYLUECTB/ISAETCS HAa MEPUOIUYECKOMN
ocHoBe. Lleibio KOHTpoONs 3hheKTHBHOCTH sBISETCS CBOCBPEMEHHOE BBISIBJICHHE HEHAJI-
Jexalmnx pexxumMoB pabotsl C3I1/IH (oTkI04yeHne CPEIACTB 3alMTEl, HAPYIIEHUE PEXKH-
MOB 3allIMTBI, HECAHKLIMOHMPOBAHHOE H3MEHEHHE PeXUMA 3ALIUTEL U T.IL.), @ TaK [IPOrHO-
3UpOBAHUE U IPEBEHTUBHOE pearupoBaHUe Ha HOBBIE YIPO3bl GE30MACHOCTH [1/1n.

KOHTPONIb MOXKET NPOBOAUTHCH Kak anmunucTparopom MCIT/IH (onepaTtusHsiit
KOHTPOJIb B [TpOLecCe HHPOPMAILIMOHHOTO B3aUMO/1eHCTBHS B HUCI1/In), Tak u npusiexae-
MbIMH JULs 5TOH LM KOMIETEHTHBIMU OPraHU3alusAMU, HMEIOLIUMU JIMLEH3UI0 HA TOT
BUI N€ATENbHOCTH, a Takke PCTIK Poccun u ®CB Poccuu B npeaenax ux KOMIIETEH-
HH.

KoHTposb MokeT ocylecTBasThes aamMuaucTparopoM MCIT/IH, kak ¢ MOMOIIBIO
IITAaTHBIX CPENCTB CUCTeMbI 3aluThl [T/IH, Tak M ¢ MOMOLUBIO ClIeHATLHEIX IIporpaMm-
HBIX CPEICTB KOHTPOJIS.

Ouetka s hekTHBHOCTH Mep 3aiuThI [T poBoanTCS ¢ HCMOIB30BAHKEM TeXHH-
HCCKUX W IIPOTPaMMHBIX CPEACTB KOHTPOJIS Ha MPEAMET COOTBETCTBUS YCTaHOBJIEHHBIM

TPEOOBAHHUSIM.



7 Cepnl oTBeTCTBEHHOCTH 32 0esonacuocts I1/In

OTBeTCTBEHHBIM 3a PaspaboTKy Mep i KOHTPOMb Haj ObecreYeHem Oe3onacHoCTH
HCPCOHATIBHBIX TAHHBIX ABJISAETCS PYKOBOAUTEH Yupexnenus. Pykooanrens Moxer re-
JICTUPOBATD  MONHOMOYHS 10 O0ECTIeYeHUI0 6e30MacHOCTH [IEPCOHANIBHBIX JAaHHBIX CIIe-
HHABHO HA3HAYEHHOMY pPabOTHHKY YupexieHus. Cdepa orBercTBEHHOCTH BKTIOUaET
CICAYIOIINE HanpaBlieHus o0ecreveHus 6e30nacHOCTH [T/{n:

- [InanupoBatue u peanusanus Mep 110 obecreveHn o 6e30macHoCTH [T/1H;

- AHaJIU3 yrpo3 6e30MacHoCTH [T/1H;

- Paspaborky, BHempenue, KOHTPOJIb MCTIONHEHHS ¥ MOAAEPKAHHE B aKTYalbHOM
COCTOAHMHU TIONMTUK, PYKOBOJICTB, KOHIIEMIIUA, IPOLIENYp, PerlamMeHTOB, HHCTPYKLUH U
APYTHX OPraHU3alMOHHBIX JOKYMEHTOB 110 06eCIeYeHMIO 0€e30MacHoOCTH;

- Konrtpons 3aummentnoctu UT uHQpacTpykTyphl Komnauuu ot yrpos Ub Iy TeMm;

- OGy4enue u HH(OPMUPOBaHKE MOJB30BaTECH UCIIdn, o nopsake paGoTsl c
[1/1H u cpencTBamu 3aIUTHI;

- IlpenoTBparenue, BbisBicHMe, pearipoBaHWe M paccliefloBaHHe HapyIlIeHuit

0esonacHocTH [1/1H.

[lpu B3aumoneiictBru co CTOPOHHHUMHM OpraHU3alUHUsIMHU B CIy4asx, KOIua COTpy/i-
HHKaM 5THX OpraHu3allui MpenocTaBiseTcs AOCTYN K 0OBEKTaM 3aIluThl (pasen 3), ¢
ITUMHU OpPraHM3aLMAMH [OJDKHO GbITh 3akmodeHo «CornarieHue o KOH(QUIEHIHAIBHO-
¢y, anbo «Cornaiuene o coboneHHN pexxuMa OesonacHocTd [T/[H npy BeINOIHEHUHN
pador B UCI1/In». [Toarotoska THIIOBBIX BApHAHTOB 3THX COIVIALIEHUH OCYIIecTBIseTCs

coBMecTHO ¢ FOpuanyeckum otnenom.
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8 Mopnesns HapymuTess Gezonacuocru

Ilon napymmrenem B YupexieHud moHuMaeTcs JHULO, KOTOPOE B Pe3yINbTaTe
YMBIIUICHHBIX UM HEYMBIIUICHHBIX JEHCTBUN MOXKET HAHECTH yuepd oObeKTaM 3aLuThl
(pazmen 3).

Hapymmrenu nonpasnensiores mo npusHaky npuHaainexsHoctu Kk UCIT/Iu. Bee Ha-
PYLIATENN AEJISITCS Ha JBE TPYIIIbL:

® BHCUIHHC HAPYLIMTETH — QU3MYECKUe JTHLA, He UMEIOLIHe [paBa npeObIBaHUS
Ha TCPPUTOPUM KOHTPOJIMPYEMOU 30HBI, B Ipelenax KOTOPOi pasmelaercs
obopynosanue UCII/IH;

¢ BHYTPCHHHE HApYIIUTEIN — GU3HYECKHE JHUIIA, UMEIONIHE IPAaBO npeObIBaHMS
Ha TEPpUTOPHH KOHTPOIMPYEMOU 30HBI, B IpeJenax KOTOpPoi pa3Meriaercs
o6opynosanue MCI1/IH.

Knaccuduxanus vapymmureneii npencrasieHa B Mozenu yrpos 6e30nacHOCTH 1ep-

COHAJIBHBIX MaHHbIX Kakaou VCIT/IH.

34



9 Moaenas yrpos 6ezonacuoctu

Mt UCITJe VapexneHus BbIIeIsioTes CICAYIOINE OCHOBHBIE KAaTE€TOPHU Yrpo3

6e3zonmacHoCTH IIEPCOHAJIBEHEIX JaHHBIX:

1) Yrpossr o yTeukn mo TexHHUECKHM KaHATAM.
2) Yrpo3ssl HECaHKIIMOHUPOBAHHOTO IOCTYIIa K HH)OPMALIUK:

- YIpo3sl YHUUYTOKEHUS, XUIIEHUS annapatHbeix cpeacts MCIT/Ia aocurenei
HH(POPMALUH [yTeM QU3NYECKOro Aoctyna K snementam VICIT/]x.

- Yrpo3sl xumienus, HECAHKLIMOHUPOBAHHON MOAM(DUKALINY WK GIIOKMPOBa-
HUs UH(OPMAIUH 3a cyeT HecanKunonuposanHoro gocryna (HC/) ¢ npumenernem
HpPOTPaMMHO-AIIIIAPATHBIX M [POIPaMMHBIX CPEJACTB (B TOM 4YHCIIe IPOrpaMMHO-
MaTeMaTUYeCKUX BO3IeHCTBHM).

- YIpo3bl He NpefHAMEPEHHBIX HelCTBHH MONb30BaTeNel U HapyLIeHUH
Oe30macHOCTH (GyHKIHOHUPOBAHHUS UCITds u C3I1[IH B ee cocTaBe W3-3a cOOEB B
MPOTPaMMHOM 00eCTIeYeHHH, a TaK)Ke OT yIpo3 HEaHTPOIIOT€HHOTO (c6oeB amnmapa-
TYPBL HM3-3a HEHA[EKHOCTH IJIEMEHTOB, COOEB 3JIEKTPONMTAHUS) M CTUXHIHOIO
(y1apoB MOJIHH, [0KapOB, HABOJHEHMUI 1 T.II.) XapakTepa.

- YIpo3sl IpeiHaMepeHHBIX AeHCTRHIH BHYTPEHHHX HapPYIIUTENIEH.

- YTPO3bl HECAHKIIHOHUPOBAHHOTO OCTYIIA T10 KAHATAM CBSI3H.

Onucanue YI'PO3, BEPOATHOCTH HUX peainu3anuy, OIIaCHOCTh U AKTYaJIbHOCTE IIpen-

CTaBlieHbI B MoJenu yrpo3 6e30macHOCTH MepCOHATBHEIX JaHHbIX Kaxaou MCIT/Ix.




10 Mexanusm peanmsamnn Konuenuun
Peanuzanus Konnenuuu nomkua OCYIIECTBIISATECS] HA OCHOBE IEPCIEeKTUBHBIX IIPO-

I'PaMM H IIJTAaHOB, KOTOPBIE COCTABJISIFOTCS HA OCHOBAHUU U BO HUCIIOJIHEHHE:

- (eztepanbHBIX 3aKOHOB B 061acTH 06ecedeHus! UH(QOPMAITHOHHON 6€30MaCHOCTH

U 3alIUThI UHDOPMAILUH;
- noctaHoBneHui [IpaButenscrea Poccuiickoi Denepannu;

- PYKOBOMIIIHX, OPraHU3alMOHHO-PACTIOPSAUTENBHBIX U METOINYECKHX JOKYMEH-
ToB PCTOK Poccuy;

- motpebrocreit ICIT/IH B cpeacTBax obecrneyenus 6e30macHOCTH HH(OPMAaLIUH.
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11 Oxnnaembrii 3dpdexr ot peanmzanun Konuenuun

Peanusanust Konnenmmu 6e30macuocty [1/1a 8 UCIT/1s mo3BOIHT:

- OLCHUTE COCTOAHMe OesomacHoct uH(popManuu WCTIIH, BEISIBAT HCTOYHMKH
BHYTPEHHUX M BHEIIHMX yIpo3 MH(OPMALMOHHON Ge30MacHOCTH, ONPEIEUTh IPUOPH-
TETHBIE HANPABIICHUS MPEIOTBPALLEHNS, OTPAKEHUS U HEHTPATH3AIIHNH YTHX yIpos3;

- pa3paboTaTh pacrnopsauTeNbHbIE U HOPMaTUBHO-METOANYECKHE JOKYMEHTHI MpH-
MeHuTeabHO K UCIT/H;

- IPOBECTH Kiaccuukanuio i cepruduranmio UCIT/Ix;

- IPOBECTH OpraHM3alMOHHO-PeKUMHbIE M TeXHHYECKHE MEPOTIPHSTHS 10 obeciie-
deHuro 6esonacHocTy I1/]H B NCIT/Ix;

- 0becreYnTh HeOGXOAUMBIH YPOBEHB 6e30MaCHOCTH 06BEKTOR 3QIUTEHI.

OcyluecTBlIeHHe STHX MepONpPUATHIl 0BeCHeYnT CO3naHue €IUHOM, LeIIOCTHOU U
CKOOPAMHHPOBAaHHOW CHUCTEMB! UH(DOPMAIMOHHONH 0e30MacHOCTH WCII/Iz u co3nact yc-

JIOBHS 711 €€ JajJbHeHIero COBEPILIECHCTBOBAHUS.



12 Cnmcok Henosib30BAHHBIX HETOYHHKOR

OcHOBHBEIMU HOPMAaTHBHO-NIPABOBBIMU ¥ METOIHYECKUMHU JNOKYMEHTaMH, Ha KOTO-
peIx Oasupyetcst HacTosmee ITooke e SBISIOTCS:

I Denepanpueiii 3akon or 27.07.2006 r. No 152-®3 «O nepcoHanbHBIX JAHHBIX
(manee — @3 «O nepcoHaTBLHbIX JAHHBIX»), YCTAHABIMBAIOIIMN OCHOBHBIE IPUHIUTIEL |
ycnous 06pabotku 111, mpasa, o6I3aHHOCTH 1 OTBETCTBEHHOCTH YYaCTHHKOB OTHOLLIE-
HUH, CBSI3aHHBIX ¢ 06paboTkoit [1/]H.

2 «Ilonoxenue 06 obecreyeHny 6e30IaCHOCTH [IEPCOHANIBHBIX JAHHBIX TIPU UX 00-
paboTKe B MH(POPMALHOHHEIX CHCTEMAX [IePCOHANBHBIX NaHHBIX», yTBepkKAeHHOoe [locTa-
HoByienueM IlpaBurensersa PO or 17.11.2007 r. No 781

3 «ITopsinok mpoBenenus KJIaCCHpUKALNE UHPOPMALIHOHHBIX CUCTEM IIePCOHAITb-
HBIX TaHHBIX», YTBEP)KAEHHBIA COBMECTHBIM [Ipuxazom ®CTIK Poccuu No 55, ®CB Poc-
cur Ne 86 1 Munnapopmesszu PO Ne 20 ot 13.02.2008 .

4 «ITonoxenre 06 0coGEHHOCTSX 00pabOTKU TIepCOHANBHBIX TaHHBIX, OCYILIeCTB-
JIIEMOH 0€3 MCIIOIB30BaHUS CPEICTR aBTOMAaTU3aLuW», yTBep)KaAeHHoe [locTaHoBIeHneM
IIpasurenscra PO ot 15.09.2008 . No 687.

5 «Tpe6GoBaHUsS K MaTepHaIbHBIM HOCHTENSIM OMOMETPUUYECKHX MePCOHATBHBIX
AQHHBIX M TEXHONOTUAM XPAaHEHHS TAKUX JNaHHBIX BHE MH(DOPMALMOHHEIX CHCTEM nepco-
HAIIPHBIX JTaHHBIX», yTBepkaeHHble [ToctanoBnenuem [TpaButensersa PO ot 06.07.2008
r. Ne 512.

6 HopmaruBHO-MeTOmMeCcKHE MOKyMeHTbl DesiepabHoil CiIyKOBI [0 TeXHUYECKO-
MYy ® SKCIEpTHOMY KOHTpomo Poccuiickoit ®enepargmu (manee - ®CTOK Poccunu) mo
obecneyenuto GesornacHoctu 1] npu ux oopadborke B UCIT/H:

7 PekOMeHIaIuH 110 o6ecredeHnio 6e30MacHOCTH TIEPCOHANIBHBIX JaHHBIX IIPH HX
00paboTke B MHDOPMALMOHHBIX CHCTEMAX [IepCOHATBHBIX JaHHBIX, YTB. 3aM. TUPEKTOpA
PCTOK Poceun 15.02.08 r. (JICII)

8 OCHOBHBIE MEPONPHSTHS 10 OPraHU3ALMY U TEeXHUYIECKOMY obecrieueHno 6e30-
MAacHOCTH MEPCOHATBHBIX NaHHBIX, 00pabaThIBAEMbIX B HH(GOPMALMOHHBIX CHCTEMAX nep-

COHATIbHBIX TaHHBIX, YTB. 3aM. rupexTopa ®CTIK Poceuu 15.02.08 . (ICIT)
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9 BaszoBas Mozels yrpo3 Ge3onacHocTH MEPCOHANIBHBIX JaHHBIX TIPH UX 00paboTKe
B MH()OPMALMOHHBIX CHCTEMAX IepCOHAIBHBIX HaHHBIX, YTB. 3aM. aupekxtopa ®CTIK
Pocenn 15.02.08 r. (JCIT)

10 Meronuka onpenenenus akryansHbix YIpo3 0€30IacHOCTH MEePCOHATBHBIX IaH-
HBIX TIPH UX 00pabOoTKe B HH(POPMALIMOHHBIX CHCTEMAX IEPCOHANBHBIX JaHHBIX, YTB. 3aM.

aupexTopa @PCTOK Pocernn 15.02.08 r. (JCII)
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