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1. TepMuHbI U ONIpeeICHUS.

1.1. B nactosiueit [lonutuke UCHonb3yl0TCs CAEAYIOIMINE TEPMUHBI U ONIPEEICHUS:
Ilepconanvuvie oannvie (0anee — I/[n) - nrobas nHGOPMAIIHS, OTHOCSIIASICS K TIPSIMO
WIM KOCBEHHO OIPENICJICHHOMY WM ompenenseMomMy (usuueckomy muily (CyObeKTy
I11n).

Onepamop - TOCYJIapCTBEHHBIM OpraH, MYHHULMIAIbHBIM OpraH, IOPUANYECKOE WIH
busznyeckoe JMIO, CaMOCTOSITENIbBHO WM COBMECTHO C JPYI'MMHU  JIMLAMHU
opraHm3yromme 1 (W) ocymecTBisomme oopadorky I1/IH, a Takxke omnpenensronue
e oopabotku I1JIH, cocta I1/IH, momiexanux o0paboTKe, ACHUCTBUS (OTEpalun),
coBepuiaemsie ¢ [1/1H.

Oopaoomka II/[n - nmoboe neiicTBhe (omepamusl) WIA COBOKYITHOCTH JEHCTBHUI
(omepanuii), coBepIIaeMbIX C HCIIOJIb30BAHUEM CPEJICTB aBTOMATH3AllMM WU 0e3
WCIIONB30BaHus Takux cpenctB ¢ [1JIH, Bkmrowas cOop, 3amuch, CHUCTEMAaTH3AIIHIO,
HaKOIJICHUE, XpaHeHWe, yTouyHeHHWe (OOHOBJICHME, W3MEHEHHE), W3BICUCHHE,
UCIIOJIb30BaHUE,  mepenady  (pacnpoCTpaHEHHWE,  IMPEJOCTaBlIEHUE,  JOCTYyI),
o0Oe3nnunBanue, OJIOKUPOBaHUE, yaaneHue, yHuutoxenue [1/1H.
Aemomamu3zuposannan oopaoomka II/[n - o6padotka IIJI[H ¢ momoImipI0 CpPeaCTB
BBIYHUCIIUTEILHON TEXHUKH.

Pacnpocmpanenue II/[n - pneuctBus, HanpaslieHHble Ha packpeitue [1JIH
HEONpEIEICHHOMY KPYTY JIULI.

Ilpeoocmagnenue II/[n - nelicTBus, HanpaBleHHble Ha packpbitue [IJIH
ONPEICTICHHOMY JIUIY WX ONPEIeICHHOMY KPYTY JIUII.

bnokupoeanue Il/[n - BpemenHoe mpekpaiienue oopadotku I[1/[x (3a ucKItOUeHHEM
ciIy4aeB, eciii 00paboTka HeoOxoauMma i yrounenus [1/1x).

Yuuumoorcenue Il/[n - neiictBusi, B pe3ysIbTaTe KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM
BoccTaHOBUTH cojepxkanue [1[ln B UCII[H wu (wim) B pe3yiabTare KOTOPBIX
YHHAYTOXKAIOTC MaTepuanbHble HocuTenu [1]1H.

Ooesnuuusanue Il/[n - 1eUCTBUS, B PE3YJIbTATE KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM
0e3 HCIOJIb30BAHUS JOTIOJHUTENBHOW HMH(POPMALMK ONPENETUTh MPUHAAIEKHOCTD
[T xonkpeTHOMY cyOBeKTy [1/]H.



Hugopmayuonnaa cucmema nepconanvuvlx oanuvix (danee — HCIn) -
COBOKYITHOCTb cojepkammxcss B 0Oa3zax pgaHHbiXx [IJlH m oOecmeumBarommx Hx
00paboTKy MH(MOPMAITMOHHBIX TEXHOJIOTHA U TEXHUYECKUX CPEJICTB.

Tpancepanuunaa nepeoaua Il/[n - nepenava IIJIH HA TEppPUTOPUIO WHOCTPAHHOIO
rocyapcTBa OpraHy BJacTH  HWHOCTPAHHOTO  TOCYJapCTBa, HHOCTPAHHOMY
(hU3UYEeCKOMY JIMITY WM HHOCTPAaHHOMY IOPUANYECKOMY JIHILY.

2. HaznayeHnue u nmpaBoBasi OCHOBa JOKYMCHTA.

[Momutuka 'KYCO BO «KonpuyrnHCKU# COIMaNbHO-PEaOUTUTAITMOHHBINA IEHTP IS
HECOBEPIIICHHOJETHUX» (manee — YUpexAeHHEe) OmpenenseT CHUCTeMY B3IJISIIOB Ha
npobiieMmy obecnieueHus: 6ezonacuoctu [1/[0 u npeacrasiasier codol cHCTEeMaTU3UPOBAHHOE
W3JIOKEHHUE IMeJIe M 3ajlay 3allluThl, KaK OJHO WJIM HECKOJbKO TMPaBWI, MPOLEAYP,
MPAaKTUYECKUX IPHEMOB M PYKOBOMSIIMX IPUHIMIIOB B 001acTH WH()OPMAITMOHHON
0€30macHOCTH, KOTOPBIMU PYKOBOJICTBYETCS YUpPEKIECHUE B CBOSH JEATEIHHOCTH, a TAKKE
OCHOBHBIX MPHUHIMIIOB MOCTPOEHUS, OPraHU3aIMOHHBIX, TEXHOJIOTUYECKUX U MPOLEITYPHBIX
acrekToB obecnieueHus 6e3zonacuoctu [1/]H.

3akoHodaTeibHOM  ocHOBOM  Hacrosiied  [lomutuku — sBisitoress  KoHcTuTynums
Poccuiickon ®@enepaumu, ['paxxmanckumnt m TpynaoBon Kouekchl, PenepanbHbli 3aKOH OT
27.07.2006 No 152-®3 «O mnepcoHaJbHBIX JAHHBIX», 3aKOHBI, YKa3bl, MOCTAHOBJICHU,
Ipyrue HOPMAaTHBHBIE JOKYMEHTHI JEHCTBYIOIIETO 3aKOHOJATeNbCTBA Poccuiickoit
®enepanuu, 10KkymeHTel DCTIOK u ®CB Poccun.

Ucnonw3oBanue nanHoi [[oJUTHKY B KA4ECTBE OCHOBBI JIJIsI IOCTPOCHUSI KOMITJIEKCHOM
cucteMbl nHDOpManuoHHON Oe3omacHocTh [1/[H YupexaeHus Mmo3BOIUT ONTHUMH3UPOBATH
3aTpaThl HA €€ MOCTPOCHHUE.

IIpu paspaborke I[lOTUTUKM YYUTHIBAIUCH OCHOBHBIC TIPUHIMIIBI  CO3JAHUSA
KOMILJIEKCHBIX CcHCTeM oOecreueHusi 0e30macHOCTH WHGOPMAIUM, XapaKTEPUCTUKH U
BO3MOXXHOCTH OPTaHU3allMOHHO-TEXHUYECKUX METOJI0B M COBPEMEHHBIX alllapaTHO-
MIPOTPAMMHBIX CPEJICTB 3aIIUTHI M POTHBOICHCTBUS yIpo3aM 0€30MacHOCTH HH(pOpMaIIHH.

OcHoBHble monoxkeHus [lomuTuku Oa3upyrOTCs HA KA4YEeCTBEHHOM OCMBICICHHUH
BOIIPOCOB 0€30MacHOCTH HMH(pOpMaUM W HE 3aTPardBalOT BOIMPOCOB 3KOHOMHYECKOTO
(KOTMYECTBEHHOT0) aHallu3a PUCKOB M OOOCHOBAaHUS HEOOXOMUMBIX 3aTpaT Ha 3alUTy
uHpopmanuu.

3. OcHoBHBIE 00BbEKTHI cucTeMbl Oe3onacHocTu I1/1H.

OcHOBHBIMHU 00beKTaMU cucTeMbl Oe3onacHocTu [1/H B Yupexnenuu sBisitoTcs:

- UH(OpMaLIMOHHBIE PECYPChI C OTPAaHUYEHHBIM AOCTYIIOM, coaepskamiue [1/H;

- ipouieccbl 00pabotku [1/1n B UCII/IH Yupexnenus, tHPOpMallMOHHbIE TEXHOIOTUH,
perjiaMeHTbl M TpoueAaypsl cOopa, 00pabOTKH, XpaHEHUs U IepeAaud HHpopmauy,
NePCOHAI MOJIb30BaTENEeN CUCTEMBI U €€ 00CITYKUBAIOIIUH epCOHAT;

- nH(pOpMalMOHHAs MHPPACTPYKTYpa, BKIIOUAIONIAs CUCTEMbI 0OpaOOTKM M aHaIu3a
uHpopMaIMK, TEXHWYECKHEe W TPOrpaMMHBIE CpEICTBa €€ 00paboTKH, Mepeaadyn u



O0TOOpa)KeHHs, B TOM YHCIIEC KaHAJIbI MH(POPMAIMOHHOTO OOMEHAa M TEJIeKOMMYHHKAIIUH,
CHUCTEMBl M CpEACTBAa 3aIIUThl HWH(OPMAIMU, OOBEKTHl W TIOMEUICHHS, B KOTOPBIX
PacroioKeHbl TEXHUUECKHE cpeacTBa oopadboTku [1/]H.

4. I/IHTepeCLI 3aTparuBaceMbIX Cyﬁ'beKTOB I/IH(l)OpMa]_[HOHHBIX OTHOILIEHMIA.

CyObexktamu mHGOPMAIIMOHHBIX OTHOIIEHUN mpH oOecmedeHnn OesomacHoctu I1/(H
VYupexaeHus BIsIOTCS:

- Yupexaenue, kak coOCTBEHHUK HH(POPMALIMOHHBIX PECYPCOB;

- PYKOBOJICTBO U COTPYJIHHUKU YUPEXKACHUS, B COOTBETCTBUU C BO3JIOXKEHHBIMU Ha HUX
(QyHKIUSAMY,

- (u3nUecKue Jula, He SBISIOIIMECS COTPYAHUKAMU YUPEKIEHUS, HO UMEIOIIUMHU C
HUM OTHOIIEHUS B c(hepe COLMaTbHOM 3alUThl HACETICHUS.

[lepeuncnennpie CyOBEKThl WH(POPMAIMOHHBIX OTHOIIEHUIH 3aMHTEPECOBAHBI B
oOecreyeHuu:

- CBOEBPEMEHHOI0 JJ0CTyMa K HeooxoanMbiM uM [1/1H (ux gocTynHOCTH);

- IOCTOBEPHOCTH (MOJIHOTHI, TOYHOCTHU, aI€KBATHOCTH, Lies1ocTHOCTH) T1/1H;

- KOHQUACHIIMAIBHOCTH (coxpaHenus B Taitue) [1/1H;

- 3aLIUTHI OT HABSI3bIBAHUS UM JIOKHBIX (HEJOCTOBEPHBIX, UCKaXeHHBIX) [1/1H;

- pasrpaHUuY€HUs OTBETCTBEHHOCTH 3a HapyUWIEHUs MX MNpaB (MHTEPECOB) H
YCTaHOBJICHHBIX TIpaBuil oopamenus ¢ [1/1x;

- BO3MOKHOCTH OCYILIECTBJICHUSI HENPEPHIBHOTO KOHTPOJISI U YIPABIEHUS IpoLeccaMu
00paboTku u nepenayuu [1/1H;

- 3auThl [1/IH OT HE3aKOHHOTO PacIpPOCTPAHECHHUS.

4.1.11esm 3a1MTHI.

OCHOBHO 11€71b10, Ha TOCTHKEHHE KOTOPOW HaIlpaBJ€Hbl BCE MOJOKEHUS HACTOSIIEH
[Tonutuku, sBAsSETCS 3amUTa CyOBEKTOB MH(POPMAIMOHHBIX OTHOIICHUN YUpPEKICHUS OT
BO3MOXXHOTO HAaHECEHHs] UM MaTepHaIbHOr0, (U3UYECKOT0, MOPAIBLHOTO WM HWHOTO
yiiep0a, TOCPEICTBOM CIy4alHOTO WM TpeaHaMepeHHOro BoznevctBus Ha [I/H, ux
HOCHTEJIH, TIPOIIECCHI 00PaOOTKH M TIEpETayH.

VkazaHHas 1elb JOCTHraeTcs TMOCPEACTBOM OOECHEYeHUs] U IMOCTOSIHHOTO
MOJICPKaHUA CleayromuXx cBoucTB I1/1H:

- JIOCTYITHOCTH IS JIETAJIbHBIX TMOJb30BaTeeil (yCTOWYMBOTO (DYHKIIMOHMPOBAHUS
WH(OPMAITMOHHBIX CUCTEM Y UPEKICHUS, TIPH KOTOPOM TOJIL30BaTEIId UMEIOT BO3MOKHOCTh
nosydeHus: HeoOxoauMbIX [1/IH u pe3ynpTaToB pelieHus 3aaay 3a MpUEMIIEMOE JUIsl HUX
BpeMs);

- IEJIOCTHOCTH M AayTEHTHYHOCTU (moarBepxaeHue aBTopctBa) I[1/[H, XpaHUMBIX U
oOpabaTpiBaeMbIX B HWH(MOPMAIMOHHBIX CHCTEMax VYUpPEeXKACHUS W TIepelaBaeMou IO
KaHaJIaM CBSI3U;

- KOH(PUACHIMAIBHOCTH - COXpaHEHUs B TaiiHe omnpeneiaeHHol yactu [1/1H, XpaHUMBIX,
0o0pabaThIBaeMbIX M MEPEAABAEMBIX IO KaHAJIAM CBSI3H.



Heobxoaumplii ypoOBEHb TOCTYMHOCTH, IEIOCTHOCTH U KoHpuaeHuuambHocTH [1J[H
o0OecrieuynBaeTcs COOTBETCTBYIOUIMMU MHOXECTBY 3HAYUMBIX YIpO3 METOJaMu U
CpPEACTBaMH.

4.2.0cHOBHBIE 3a/1a491 cCHCTeMbI o0ecnieuenus 0ezonmacHocTu I/ n

JIist JOCTHXKEHUsI OCHOBHOM LI€TM 3alllUThl U o0ecrieueHusl yKa3aHHbIX cBoWcTB [1/IH
cucremMa  obOecriedeHuss MH(POPMAIMOHHOW  0O€30MACHOCTH  YUpEeXIACHUS  JOJDKHA
obecrieunBath A3 (PEKTUBHOE pellIeHUE CIEeTYIONTUX 3a1a4:

- CBOEBPEMEHHOE BBISBJIICHHE, OLEHKA M MPOTHO3UPOBAHUE MCTOYHUKOB YTPO3
MH(POPMAIIMOHHON 0€30MacHOCTH, NPUYUH M YCJOBHM, CIOCOOCTBYIOIIMX HAHECEHUIO
yiiepba 3auMHTEPECOBAaHHBIM CyOBbEKTaM HMH(POPMALMOHHBIX OTHOILIECHUHM, HAPYUICHUIO
HOPMAJILHOTO (PYHKIIMOHUPOBAHUS HHPOPMAIIMOHHBIX CUCTEM Y UPEXKICHUS,

- CO3JJaHME MEXaHW3Ma OIEPATUBHOTO pearupoBaHUs Ha Yrpo3bl 0E30MacHOCTH
uHGOpPMAIIUU U HETaTUBHbIE TEHACHIINU;

- CO3JIlaHME€ YCIOBHM JUIsi MHUHMMH3AIMM M JIOKAJIM3AlMd HAHOCHMOTO Yyinepba
HENPAaBOMEPHBIMU  JIEHCTBUSIMU  (PU3MYECKUX U  IOPUIMYECKHX JIMI, OcJabieHue
HEraTUBHOIO BIIMAHMUS W JIMKBUAAIMS TOCJIEACTBUM  HapylleHHs Oe30MacHOCTU
uH(popmauy;

- 3alMTy OT BMENIATENIbCTBA B TMPOIECC (PYHKIMOHUPOBAHUA HWH(GOPMAIIMOHHBIX
CHUCTEM TMOCTOPOHHUX JIUIl (AOCTYyN K MHGOPMAIIMOHHBIM pecypcaM JIOJKHBI UMETh TOJBKO
3apEruCTPUPOBAHHBIE B YCTAHOBJICHHOM IOPSIJIKE MOJIb30BATENN);

- pasrpaHMY€HHE JOCTyIa TOJb30BaTeNell K WH(POPMALMOHHBIM, allapaTHBIM,
MpPOrpaMMHBIM M HMHBIM pecypcam YupexxJeHusi (BO3MOXKHOCTb JOCTyNa TOJIbKO K TEM
pecypcaM © BBITIOJIHEHHS TOJBKO TEX OINepaluil ¢ HUMH, KOTOpPbIE HEOOXOAMMBI
KOHKPETHBIM TOJIb30BAaTEIIAM JIJISl BBINIOJIHEHUSI CBOUX CIYKEOHBIX 00S3aHHOCTEN), TO €CTh
3alIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

- obecrieueHue ayTeHTU(DHUKAIMH MOJIb30BATENCH, Y4aCTBYIONINX B WH(OPMAIIMOHHOM
oOMeHe (MTOATBEPIKICHHUE MOATUHHOCTH OTIPABUTENS U MOJIydaTessi HHQOpMaIInn);

- 3a|Ty OT  HECAHKIIMOHUPOBAHHOW  MOAM(HUKAIMK  HCIONb3yeMbIX B
MHGOPMAIIMOHHBIX CHUCTEMaX YUpPEXJCHUs TMPOTPAaMMHBIX CPEICTB, a TaKXKe 3alluTy
CUCTEMBI OT BHEIPCHMUS HECAHKIIMOHHUPOBAHHBIX MPOTPAaMM, BKIIOYas KOMIIBIOTEpPHBIC
BUPYCHI,

- 3alUTy MHQOpPMALMKM OTPAHWYEHHOTO TMOJB30BAHMUSI OT YTEUYKU MO TEXHUYECKHUM
KaHaJlaM IIpHu ee 00paboTKe, XpaHEHUH U Mepeade Mo KaHajlaM CBA3H.

4.3.0CHOBHBIE IIYTH pPelICHU 32124 CUCTEMbI 3ALIUTHI.

[TocTaBiieHHBIE OCHOBHBIC II€JIM 3alIUTHI M PEIICHUE NEPEUYUCICHHBIX BBIIIE 3aAad
JOCTUTAOTCS:

- CTPOTHMM Y4Y€TOM BCEX MOJICkKAIIMX 3alIUTEe PECypcoB MH(POPMAIIMOHHBIX CUCTEM
VYupexxnenuss  (uHpopmanuu, 3amad, JOKYMEHTOB, KaHajlOB  CBS3U, CEPBEPOB,
aBTOMATHU3UPOBAHHBIX PaOOYUX MECT);



- BEJCHHEM >KypHAJIOB JEHCTBUN MEPCOHANA, OCYIIECTBIISIIOUIETO OOCTY>KUBAaHHE U
MOIM(UKALIHIO TPOTPAMMHBIX U TEXHUUECKUX CPEJCTB UH(DOPMALIMOHHBIX CUCTEM;

- TOJHOTOM, peaJbHOM BBINOJIHUMOCTBIO M HENPOTHUBOPEYMBOCTHIO TpeOOBaHUMN
OpraHU3alMOHHO-PACTIOPATUTENLHBIX JOKYMEHTOB Y UpeKICHHS [0 BOIpocaM o0ecrieueHus
6e3omacHOCTH MH(DOpPMAITUH;

- MIOATOTOBKOM JOJKHOCTHBIX JIMI (COTPYIHUKOB), OTBETCTBEHHBIX 3@ OPTraHU3aLUI0 U
OCYIIIECTBJIICHUE MPAKTHYECKUX MEPOINPHUATHA 10 obecmedeHuto Oe3omacHoctu I[IJIH u
MPOLIECCOB UX 00pabOTKU;

- HaJICJICHUEM KaXKI0TO COTPYAHHUKA (IT0IH30BATEIISI) MUHUMAILHO HEOOXOIUMBIMU TSI
BBITIOJIHEHUS UM CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEW MOJHOMOUYMSIMHM IO JOCTYMy K
MH(POPMAIIMOHHBIM pecypcaM Y UpexaeHuUs;

- YeTKUM 3HAHHEM H CTPOTUM  COOJIIOJIGHHEM BCEMHU  IOJb30BATEISIMU
MH(GOPMAIIMOHHBIX CUCTEM YUpEXIEeHUsI TpeOOBaHUN OpraHU3allMOHHO-PACTOPSIUTEIbHBIX
JOKYMEHTOB I10 BOTIpocam o0ecriedeHus: 6e30macHOCTH HH(GOpMAIIHH;

- IEPCOHATIBLHOM OTBETCTBEHHOCTHIO 32 CBOM JIEUCTBUSI KaXJAOTO COTPYIHUKA, B paMKax
CBOMX (DYHKIIMOHAIBHBIX 00S3aHHOCTEN MMEIOIIETO JOCTYI K MH(POPMAIIMOHHBIM pecypcam
Yupexaenus;

- HEMpPEPBIBHBIM MOIEP)KaHHEM HEO0OXOJMMOT0 YPOBHS 3alllUIIEHHOCTH 3JIEMEHTOB
nHGOPMAIIMOHHOM CpEIbl;

- NPUMEHEHHEM (PU3NYECKUX M TEXHUYECKUX (MPOTrpaMMHO-aNMapaTHBIX) CPEICTB
3alllUTBl PECYpPCOB CUCTEMbl M HENPEPHIBHOW aJMUHUCTPATUBHONW MOIAEPKKON HX
MCIIOJIb30BAHUS;

- 9(pPeKTUBHBIM KOHTpPOJIEM HaJ COOJOJCHHEM I0JIb30BATEISIMI HH()POPMAIIMOHHBIX
pecypcoB TpeOoBaHUM 10 0OECTICUeHHIO O€30MacCHOCTH H(OPMAIIHH;

- IOPUIMYECKOM 3aIIUTON UHTEPECOB YUPEXKICHUS IPU B3aUMOJICUCTBUU C BHEIIHUMHU
opraHuzanusaMu (cBsizaHHOM ¢ oOMeHoMm I[I/[H) oT mpOTHUBOMpPABHBIX EHCTBUN, KaK CO
CTOPOHBI 3TUX OPTaHU3aIlUN, TaK U OT HECAHKIIMOHUPOBAHHBIX ACUCTBUI 00CTYKMBAIOIIIETO
MEpPCOHAJIA ¥ TPETHUX JIULI.

5. IlTocTpoenne cucremsl, odoecnieyenusi 0ezonacuocru I/IH Yupexknenus, u ee
(pyHKIIMOHMPOBaHME JOKHBI OCYLIECTBJATHCS B COOTBETCTBHH €O CJIeTYIOIIMMHA
OCHOBHBIMH NPUHIMIIAMMU:

5.1. 3akoHHOCTH

[Ipenmonaraer OCyIIECTBICHHE 3AIMTHBIX MEPONPUATUN U Ppa3pabdOTKy CHUCTEMBI
6e3onacHoctu [1/IH YupexaeHus B COOTBETCTBUM C ACHCTBYIOLUIUM 3aKOHOJATEIbCTBOM B
obmactn 3ammtel II/lH, a Takke IPyrMxX 3aKOHOJATENBHBIX AaKTOB IO O€30MacHOCTU
unpopmanmu P®D, c mnpumeHeHneM BceX JO3BOJCHHBIX METOJIOB OOHApPYKEHUS H
npecedeHus mpaBoHapyenuit mpu padote ¢ [1/Jx. [Ipunsteie mepsl 6e3omacuoctu [1/]H He
JOJDKHBI TIPENATCTBOBATh JOCTYIly IPABOOXPAHUTEIBHBIX OPraHOB B IIPENYCMOTPEHHBIX
3aKOHOAATENILCTBOM CIIy4asiX.



Bce nonws3zoBarenu UCII[H D0mKHBI UMETh MpeCTaBICHHE 00 OTBETCTBEHHOCTH 3a
npaBoHapyuieHus B odnactu oopadotku [1/1H.

5.2. CucreMHOCTH

CucTeMHBIN TTOAXO0/ K MOCTPOSHUIO CHUCTEMBI 3aIIUThl HHGOPMAIMKA B Y UPEIKICHUN
IpearojaraeT y4eT BCeX B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIOIIUX W H3MCEHSIOIIMXCS BO
BPEMEHHU DJIEMEHTOB, YCIOBUU H (PAKTOpOB, 3HAYUMBIX IS TMOHUMAHUS U PEIICHUs
npo6sieMbl obecniedenus 6ezomacHoctH [11H.

[Ipy co3maHMM CUCTEMBI 3AIHUTHI JIOJDKHBI YYUTBIBATHCS BCE cllaOble W HamboJee
ys3Bumbie Mecta MCII/[H, a Takke xapakTep, BO3MOKHBIE OOBbEKTHI M HAIPABJICHUS aTaK Ha
HEE CO CTOPOHBI HAPYILIUTEIECH.

CucreMa 3aIUThl TOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KAaHAJIOB
MIPOHUKHOBEHUS W HECAHKIMOHMPOBAHHOTO JO0CTyNa K HWHPOPMAIMH, HO U C YYETOM
BO3MOYKHOCTH ITOSIBJICHUS HOBBIX ITyTEeH pea3alidi yrpo3 0e30IMacHOCTH.

5.3. KoMILIeKCHOCTD

KomriekcHOe MCIoJIb30BaHUE METOJOB M CPEACTB 3aIUThl KOMITBIOTEPHBIX CHUCTEM
MpEAnojaraeT CoOrjiaCOBaHHOE MPUMEHEHUE Pa3HOPOAHBIX CPEACTB TMPH TOCTPOCHHUH
LIEJIOCTHOM CHUCTEMBbI 3aIlMThl, MEPEKPHIBAIOIICH BCE CYIICCTBEHHbIC (3HAYMMBbIC) KaHaJIbI
peanu3anuu yrpo3 U He coeprKalieil ciiadblX MECT Ha CThIKaX OTACIbHBIX €€ KOMIIOHEHTOB.
3ammra 0JDKHA CTPOUTHCS SIIEJIOHUPOBaHO. BHemHss 3amuTa AOMHKHA 00eCreYrBaTHCSA
(PM3UYECKUMU CPEJICTBAMH, OPTaHU3AIIMOHHBIMH M MIPABOBBIMU MEPAMH.

5.4. HenpepbIBHOCTH 321U THI

Ob6ecnieuenne OeszomacHoctu [IJ[H - mpoliecc, OCYIIECTBISEMbI pPYKOBOACTBOM
VYupexxneHusi, OTBETCTBEHHBIMH 3a Opranuszanuio oopadotku IT[IH u coTpyaHuKamMHu Bcex
ypOBHEH. DTO HE TOJBKO U HE CTOJIBKO MPOLEAYPA WM MOJIUTHKA, KOTOPask OCYIIECTBIISETCS
B OIIPEJICIICHHBII OTPE30K BPEMEHHU WJIM COBOKYITHOCTh CPEJICTB 3alllUThI, CKOJIBKO MpOIleCC,
KOTOPBIN JOJIKEH IMOCTOSHHO MJTH Ha BCEX YPOBHSX BHYTPU YUPEKACHUS U KaKIbIi
COTPYJIHHK JIOJKEH NPUHUMATh y4acTHE B 3TOM Mpolecce. JleareabHocTh Mo 00ecnedeHunto
MHQOPMAIIMOHHONM  OE€30MaCHOCTH  SIBJISIETCSl  COCTaBHOM  4YacThi0  MOBCEIHEBHOMU
nesTenbHOCTH YupexiaeHusa. M ee 3(p(EKTUBHOCTh 3aBUCUT OT YYacTUsl PYKOBOJICTBA
VYupexxnenus B obecneueHun nHGopMaroHHoi 6e3omacHoctu [1/1H.

Kpome Toro, gu3nyeckuM U TEXHUYECKHUM CPEACTBAM 3alIUThl ISl 3P(HEKTUBHOTO
BBIMIOJTHEHUST ~ CBOMX  (YHKIMM  HeoOXoJWMa  TOCTOSHHAasT ~ OpraHM3alMOHHAs
(anMHUHMCTpATUBHAsA) MOJAJIEPKKA (CBOEBpEeMEHHasi CMEHa M OOecredYeHHe MPaBHIbHOTO
XpaHEHHUsT M TPUMEHEHUS HMEH, MapoJied, MepeonpeaeseHue MNOJHOMOYMNA U T.IL.).
[lepepriBbl B paboTe CpeACTB 3aIIUTHI MOTYT ObITh UCIOIb30BaHbI 37I0YMBIIUICHHUKAMU IS
aHanM3a MPUMEHSEMBbIX METOJOB W CPEACTB 3allUThl, JUJII BHEJIPEHUS CIEeHUaIbHBIX
IIPOTPAMMHBIX U allapaTHbIX "3aKIao0K" U IPYTrUX CPEACTB MPEOAOIEHUS 3aIUTHI.

5.5. CBOeBpeMEeHHOCTH



[Ipeamonaraer ynpexxaaronuii xapakrep Mep obecnedeHus: 6e3omacuoctu I1/1H, TO
€CTh MOCTAHOBKY 3ajJlay 1Mo KoMIulekcHOM 3ammrte [I/IH u peanmzauuio mep oOecriedeHUs
6e3omnacHocty [1/lH Ha paHHUX cTagusAX pa3pabOTKU MHGOPMAIIMOHHBIX CUCTEM B IIEJIOM U
MX CUCTEM 3allUThl, B YACTHOCTH.

Pa3paboTka cucTembl 3alUThl JOJDKHA BECTUCH MApaJUIEIbHO € pa3paboTKON H
pa3BUTHEM CaMHUX 3alUIIAeMbIX WH(GOPMALMOHHBIX CHUCTEM. OTO IMO3BOJIUT YYECTb
TpeboBaHusl 0€30MaCHOCTH MPU MPOCKTUPOBAHUU APXUTEKTYpPhl W, B KOHEYHOM CHYETE,
co3aathk Oosee 3dexTrBHBIE (KaK MO 3aTpaTaM PEeCypcoB, TaK U MO CTOMKOCTH) CHCTEMBI,
o0aarouIe J0CTaTOYHbIM YPOBHEM 3aAIUIIEHHOCTH.

5.6.1IpeeMCTBEHHOCTb U COBEPLICHCTBOBAHME

[Ipenmnosiaraer MOCTOSIHHOE COBEPILICHCTBOBAHUE MEP W cpeAcTB 3amuThl [1/IH Ha
OCHOBE MPEEMCTBEHHOCTH OPTraHU3AlMOHHBIX U TEXHUYECKUX PEIICHUN, KaJJPpOBOTO COCTaBa,
ananmu3a (ysknuonupoBanus VCIIJIH YupexaeHus M CHCTEMbl HX 3alIUTHI C y9ETOM
M3MEHEHHUH B METO/IaX M CPEACTBaX mepexnsarta HHGOpMAIMN, HOPMATUBHBIX TPEOOBaHMH 110
3aIIuTe, JOCTUTHYTOTO OTE€UYECTBEHHOTO U 3apy0eKHOTO OIbITa B 3TOM 00JacTH.

5.7.Pa3ymMHasi 10CTATOYHOCTH (AIKOHOMHUYECKAS 1eJIeCO00PA3HOCTD)

[Ipenmonaraer COOTBETCTBHE YpOBHS 3aTpaT Ha obecrieuenue OezomacHoctu [1/[H
[EHHOCTH HMH(POPMALMOHHBIX PECYpCOB U BEIMYMHE BO3MOXXHOIO yiiepba oOT Hux
pasriaimieHus, yTpaTbl, yTEUKH, YHMUYTOXKEHHUS M HUCKakeHusa. lcmomb3yemble Mepbl H
cpencTBa obecriedyeHus: 0€30MaCHOCTH WH(POPMAIMOHHBIX PECYPCOB HE JIOJDKHBI 3aMETHO
yXyIIIaTh SProHOMHYECKHE TMoKazaTenu padoTel kommnoHeHToB WCII[H VYupexaenus.
Wznuniane Mepsl 6€30MacHOCTH, TOMUMO YKOHOMUYECKOW Hed((HEKTUBHOCTH, MPUBOIAT K
YTOMJICHUIO U Pa3apa’KEeHHUI0 NepcoHaIa.

Coznmate  a0CONIOTHO  HEMPEOJOTUMYI0  CHCTEMY  3alllUThl  MNPUHIUIHATIHHO
HeBOo3MOkHO. [loka I1/lH HaxomsTcs B oOpaleHuH, MPUHUMAEMble MEPhl MOTYT TOJIBKO
CHU3UTH BEPOSITHOCTh HETATUBHBIX BO3JCUCTBUM MW ymIiepO OT HUX, HO HE UCKIIOYUTHh MX
MOJIHOCTRIO. [Ipu MOCTaTOYHOM KOJTWUYECTBE BPEMEHHM M CPEICTB BO3MOXHO IMPEOJI0JIETh
mo0yto 3ammry. [loaToMy MMeeT cMBICI paccMaTpuBaTh HEKOTOPBINA MPUEMIIEMbIN YPOBEHb
obecricueHuss Oe30macHOCTH. BricokoaddexTBHAS CcUCTEMa 3alHUTBl CTOWT JOPOTO,
UCIIOJIb3YET NMpHU pabOTe CYLIECTBEHHYIO YacTh PECYPCOB M MOXKET CO3JaBaTh OIIyTHUMBIE
JIOTIOJTHUTENIbHBIE HEYJ00CTBa TOJL30BAaTENsIM. BaXHO TMpaBWIBHO BHIOpAaTh TOT
JIOCTaTOYHBI ypPOBEHb 3allWTHI, TIPH KOTOPOM 3aTpPaThl, PUCK M pa3Mep BO3MOKHOTO
yiiep6a ObuTH OBl TPUEMIIEMBIMU.

5.8. IlepconaibHasi OTBETCTBEHHOCTh

[Ipeamonaraet BO3M0K€HUE OTBETCTBEHHOCTH 3a oOecrnieueHue OezonacHoctH [1JIH u
CHUCTeMBl HMX OO0pa0OTKM Ha KaXIOTO COTPYJHHMKA B TpeaeNiax ero mnojJHoMouwid. B
COOTBETCTBHHM C 3TUM MPHHIUIIOM pacHpe/e/iecHue NpaB M OO0S3aHHOCTEH COTPYIHUKOB
CTPOUTCS TaKUM O0pa3oM, 4TOOBI B cliydae JIF0OOro HapyIIeHHS KPYT BHHOBHHMKOB OBLI
YEeTKO M3BECTEH WM CBEJICH K MUHUMYMY.



5.9. MuHUMH3aAIUA TOJTHOMOYMIA

O3HavaeT TMPEAOCTABICHUE TMOJb30BATEISIM MHUHHUMAIBHBIX TMpPaB JOCTyma B
COOTBETCTBHH CO CITy»)eOHOM HeooxoaumocThio. JJoctym k [IJ[H moimkeH mpemnocTaBiasaThCs
TOJBKO B TOM CiIydae U 00beMe, €CII 3TO HEOOXOIUMO COTPYIHHMKY ISl BHITIOJTHEHHUS €ro
JOJIKHOCTHBIX 00SI3aHHOCTEH.

5.10. Uckiarovenne KOHPJINKTA HHTEpPecoB (pa3aesieHue GPyHKIUIA)

OddexTrBHas cucTeMa obecreueHnss HHGOPMAITMOHHON 0€30MaCHOCTH MTPEIoIaract
YETKOE pas3feieHne O0sS3aHHOCTEW COTPYIHUKOB M HMCKIIOYEHHE CUTyalui, Korma cdepa
OTBETCTBEHHOCTH COTPYIHUKOB JOITyCKaeT KOHPMKT uHTepecoB. Cdhephl MOTEHIIMATbHBIX
KOH(JIMKTOB JIOJDKHBI BBISIBISATHCS, MHUHUMH3UPOBATHCS, W HAXOIUTCA II0J CTPOTHUM
HE3aBUCHMBIM KOHTpoOJeM. Peanuzanus [aHHOrO MPUHIMIA MPEANosiaraet, 4To HE OJUH
COTPYJHUK HE JIOJDKEH UMETh MOJTHOMOYHH, O3BOJISIONINX €My €IMHOJINYHO OCYIIECTBIISITh
BBITIOJTHEHWE  KPHUTHYHBIX  omeparuii. HaneneHue  COTPYTHUKOB — TOJTHOMOYHSIMH,
MOPOXKJIAOMIMMU  KOH(GJIUKT HWHTEPECOB, JAaeT €My BO3MOXHOCTh  HCIIOJIb30BaTh
nH(pOpMAaIIIO B KOPBICTHBIX HENX. (s cHmkeHus pucka ManumyaupoBanus [1/{0 u pucka
XMUIICHHUSI, TaKWe TIOJHOMOYHUS JODKHBI B MaKCUMaJIbHO BO3MOXXHOW CTETCHH OBITh
pa3ielieHbl MEXIy Ppa3IMYHbIMH COTPYAHUKAMH WIH TOJPa3JICACHUIMHU Y UPEeKICHHUS.
Heobxoaumo mpoOBOIUTH TMEPUOAUYECKHE TMPOBEPKU  O0OsI3aHHOCTEW, GYHKIMA U
JESATENHPHOCTA COTPYAHUKOB, BBITIOJHSIONIMX KItOUEBble (DYHKIMH, C TEM, YTOObI OHHU HE
MMEIIM BO3MOXKHOCTH CKpBIBaTh COBEPIICHHE HEMPaBOMEPHBIX nekcTBuii. Kpome Toro,
HEOOXOAMMO TIPUHUMATH CIIEHUATIbHBIE MEpPhl TI0 HEJOMYHICHUIO CTOBOpAa MEXAY
COTPYIHUKAMHU.

5.11. BzaumoneiicTBue U COTPYAHHYECTBO

[Ipenmomaraer cozmanue OIarompHUsITHON aTMOC(EpHl B KOJUIEKTHBE YUpekaceHus. B
TaKOM 00CTaHOBKE COTPYAHUKHU JOJDKHBI OCO3HAHHO COOJIIOIATh YCTAHOBJICHHBIE MpaBMiia U
OKa3bIBaTh COJACUCTBHE IEATEILHOCTH OTBETCTBEHHOTO 32 00paboTKy I1/]H.

PykoBoscTBO VYUpekaeHHs HECeT OTBETCTBEHHOCTH 3a CTPOTOE COONIO/ICHHE
ATUYECKMX HOPM M CTaHJApTOB NPOQECCHOHATBHOM IESITEeNbHOCTH, MOMYEPKUBAIOLICH M
IEMOHCTPHUPYIONIEH  TMEpCcOHaTy Ha  BCEX  YPOBHIX  BaXKHOCTh  OOCCIICYCHUS
nH(pOpMaIMOHHON Oe30macHOCTH YupexaeHus. Bce coTpyaHHKH YupekJIeHUs TOJIKHBI
MOHMMATh CBOIO pOJIb B Ipolecce oOecreueHuss HUHPOPMAIMOHHOM Oe30macHOCTH H
NpUHUMATh YydYacTHe B O3TOM Tpormecce. HecMoTps Ha TO, YTO BBICOKAas KyJbTypa
obecriedeHrss HMH(POPMAIMOHHOW O€30MAaCHOCTH HE TapaHTUPYET aBTOMATHYECKOTrOo
TIOCTIDKEHHS IIeTIei, ee OTCYTCTBHE CO3/aeT OOoJbIle BO3MOXHOCTEW U HapYIICHHUS
0€30MacHOCTU WM HE 0OHapyKeHUs (aKTOB €€ HapyLICHUS.



5.12. 'mOkoCcTH CHCTEMBI 3AIIUATHI

Cuctema obecrieueHuss WH(POPMAITMOHHOW O€30MAaCHOCTH JIOKHA OBITh CHOCOOHA
pearnpoBaTh Ha M3MEHEHHUS BHEIIHEW CpelIbl M YCIOBUM OCYIIECTBICHUSA YUYpEKICHUEM
CBOEM AEATEIBHOCTH. B UKCIIO TaKNX U3MEHEHUI BXOST:

- U3BMEHEHHUS OPTaHU3alMOHHON U IITATHOM CTPYKTYPbl Y UpeKACHUS;

-  WU3MCHEHHE CYUIECTBYIOIIMX WJIM  BHEJIPEHHUE MPUHIMUIUAIBHO  HOBBIX

WH(OPMAITMOHHBIX CHCTEM;

- HOBBIC TEXHUYECKUE CPEJICTBRA.

CBOWCTBO THOKOCTH CHUCTEMBI oOOecriedeHHus HWHGOPMAIIMOHHONH 0€30MacHOCTH
n30aBIsET B TaKUX CUTyallUsX OT HEOOXOJAMMOCTH TPHUHATHS KapAUHAIBHBIX MEpP I10
MOJIHOM 3aMEHE CPEJICTB U METOOB 3aIIUThl HA HOBBIE, YTO CHUKAET €€ OOIIYI0 CTOMMOCTb.

5.13. OTKPBITOCTH AJITOPUTMOB U MEXaHU3MOB 3AIIUTHI

CyTp npUHIMIA OTKPBITOCTU aJTOPUTMOB U MEXAHU3MOB 3aLIUThl COCTOUT B TOM, 4TO
3alUTa HE JIOJDKHA oOecnedMBaTbcs TOJNBKO 3@ CYET CEKPETHOCTH CTPYKTYpPHOM
OpraHM3allid M AJITOPUTMOB (YHKIIMOHUPOBAHUS €€ MOACHCTEeM. 3HAHHE AalTOPUTMOB
paboThl CHUCTEMBI 3alllUTBl HE JAOJHKHO JaBaThb BO3MOYKHOCTH €€ MpPeoAOJeHHs (Iaxe
aBTOpaMm). JTO, OJHAKO, HE O3HA4YaeT, 4yTo MHMOpMaIus 00 HCHOJIb3YEMBbIX CHUCTEMAaX U
MEXaHU3MaX 3aIUThl JOJIKHA ObITh O0IEOCTYITHA.

5.14. IIpocToTa NPpUMEHEHH S CPEACTB 3AIUTHI

MexaHu3Mbl U METOJIbI 3aIUTHI JOJDKHBI OBITh MHTYUTHBHO TOHSTHBI M TMPOCTHI B
UCIOJIb30BaHuu. [IpuMeHeHne cpeAcTB U METOJOB 3alUThl HE JOJKHO OBITh CBSI3aHO CO
3HAHUEM CIEIUATBHBIX S3BIKOB WM C BBITIOJHEHUEM JIEHCTBUN, TPEOYIOMMNX 3HAUUTEIBHBIX
JIOTIOTHUTENIBHBIX TPYA03aTpaT MpH OOBIYHON paboTe 3aperucTpUPOBAHHBIX MOJIH30BATENCH,
a TaKXe He JOJHKHO TpeOOBaTh OT MOJIb30BATENsl BBINOJHEHUS PYTUHHBIX MaJOMOHSATHBIX
€My OIleparui.

5.15. O00CHOBaHHOCTb U TEXHHUYECKASI Peau3yeMoCTh

WNudopmanvoHHbIe TEXHOJIOTHH, TEXHUYECKUE U MPOrpaMMHBIE CPEJICTBA, CPEIACTBA U
Mepbl 3auThl [1J{H 10KHBI OBITH peaTn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH
U TEXHUKH, OOOCHOBAHBI C TOYKHM 3PEHHS JOCTHKEHHUS 33aJJaHHOTO YPOBHS O€30MacHOCTH
MH(pOpMAllMM M SKOHOMMYECKOHN LIeIeco00pa3HOCTH, a TaKKe€ JOJKHBI COOTBETCTBOBATH
YCTaHOBJICHHBIM HOpMaM U TpeGoBaHuAM 1o 6e3onacHocTH [1/]H.

[Ipenmonaraer npuBiaedeHue K peanuszanuu Mep 3amuthl [[J[H cnennanu3upoBaHHBIX
OpraHuM3anuid, HamOojee TMOJArOTOBJIEHHBIX K KOHKPETHOMY BHAY JESTEIBHOCTH IO
o0ecrniedyeHnto 0e30MacHOCTH MH(OPMALIMOHHBIX PECYPCOB, UMEIOIINX OMBIT MPAaKTUYECKON
paboTBl M TOCYAAPCTBEHHYIO JIMIEH3UIO Ha MPAaBO OKa3aHUs YCIyr B 3TOM oOnactu.
Peanuzanuss agMUHHCTpaTHBHBIX Mep U OKCIUTyaTallus CpPEICTB 3allMThl  JOJDKHA
OCYILECTBIATHCS NMPO(PECCHOHAIIBHO IMOATOTOBICHHBIMH  CHEHUAINCTAMHU Y UPEKICHUS
(oTBETCTBEHHBIX 3a opraHu3anuo 0opadotku [1/1H).



5.17. O0s13aT€JILHOCTH KOHTPOJISI

[Ipeanonaraer o00sA3aTeIbHOCTE W CBOEBPEMEHHOCTb BBISIBICHUSI M IPECEUCHMUS
MOMNBITOK HApYIICHUs YCTAaHOBIICHHBIX TMpaBuj, obecneueHus Oe3omacHoctu I1/H, Ha
OCHOBE HCIIOJIb3YEMbIX CHUCTEM M cpeAcTB 3amutbl [IJ[H, mpu CcoBepLIEHCTBOBAaHUU
KPUTEPHUEB U METOJIOB OLICHKHU 3(P(HEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KonTposnb 3a AeaTeIbHOCTRIO JTI000T0 MOJIb30BATENs, KaXA0T0 CPEICTBA 3alIUTHl U B
OTHOUICHUM JI000T0 00BEKTa 3alIUThl JOKEH OCYIIECTBIISITHCS HA OCHOBE MPUMEHEHUS
CPEICTB OMNEPAaTHUBHOTO KOHTPOJSI M PErucTpallid W JOJDKEH OXBaThbIBaTh Kak
HECaHKIIMOHUPOBAHHbBIE, TAK U CAHKLIMOHUPOBAHHbIE JEHCTBUS MOJIb30BATENIEH.

Kpome Ttoro, sdpdextuBHas cuctema obecrneueHus MHGOPMAIIMOHHON O€30MacHOCTH
TpeOyeT Hajauuusi aJeKBaTHOM M BceoObeMItolel MH(OpMalUU O TEKYIIeM COCTOSHHUH
NpPOIECCOB, CBA3aHHBIX C JBIDKEHHEM UHGPOpMAIUM M CBEACHUA O COOJIIOJCHUH
YCTAaHOBJICHHBIX HOPMATUBHBIX TpPeOOBaHMIA, a TakXKe JOMOJHUTEIbHONW WH(GOpMAIIIH,
UMEIONIeH OTHOILIEHUEe K MpUHATHIO pemeHui. MHdopmanus momkHa OBITH HAIEKHOM,
CBOEBPEMEHHOM, JOCTYITHOUN U MPaBUILHO 0()OPMIICHHOM.

Henocrarku cuctemsl obecrnieueHus MHPOPMAIMOHHONW O€30MaCHOCTH, BBISBICHHBIE
COTPYAHHUKAMU Y UPEKIEHUS JOJKHBI HEMEJIEHHO IOBOAUTHCS 10 CBEJICHUSI PYKOBOJIUTENS
VYupexxaeHusi 1 onepaTuBHO yCTPAHATHCS. BOMPOCHI, KOTOPhIE KaXyTCsl HE3HAUUTEIbHBIMH,
KOI/Ia OTAEJIbHBIE MPOLECCHl PACCMATPUBAIOTCS HW30JIMPOBAHHO, MPU PACCMOTPEHUM HX
HapsAy C JPYTMMHU acleKTaMH MOTYT yKa3aTh Ha OTpPUIIATEIbHBIE TEHJICHLIUU, TPO3SIINe
MepepacTy B KPYyIMHbIE HEJOCTATKH, €CJIM OHU HE OyIyT CBOEBPEMEHHO yCTPaHEHBI.

6. Mepbl o0ecnieuennsi MTHPOPMAIMOHHON 0€30MIACHOCTH

Bce mepni o6ecnieuenus 6e3onacnoctu UCI/IH Yupexaenus noapasaensoTcs Ha:
6.1. 3akoHoaaTebHBIE (IPABOBbIE) MEPbI 3AIIIMTHI

K mpaBoBbIM MepaM 3alllUThl OTHOCATCS JEHCTBYIOIIME B CTPaHE 3aKOHBI, yKa3bl U
HOPMAaTUBHBIE aKThl, pErJIaMEeHTUpYIolIe npaBuia obpamenus c IIJH, 3akpemsiomiue
npaBa M O0O0SI3aHHOCTH YYAacTHMKOB MH(OPMALMOHHBIX OTHOILIEHWH B mpolecce uX
00pabOTKH M MCNOJIB30BAHUS, a TAKKE YCTAHABIMBAIOLINE OTBETCTBEHHOCTh 33 HapyIIECHUS
3TUX mpaBuwi. [IpaBoBble Mepbl 3allUTBl HOCAT B OCHOBHOM  YINPEXJAIOLIHIMA,
NpOPMIAKTUYECKUN XapakTep W TpeOyIT TMOCTOSIHHOW pa3bICHUTENBHON paldoThl ¢
MOJIb30BaTENSIMU U oOcyxuBatomuM nepconHasiom UCIIn Yupexnenus.

6.2. MopanbHO-3THYECKHE MepPbI 3AHUThI

K MopanbHO-3THYECKHM MepaM OTHOCSITCS HOPMbI IOBEACHHUSI, KOTOPbIE TPAAULIMOHHO
CJIOWJIMCH UM CKJIAJIBIBAIOTCS [0 MEpPE PACTIPOCTPAaHEHU MH(DOPMAIIMOHHBIX TEXHOJOTUN
B o0miectBe. OTH HOPMBI OOJBIIEH YAaCTbIO HE SABJISIOTCS O00S3aTeIbHBIMH, Kak
3aKOHOJIATEIbHO YTBEPKACHHbIE HOPMATHUBHBIE AKThI, OJHAKO, UX HECOOJIOJCHHE MOKET
NPUBECTU K MaJIEHUIO aBTOPHUTETA, MPECTHXKA YEJIOBEKAa, TPYIIIBI JIUIl WIK YUpEeKIECHUS B



nesnoM. MopalibHO-3THYECKHEe HOPMBI OBIBAIOT KaK HEMHCaHble, TaK U MHUCaHbIE, TO €CTh
o(opMJIEHHBIE B HEKOTOPBIM CBOJI (YCTaB) MpaBUIl WM Npeanucanuii. MopajabHO-3THUYECKHE
Mepbl 3alUTHl SABISAIOTCA NPOPUIAKTUYECKUMH U TpeOYyIOT MOCTOSIHHOM paldoThl MO
CO3/IaHUIO 3/I0POBOT0 MOPAJIBLHOIO KJIMMaTa B KOJUIEKTHBE.

6.3. TexHos10rnYecKue Mepbl 3alIUTHI

K maHHOMY BHIy Mep 3aIIUTBI OTHOCATCS Pa3HOTO poJa TEXHOJIOTMYECKUE PELICHUS U
MIPUEMbI, OCHOBAHHBIE HA MCIIOJIb30BAHUU HEKOTOPBIX BUAOB M30BITOUHOCTH (CTPYKTYPHOM,
(GyHKIHOHATBHOM, MHPOPMAIIMOHHOW, BPEMEHHOM U T.II.) U HAIIPABJICHHbIE HA YMEHBIIIEHUE
BO3MOXKHOCTH  COBEpPILEHUS COTPYJAHHMKAaMHM OMIMOOK Y HapylIeHWH B  pamkax
MPEIOCTABJICHHBIX UM IIPAB U ITOJTHOMOYHUH.

6.4. OpranuzanuoHHbIe (AAMUHUCTPATHBHbIE) MePbI 3aIUThHI

OpranmzarniioHHple  (aAMUHUCTPATHBHBIE)  MEpPhI  3allUTBl -  3TO  MEpHI
OpraHU3allMOHHOIO0 XapakTepa, pPEerjJaMEHTHPYIOIHME MPomecchl  (DYHKIMOHUPOBAHUS
cucteMbl oOpabotku [1JIH, Mcmoap30BaHuE €€ PECypcoB, ACATEILHOCTh OOCTY KHBAOIIETO
MIepPCOHAJIa, a TAK)KE MOPSAIO0K B3aUMOJICHCTBHS TIOJIb30BATENICH C CUCTEMOM TaKUM 00pa3oM,
9TOOBl B HAWOOJBIICH CTEICHU 3aTPYJAHHTHh MM HCKIIOUHUTH BO3MOXKHOCTH peaau3allid
yrpo3 6€30MacHOCTH WM CHU3UTH Pa3Mep MOTEPh B CIIydae X peasli3alyH.

6.5. @opmupoBaHne NOJIUTUKHA 0€30IIACHOCTH

['maBHass 1menp aIMUHUCTPATHUBHBIX MeEp, NPEANPUHUMAEMBIX Ha  BBICIIEM
yIpaBICHUYECKOM YPOBHE - C(HOPMUPOBATH MOJUTHUKY B 00JacTH 0OecriedeHnst 0€30IMacHOCTH
I11n (otpaxkatouryro noaxonsl k 3amure [IJ[H) u oGecneunth ee BBINOIHEHHUE, BBIAETSASA
HEO0OXOAMMBIE PECYPCHI U KOHTPOIUPYSI COCTOSTHHUE JIE.

C npakThuecKoW TOUKM 3pEHHUs MOJIUTHKY B 00sacTu obecnieuenus oezonacHoct 11/1H
B YUpexIeHUH Iieecoo0pa3Ho pa3OuTh Ha JBa ypoBHA. K BepxHeMy YpPOBHIO OTHOCSATCS
pelIeHs] PyKOBOJCTBA, 3aTPArvBaIOIINE JIEATEILHOCTh YUpexacHus B 1enoM. [lonmutrka
BEPXHETO YPOBHS [JOJDKHA YETKO OYEepTUTh cdepy BIUSHUS M OrPAaHUYEHUS MpHU
onpeneneHun nenei 6esonacHoctu [1/1H, onpenenuTs KakuMu pecypcamu (MaTepuaibHbIC,
CTPYKTYpHbIE, OpraHU3allMOHHBIE) OHU OYAYT JOCTUTHYTHI, U HAUTH pa3yMHbIH KOMIIPOMHUCC
MEXIy MPUEMIIEMBIM YPOBHEM 0€30MaCHOCTH U (DYHKIIMOHATIBLHOCTHIO.

[TonmuTHka HWKHETO YPOBHS, OTIPEEISIET MPOLIEAYPhI, U MpaBUiia JOCTIKCHUS TEIeH
U pelieHusd 3aaa4 6ezonacHoctu [1/1H u netanusupyer (perjaaMeHTUpYeT) 3TU MpaBuja;

- KaKOBbl POJM M OOS3aHHOCTU JOJDKHOCTHBIX JIMI[, OTBEYAIOLIUE 3a IMPOBEICHUE
nonuTuku 6e3omacHocTH [1/1H;

- KT0 umeeT npaBa gocryna K [1/[H, KToO U Mpu KakuX yCIOBUAX MOKET YUTAaTh U
Moaudunposats 111 u T.1.

- [lonmuTuka HUKHETO YPOBHS JTOJIKHA!

- TMpeaycMaTpuBaTh pErjaMeHT WH()OPMAIMOHHBIX OTHOIICHUH, HMCKIIOYAIONTNX
BO3MOYKHOCTh IIPOU3BOJIBHBIX, MOHOIOJIBHBIX WJIM HECAHKIMOHUPOBAHHBIX JEUCTBUI B
OTHOLIEHUH UH(POPMALIMOHHBIX PECYPCOB;



- ONpPENENITh KOAIMIIMOHHBIE M HEePapXUUECKUe MPUHIIUIBI U METOMbl Pa3fesICHUs
CEKpPETOB U pasrpaHnucHus gocryna K [1/1x;

- BBIOMpATh MPOrPAMMHO-TEXHUYECKHE (almapaTHbIE) CPECTBA MPOTHUBOJICHUCTBUS
HC/l, aytentudukanuu, aBTopu3aniy, HAISHTU(UKALUN U APYTUX 3AIIUTHBIX MEXaHU3MOB,
00eCreurBaOIIUX TapaHTHUH  peaju3alud [paB W OTBETCTBEHHOCTH CYyOBEKTOB
MH(OPMAIIMOHHBIX OTHOIIICHU.

6.6. PersiamenTanmsi 10CTyna B NoMeNnieHUs

Komnonentet UCII[JH VYupexaeHuss AOMKHBI pa3MElIaTbCs B MOMEIICHUSX,
HaxXOMAIIMXCS TI0J] OXPaHOW WIM HAONIOJACHUWEM, MCKIIOYAIONIUM BO3MOXKHOCTD
OECKOHTPOJIPHOTO MPOHUKHOBEHHUS B MOMEIICHHS MIOCTOPOHHUX JIUI[ M O0ECIICYHBAIOIUM
(DU3UYECKYI0 COXPAHHOCTh HAXOMAIIUMXCS B TOMEIICHWHM 3alUIIAEMBIX PECYpPCOB
(moxkymentoB, APM wu T1.m.). YOopka Takmx TIOMEIICHUN JOJDKHA TPOU3BOIUTHCS B
MPUCYTCTBUHM OTBETCTBEHHOTO COTPYIHHUKA, 3a KOTOPBIM 3aKPEIJIEHBI TAHHBIE KOMIIOHEHTHI,
C CcoOJoeHHEeM Mep, HCKIIYANIMMX JOCTYN IMOCTOPOHHHMX JHI[ K 3allHUIIacMbIM
HH(OPMAITMOHHBIM pPecypcam.

Bce nocroponHue Mm@ JIOMYyCKalOTCA B MNOMEMIEHUS C  KOMIIOHEHTaMU
MH(POPMAITMOHHOW CHCTEMBI TOJBKO B IPUCYTCTBHUU COTPYIHUKOB Y UPESKICHUS.

ITo okoHuanuu paboyero MHs, MOMENICHUS, B KOTOPBIX Pa3MENIaloTCsl KOMIIOHEHTBI
NCIIIn enTpa, 10MKHBI 3aIMPAThCS HA KJIKOY, 110 BO3MOYKHOCTH OIEYaThIBATHCSI.

B caydae ocHaiieHus NMOMENIEHUN CPEACTBAMHU OXPAHHOM CHUTHAIM3ALMHU, 4 TaKkKe
ABTOMAaTHU3UPOBAHHON CUCTEMOM MPUEMA U PETUCTPALMU CUTHAJIIOB OT 3TUX CPEJCTB, IPUEM-
claya TaKuX TIOMENIEHUM IMO0JI OXpaHy OCYHIECTBISECTCS HAa OCHOBAHMM CHEHUAIBHO
paszpabaTbhIBaeMOW WHCTPYKITHH.

6.7. PerimameHTanMsi  JONyCKa  COTPYAHHMKOB K  MCIOJb30BAHUIO
HH(OPMALIMOHHBIX PeCypPCOB

B pamkax paspemmrenbHOW CHUCTeMbl (MaTpUIbl) JOCTyINA YCTaHABIMBAETCS: KTO,
KOMY, KaKyt0 HH(OPMALMIO U JUIs KAKOTO BUJA TOCTYIIAa MOKET MIPEIOCTABUTD U MPU KaKUX
YCIIOBHUSIX.

Jomyck monb3oBateneit k padore ¢ UCII[An Yupexaenus u J0CTyn K UX pecypcam
JOJDKEH OBITh CTPOro perjaMeHTHpoBaH. JIroOble M3MEHEHWs CcOCTaBa U IOJHOMOYMIA
MI0JIB30BATENIEH MMOACUCTEM JIOJKHBI IPOU3BOJUTHCS YCTAHOBIEHHBIM MOPSIKOM.

YpOBEHb MOJHOMOYMM KaKIOTO IOJIB30BATENsS ONPENEISIETCS] WHIUBULYAIBHO,
co0umofias cienyromue TpeOoBaHus:

- KaXAbI COTPYOHHUK IIOJB3YETCS TOJIBKO MPEANUCAHHBIMM €My IpaBaMu IO
otHomeHuto Kk II/lH, ¢ KoTtopeIMM eMy HeoOXoauMa paboTa B COOTBETCTBHM C
JIOJKHOCTHBIMU 00s13aHHOCTSIMU. Pacipenue mpaB qocTyna U MpeaocTaBlIeHue J0cTyna K
JOTIOJIHUTENIBHBIM  MH(OPMALMOHHBIX pecypcaM, B 00sA3aTE€IbHOM MOPSIIKE, JOJIKHO
COIJIACOBBIBATHCS C OTBETCTBEHHBIM 3a OpraHu3anuio oopadorku I1/1H;



- pYKOBOIOUTENb YUpexJACHUS HMMEET IpaBa Ha NPOCMOTP HHQPOpPMAIMH CBOMX
IIOJYMHEHHBIX TOJIBKO B YCTAaHOBJICHHBIX IpEAeiax B COOTBETCTBUM CO CBOUMH
JTOJKHOCTHBIMU 00513aHHOCTSMHU.

Bce corpymaukn YupexaeHus W 0OCITyKHUBAIOIIUN IEepCOHAT, JOJKHBI HECTH
MEPCOHANILHYIO0 OTBETCTBEHHOCTD 32 HAPYIICHHS YCTAaHOBIEHHOTO nopsiaka oopadotku [1/1H,
IIpaBUJl XPAHEHMs, WCIOJIB30BAHMA M IEpeAadyd HaXOIALIUMXCS B HMX PaCHOPSLKECHUU
3alMIIAEMBIX pecypcoB cucTeMbl. Kaxplii coTpyqHUK (Mpu mpueme Ha paloTy) NOJKEH
HOJNUCHIBaTh 0053aTEIbCTBO O COONMIOJEHHMM W OTBETCTBEHHOCTH 3a HapyIICHUE
YCTaHOBJICHHBIX TpeOoBaHuii o coxpanenuto [1/1n Yupexaenus.

Oo6padotka I1[In B xomnonentax MCII[In YupexxaeHus HOMKHA MPOU3BOAUTHCS B
COOTBETCTBHHU C YTBEPKACHHBIMU TEXHOJIOTUYECKUMU UHCTPYKLMSIMU.

6.8. Persamentranmusi npoueccoB  O00CHY:KMBAHMA M  OCYHIECTBJICHHMS
MOAU(PUKANMH ANNAPATHBIX U POTPAMMHBIX PecypcoB

B memsx mnonmmepkanus pexnMa HWHGOPMAIMOHHON OE30MMacHOCTH ammapaTHo-
nporpaMMHasi KOHQUrypanusi aBTOMaTU3UPOBAHHBIX pPabOYUX MECT COTPYAHUKOB
VYupexxnenusi, ¢ KOTOPBIX BO3MOXEH JOCTYNl K pecypcaM HH(OPMAIMOHHOW CHUCTEMBI,
JNOJDKHA ~ COOTBETCTBOBATb  KPYry  BO3JIOKEHHBIX  HA  JIAHHBIX  I10JIb30BaTeJIEH
(yHKIMOHATBHBIX 00S3aHHOCTEH.

B koMmoneHnTax MH()pOpPMAIMOHHON CHUCTEMBI U HAa pabOYMX MeCTax IMOJIb30BaTEIeH
JOJKHBI YCTaHABJIMBATHCS U UCIIOJIBb30BAThCS JIMLEH3MOHHBIE [IPOrPaMMHBIE CPEACTBA.

6.9. O0ecrieueHne M KOHTPOJIb (PU3NYECKOH LEJTOCTHOCTH (HEU3MEHHOCTH
KOH(pUrypauumn) annapaTHbIX pecypcos

O6opynoBanre WH(POPMAITMOHHBIX CUCTEM, HCTIOIB3YEMOE JJIs IOCTYIA U XPaHCHUS
IT1/TH, X KOTOpPOMY JOCTYIT OOCITY>KHBAIOIIETO TEPCOHAja B TPOIECCe DKCIUTyaTallud He
TpebyeTcs, Mocie HaJIaJO0YHbIX, PEMOHTHBIX U MHBIX palOT, CBSI3aHHBIX C JOCTYIIOM K €ro
KOMIIOHEHTaM JIOJKHO 3aKPbIBATHCS.

6.10. IToxOop 1 MOATrOTOBKA MEPCOHAJIA, 00yUeHHe MOJIb30BaTe el

[TonezoBarenmn VCII[An VYupexnenus, a Takke pyKOBOISAIIMA M 0OCTYKUBAIOUIHIA
NEepCOHaN JIOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IIOJHOMOYHMH, a TaKxke
OpPraHU3alMOHHO-PACTIOPAIUTEIHOW, HOPMATUBHOM, TEXHHYECKOM M JKCIUTyaTalHOHHOMW
JOKyMEHTAIMeH, onpeaenstonieit TpedoBanus u nopsaaok oopadorku 111 B YupexaeHuu.

Obecneuenne Oe3zomnacHocT IIJ[H BO3MOXHO TOJIBKO TMOCJHE BBIPAOOTKH Yy
MOJIb30BaTENIeH OMNpeNeeHHON KYJIbTYphl paloThl, T.e. HOpPM, OOSA3aTENbHBIX IS
MCIIOJTHEHHSI BCEMH, KTO paboTaeT ¢ MHPOPMAIIMOHHBIMU pecypcamu YupexxaeHus. K takum
HOpPMaM MOKHO OTHECTH 3allpellleHUE JIIOObIX YMBIIUIEHHBIX WM HEYMBIIIJICHHBIX
IeMCTBUNA, KOTOpPbIE HApYIIAIOT HOpMalibHYI0 paboTy koMmnoHeHToB UCII/H Yupexnenus,
BBI3BIBAIOT JIOTOJHUTENBHBIE 3aTpaThl PECYPCOB, HAPYIIAIOT LEJIOCTHOCTb XPAaHUMOW U
oOpabaTeiBaeMOll  MH(OpPMaLMK, HAPYIIAIOT HMHTEPECHl 3aKOHHBIX  I10JIb30BaTENEH,
BJIAJICJIBLIEB MJIM COOCTBEHHHKOB.



Bce monp3oBatenmn WCII[IH VYupexnaeHus JOMKHBI OBITh O3HAKOMJICHBI C
OpPTaHU3AIMOHHO - PACIOPSIUTEILHBIMUA JOKYMEHTAMU 10 00eCTeYeHHI0 Oe30MacHOCTH
[T/1a YupexneHus, B 4aCTH, NX KaCAIOLIECWUCS, JOJKHBI 3HATh U HEYKOCHUTEIIBHO BBITIOJIHATH
MHCTPYKIIMM M 3HaTh oOmme o00s3aHHOCTH 1o oOlecneyeHuto Oe3omacHoctu [1JH.
JloBenenrue TpeOOBaHWI yKa3aHHBIX JOKYMEHTOB [0 JIHI], JOMYIICHHBIX K 00paboTKe
3amuinaemMeix [1/IH, JOJKHO OCYIIECTBISATHCS MO POCIHCH.

6.11. OTBerCTBEHHOCTHL 32 HApPYLUEHHMs YCTAHOBJICHHOIO0 MOPSAKA
N0JIb30BAHMSA pecypcaMu HH(POPMALMOHHON CHCTEMBI

Mepa OTBETCTBEHHOCTH TMeEpCOHaNa 3a JEHCTBUA, COBEPIICHHBIC B HapyILICHUE
YCTaHOBJICHHBIX TpaBWi oOecrnieueHust Oe3omacHor pabotsl ¢ [1JIH, qomKHA ompenensaThes
HAaHECEHHBIM YIepOOM, HaJIMYHUEM 3JI0I0 YMBICIIA B JIPYTUMHU (PaKTOpaMHu IO yCMOTPEHHUIO
PYKOBOJICTBA Y UpEKICHUS.

Jl1s peayii3ariyyl IPUHIIMIIA IEPCOHATLHON OTBETCTBEHHOCTH I0JIb30BaTEIICH 3a CBOU
TEHCTBHS HEOOXOIUMBI:

- UHIUBUAyallbHas WICHTH(HKAIMSA I10Jb30BaTeICH W WHUIHHPOBAHHBIX MMM
MPOIIECCOB, T.€. yCTaHOBIICHHWE 3a HuUMH wuiaeHTudukatopa (login, Username), Ha 0Oaze
KOTOPOTO OYJET OCYIIECTBIATHCS pa3rpaHUYEHUE JOCTYNa B COOTBETCTBUHU C MPHUHITUIIOM
000CHOBAHHOCTH JIOCTYIIA;

- TIPOBEPKA MOVTMHHOCTH MOJIb30BaTeNCH (ayTeHTHU(UKAINS) HA OCHOBE TTApPOJICH;

- peakuuMs Ha TIOMBITKM HECAHKIIMOHWPOBAHHOTO JOCTymna (CHUTHAIW3AIMs,
OJIOKUPOBKA U T.1I.).

6.12. CpeacrBa odecnieuenust 0ezonacaoctu IIn

Jnst obGecrieuenusi nHPOpPMAIIMOHHONW O€30MACHOCTH YUPEKIEHUS HCIOIb3YIOTCA
CJIEIIOLIUE CPEJICTBA 3AIIUTHI:

Duzuueckue cpedcmea 3aujumol

®u3nyeckue Mephl 3aIUThl OCHOBAHBI HA IPUMEHEHUHU Pa3HOTO POJIa MEXAaHUYECKUX,
ANEKTPOHHBIX WM 3JIEKTPOHHO-MEXaHMYECKUX YCTPOWCTB M COOPYKEHHUM, CIELUATBHO
MpeIHA3HAYCHHBIX JUIS CO3JaHUS (DU3UYECKUX TPEMSITCTBHH Ha BO3MOXHBIX IYTSIX
MIPOHUKHOBEHHUS W JIOCTyNa TOTCHIHUAILHBIX HAPYIIUTENCH K KOMIIOHEHTaM CHCTEMBI U
samumiaeMbiM [1/1H, a Takke TEXHUYECKUX CPEACTB BU3YaJLHOTO HAONIOACHHS, CBA3U U
OXPAHHOM CHUTHAJIU3ALINH.

Jns obecrieuenust pusnueckoit O6e3zonacHoctu koMrnoHeHToB MCII[IH HeoOxoaumo
OCYIIECTBJISATh PAJ OPraHU3AIMOHHBIX M TEXHUYECKUX MEPONPHUATHN, BKIIOUYAOIINX:
MPOBEPKY 000pyA0OBaHUs, TPeAHA3HAYCHHOTO 111 00padboTku I1/1H, Ha:

- HaJTM4Ke CIEINaIbHO BHEIPCHHBIX 3aKJIaTHBIX YCTPOICTB;

- BBEACHHE JOMOJHUTEIBHBIX OTPAHWYCHUH IO JIOCTYIly B TOMEIICHHUS,
npelHa3HaYeHHbIE s XpaHeHus u oopadotku [1/1H;

- obopymoBanue cucteM HHPOPMATHU3AIMKH YCTPOMCTBAMHU 3aIlUTHl OT COOEB
AEKTPOIUTAHUS U TIOMEX B JIMHUSIX CBS3H.

TexHuueckue cpedocmea 3aujumsl



TexHuueckue  (ammapaTHO-IIPOTPAMMHBIE)  MEpPBI  3alIUThl  OCHOBAaHBl  Ha
WCIIOJIb30BAaHUU PA3JIMYHBIX DJIEKTPOHHBIX YCTPONCTB U CIEUUAJIBHBIX MpOTrpamMM U
BBITMIOJHSIONIMX (CAMOCTOATEIBHO WM B KOMIUIEKCE C JAPYTUMHU CpPEICTBAMHU) (PYHKIIHU
3amuThl (MASHTU(PUKAIMIO U ayTCHTU(UKAIIMIO TI0JIb30BaTENIe, pasrpaHUuCHHAE TOCTyIa K
pecypcaM, perucTpaluio cCoOObITHI, Kpunrorpadguueckoe 3aKpbiTie HHGOPMAIUH U T.1.).

C yuerom Bcex TpeOOBaHUN U MPUHIMIOB oOecnieueHus: 6ezonacuoctu [1J[H mo Bcem
HaIpaBJICHUSIM 3alIUTHl B COCTaB CHUCTEMbI 3aIlIUThI JOKHBI OBITh BKJIIOYEHBI CIEAYIOIINE
CpelCTBa:

- CpEICTBa pa3rpaHUyEHUs JOCTyNa K JaHHBIM;

- CpEICTBa PETUCTPALMM JOCTyINa K KOMIIOHEHTaM HH(GOPMAIMOHHON CHCTEMbI U
KOHTPOJIS 32 UCIIOJIb30BaHUEM UH(OpMAIIHH;

- CpeJICTBA pearupoBaHus Ha HAPYIICHUs pexnuMa HHHOPMAIIMOHHOM 0€30MacHOCTH.

Ha TexHuueckue cpelncTBa 3allUThl BO3JAraeTCsl PEIICHUE CIECIYIOIIHX OCHOBHBIX
3ajay:

- perylaMeHTalMs W YHOpaBlIeHWE JOCTYNOM II0Jb30BaTeleil B MOMEUIEHUs, K
(bU3UYECKUM U JTIOTUYECKUM YCTPOICTBaM;

- 3alldTa OT HPOHUKHOBEHUS KOMIIBIOTEPHBIX BHUPYCOB U Pa3pyLIUTEIBHOTO
BO3JICHCTBHSI BPEIOHOCHBIX IPOTPaMM;

- peructpauus BceX IEHCTBUN IMOJIb30BATENsl B 3aLIUIICHHOM YypHaje, HaJIU4ue
HECKOJIbKUX YPOBHEHN perucTparum;

- 3alUTa JAaHHBIX CHUCTEMBbI 3alMThl Ha (ailJloBOM cepBepe OT JOCTyma
MOJIb30BaTeNel, B YbM JOJDKHOCTHBIE OOS3aHHOCTH HE BXOAMT paboTa ¢ HHQPOpMAIHH,
HaXOJAIICUCS HA HEM.

Cpeocmea uoenmuurayuu u aymeHmugurayuu noiv3oeamenetl

B nensx npenorspaienust padotsl ¢ pecypcamu UCIIJIH Yupexnenus noCTOpOHHUX
ULl HEOOXOaUMO O00ECTeUUTh BO3MOXKHOCTh PACMO3HABAHUSA KAXKIOTO JIETAJIBHOTO
MoJib30BaTeNsl (WM Tpynn mnosib3oBatenei). s uaeHTu(UKaMu MOTYT TNPUMEHSATHCS
Pa3IUYHOTO pOjia yCTPONUCTBA: MATHUTHBIE KAPTOYKH, KIIFOUU, KITFOUEBBIE BCTABKH, JUCKETHI
U T.0.

Aytentudukamnus (MOATBEPKICHUE TOJIMHHOCTH) IIOJIb30BATENCH TaKKe MOXKET
OCYILIECTBIISITHCSA:

- IyTeM MPOBEPKU HAJIMYUS Yy TMOJIH30BATENCH KAKUX-THOO CIEIUaIbHBIX YCTPOUCTB
(MarHUTHBIX KapTOYCK, KIFOUYEH, KITFOYEBBIX BCTABOK U T.1.);

- MyTeM MIPOBEPKH 3HAHUS UMU TIApOJICHi;

- IyTE€M NPOBEPKH YHUKAIBHBIX (DU3MUECKUX XApPaKTEPUCTHK M MApaMETPOB CAMMX
M0JIb30BATENIEH MPU OMOIIM CIIEIIMAIbHBIX OMOMETPUUYECKHUX YCTPOICTB.

Cpeocmea pazepanuuenus 0ocmyna

30HBI OTBETCTBEHHOCTH M 3aJa4l KOHKPETHBIX TEXHUYECKUX CPEJCTB 3alllUThI
YCTaHABJIMBAIOTCS HUCXOJ M3 HUX BO3MOXKHOCTEH W OSKCIUTYaTallMOHHBIX XapaKTEPHUCTUK,
OMHMCAHHBIX B JIOKYMEHTAIIMU Ha JJaHHbBIE CPEJICTBA.

TexHuuecKkre CpecTBa pa3rpaHUUYEHHUs JIOCTYINa JOJDKHBI MO BO3MOXHOCTH OBITh
COCTaBHOM YaCThIO €IMHOW CUCTEMBI KOHTPOJIS JOCTYIIA:

- Ha KOHTPOJIUPYEMYIO TEPPUTOPUIO;



- B OTJIeJIbHbIE TOMEIICHHUS,

- K KOMIIOHEHTaM HMH()OPMALMOHHOW Cpeibl YUpex IACHUS U SJIEMEHTaM CHUCTEMbI
3amutel [1J{H (pusnueckuii noctymn);

- K UH(QOpPMAIMOHHBIM pecypcaMm (JOKyMEHTaM, HOCUTENsIM uHpopmaimy, daiinam,
HabopaM JaHHBIX, ApXUBaM, CIIpaBKaM U T.11.);

- K aKTUBHBIM pecypcaMm (MPHUKIIaJHBIM IporpaMMamM, 3ajadam u T.11.);

- K OIEpallMOHHON CUCTEME, CUCTEMHBIM POrpaMMaM U IPOrpaMmam 3aiiuThl.
Cpeocmea obecneueHnus u KOHMPOJL YeroCmMHOCMU

CpenctBa obOecrieueHus IETOCTHOCTH BKIIIOUAIOT B CBOM COCTaB CPEJICTBA PE3EPBHOIO
KOIIMPOBAaHMs, MPOTpaMMbl AHTUBUPYCHOM  3allMUTHI, MPOTPaMMbl BOCCTAHOBJICHUS
LEJIOCTHOCTH OINEPAMOHHON cpeibl U 0a3 TaHHBIX.

CpenactBa  KOHTPOJSL — LEJIOCTHOCTH  MH(MOPMAIMOHHBIX  PECYpPCOB  CHCTEM
npelHa3HaYeHbl JJIi CBOEBPEMEHHOTO0 OOHapy>KeHUs: MOIUPUKAIUU WM UCKAKCHUS
pecypcoB cucteMbl. OHH TO3BOJISIIOT OOECMEYUTh MPaBUIBHOCTh (YHKIIMOHUPOBAHUS
CUCTEMBI 3aIIUTHI U HEJIOCTHOCTh XPAaHUMOM 1 00pabaTbiBaeMoii HHPOPMAIUH.

KonTponb 1nenoctTHocTy MH(GOpPMALMKU M CPEACTB 3alUTHI, C IeNbI0 00ecredeHus
HEM3MEHHOCTU MH(OPMAIIMOHHON CpEeJbl, OMpeneIsieMOil MpeIyCMOTPEHHOW TEXHOJOTHEH
00pa0OTKM, W 3alIUThl OT HECaHKIMOHHWpOBaHHON Momudukammu I[I[dH nomkeH
o0ecreuynBaThCs:

- CpeJICTBaMM pa3rpaHUuCHUs JOCTyMa (B MOMEIICHUS, K JTIOKYMEHTaM, K HOCUTEIISAM
nH(pOopMaIH, K CepBepaM, JOTHIECKUM YCTPOMCTBAM H T.I1.);

- CpeJICTBaMHU 3JIEKTPOHHOM MOIIUCH;

- CpEICTBaMHU MOJICYETa KOHTPOJIBHBIX CyMM ([JI MCHOJB3YEMOI'O MPOrpPaMMHOIO
obecrieueHus1).

Cpeocmea onepamugno2o KOHMpPOA U pecucmpayuu coovimutl 6€30nacHocmu

CpenctBa OOBEKTHBHOTO KOHTPOJSL JIOJKHBI OOecreuynBaTh OOHApY>KEHUE U
pErucTpaiuio Bcex COOBITHH (IeicTBUiM mosib3oBarenel, nmonsiTok HCJl u T.1m.), KOTOpHhIE
MOTYT TMOBJIEYb 3a CO0OW HapylieHHE Oe30MaCHOCTH W TPUBECTH K BO3HHUKHOBEHUIO
KPU3UCHBIX CHUTyaluid. AHanu3 coOpaHHOM CpeACcTBaMU pETUCTpaluy HHPOpMaluu
MO3BOJISIET BBISIBUTH (DaKThI COBEPIICHHS HAPYIICHHUM, X XapakKTep, MOJICKa3aTh METOJ €ro
paccienoBaHds W CIOCOOBI TOWICKA HApYIIMTENs W HCHpaBlieHus cuTyaruu. CpencTsa
KOHTPOJISL U PETUCTPALIMH TOJKHBI PEJOCTABIIATH BO3MOKHOCTH:

- BEJICHUS W aHAJIM3a YPHAJOB PErHCTpallMU COOBITHI 0€30MacHOCTHU (CUCTEMHBIX
KYpHaJOB);

- TOJIydeHHs TBepAOW KomuM (TMedaTd) OKypHaja perucTpauuud COObITUI
0E€30I1aCHOCTH;

- YHOOpSAOYEHUsl JKYypHAJOB, a TaK)K€ YCTAaHOBJICHHWS OrPAHMYEHUN HA CPOK HX
XpaHEHHUs,

- OINEpPaTHUBHOTO OIMOBEUIEHUS] OTBETCTBEHHOrO 3a opranusanuio oopadotku IIJ[H o
HapYILIEHUSX.

[Ipu peructpanuu coObITUN 0€30MACHOCTH B JKypHaJIE JOKHA (PUKCUPOBATHCS
cienyromias napopMaims:

- 1aTa ¥l BpeMs COOBITHS;



- uieHTu(UKaTOp CyOBEKTa, OCYIIECTBISIOIEIO PETUCTPUPYEMOE ICUCTBHUE;
- IelicTBHE (TUI IOCTYMA).

6.13. KoHTpoJib 3pPeKTHBHOCTH CHCTEMbI 3ALIUTHI

Koutpons addextuBHoctr 3amutsl [1J{H ocymiecTBisieTcs ¢ 1ebl0 CBOEBPEMEHHOTO
BBISIBJICHUS U IpenoTBpaiieHus yreuku [I/[H 3a cuer HECaHKIMOHMPOBAHHOIO AOCTYyINa, a
TaK)KE MPEAYyNPEKICHUS BO3MOXKHBIX CICHUATBHBIX BO3ACHCTBUI, HaAIMpaBICHHBIX Ha
yanutoxkenue [1/In, paspymenue cpencts uHpopmaruzauud. KoHTponb  Moxer
IPOBOJUTHCS MPUBJIEKAEMBIMU JUIsSl 3TOW LIEJIU OPraHU3aLMSIMHU, UMEIOIMMHU JTULIEH3UI0 Ha
ATOT BUJI ACSITEIBHOCTH.

Onenka 3¢ pextuBHOoCTH Mep 3amuThl [1/[H MpoBOAUTCS € UCTIONB30BAHUEM TEXHUYECKUX U
MIPOTPAMMHBIX CPEJICTB KOHTPOJIS HA IPEIMET COOTBETCTBUS YCTAaHOBJICHHBIM TPEOOBAHUSIM.



