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OIIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONIPECIICHUS.

ABTOMATH3MPOBAHHASl CHCTEMa — CHCTEMA, COCTOsINAsl W3 IEepcoHana u
KOMILJIEKCA  CPEICTB  aBTOMAaTH3alMd €ro  JEATEIbHOCTH, peaJu3yrolas
UH(OPMAITMOHHYIO TEXHOJIOTHIO BBHITTOJIHEHHS YCTAaHOBJICHHBIX (DYHKITHMA.

AyTeHTH(PUKALMSA OTHPABUTE/SI JTAHHBIX — IMOATBEPXKIECHUE TOrO, YTO
OTHPaBUTEIb MOJYUYEHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be3onacHOCTh NMEPCOHANBHBIX [JAHHBIX — COCTOSIHHE 3allMIIEHHOCTH
NEPCOHANBHBIX ~ JTAHHBIX, XapaKTEPU3yeMO€ CIOCOOHOCTBIO I0JIb30BATENEH,
TEXHUYECKUX  CPEACTB U  HH(POPMAIIMOHHBIX  TEXHOJOTUM  OOECIeUUTh
KOH(HUICHIIMATEHOCTD, IIEJIOCTHOCTh U JIOCTYMHOCTh MEPCOHAIBHBIX JAaHHBIX MPU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX.

buomerpuyeckue mnepcoHAJbHbIE [JaHHbIe — CBEACHUSA, KOTOPHIE
XapaKkTepu3yIoT (U3HOIOTHYECKHEe OCOOCHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX
MO>XHO YCTaHOBUTb €r0 JUYHOCTb, BKJtOYas (oTorpauu, OTHEYATKH MaJbLEB,
o0pa3 ceTyaTKu TJia3a, OCOOEHHOCTH CTPOEHHUs Tella U JIPYrylo MoJ0OHYIO
uH(pOpMaIHIO.

BiaoknpoBaHue MNEPCOHAJNBHBIX JAHHBIX — BPEMEHHOE IMPEKpallCHUE
coopa, cucTeMaTH3allMd, HAKOIUICHUs, WCIIOJIb30BAHUSA, PAaCIPOCTPAHCHUS,
MEPCOHAIBHBIX IAHHBIX, B TOM YUCJIE UX MEPEIAUH.

Bupyc (koMIbOTEepHBbIH, IPOrPAMMHBII) — UCIOJIHIEMBbII MPOrPAMMHBIN
KOJlT WJIM HHTEPNPETUPYEMbId HAO0Op HWHCTPYKIMM, 007ajaromuii CBOWCTBAMU
HECAaHKIIMOHUPOBAHHOTO PacHpOCTpaHEeHUsi U camoBocIipon3BeneHua. Co3gaHHbIe
NyOnuKaThl KOMITBIOTEPHOTO BHpyCa HE BCEra COBMAJAIOT C OPUTMHAIOM, HO
COXPaHSIOT CIOCOOHOCTH K JanbHeNemMy pacnpoCTpaHEHUIO U
CaMOBOCIIPOU3BEICHHUIO.

BpenonocHas mporpamma — @porpaMma, MOpeJHa3HAYeHHas ISt
OCYIIIECTBIICHUSI HECAHKIIMOHMPOBAHHOTO JOCTyna U (W) BO3JEHCTBUA Ha
NEPCOHAJIbHBIE TAHHBIE WM pecypchbl HH(OPMAIMOHHOW CUCTEMBI NEPCOHATbHBIX
JTAHHBIX.

BcnomoraresibHble TeXHHYECKHE CPeICTBAa M CHCTEMbl — TEXHUYECKUE
CpEIICTBA U CHUCTEMBbI, HE IPEIHA3HAYEHHbIE JIs TIepeiayu, OOpabOTKU U XpaHEHUs
MEPCOHAIBHBIX JIaHHBIX, YCTAHABJIMBAE€MbIE COBMECTHO C TEXHUYECKUMU
CpeICTBAaMH M CHUCTEMaMH, MpeJHA3HAYEHHBIMU JIi 00paOOTKU MEPCOHATBHBIX
JAHHBIX WM B TIOMEIICHUSIX, B KOTOPBIX YCTAaHOBJICHBbI HWH(OpPMAIMOHHBIC
CUCTEMBI IEPCOHANBHBIX TAHHBIX.

Jloctym B ONEPAlMOHHYI0 Cpeay KOMIbIOTepa (MH(OPMALMOHHOI
CHCTeMbI NEPCOHAJBHBIX JAHHBIX) — MOJYyYEHHE BO3MOXXHOCTM 3alycka Ha
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BBINIOJIHEHHUE IITATHBIX KOMaHJ, (DYHKIMHA, OpOUEayp ONEpalMOHHOW CHCTEMbI
(YHUUTOXKEHMSI, KOMUPOBAHHUA, TEPEeMEUICHUs M T.I.), UCHOJHSIEMBIX (ailioB
NPUKIATHBIX TIPOTPAMM.

Joctyn k MH(pOpMaNUH — BO3MOXKHOCTH INOJydYeHUs MHQOpPMAIH U €€
VCIIOJIb30BaHUS.

3ak/ialouHOoe YCTPOMCTBO — D3JIEMEHT CpEJCTBa CheMa HMHQPOpPMALIUH,
CKPBITHO BHEIPSIEMbIN (3aKJIabIBAEMbIIl UM BHOCHMBI) B MECTa BO3MOKHOTO
cheMa uHdopmaluu (B TOM YHUCJIE B OIPAKJICHUE, KOHCTPYKIIMIO, 000pyI0BaHUE,
IIPEAMETBI HHTEPbEPa, TPAHCIIOPTHBIE CPENICTBA, & TAK)KE B TEXHUUECKUE CPEJCTBA
U CUCTEMBI 00paboTKu nH(pOpMaIum).

3amumaemasi uH@opmanusi — uHpOpMaLUs, SBIAIOWIASACT MPEIMETOM
COOCTBEHHOCTH M TOJJIeXallasi 3alluTe B COOTBETCTBUM C TPEOOBAHUSIMU
MPaBOBBIX JIOKYMEHTOB WUJIM TPEOOBAHUSAMU, YCTAaHABIMBAEMBIMU COOCTBEHHUKOM
uH(popMauu.

UnenTndukanus — T0OpUCBOCHHE CYObEKTaM UM OO0BbEKTaM JOCTyIa
uaeHtudukatopa u (WIM) CpaBHEHHE NPEIbIBISIEMOro HIEHTU(UKATOpA C
NepeYyHEM MPUCBOCHHBIX UIEHTU(PUKATOPOB.

HNudopmMaTUBHBIA CUTHAJ — DJIEKTPUYECKUE CHUTHAJBI, AKYCTHUYECKHE,
AIIEKTPOMArHUTHBIE U ApyTrHue (U3NUYECKUe MoJis, Mo napaMeTpaM KOTOPBIX MOKET
ObITh pacKkpbiTa KOH(pUACHIMANbHAas HHPOpMauusa (MepcoHaIbHbIE JaHHbBIC)
oOpabartbiBaemasi B UHGOPMAIIMOHHON CUCTEME NIEPCOHATBHBIX JJAHHBIX.

Nupopmanuonnast cucreMa mnepcoHaJbHbIX AaHHbix (MCILH) -
uHOpMAllMOHHAs ~ CHCTEMa,  MPEACTaBIAIMAs  cOOOW  COBOKYIHOCTh
NEPCOHANBHBIX  JIaHHBIX, COJAepKamuxcsi B 0a3e JaHHBIX, a TaKxKe
UHPOPMAIIMOHHBIX ~ TEXHOJIOTMA M  TEXHUYECKUX CPEJCTB, IO3BOJISIOLINX
OCYIIECTBIISAITh OOpaOOTKY TaKHUX TIEPCOHAJIbHBIX JAHHBIX C HCIIOJIb30BAHUEM
CPEICTB aBTOMATH3allMU WM 0€3 UCTIOJIb30BaHUs TaKUX CPEJICTB.

NudopmanuoHHbie TEXHOJOTMHM — IIPOIIECCHI, METOJbI MOUCKA, cOopa,
XpaHeHus, 0O0pabOTKH, NPENOCTaBIEHUS, PACIPOCTPAHEHHUS HMHPOPMALMUU U
CIOCOOBI OCYIIECTBICHUS TAKUX MPOLECCOB U METOJIOB.

Hcnonb3oBaHue NepPCOHANBHBIX MAAaHHBIX — JIEHCTBUS (Omepanuu) C
NEPCOHAIBHBIMU JAHHBIMH, COBEpIIAEMbIE ONEPATOPOM B LEIAX IPUHATHUSA
pELICHUN WM COBEPLICHUS MWHBIX JEUCTBUHM, MMOPOKIAOIIUX OPUINYECKUE
NOCJIEJICTBUSI B OTHOIIEHHHM CYyOBEKTa MEPCOHATBHBIX JaHHBIX WIM APYTHX JIUILL
A1M00 MHBIM 00pa30M 3aTparuBarolMX MpaBa U CBOOObI CyOBbEKTa MEPCOHATBHBIX
JAHHBIX WU APYTUX JIMII.

HUcTounuk yrpo3sl Oe3omacHocTH uHGOpPMANUM — CYOBEKT [OCTYIIA,
MaTepuagbHbli OOBEKT WM (PU3MUECKOE SIBJICHUE, SBIAIOIIMECS NPUYUHON
BO3HUKHOBEHUS yTPO3bl 0€30MaCHOCTH HH(OPMAITUH.
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Kontpoaupyemasi 30Ha — TOpOCTPAHCTBO (TEPpUTOPHS, 3AaHUE, YaCTh
3/aHusl, TMIOMEIICHNE), B KOTOPOM HCKIIIOUEHO HEKOHTPOJIHpyeMoe MNpeObIBaHUe
MOCTOPOHHUX JIUII, & TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTepUaIbHbIX
CPENCTB.

KonduaeHunaabHOCTh NEPCOHANBHBIX JAHHBIX — 00s3aTelbHOE IS
COOJIIOJIEHUST ONEPATOPOM WJIM WHBIM MOJYUYMBIIUM JOCTYI K IEPCOHAIbHBIM
JAHHBIM JIUIIOM TpeOOBaHHE HE JOIMYCKAaThb UX pacmpocTpaHeHue 0e3 coriacus
cyObeKTa MepCoOHaNbHBIX JAHHBIX WJIM HAJTMYKUS HTHOTO 3aKOHHOTO OCHOBAHMSI.

MexcereBOM 3KpaH —  JIOKaJdbHOE  (OJIHOKOMIIOHEHTHOE) WM
GyHKIIMOHATBLHO-PACIIPEICTIEHHOE ~ MPOTPpaMMHOE  (MPOTPaMMHO-aNapaTHOR)
cpencTBo (KOMILIEKC), peasiu3yroliee KOHTPOIb 3a HH(OpMaIuel, mocTynaromei B
WH(POPMAITMOHHYIO CHCTEMY IE€PCOHAJBHBIX JaHHBIX W (WJIM) BBIXOJALIECH U3
UH()OPMAITMOHHON CUCTEMBI.

Hapymurens 0e30aCHOCTM MeEPCOHANBHBIX JAHHBIX — (Qu3Nyeckoe
JUI0, CIy4YalHO WJIM TpeIHAMEPEHHO COBeplIalollee ACUCTBUS, CIIEICTBUEM
KOTOPBIX SIBIISIETCS HApyIICHHE OE€30MacHOCTH TEPCOHATIBHBIX JAaHHBIX MPU HX
00paboTKE TEXHHMYECKUMHU CpEeACTBAMH B  HMH(POPMAIMOHHBIX  CHCTEMax
MEPCOHAIBHBIX TAHHBIX.

HeaBromaTu3upoBanHasi 00pa0oTka MNEpPCOHAJBHBIX JAHHBIX —
00pa0oTKa MEPCOHABHBIX JAaHHBIX, COJAEPKAIIMXCSI B HHPOPMAIITMOHHON CUCTEME
MEePCOHATBHBIX JAHHBIX JIMOO W3BJICUEHHBIX M3 TaKOW CHUCTEMbl, CUHUTAETCS
OCYILECTBIIECHHOM 0e3 UCITIOJIb30BAHUS CpENCTB aBTOMATH3aILIUU
(HEaBTOMATH3UPOBAHHOM ), €CJIM TAKUE JICUCTBUS C EPCOHAIBHBIMU JaHHBIMU, KaK
UCIIOJIb30BaHUE, YTOYHEHHE, PACHPOCTPAHEHUE, YHUUTOXKEHUE NEPCOHATbHBIX
JAHHBIX B OTHOIIEHWU KaXKJIOTO U3 CYOBEKTOB TMEPCOHAIBHBIX JIAHHBIX,
OCYILIECTBIISIFOTCS] IPU HEMOCPEICTBEHHOM YYaCTUHU YEJIOBEKA.

HenexnapupoBaHHble BO3MOKHOCTH — (PYHKIIMOHAJIbHBIE BO3MOXHOCTHU
CPE/ICTB BBIYUCIUTEILHON TEXHWKH, HE OMHUCAHHBIC WM HE COOTBETCTBYIOIIWE
OMHUCAaHHBIM B JIOKYMEHTAllUM, TPU HUCHOJb30BAHUM KOTOPHIX BO3MOXKHO
HapyllleHue  KOH(PUACHIMAIbHOCTH,  JOCTYIMHOCTH  WJIM  IEJIOCTHOCTU
oOpabaTbiBaeMoii HH(POpPMAITUH.

HecaHKIMOHUPOBAHHBIN A0CTYN (HECAHKIIMOHUPOBAHHbIE JCHCTBUA) —
JOCTyIl K MHGOpMAIMKM WA JEHCTBUS ¢ MH(POpPMAIIMEH, HApYyIIAIOIIKe MpaBHiia
pa3rpaHUYEHUs JOCTYIA C UCTI0JIb30BAHUEM IITATHBIX CPEJICTB, MPEIOCTABISIEMbIX
WH(POPMAITMOHHBIMU CUCTEMAMU NIEPCOHATBHBIX TAHHBIX.

Hocureas naHpopmanum — Gu3nieckoe JUIO0 WIM MaTepUATbHBIA 00BEKT,
B TOM 4Hclie pu3ndeckoe mosie, B KOTOpOM MH(pOpMaIrs HAXOAUT CBOE OTPAKEHUE
B BHUJIE CHUMBOJIOB, 00pa30B, CHUTHAJIOB, TEXHHUYECKUX PEIICHHH U TPOIIECCOB,
KOJIMYECTBEHHBIX XapAaKTEPUCTUK (PU3MUECKUX BEITUYNH.
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OO0e3nuyuBaHue TNEPCOHAJIBHBIX JAaHHBIX — JIEHCTBUS, B pe3yJbTaTe
KOTOPBIX HEBO3MOXKHO OMPEICIUTh MPUHAIIC)KHOCTh MEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY TIEPCOHATBHBIX JaHHBIX.

O0paboTka mNepCOHANBHBIX [JAHHBIX — JIeHCTBUS (omepanuu) C
NEPCOHANIbHBIMU  JIaHHBIMU, BKJIIOYasi cOOp, CUCTEMATH3alMIO, HAKOIUICHHE,
XpaHEHHUeE, yTOYHEHHUE (oOHOBIICHUE, W3MEHEHHE), HCIIOJIb30BaHUE,
pacrpocTpaHeHue (B TOM 4YHCIe Tiepefady), o0e3TuyuBaHue, OJIOKHMpPOBAHUE,
YHUYTOXEHUE IEPCOHATBHBIX JAHHBIX.

OOmenocTynHble NEPCOHAJIbHbIE JaHHbIe — TEPCOHAIBHBIC JIaHHBIE,
JOCTYIl HEOTPAHWYEHHOTO Kpyra JHI, K KOTOPHIM MPEJOCTABICH C COTJIACHUS
cyObeKTa TMEepCOHANBHBIX JaHHBIX WJIM HAa KOTOPhIE B COOTBETCTBHH C
dbenepadbHBIMA  3aKOHAMHM HE PacIpoCTpaHsieTcs TpeOboBaHUE COOJIIOACHUS
KOH(UIECHIIUAIBHOCTH.

Onepatop (MEepPCOHANBHBIX [JAHHBIX) — TOCYJApPCTBEHHBIA OpraH,
MYHUITUTIATBHBIA OpTaH, IOPUANYECKOE WM (PU3NUYECKOEe JIUII0, OPTaHU3YIoIIee U
(W)  ocyIIecTBIstOMee O00pabOTKY TEpPCOHANBHBIX JTAaHHBIX, a TaKkKe
OTIpEIETISIONINE e U COIep>KaHne 00pabOTKH IEPCOHATBHBIX JAHHBIX.

Texnnuyeckue cpeacrsa HHPOPMALUOHHON CHCTEMbI NEPCOHAJBHBIX
AAHHBIX —  CPEICTBA  BBIYMCIUTEIBHOM  TEXHWKHA,  HMHPOPMAIMOHHO-
BBIYHCIIUTEIbHBIC KOMITJIEKCHI U CETH, CPEACTBA U CHCTEMBI TNepeaadu, npueMa u
oOpabotku II/IH (cpeacTBa M CHCTEMBI 3BYKO3alHMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOU3BEACHHMS, TTEPETOBOPHBIC M TEICBU3MOHHBIC YCTPOWCTBA, CPECTBA
W3TOTOBJICHUSI, TUPAKUPOBAHUS JOKYMEHTOB M JPYrH€ TEXHUYECKHUE CPEJCTBA
00paboTKu pedeBoit, rpaduueckoi, BUACO- U OYKBEHHO-IIU(GPOBON MHGOPMAIIHH ),
IporpamMMHBIE CpeICTBa (OMepallMOHHBIE CUCTEMbI, CUCTEMBI YIIpaBJiIeHUs Oa3zaMu
JAHHBIX W T.I.), CPEACTBAa 3alUThl HH(pOpMAIMK, TPUMEHSIEMbIE B
UH(OPMAITMOHHBIX CUCTEMaX.

IlepexBar (uHopManuu) — HEMPABOMEPHOE TOJyYCHHE WHGOPMAITUU C
MCTIOJB30BAaHUEM TEXHHYECKOTO CpEICTBAa, OCYIIECTBIIAIOIIETO OOHApYKEHHE,
npreM 1 00paboTKy HHGHOPMATUBHBIX CUTHAJIOB.

IlepconajibHble jJaHHble — J100as WHPOpPMAILUS, OTHOCAMIASACA K
OTIpENICJICHHOMY WJIM ONpeIeNiieMOMy Ha OCHOBaHMM TakoW HHQpopManuu
busnueckomy iy (CyOBEKTYy NEpCOHANIBHBIX JAaHHBIX), B TOM YHCIIE €ro
dbamuus, UuMs, OTYECTBO, IO, MECII, JlaTa U MECTO POXKJICHUS, aJipec, CEMEUHOe,
COLIMaIbHOE, MMYIIECTBEHHOE IMOJIOKEHHE, 00pa3oBaHue, MPOQeEccHsi, AOXOIBI,
npyrast uHbopmarus.

IloOouHbIE  JJIEKTPOMATHUTHBbIE  M3JYYeHUS] M  HABOAKH  —
AJIEKTPOMArHUTHBIE M3IYUYEHUS TEXHHUYECKUX CPEACTB OOpabOTKH 3aluiaeMon
uHdopMaIuu, BO3HUKAIONIME KaK MOOOYHOE SIBJIEHWE W  BbI3BaHHbBIC
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AIIEKTPUUECKUMU CUTHAJIAMU, IEUCTBYIOIIUMH B UX JEKTPUUYECKUX U MAarHUTHBIX
LEMSIX, @ TAKKE JIEKTPOMArHUTHBIE HABOJKU 3TUX CUTHAJIOB Ha TOKOMPOBOIAIINE
JIMHUU, KOHCTPYKIUU U LENH MUTaHUS.

IonuTka  «YHCTOr0  CTOJAA» —  KOMIUIEKC  OpraHHU3allMOHHBIX
MEpOTNPUATHIA, KOHTPOJUPYIOUIUX OTCYTCTBHME 3alUChIBAaHUS Ha OyMa)KHbIC
HOCUTENM KIIIO4YeH M aTpuOyTOB JocTyna (mapoJie) U XpaHEeHHs MX BOJIHM3U
00BEKTOB JOCTYIIA.

I[Moab30oBaTeb HHPOPMAUOHHON CHUCTEMbI NMEPCOHAJIBHBIX JAHHBIX —
JUI0, Yy4YacTByomee B (PYHKIIMOHUPOBAHUM HWHOOPMAITMOHHOW CHUCTEMBI
MIEPCOHANILHBIX JTAHHBIX WU UCTIOJB3YIOIIEE Pe3yIbTaThl €€ (DYHKIIMOHUPOBAHUS.

IlpaBuaa  pa3rpaHmyeHusi JOCTYNa —  COBOKYIHOCTh  IIpaBul,
periaMeHTUPYIOLIUX MpPaBa JOCTYIa CyObEKTOB A0CTYyNa K 00BEKTaM JIOCTyTA.

IIporpammHas 3aKjajKa — KOJ NPOrpaMMbl, IPETHAMEPEHHO BHECEHHbIN
B TMporpaMMy C II€JIbI0 OCYIIECTBUTh YTE€UKY, HW3MEHUTb, OJOKUPOBATH,
YHUUYTOXUTh WH(POPMAIMIO WM YHUUYTOXHUTH U MOIUDUIIMPOBATH MPOTPAMMHOE
oOecrieueHne HMHQPOPMAIMOHHON CHUCTEMBI TEPCOHAIBHBIX JaHHBIX U (WJIN)
OJIOKMPOBATH amnmapaTHbIC CPEACTBRA.

IIporpamMHoe  (MporpaMMHO-MaTeMaTH4ecKoe)  BO3AeldCcTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBME Ha  PECypchl  aBTOMAaTU3WPOBAHHOMU
MH(POPMAITMOHHON CUCTEMBI, OCYILECTBIISIEMOE C MCIOJIb30BAaHUEM BPEIOHOCHBIX
IPOTPaMM.

PackpbiTHe mNepcOHAJBLHBIX JAHHBIX — YMBIIUICHHOEC WJIU Clly4aiHOe
HapylIeHne KOH)UICHIIMATbHOCTH TIEPCOHATBHBIX JAHHBIX.

PacnpocTpaHeHue nmepcoOHAJbHBIX JTAHHBIX — JCHCTBUS, HAIPABICHHBIE
Ha Tepenady MEepCOHATbHBIX JAaHHBIX ONpEeJIeHHOMY Kpyry muil (repenada
MEPCOHATBHBIX JAHHBIX) WM HAa O3HAKOMJICHHE C NEPCOHAIbHBIMU JAaHHBIMU
HEOTPAHWUYEHHOTO Kpyra JIMil, B TOM 4YHUCJE OOHApOJIOBaHHE IEPCOHATBHBIX
JTAHHBIX B CPEJCTBAaX MAacCOBOM MH(OpManuM, pa3MelleHre B WHPOpMAIMOHHO-
TEJIEKOMMYHUKAITMOHHBIX CETAX WM MPEIOCTABICHHUE JOCTYyNa K MEPCOHAIBHBIM
JTAHHBIM KaKUM-JIMOO UHBIM CITIOCOOOM.

Pecypc wuHpOpMALHMOHHOM CHCTeMbl — HMCHOBAHHBIA  3JIEMEHT
CUCTEMHOTO, MPUKIAIHOTO WJIM allapaTHOro obecrnedeHusi (HyHKIIMOHUPOBAHUS
MH()OPMAITMOHHOW CHCTEMBI.

CneunajibHble KATErOPpUMU MNEPCOHAJBHBIX JAHHBIX — TEPCOHAIBHBIC
JAHHbBIC, KACAIOIINECS PACOBOM, HAIIMOHAIIBHON MPUHAJIEKHOCTH, MOJIUTUHYECKUX
B3IJISII0B, PEITUTHO3HBIX WM PUIOCO(CKUX YyOEKIEHUN, COCTOSHUS 340POBbS U
WHTUMHOM XM3HU CyObEKTa MePCOHATBHBIX JaHHBIX.



CpeacrBa BbIYMCIHUTEIbHON TEXHMKH — COBOKYIMHOCTb MPOTrPaMMHBIX U
TEXHUYECKUX  DJIEMEHTOB  CHCTEeM  OOpaOOTKM  JaHHBIX,  CIIOCOOHBIX
(GYyHKIIMOHUPOBATH CAMOCTOSTEIHLHO HIIM B COCTaBE APYTHX CUCTEM.

Cy0bekT mocryna (cy0beKT) — JIMLIO WM MPOLECC, ACHCTBUS KOTOPOTO
periaMeHTUPYIOTCA MTpaBUIaMU pa3rpaHUUuEHUs JOCTYIIA.

TexHuyecKuil KaHaJ YTeYKM MHE@OPMALMM — COBOKYIHOCTb HOCHUTEIIA
uHpopmarmu  (cpeactBa  00pabOTKHM), (U3UYECKOM Cpeapl paclpoCTpaHEHUs
MH()OPMATUBHOTO CHUTHAja W CPEACTB, KOTOPBIMU JIOOBIBACTCS 3alllylaeMas
uHpopMaIus.

TpancrpanunyHas mnepegaya MePCOHAJNBbHBIX JAaHHBIX — Tepeaava
NMEePCOHATIBHBIX JAHHBIX omepaTopoM uepe3 [0CylnapCTBEHHYIO TpPaHUILY
Poccuitickonn ~ ®depepanii  OpraHy  BJACTH  HMHOCTPAHHOIO  TOCYZApCTBa,
buU3HMYEeCKOMY WJIH IOPUANYECKOMY JIMIY MHOCTPAHHOTO FOCYJapCTBa.

Yrpo3bl 6€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH
u (akTOpoB, CO3JAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIEC
CIy4ailHOTO, JIOCTyNa K MEPCOHAIbHBIM JaHHBIM, PE3YyJIbTATOM KOTOPOIO MOKET
CTaTh YHHUTOKCHHUE, N3MEHECHHE, OJIOKUPOBAHKE, KOMMPOBAHUE, PACTIPOCTPAaHEHUE
MEPCOHAIBHBIX JTAHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUN MPU UX
00paboTke B MHOOPMALIMOHHON CUCTEME TIEPCOHATBHBIX JIAaHHBIX.

YHUUTOKEeHHE TEePCOHAIbHBIX [aHHBIX — JEHUCTBUS, B pe3yJbTaTe
KOTOPBIX HEBO3MOXXHO BOCCTAaHOBHUTH COJCpP)KAHUE NEPCOHAIBHBIX JIaHHBIX B
MH(POPMAIIMOHHON CHUCTEME MEPCOHAIBHBIX JTAHHBIX WJIU B PE3yJIbTaTe€ KOTOPBIX
YHUUYTOXAIOTCSI MaTEPUAIbHbIE HOCUTEIN EPCOHANTBHBIX JAHHBIX.

Yreuka (Bamumaemoil) MHGOpMAIMH MO TEXHHYECKHMM KaHAJIaAM —
HEKOHTPOJIMPYEMOE PACIpPOCTpaHEHHE MHQPOPMAIUU OT HOCUTENS 3allUIIaeMOn
uHdopmaruu  4yepe3  (PUIMUECKYI0 Cpely JO TEXHHUYECKOTrO  CpEeJCTBa,
OCYIIIECTRIISIONIETO IepeXBaT HHPOpMALTIH.

Ya3BumMocTh — CJ1a00OCTh B CpEACTBaX 3alllUThl, KOTOPYIO MOXHO
WCIIOJIB30BaTh JJIs1 HAPYIIICHHUS] CUCTEMbI WJIU COJIepIKaIleics B Hel HH(pOpMaIUH.

esocTHOCT, MH(pOPMAIMM — CIIOCOOHOCTH CPEJICTBA BBIYUCIUTEIBLHON
TEXHUKA WM aBTOMATH3UPOBAHHOM CHCTEMBbI OO0ecrneYnBaTh HEU3MEHHOCTH
uHOpMAIIMU B YCIOBUSX CIYyYallHOTO W/WIU TPEAHAMEPEHHOTO HCKaKEHUS
(pa3py1iieHus).



OBO3HAYEHUSA U COKPALILEHUA

ABC — aHTUBUpPYCHBIE CPEJICTBA

APM - aBTOMaTH3upOBaHHOE pabouee MECTO

BTCC — BcnoMoratesibHbI€ TEXHUUECKHUE CPEACTBA U CUCTEMBI
NCTI/Ia — nadopMaIiioHHasi CHCTeMa MePCOHANTBHBIX TAHHBIX
K3 — kouTponupyemas 30Ha

JIBC — nokanbHast BBIYUCIUTENIbHAS CETh

MDD — MeKCceTEBOM IKpaH

HCJI — HecaHKIIMOHMPOBAHHBIN TOCTYII

OC — onepauMoHHasi CUCTEMA

I1/IH — nepcoHanbHbIC JaHHBIE

[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3ACUCTBUE

ITO — mporpammHOe oOecTieueHne

[I5MHUH — mo6ouHkIe 37IeKTPOMArHUTHBIC U3ITYYCHUS U HABOJIKU
CA3 — cucrema aHanm3a 3alIMIIEHHOCTH

C3U — cpenctsa 3anuThl ”HGOPMALIUU

C3I1H — cuctema (rmoacucTeMa) 3alllUThl IEPCOHATBHBIX JaHHBIX
COB — cuctema 0OHapyXeHUsI BTOP>KEHHI

TKVYU — Texunueckue KaHajabl yTeUKH HHPOPMAITHH

YBII/Ix — yrpo3b1 6€3011aCHOCTH MEPCOHATBHBIX JTaHHBIX



BBEAEHHUE

Hacrosmas Konuenuus omnpenenser OCHOBHBIE LENW W 3aJa4y, a TaKXKeE
OOIIyI0 CTpaTerut0 MOCTPOCHMS] CHUCTEMBbI 3alllUThl TEPCOHAIBHBIX JaHHBIX
(C3I1/IH) rocymapCTBEHHOTO Ka3eHHOTO YUpekJeHus Bramummupckoir obiactu
«MypOoMCKUI OTJZI€JI COLMAJIbHOW 3alUThl HaceneHus». KoHuenuus onpenesnser
OCHOBHBIC TpeOOBaHUs M 0a30BbIE MOJIXOJbI K WX pealu3allud, IJs JTOCTHUKEHUS
TpebyeMoro ypoBHs 0€30MacHOCTH HH(OpMAITUH.

Konnenmus pa3paboraHa B COOTBETCTBUM C CHCTEMHBIM IOJXOJIOM K
obecrnieueHuto  uHoOpManMoHHOM  Oe3omacHocTH.  CHUCTEMHBIM  TMOJXO[
npeamnoyiaraeT  MPOBEJACHHWE  KOMIUIEKCA  MEpPOINPHUATHM,  BKIHOYAIOIIMX
UCCJIEIOBaHUE YTPo3 MH(GOPMAIIMOHHONW 0€30MacHOCTH U Pa3pabOTKy CHCTEMBbI
3ammuThl  [I/IH, ¢ mNO3MLIMM KOMIUIEKCHOIO TPUMEHEHHUSI TEXHHUYECKUX U
OpPTaHU3alMOHHBIX MEP U CPEJICTB 3aILUTHI.

ITon madOopManmonHok Oe3omacHoCThIO [1J[H MOHMMaeTCs 3aIlMIIEHHOCTh
NEPCOHANIBHBIX JIaHHBIX M 0OpabaThIBalOlIel MX HHPPACTPYKType OT JHOOBIX
CIIy4YalHbIX WM 3JIOHAMEPEHHBIX BO3IACHUCTBUM, PE3yJbTaTOM KOTOPBIX MOXKET
SBUTHCSI HaHECEHHUE yuiepba camoi uHGOpMalUM, €€ BlajeiblaM (CyObeKTam
[111) nmm undpactpykrype. 3agaun HHGOPMAITMOHHON 0€30MMaCHOCTH CBOJATCS K
MUHUMM3AIUU yiiepOa oT BO3MOXKHOW peanm3ainuu yrpo3 oezonacHoctu I[1/1H, a
TaKke K MPOrHO3UPOBAHUIO U TPEAOTBPAIICHUIO TAKUX BO3/ICHCTBUIA.

Konuenmus CILYyKUT OCHOBOU TS pa3paboTKu KOMILJIEKCa
OpraHU3allMOHHBIX W TEXHUYECKUX Mep 1o obecrnedyeHuto HHGOPMaIMOHHON
0€30MacHOCTH  YUpEXKJEHUs, a TakkKe HOPMATUBHBIX U  METOJAMYECKUX
JIOKyMEHTOB, OOECHEUMBAIOLIUX €€ pean3alfio, U HE MPEANOoJaraet MoJAMEHbI
¢byHkumii opranoB Biactu Poccuiickoit @enepaiyiv, OTBEUaOIIUX 3a 00eCIeyeHne
6e3omacHOCTH MH(POPMAITMOHHBIX TEXHOJOTUHN U 3aIIUTy UH(POPMAIIUH.

Konuenuus saBisgeTcss METOIOJIOTMYECKON OCHOBOM JJIS:

— (dopMUpOBaHUs U TPOBEJCHUS €IMHOM MOJUTUKHU B 00JaCTH 0OeCrieueHus
oezonacuoctu [1JIn B UCITIH Yupexnenus;

— TPUHSATHS YIPABIECHYECKUX PEIICHUN U pa3pabOTKU MPAKTUYECKHX MeEp
M0 BOIUIOMICHUIO MONUTHKKA Oe3omacHoctu I[IJIH M BbIpaOOTKHM KOMILIEKCA,
COTJIACOBAHHBIX Mep HOPMAaTUBHO-IIPABOBOTO, TE€XHOJIOTUYECKOTO U
OpraHU3allMOHHO-TEXHUYECKOTO XapaKTepa, HalpaBJICHHbIX Ha BBISBICHHUE,
OTPAKEHUE U JUMKBUJALMIO TOCJIEACTBUN peaiM3allii Pa3IMuHbIX BUJOB YIpo3
I11H;

— KOOpAWHAIMU AEATEIbHOCTU CTPYKTYPHBIX MOJPA3ICICHAN Y UpexKICHUS
pu TIpoBeeHUH padoT mo pasButhio u 3kcruryatanuu MCITH ¢ cobmonenuem
TpeboBanuii obecnieuenus: 6ezonacHoctu [1/1H;
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— pa3pabOTKM  TPEJIOKEHUHA 1O  COBEPUICHCTBOBAHUIO  IPABOBOTO,
HOPMATUBHOTO,  METOJIUYECKOTO,  TEXHMYECKOIO W  OpPraHU3alMOHHOTO
obecnieuenus 6ezonacuoctu [1/1n B UCITn Yupexnenue.

[IpaBoBoit ©6azoit mist pa3paboTku Hacrosmer KoHuenuuu ciryxar
TpeOoBaHus, nOeWcTByOmMX B Poccun 3aKOHONATENBHBIX M HOPMATHUBHBIX
JIOKYMEHTOB 10 00€eCIIeUeHHI0 O€30ITaCHOCTH MEPCOHANTBHBIX AaHHBIX ([1/]H).
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1 O0mume moJ10KeHus

Hacrosmas Konuenuus omnpenenser OCHOBHBIE LENW W 3aJadyM, a TAKKE
OOIIyI0 CTpaTerut0 MOCTPOCHMSI CUCTEMbI 3alllUThl TEPCOHAIBHBIX JaHHBIX
(C3I1dH) VYwupexnenus, B coorBerctBuM ¢ mnepeudeM HWCIIJIn. Konnenmus
OTIpeJIeIsieT OCHOBHBIE TpeOOBaHUS W 0a30BbIC MOAXOABl K MX pead3alluu, s
JOCTHXKEHHS TpeOyeMOro YpoBHsI 6€301aCHOCTH HH(POPMAIUH.

C3IIIn npencraiasier co0OMl  COBOKYMHOCTh OPTraHU3AallMOHHBIX U
TEXHUYECKUX Meponpusatui s 3amutel [IJIH OoT HempaBOMEpHOro Wi
CIy4YalHOrO JoCTyna K HHUM, YHUYTOXCHHUS, W3MEHEHUS, OJOKWpPOBaHUS,
KONMpOBaHus, pacnpoctpaneHus [1/IH, a Takke MHBIX HENMPABOMEPHBIX ACUCTBUHU
C HUMH.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTACTCS IMYyTEM HCKIIOUYECHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJE CIIy4alHOIo, JOCTyHa K IMEePCOHAIbHBIM
JAHHBIM, PE3YyJbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHUE, HW3MEHEHHE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACHIPOCTPAHCHHUE MEPCOHATIBHBIX JJAHHBIX, a TAKXKE
VHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUM.

Crtpykrypa, coctaB 1 ocHoBHbIe pyHKIMu C3I1/IH onpenensroTcs UCXos U3
kiacca WUCIIAn. C3IIJIn BKiIOYaeT OpraHU3allMOHHBIE MEpPbl U TEXHHYECKHUE
cpeanctBa  3amuThl  uHPopManuu (B TOM  yuciae  mu@poBaIbHBIC
(kpunrorpapuIecKue) CpeJICTBa, cpelcTBa MPEAOTBPALCHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYMAa, YTE€YKU HWHGOPMAIMK TIO0 TEXHUYECKUM
KaHajaM, MPOrPaMMHO-TEXHUUYECKUX BO3JCHCTBUI Ha TEXHUYECKHE CpPEACTBa
obpabotku II/lH), a Takxke wHcCHOIb3yeMble B HWH(MOPMAIMOHHONW CHUCTEME
MH(POPMAITMOHHBIE TEXHOJOTHUH.

OTH Mepbl IPU3BAHBI 00ECTICYUTH:

— KOH(UIEHIMAIBLHOCTh HH(OpMALUK (3allUTa OT HECAHKIIMOHUPOBAHHOTO
O3HAKOMJIECHUS);

— IEJIOCTHOCTh HWH(pOpMaIuu (aKTyalbHOCTh U HEMPOTHUBOPEYUBOCTH
nHpopMaluu, ee 3allUIIEHHOCTh OT pa3pylIeHUs W HECAaHKIIMOHUPOBAHHOTO
U3MECHEHHUS);

— JOCTYNHOCTh HHGOpMauu (BO3MOXKHOCTh 3a MpPHUEMIIEMOE BpeMs
MOJIY4YUTh TpeOyeMyto UHGOPMAIMOHHYIO YCIYTY).

Cranuu co3nanus C3I1/IH BKIIrOYaroT:

— TOPEINPOCKTHAsT CTaaus, BKIIOYAIOIIAs MPEIIPOCKTHOE 00cIeq0BaHNe
NCTIJIH, pa3paboTKy TEXHUYECKOTO 3a/1aHus Ha ripoektupoBanue CII1/H;

— craaust npoektupoBanus u  peanuszauumu  MCII/[JH, BKiIrouaronias
paszpabdotky C3I1/1n B coctaBe UCII/IH;
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— craaua  BBoga B gedctBue  C3IIJ[H, BkiIoyaromas ONBITHYIO
HKCIUTYaTalI0 U PUEMO-CIaTOYHBIE UCIIBITAHUSA CPEACTB 3alllUThl UH(pOpMaInH,
a Takke oueHky coorBerctBus MCII[n TpeOoBaHusiM  0Oe30MacHOCTH
uHpopmarmu.

OpranuzaiiuoHHbIE MEPHI NPEAYCMATPUBAIOT CO3aHHUE U MOJIepKaHUE TIpa-
BoBoM ©0a3bl OezomacHoctu IIJIH u pa3paboTky (BBelIeHHE B JCHCTBUE)
npexycMoTpeHablx  [lomutukoit  wHpopmammonnoit Oe3omacnoctu  MCI/IH
CJIEIYIOLINX OPraHU3alHOHHO-PACIOPSIUTEIbHBIX JOKYMEHTOB:

— TUTaH MeponpusITuil o odecneuenuto 3amuThl [1/{H pu ux oOpaboTke B
NCTI/IH;

— TUIaH MEPOTIPUATHIA 110 KOHTPOJII0 obecnieuenus 3amuThl [1/1H;

— MOPSAJOK Pe3epBUPOBAHUS M BOCCTaHOBJIEHUs paborocniocooHoctn TC u
I10O, 6a3 manneix u C3U;

— JIOJDKHOCTHAass — HMHCTpykuusa  aamuHucTparopa WMCIIJlH B 4yactu
obecneuenus 6e3onacHocTH I1/1n mpu ux oopadotke B UCII/IH;

— JIOJDKHOCTHAs MHCTPYKIMS aagmuHucTpaTtopa 6ezonacHoctu UCIH;

— JIOJDKHOCTHAs MHCTpyKuus noas3oBarens MCIIIH B yactu obecnieueHus
oe3onacnoctu [1JIn npu ux o6padotke B UCII/H;

— MHCTPYKLHS Ha CIy4yaid BOSHUKHOBEHHUS BHEIITATHOM CUTYallUH;

— MOJIOKEHHE O pa3rpaHUyYeHUU TpaB JocTyna K o00pabdaThiBaeMbIM
MIEPCOHANILHBIM JaHHBIM B WH(OPMAITMOHHBIX CHUCTEMaX MEPCOHATBHBIX JaHHBIX
Mypomckoro OC3H.

TexHrueckue Mephl 3alUThl PEATU3YIOTCS MPU MOMOIIM COOTBETCTBYOIIMX
IPOrpaMMHO-TEXHUYECKUX CPEJICTB U METO/IOB 3allIUTHI.

[lepeuenp HEOOXOAMMBIX MEp 3alIUTHl HWH(OPMALMU OIpeAessieTCs Mo
pesyabpTaTam BHyTpeHHer npoBepku 0ezonacHocTr UCIT/xn Yupexaenus.
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2 3agaumn C3I1/1n

OcHoBHoi nenbto C3I1/IH sBisieTcs MUHUMM3AIIUS yiiepOa OT BO3MOXKHOM
peanuzaiuu yrpo3 6e3onacHoctu I1/]H.

s gocTtrkeHUsT OCHOBHOM Ieinu cucteMa OesomacHocTu I1[Ia MCTIIa
J0JKHA 00ecrieynBaTh 3(PPEeKTUBHOE pElICHUE CIEIYIOMINX 3a1au:

— 3alIUTy OT BMeNIaTeldbCcTBAa B mpouecc (yHkuuonupoBanus WCIIAn
MOCTOPOHHMX JIKII (BO3MOXHOCTh HcCMoJib3oBaHusi AC U JOCTyN K €€ pecypcam
JOJDKHBI  HMMETh TOJIBKO  3apETrMCTPUPOBAHHBIE YCTAHOBJICHHBIM MOPSJIKOM
MOJIb30BaTENN);

— pasrpaHUYeHue JOCTyna 3aperuCTPUPOBAHHBIX  IOJb30BaTENEHd K
anmapaTHbIM, MNpPOTrpaMMHBIM U uHpopManumoHHbIM  pecypcam  WCIIIx
(BO3MOXXHOCTh JOCTYIla TOJILKO K TE€M pecypcaM U BBINOJHEHUSI TOJBKO TeX
ornepauuii ¢ HUMU, KOTOpble HEOOXOAUMBI KOHKpETHbIM mnoib3oBarensim MCIT/Ix
JUIS. BBITMIOJIHEHUSI CBOMX CIIY»KEOHBIX OOSI3aHHOCTEH), TO €CTh 3alluTy OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA:

a) k mHbopmanmu, mupkyaupyromen B UCIH;

0) cpencrBam BeraucauTeabHON Texauku MCII/Im;

B) anmapaTHbIM, IPOTPAMMHBIM U KPUNITOTPAQUUECKUM CPEACTBAM 3aIIUTHI,
ucnoas3yembiM B UCIIIH;

— KOHTPOJb  IEJOCTHOCTH  (oOecreueHne  HEWM3MEHHOCTH)  CPEellbl
VCTIOJIHEHHUSI IPOTPaMM U €€ BOCCTAHOBJIEHUE B CITy4ac HapYILICHHUS;

— 3alIUTYy OT HECAaHKIMOHHWPOBAaHHOM MOAM(PUKALMM U  KOHTPOJb
nenaocTHocTy ucnoiibdyemsix B MCIIIH nporpaMMHBIX CPENICTB, @ TAKXKE 3aLIUTY
CUCTEMBI OT BHEJIPEHUSI HECAHKIIMOHUPOBAHHBIX POrPaMM;

— 3amuty [IJIH OT yTeuku Mo TEXHHYECKUM KaHajlaM IpH ee 0O0paboTke,
XPAaHEHUH U Iepeade 1o KaHajlaM CBSI3U;

— zamury [11H, xpanumoii, oOpabaTbiBaeMoil U TiepeaBaeMoil 1o KaHajlam
CBSA3U, OT HECAHKIIMOHUPOBAHHOIO Pa3TJIAlCHUS WIH UCKAKECHHUS;

— obOecrieueHUEe IKUBYYECTH KPUINTOrpapUUEeCKUX CpPEICTB  3allUThl
uH(pOpMaMU TPU KOMIIPOMETALMU YaCTH KIOYEBON CUCTEMBI;

— CBOEBPEMEHHOE BBISIBIICHUE HWCTOYHUKOB yrpo3 oOe3zonacHoctu I1/]H,
OpPUYUH U YCJIOBUHM, CIIOCOOCTBYIONIMX HaHEeceHHIo yiiepda cyOwekrtam I[1/1H,
CO37aHME MEXaHU3Ma ONEPATUBHOTO pearupoBaHus Ha yrpo3bl 6e3onacHoctu [1/1H
Y HETaTUBHBIE TEHACHIUU;

— CO3/JaHHME YCIOBUM JUIsI MUHUMHU3ALMM M JIOKAIM3ALUM HAHOCHUMOTO
yiepba HempaBOMEpPHBIMU JACUCTBUSIMH (PU3UUECKHX U IOPUIWYECKUX JIMII,
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ocCJIa0JICHUE HETaTHMBHOTO BIIMSHHUS W JIMKBHJALMS IOCIACACTBUN HapyIICHUS
oe3omacHoctu [1/1H.

3 O0BeKThI 3alUThI

3.1 llepeyeHb HH(POPMALMOHHBIX CHCTEM

B Vupexnenun mnpousBoauTcs 00pabOTKa MEPCOHANBHBIX JAHHBIX B
WH(POPMAITMOHHBIX cUCTeMax 00padoTKu nepcoHanbHbIX JaHHBIX (UCII/H).

[Tepeuenr MCII/IH omnpenensercs Ha ocHOBaHMM (OTyueTra O MOBEACHUU
ayauTa.

3.2 IlepeyeHb 00bEKTOB 3AIUTHI

OObekTaMu 3alIUTHI ABJSAIOTCS - HH(MOopManus, oopadbarsiBaemast B UCII /I,
U TEXHUYECKUE CpelcTBa ee 00paboTku M 3amuThl. llepedeHbp mepcoHaTbHBIX
JaHHBIX, TOJUIeKaIIMe 3aluTe, onpenaeiacH B [lepeuHe mepcoOHANBHBIX JaHHBIX,
noiexamux 3ammure B UCITJIH. O0BbeKThI 3aIUThl BKIFOYAOT:
1) O6pabateiBaemasi uHGoOpMaIusi.
2) Texnomoruueckast HHGOPMAIIHSL.
3) IlporpaMMHO-TEXHUYECKHE CPECTBA OOPAOOTKH.
4) Cpencrsa 3ammTs! [1/1H.
5) Kanainbr nHpopManimioHHOTO 0OMEHA U TeICKOMMYHUKAIIHH.
6) OOBEKTHI ¥ TIOMELIEHUS, B KOTOPbIX pa3MelieHbl koMrnoHeHTsl UCIIH.
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4 Kanaccupukanusa nouas3oBaresneit UCIIIn

Ilonw30BaTenem HNCITn SIBJIIETCS JIMIIO, Y4acTBYIOILIEE B
(GYyHKIMOHUPOBAaHUU WH(OPMAIMOHHOW CHCTEMbI TEPCOHANbHBIX JaHHBIX WIU
UCIIONIB3YIoIee pe3ynbTarthl ee (yHkiumonupoBanus. [loms3oBatenem MCII/x
ABIIAETCA JIO00M cOTpyAHHK YupexnaeHus, umeromuii noctyn k MCIIAH u ee
pecypcaM B COOTBETCTBHM C YCTAHOBJIEHHBIM MOPSAIKOM, B COOTBETCTBHUHU C €rO
GyHKIIMOHATBHBIME 00S3aHHOCTSMH.

[Tone3oBarenu UCII/IH nensitcsa Ha ABE OCHOBHBIE KATETOPUM:

1) Aapmunuctparop UCII[An. CoTpynnuku YdpexaeHusi, KOTOpble 3aHUMAIOTCS
HACTPOWKOM, BHEIPEHWEM U CONPOBOXKIACHUEM CHUCTEMBI. AJIMHUHHUCTPATOP
NCTI/Ia o6aaet ciaenyomyM ypoBHEM JIOCTYTIA:

— oOsagaer mosiHOM wuHGOpMAIMEed O CUCTEMHOM U MPHUKIAJAHOM TIpO-
rpammHoM obecnieuennu MCII/1H;

— oOyagaeT moyHOM MH(pOpMalKeld O TEeXHUYECKUX CPEICTBAX U KOHPH-
rypaiuu UCITH;

— MMEET JIOCTYI KO BCEM TEXHUUYECKUM CpeJCTBaM 00paboTKu uHGOpMaIuu
u maaaeiM UCIH;

— o0namaet mpaBaMu KOH(DUTYPUPOBAHUS M AJIMUHUCTPATUBHON HACTPOUKHU
texHndeckux cpeacts MCIIH.

2) Oneparop UCIIAH. CoTpyaHUKH TOApaA3ACICHUN YUpexKACHUS YYaCTBYIOIINX
B nponiecce 3kcruryaranmu VCIIJIa. Omnepatop MCII/In oGnamaer cnemyromum
YPOBHEM JIOCTYIIA:

— oOyamaeTr BCeMHM HEOOXOJIMMBIMHM aTpuOyTamMu (Hampumep, Iapoyiem),
00ecneurBaoIMMU 10CTYN K HEKOTOpoMY noamMHoxecTBy [1/1H;

— pacrionaraet KOHQHUICHIIMATLHBIMU JAaHHBIMU, K KOTOPBIM UMEET JOCTYII.

Kareropun monb3oBaTeneil AOMKHBI OBITh ONPEACICHBI IS KaXIOu
NUCIIs. JomxHO OBITh YTOYHEHO pa3esieHue COTPYIHUKOB BHYTPU KaTeropuid, B
COOTBETCTBHUM C THUIIAMHU [OJb30BaTeNei, omnpeaciieHHbIMU B llommtuke
nH(pOopMaIIMOHHOM 0€30TTaCHOCTH.

Bce BbIABIECHHBIE TPYIIBl I[OJIB30BATEIEH OTPAXKAKOTCSI B OTYETE IO
pe3yabpTaTaM BHyTpeHHeH npoBepku. Ha ocHoBanuu OTyeta onpenensitorcs npasa
nocryna k anemernTam MCIIJIH nis Bcex rpymil MoJjap30BaTeNeld U OTPAKAOTCS B
[TonoxeHuu o pasrpaHUYCHHUU TIPaB JA0CTyINa K 00padaThIBaeMbIM MEPCOHAIBHBIM
JTAHHBIM B TH(GOPMAIIMOHHBIX CHCTEMaX.
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S OCHOBHBIEC NPUHIUIILI MOCTPOCHHUS CHCTEMbI KOMILUICKCHOM 3a1IUThI

uHpopManuu

[Toctpoenue cucrembr obecneuenus Oe3omacHoctu [I[Jln  UCII/In

Yupexnenus u ee (QYHKIIMOHUPOBAHUE OCYIIECTBISIOTCS B COOTBETCTBHH CO

CICAYIOIMMH OCHOBHBIMHA IIPUHIIUIIAMU:

3aKOHHOCT®;
CUCTEMHOCTb;

KOMIUIEKCHOCTB;

HETPEPHIBHOCTH;

CBOEBPEMEHHOCTH;

IPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHNS;
HepCOHaJIbHAs OTBETCTBEHHOCTH;

MUHUMH3AIHS TTOTHOMOYHIA;

B3aMMOJICHCTBHE U COTPYTHUYIECTBO;

rHOKOCTb CUCTEMBI 3aIIUTHI;

OTKPBITOCTh QJITOPUTMOB U MEXaHU3MOB 3allIUTHI;
IPOCTOTA IPUMEHEHUS CPEJICTB 3alTUTHI;

Hay4YHass 000CHOBAaHHOCTh U TEXHUYECKasl PEaI3yeMOCTb;
cHeluaiIn3anus u npohecCuoHaIN3M;

00513aTEIBbHOCTh KOHTPOJISL.

5.1 3akoHHOCTH

[IpenmnonaraeT OCYIIECTBIEHUE 3allMTHBIX MEPONPHUATHI U pa3paboTKy

C3I1[In VYupexneHus B COOTBETCTBUHM C JEHCTBYIOIIMM 3aKOHOJATEIbCTBOM

Poccuiickoit @enepanuu B ob6aacty 3amuThl [IJI[H 1 Apyrux HOPMATUBHBIX aKTOB
no Oe30nacHocTH uH(OpMaIMK, YTBEPKJACHHBIX OpraHaMd TOCyAapCTBEHHOU
BJIACTH W YIIPABJICHUA B IIpEENiax UX KOMIIECTCHIIMH.

[Tonb3oBatenu u oocnyxuatomuii nepconain [1n UCITn Yupexnenus

JIOJKHBI OBITH OCBEJOMJICHBI O MOPSIIKE pabOTHI € 3aIUIIaeMOi HHPOpMaIel u

00 0TBETCTBEHHOCTH 3a 3amuTy [1/1H.
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5.2 CucreMmHOCTDL

Cucremnsiii nmoaxon k noctpoeHuto C3II[IH yupexneHus mpeanonaraet
y4eT BCEX B3aMMOCBSI3aHHBIX, B3aUMOJCHCTBYIOIIMX W HW3MCHSIONIUXCS BO
BPEMCHH 3JIEMEHTOB, YCJIOBHH M (DaKTOPOB, CYIIECTBEHHO 3HAYUMBIX IS
MOHUMAaHUS U pelieHus npodbiembl obecrneuenus Oe3omacHoctu [1JIn UCIT/Ix
YupexeHusl.

[Ipy co3maHuM CUCTEMBI 3alUTHI JTOJDKHBI YUYUTBHIBATHCS BCE CllaOble U
HamOoJiee ys3BUMBIE MecTa cuctembl 00padoTku [IJH, a Takxke Xapaktep,
BO3MOYKHBIC OOBEKTHI M HAIIPaBJICHUS aTaK HAa CHCTEMY CO CTOPOHBI HApYIIUTEIICH
(ocobeHHO BBICOKOKBAJTM (DUITMPOBAHHBIX 3JI0YMBIITUICHHHKOB), My TH
NIPOHUKHOBEHUs B pacmtpeneneHubie cuctembl 1 HCJl k. mabopmaruu. Crucrema
3alUTHl JIOJKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX HW3BECTHBIX KaHAJIOB
nponukHoBeHuss 1 HCJ[ x uHpOopManmu, HO U ¢ y4€TOM BO3MOXKHOCTH TOSIBIICHUS
MPUHITUITHATHHO HOBBIX MyTEH peanu3aiuu yrpo3 0€301acHOCTH.

5.3 KoMIL1eKCHOCTH

KomIuiekcHOE HUCIOIB30BaHUE METOJOB M CPEICTB 3aLUUTHI MPEATOIATAET
COIIACOBAHHOE NMPUMEHEHUE PA3HOPOIHBIX CPEICTB IPU MOCTPOCHUU LEIOCTHOU
CHUCTEMbl 3alllUThI, IMEPEKPHIBAIOIICH BCE CYIICCTBEHHbIC (3HAUMMBIC) KaHaJbI
peanu3aluyyd yrpo3 M HE cojeprKalleil cmaOblX MECT Ha CThIKax OTIEIbHBIX €€
KOMITOHEHTOB.

3amura 10JKHA CTPOUTHCS SIIEJTOHUPOBAHO. /{7151 KaX10r0 KaHaIa yTeUKU
uHDOpMAIIUU W 7S KaXJIOW yrpo3bl 0O€30MacHOCTH JOJHKHO CYIECTBOBATH
HECKOJIbKO 3aIUTHBIX pyOekedt. Co3naHue 3alUTHBIX pyOekel OCyIeCTBISETCS C
Y4€TOM TOTO, YTOOBI JJIi UX TMPEOJOJICHUS] MOTCHIUAIBHOMY 3J0YMBIIUICHHUKY
TpeboBaMch MPodeCcCHOHANbHBIE HABBIKM B HECKOJBKHUX HEB3aMMOCBSI3aHHBIX
00JnacTsX.

Buemnsis 3ammTa J0mkHA 0OecTeurBaThbesl (PUBMUECKUMH  CpPEICTBaMH,
OpraHU3allMOHHBIMU U MPABOBBIMU MepaMu. OIHUM U3 HamboJiee YKPEIICHHBIX
pyOexelt mpu3BaHbl OBITh CPEJICTBA KPUMITOTPAPUUECKO 3aIIUThI, PEaAIU30BaHHBIC
¢ wucnosib3oBaHuem TexHojmoruu VPN. IlpukinmagHol ypoOBEHb  3allUTHI,
YUYUTHIBAIOIINN OCOOCHHOCTH TPEIMETHOW O0OJACTH, MPECTaBISET BHYTPEHHUMA
pyOex 3alUTHI.
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5.4 HenpepbiBHOCTD 3amuThl 1110

3amura [I/[H — HEe pa3oBoe€ MEpONPHUITHE M HE IPOCTasi COBOKYIMHOCTH
IIPOBEJICHHBIX MEPONPUATUN U YCTAHOBJIEHHBIX CPEJICTB 3allUThI, & HEIIPEPBIBHBIN
LEJICHAIIPABIICHHBIA TPOLECC, MPEANOJIAraloluii MPUHATHE COOTBETCTBYIOIINX
Mep Ha Bcex dranax xusHeHHoro nukiaa UCII/IH.

NCIIJH nom&Hbl HAXOAUTHCA B 3aIUIIEHHOM COCTOSIHUU HA MPOTSKEHUU
BCETO BpeMEHU UX (YHKIMOHUPOBAHUSA. B COOTBETCTBHMM C 3TUM MPUHIIUIIOM
JOJDKHBI  TMIPUHUMAThCS Mepbl 1o  HepomymieHuto mnepexoaa HWCII[n B
HE3aIUIIEHHOE COCTOSIHUE.

bonbmMHCTBY (U3MYECKMX U TEXHUYECKUX CPEACTB 3allUThl  JIJIst
7G()EKTUBHOTO  BBIMIOJHEHUS CBOMX (YHKIMA HEOOXOAMMa  IOCTOSHHAS
TEXHUYECKast 151 OpraHu3alOHHAs (anMuHUCTpaTHUBHAS) MOJIIEPKKA
(cBoeBpeMEeHHasi CMEHAa U OOECIeYeHHE MPaBUILHOTO XPAaHEHUS U MPUMEHEHUS
WMEH, TMapoJied, KIYer mudppoBaHus, NEPEONPEACICHUE TOTHOMOYNNA | T.I1.).
[lepeppiBBI B  paboTe CpPEACTB 3allUTBl  MOTYT OBITb  HCIOJIb30BaHbI
3JIOYMBIIIJICHHUKAMU JJIs1 aHAJIN3a MPUMEHSEMBIX METOJOB M CPEJICTB 3allUTHI,
JUJI. BHEIPEHUS CIIEHMAIBHBIX MPOrPAMMHBIX M alllapaTHBIX «3aKJIAJ0K» U APYTUX
CPEANCTB  IPEOMOJIEHUS  CHUCTEMBI  3alUTHl  IIOCIIE  BOCCTAHOBIICHUS €€
GyHKIIMOHUPOBAHUS.

5.5 CBoeBpeMEeHHOCTD

[Ipenmonaraer ynpexxaarouiuil xapakrtep mep obecreueHus: 6e30MacHOCTH
[1/IH, TO ecTh MOCTAaHOBKY 3aja4 1o komiuiekcHou 3amurte MCITIH u peanuzanuio
Mep obecnieuenus: 6e3omacHoctu 11 Ha pannux cragusx paspaborku UCII/IH B
LIEJIOM M €€ CUCTEMBI 3alUThl UHPOPMALIMH, B YACTHOCTH.

Pa3paboTka cucTteMbl 3aIUThI JOJKHA BECTUCH MMAPAJUIEIBHO C pa3pabOTKON
U Pa3BUTHEM CAMOW 3allMIIAeMON CHUCTEMBbI. JTO MO3BOJIUT YYECTh TPEOOBaHUS
0€30MacHOCTH MPU NPOEKTUPOBAHUU APXUTEKTYPhI U, B KOHEYHOM CYETE, CO3/1aTh
oonee addexTuBHbIE (Kak IO 3arpaTaM peCcypcoB, TaK W IO CTOMKOCTH)
3AIIUILIEHHBIE CHCTEMBI.

5.6 IIpeeMCTBEHHOCTb U COBEPIICHCTBOBAHNE

[IpenmnonaratoT MOCTOSHHOE COBEPIIEHCTBOBAHUE MEP M CPEACTB 3aIlUTHI
uH(OpMAIIMU Ha OCHOBE MPEEMCTBEHHOCTH OPTraHU3AIMOHHBIX U TEXHUYECKHUX
pelieHuif, KaapoBOro cocrtama, aHanu3a (yHkuuonupoBanus WCII[IH u ee
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CHCTEMbI 3alllUTBl C yYEeTOM H3MEHEHHWH B METOJaX W CPEJICTBaxX IepexBara
uHPOpMAIlMK, HOPMATHBHBIX  TpeOOBaHWUN 1O  3amMTe, JOCTUTHYTOI'O
OTEUECTBEHHOTO U 3apyOEKHOTO OMBITAa B 3TOH 00JaCTH.

5.7 IlepcoHaibHAsA OTBETCTBEHHOCTD

[Ipenmonaraer  BO3JOKEHHWE  OTBETCTBEHHOCTH  3a  oOecreueHue
oe3onacHoctu [I/IH w cucteMbl HX 00pabOTKM Ha KaXXJOTO COTPYIHHUKA B
npejesiax ero moJHOMOuYMid. B COOTBETCTBUU € 3TUM IMPUHIIMIIOM paclipeesieHue
npaB U 00s3aHHOCTEW COTPYJHUKOB CTPOUTCS TaKUM OOpa3oM, 4TOOBI B Clydae
J1000TO HApYyIICHHWs KPyr BUHOBHHUKOB OB YETKO HM3BECTCH WM CBEICH K
MUHUMYMY .

5.8 IIpuHUMI MUHUMHU3AUUH TOJTHOMOY UM

O3HauaeT MpeaoCTaBiIeHNE MOIh30BaTEIIM MUHUMAJIBHBIX TPaB JIOCTyNa B
COOTBETCTBHH C IIPOU3BOJICTBEHHON HEOOXOIUMOCThIO, HA OCHOBE IPUHITUIIA «BCE,
YTO HE pa3pelieHo, 3anpeumeHoy. Jdoctyn k I1/1H nomkeH nperocTaBiasTbCs TOIBKO
B TOM clly4ae U o0beMe, €Clid 3TO He0OOXOAUMO COTPYAHUKY JJIS BBITIOJTHEHHUS €ro
JIOJDKHOCTHBIX 00SI3aHHOCTEH.

5.9 BzaumopgeiicTBue M COTPYAHUYECTBO

[Ipennonaraer co3mgaHue OJarompusiTHOM aTMoc(epbl B KOJIJIEKTHBAX
nojApaszaenaeHuid, obecneunBaronmx naestenbHocTs WCIIIH Yupexnenus, s
CHUXCHUS BEPOSITHOCTA BO3HUKHOBEHHUS HETATHBHBIX JCUCTBUM CBSI3aHHBIX C
YeJI0BEYECKUM (DaKTOPOM.

B Takoli 00OCTaHOBKE COTPYAHHUKH JOJDKHBI OCO3HAaHHO COOJIIOAATh
YCTAaHOBJICHHBIE TpaBWJIa M  OKa3blBaTh  COJICCTBHE B  JIESITEIBHOCTH
noApa3eeHU TEXHUUECKOU 3aluThl TH()OPMAIIUH.

5.10 I'mOkocTh cuctemsbl 3amuThI 1111

[IpuHsiTEIE MEpBl W YCTAHOBJIEHHBIE CPEACTBA 3alllUThl, OCOOEHHO B
HavyaJlbHBIM MEPUOJ X 3KCIUTyaTalliy, MOTYT 00€CIeYrBaTh KaK Ype3MEpHbIil, TaK
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U HEJAOCTAaTOYHBIA ypoBEeHb 3amuThl. s obecnedeHuss BO3MOXKHOCTU
BAPbUPOBAHUSI YPOBHEM 3alllMIIEHHOCTH, CPEJICTBA 3alllUThl JIOKHBI 00J1a1aTh
onpeneneHHol THOKOCThI0. OCOOEHHO Ba)XHBIM ATO CBOMCTBO SIBJISIETCS B TEX
ClIy4asiX, KOTJIa YCTaHOBKY CPEACTB 3alllUThl HEOOXOIUMO OCYIIECTBIATH Ha
paboTamoniyro  CUCTeMy, HE  Hapylias  [polecca €€  HOPMalbHOro
(GyHKIMOHUPOBAHUS.

5.11 OTKPBITOCTH AJNTOPUTMOB M MEXAHM3MOB 3aIIIUTHI

CyTb IpUHITUIIA OTKPBHITOCTH AJITOPUTMOB U MEXaHHU3MOB 3allTUTHI COCTOUT B
TOM, YTO 3alllUTa HE JOJDKHA OOECIeUYMBATHCS TOJIBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpraHU3alid M aJIrOPUTMOB (YHKIIMOHUPOBAHUS €€ TIOJICHCTEM.
3HaHWE aITOPUTMOB PAOOTHI CHCTEMBI 3aIIUTHI HE JIOJDKHO J1aBaTh BO3MOKHOCTHU
ee npeogosieHns (naxke aBropaM). OHAKO, 3TO HE O3HAYAET, 4TO MH(POPMAIUS O
KOHKPETHOM CHUCTEME 3allUThI JOJHKHA OBITh OOIIEA0CTYIIHA.

5.12 IIpocToTa NpUMeHEHHs CPEACTB 3aALUThI

MexaHu3Mbl 3allUThl JIOJKHBI ObITh MHTYUTHUBHO TOHSITHBI M TPOCTHI B
UCIOJB30BaHuU. [IprMeHeHne cpeiCTB 3allluThl HE JOJDKHO OBITH CBSI3aHO CO
3HAHUEM CIICIIUATBHBIX SI3bIKOB WJIM C BBIMOJHEHUEM JACHCTBUM, TPeOYIOMMX
3HAUYNTEIbHBIX JIOTIOJTHUTEIILHBIX Tpyo3arpar 3apEruCTPUPOBAHHBIX
YCTAHOBJICHHBIM TIOPSAIKOM IT0JIh30BaTeNIe, a TakKe HE JTOJDKHO TpPeOOBaTh OT
MOJIb30BATEIISI BBIMOJHEHUS PYTHUHHBIX MAJIOMOHATHBIX €My omnepanuil (BBOA
HECKOJIPKUX TapoJIeH U UMEH U T.1.).

JlokHA AOCTUraThCsl aBTOMATH3allUsl MAaKCUMaJIbHOTO 4YHCHIa JACHCTBHM
nonb3oBarenet u agmuauctparopos UCII/IH.

5.13 HayuHasi 000CHOBAHHOCTH U TEXHUYECKAsl peajin3yeMoCTh

I/IH(l)OpMaL[I/IOHHBIC TEXHOJOIn1, TCXHUYCCKUC U IIPOIrpaMMHBIC CpPCACTBA,
cpeacrtBa M MCPBI  3dlIHUTHBI HH(i)OpMaHI/II/I JOJIDKHBI OBITH pC€alin30BaHbl Ha
COBPEMCHHOM YPOBHC Pa3BUTHA HAYKH U TCXHUKH, HAYIHO 000CHOBAHBI C TOYKHU
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3pEeHMST JTOCTHUIXKEHHUS 3aJITaHHOTO YPOBHSI 0€30MacHOCTH MH(POPMAIIUU U JTOJHKHBI
COOTBETCTBOBATh YCTAaHOBJICHHHIM HOpPMaM H TpeOOBaHUAM TIO O€30mMacHOCTH
[T]1n.

C3I1n nomxHa OBITH OPUEHTHPOBAHA HA PEIICHUS, BOZMOKHBIC PUCKH JIJIS
KOTOPBIX M MEphl MNPOTHUBOJACHCTBUS ATUM pHCKaM MPOULIM BCECTOPOHHIOIO
TEOPETUYECKYIO M IPAKTUUECKYIO MTPOBEPKY.

5.14 Cneunanamn3zauusi ¥ NpogeccuoHaIN3M

[Ipeanonaraer mpuBjiedYeHHE K pa3pabOTKE CPEJCTB W peaTu3aluu Mep
3alUThl  WH(QOpMAIMK  CHENUATM3UPOBAHHBIX  OpraHu3aluii,  HauboJee
MOATOTOBJICHHBIX K KOHKPETHOMY BHIY JEATEIBHOCTH TIO OO0ECreYeHUIo
6e3onacHoctu [1/]H, IMEIOMUX OMBIT MPAKTHYECKOW PabOThI U TOCYJAPCTBEHHYO
JIMIIEH3UIO Ha MPAaBO OKa3aHMs YCIyT B 3TOM 001acTH.

5.15 O6s13aT€ILHOCTH KOHTPOJIA

[Ipenmnonaraer 00s3aT€TbHOCT M CBOEBPEMEHHOCTb  BBISIBICHUS U
IpeceyeHs] TMOMBITOK HApyUICHUs YCTAaHOBJIEHHBIX NpaBUJ OOeCHedeHHUs
oesonacHoctu [IJ[H Ha OCHOBE HCHOJB3YEMbIX CHUCTEM U CPEICTB 3allUThI
uH(pOpMAIUU TpPU COBEPIICHCTBOBAHUM KPHUTEPUEB U METOAOB OIIEHKHU
() PEKTUBHOCTU ATUX CUCTEM U CPEJICTB.

KoHTposib 3a AeATeNbHOCTBIO JHOOOr0 MOJIB30BATENS, KaXJAOro0 CpEeCTBa
3alUTHl ¥ B OTHOIICHUHU JIIOOOTO OOBEKTa 3alllUThl JOKEH OCYIIECTBISATHCS Ha
OCHOBE IIPUMEHEHUS CPEICTB OIEPATUBHOIO KOHTPOJIS U PETUCTPALUUA U JOJDKEH
OXBaTbIBATh KaK HECAHKIIMOHUPOBAHHBIE, TAK U CAHKLIHOHUPOBAHHBIC ICUCTBUS
II0JIb30BAaTEIIEH.
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6 Mepbl, MeTOABI U CPeACTBA 0O0ecnevYeHnsi TPedyeMoro ypoBHs
3aIMIIEHHOCTH

Obecniedyenrie TpeOyeMOro ypoBHs 3alIUIIEHHOCTH JOJKHOCTH JTOCTUTAThCS
C HCHOJb30BAaHUEM MeEp, METOJOB M CpeACTB Oe3omacHocTH. Bce Mepsl
obecnieuenus 6ezonacuoctu MCI/Im moapasnensitorcs Ha:

— 3aKOHOJaTeNIbHBIC (PABOBBIC);

— MOPIbHO-3TUYECKUE;

— OpraHu3allOHHbIE (AAMUHUCTPATUBHEIE);

— (u3nYecKue;

— TEXHUYECKHE (anmnapaTHble U IPOrpaMMHBIE).

[lepedyenb BbIOpaHHBIX Mep oOecreyeHusi Oe30MacHOCTU OTPaAXKAeTCs B
[Tnane MeponpusThii Mo 00ECTEYSHUIO 3aMUTHI TEPCOHATBHBIX TAHHBIX.

6.1 3akoHonaTebHBIE (IPABOBbIE) MEPbI 3AIIUTHI

K mpaBoBbIM MepaM 3aliuThl OTHOCSITCSI JCUCTBYIOIIME B CTPAaHE 3aKOHBI,
yKa3bl U HOPMATHUBHBIE aKThl, PETJIaMEHTUPYIOIIHE MpaBuiia obopamenus ¢ [1]1H,
3aKpETUISIONTNE TTpaBa U 00S3aHHOCTH YYAaCTHUKOB MH(POPMAITMOHHBIX OTHOIICHUN
B Ipolecce ee o00paboTKM UCIOJNb30BaHUSA, a TaKXKe YCTaHaBIMBAIOIIUE
OTBETCTBEHHOCTh 32 HApYIICHWS OTHUX TPaBWI, TNPEMATCTBYS  CaMbIM
HEMIPaBOMEPHOMY HCHoJb3oBaHui0 IIJlH W  sABIAOIMHMECS  CIACP KHBAOIIAM
(baKTOpOM JIJIs1 TOTCHIIMAIBHBIX HAPYIIUTEIICH.

[IpaBoBbIE  MeEpbI  3allUTBI HOCAT B OCHOBHOM  YHOPEXIAIOIIUH,
MPOQPIIAKTHICCKUN XapaKTep U TPEOYIOT MOCTOSTHHOW Pa3bSICHUTEIILHON PabOTHhI ¢
MOJIH30BATEISIMU M OOCITY>KUBAIOIIM TIEPCOHATIOM CHCTEMBI.

6.2 MopaibHO-3THYECKHE MepPbI 3A1UTHI

K MOpanpHO-3TMYECKHUM MepaM OTHOCSITCS HOPMBI IOBEJICHHS, KOTOPBIE
TPAIUIIMOHHO CJIOKWINCHh WM CKJIQJbIBAIOTCS 1O Mepe pacmpocTpaneHuss OBM B
cTpaHe wWiId oOIecTBe. OTU HOPMBI OOJIBIIEH YacThlO HE  SBISIOTCS
00s13aTEeNIbHBIMM, KaK 3aKOHOJATEJIbHO YTBEP)KJICHHbIE HOPMATHBHBIEC aKThI,
OJIHaKO, WX HECOOJII0JICHHE BeACT OOBIYHO K TAJCHHIO aBTOPHUTETA, MPECTHkKA
YeJIOBEKa, TPYMIBI JIUI] I OpraHu3aIiui. MopaiabHO-3THYECKHE HOPMBI OBIBAIOT
KaK HeMHCaHble (HarpuMmep, oOenpru3HaHHbIe HOPMbI YeCTHOCTH, TATPHOTHU3MA U
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T.I.), TaK U MHCaHbIE, TO €CTb 0()OPMIICHHbIE B HEKOTOPBIN CBOJ (yCTaB) MpaBuUIl
WJIY TIPEATIMCAHNMN.

MopanbHO-3THUECKHE MEphl 3aIUTHI SBISIIOTCS NPOQUIAKTHYECKUMH |
TpeOyIOT MOCTOSIHHOM pabOThI MO CO3/IaHUIO 3I0POBOTO MOPAJIBHOTO KJIMMara B
KOJUIEKTUBAxX IOApa3ieieHuid. MOpaJbHO-ITUYECKUE MEpbl 3alUTHl CHUKAIOT
BEPOSITHOCTh BO3SHUKHOBEHMSI HETAaTUBHBIX ICUCTBUI CBA3aHHBIX C YEJIOBEYECKUM
baxkTopoM.

6.3 OpranusanuoHHbie (AAMUHUCTPATUBHBIE) MEPbI 3AILUTHI

OpranuzanioHHbie (aAMUHUCTPATUBHBIE) MEphI 3alllUThl - 3TO MEPHI
OpraHu3aluOHHOTO xapakrepa, periaMeHTUPYIOIINE MPOIIECCHI
dbynkuuonupoanuss UCII/IH, ucnons3oBanue pecypcoB UCII/IH, nearenbHOCTh
00CTy>KHUBAIOIIETO TIEPCOHANA, a TAKXKE MOPSIOK B3aUMOJICUCTBHS MOJb30BaTeNeh
¢ UCII[In Takum oOpa3om, 4TOObI B HAWOOJBIIEH CTENEHU 3aTPYAHUTH WA
HCKJIFOYUTh BO3MOXHOCTh peaju3aliui yrpo3 0€30MacHOCTU WU CHU3UTH pa3Mep
MOTEPH B CIyYae X peaau3aluu.

['maBHas 1elb aJMUHUCTPATUBHBIX MEp, MPEANPUHUMACMBIX Ha BBICIIEM
yOpaBjieHuYeCcKoM ypoBHe — chopmupoBats [lomutuky uHbOpMaAIMOHHON
oesonacHoctu [IJIH (oTpaxaromryro TOAXOABI K 3ammTe HWHPOPMALUU) U
00eCIeunTh €€ BHITIOTHEHNE, BBIICIISASI HEOOXOIUMBIE PECYPChl M KOHTPOIUPYS
COCTOSIHUE JEJ.

Peanuzanust [lomutuku undpopmarmonnoit 6e3onacHoctu I1J]In B UCII[In
COCTOSIT U3 MEP JIMUHUCTPATUBHOTO YPOBHS U OpraHU3allMOHHBIX (TIPOLIETYPHBIX )
Mep 3alIUThl H(pOpMaIUK.

K angMuHUCTpaTUBHOMY ypOBHIO OTHOCSITCA pEIICHUS PYKOBOJICTBA,
3arparuBaromue aestenbHocTs VCII/IH B nenoM. OTu pemieHus 3akperuisitoTcs: B
[Tomutuke wHopmarmoHHoW Oe3omacHocTH. [IpuMepoM Takux pelieHuid MOTYT
OBITH:

— MPUHATHE PEIICHUS O (POPMUPOBAHUU HWIIU TMEPECMOTPE KOMIUICKCHOM
nporpaMmmal ooecrieuenus: 6ezonacHoctu [1/1H, onpenenenre OTBETCTBEHHBIX 3a €€
peanu3aluio;

— ¢dopmyHrpoBaHuUe 1eeH, TOCTAaHOBKA 3ajlay, OMNpeIe/ICHHEe HalpaBIeHUM
JeaTeIbHOCTH B obsactu O0e3omacHocTy I1/1H;

— OPUHATHE  pELIEHW 1O  BOMNpOCaM  peaiM3alid  [POrPaMMBbI
0€3011acCHOCTH, KOTOPBIE PACCMATPUBAIOTCS HA YPOBHE YUPEKIACHUS B IIEJIOM;

— obecrnieueHne HOPMATUBHOM (MPaBOBOIT) 6a3bl BOMPOCOB OE30MACHOCTU U
T.IL.
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[TonuTHka BEpPXHETO YPOBHS JOJKHA YETKO OUYEPTUTHh cepy BIUSHUS U
OTpaHWYEHUS TIPU ompeneneHun nenei 6ezomacHoctu [1/[H, onpenenuTs kKakuMu
pecypcamu (MaTepHalbHBIC, TIEPCOHAT) OHU OYIyT MIOCTUTHYTHI W HaWTH
pa3yMHBI KOMIIPOMHCC MEXIy NPHEMIIEMBIM YpOBHEM O0€30MacHOCTH U
dbyukimonaasHocThI0 UCITH.

Ha opranuzalluOHHOM YpOBHE OIPEAENAIOTCS MPOLEAYpbl U IIpaBuia
JIOCTHKEHUS 11esei u penienus 3a1a4 [lomutuku nHpopMamoHHoM 6€301acHOCTH
[T/IH. DT npaBUIIa ONPEACIISAIOT:

— KakoBa 00JIaCTh IPUMEHEHUS TOJUTHKH Oe3omacHocTH [1/]H;

— KaKOBbI pOJM U OOSI3aHHOCTH JOJDKHOCTHBIX JIMIl, OTBEYAIOIIHUE 3a
npoBeJieHne NoJuThUKA Oe3omacHoctd [IJ[H, a Tak ’e UX yCTaHOBUTH
OTBETCTBEHHOCTb;

— KTO UMeeT mpasa gocryna K [1/1H;

— KaKMMM MEpaMu U cpeAcTBaMH oOecrieunBaeTcs 3ammTa [1/]H;

— KakKUMH MEpaMH H© CpEACTBAaMU OOECIEUMBACTCS KOHTPOJIb 34
COOJTI0/IEHNEM BBEJICHHOTO peXuMa O€30TTaCHOCTH.

OpraHu3aimoHHbIE MEPHI TOJKHBI:

— IpeaycMaTpuBaTh periaMeHT UH()OPMAIIMOHHBIX OTHOIIEHHUI,
HCKJIIOYAIOIMMX BO3MOXKHOCTh HECAHKIIMOHUPOBAHHBIX JCHCTBHA B OTHOUICHHH
00BEKTOB 3aIIUTEHI;

— ONpENeNATh KOAJUIMOHHBIE M HEpapXMUYECKUE MNPUHLIMILI U METOJbI
pasrpanunueHus gocryna k [1/1H;

— OMpeneNaTh TOPSAOK paboThl C NPOrpaMMHO-MATEMaTUYECKUMU U
TeXHUYECKUMHU (ammapaTHbIE) CpPeJCTBaMU 3allUThl U KPUITO3AIIUTHI U JAPYTUX
3aIUTHBIX MEXaHU3MOB;

— opranuzoBarh Mephl npoTuBoeiicTBuss HC/I mosb3oBaTensiMu Ha dTamax
ayTCHTU(DHKAIIMKM, aBTOPHU3ALMM, WJICHTH(HUKAIMN, 00CCICUYMBAIOININX TapaHTHU
peaau3aluy IpaB U OTBETCTBEHHOCTH CYOBEKTOB MH()OPMAIIMOHHBIX OTHOIIICHHMIA.

OpraHuzaimoHHbIE MEPHI JTOJDKHBI COCTOSITh U3:

— TIOpsJIKa JIOMYyCKa COTPYAHHUKOB K HCHOJIb30BaHUIO pecypcoB MCII/Ix
Yupexnenus,

— perjlaMeHTa TIPOIIECCOB BeICHHUS 0a3 [aHHBIX W OCYIIECTBICHUS
MOAU(PUKALMA HHPOPMALMOHHBIX PECYPCOB;

— uHCcTpyKumii mons3oBareneir MCII[An (amMuHHECTpaTopa 0€30MacCHOCTH,
onepartopa UCII/In);

— HMHCTPYKIHHU ITOJIB30BATCJIA IIPHY BOSHUKHOBCHHUN BHCINTATHBIX CHTyaHHﬁ.
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6.4 ®uznveckue Mepbl 3aIUTHI

DU3UYECKUE MEPBI 3allUThl OCHOBAHbl HA NPUMEHEHUHU PA3HOTO poOJa
MEXAHUYECKUX, DIIEKTPO- WM  DIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB U
COOPY’)KCHHUM, CHENUaIbHO TMpeJHA3HAYEHHBIX JUISl CO3MaHus  (PU3MUYECKHUX
MPEIMSTCTBUMA HAa BO3MOXHBIX IMYTSIX IMPOHUKHOBEHUS U JOCTYNA MOTEHIHAIBHBIX
HapyIIUTEICH K KOMIIOHEHTaAM CUCTEMBI U 3allUIaeMoi MHGOpPMAINH, a TaKXKe
TEXHUYECKUX CPEACTB BU3YaJbHOTO HAOIOJAEHUS, CBSI3M W  OXPaHHOU
CUTHAJIM3AlI1H.

dusnyeckasi 3amuTa 3JaHUN, TOMENICHUNW, OOBEKTOB U  CPEJCTB
nHpopMaTU3auu JIOJDKHA OCYIIECTBIISITHCS IIyTEM YCTaHOBJICHUS
COOTBETCTBYIOLUX ITOCTOB OXPaHbl, C MOMOIIBIO TEXHUYECKUX CPEICTB OXPaHbI
WM JIOOBIMH JPYTUMHU CHOCOO0aMH, MPEAOTBPAIIAIOINIMMUA WIH CYIIECTBEHHO
3aTPYAHAIOIMMU T[POHUKHOBEHUE B 3/1aHUE, NOMEIIEHUS MOCTOPOHHUX JIMIL,
XUIIeHHe WHOOPMAIIMOHHBIX HOCHUTENCH, caMHX CpeACTB HH(pOpMaTH3alnH,
HCKJTIOYAIOIIMMHU HAxXO0XXJICHUE BHYTPH KOHTPOJUPYEMOU (OXpaHSEeMOM) 30HBI
TEXHUYECKUX CPEIICTB PA3BEIAKHU.

6.5 AnnmaparHo-nporpaMmmMHuble cpeacTsa 3amuthbl I1/{n

TexHnuueckue (amnmapaTHO-MPOTPaMMHBIE) MEphl 3alUThl OCHOBAaHBI Ha
MCIIOJB30BAaHUN PA3JIMUHBIX AJIEKTPOHHBIX YCTPONCTB M CHEIUATBHBIX MPOTPaAMM,
Bxoasanux B coctaB MCII/IH 1 BRIMOJHSIONIUX (CAMOCTOSTEIHLHO MM B KOMILICKCE
C IPYTUMH CpeACTBaMU) QYHKIIMH 3aIUTHI (MACHTU(PUKAIINIO U Ay TeHTU(DHUKAITHIO
MOJIb30BATENICH, pa3rpaHUyYEHUE JOCTyNa K pecypcam, PEerHuCTpaIfio COOBITHIA,
Kpunrorpadguueckoe 3aKpbiTue HHPOPMAIUU U T.1.).

C yueTom Bcex TpeOOBaHUN U MPUHIMIIOB obecnieueHus 6ezomacHoctu [1/1H
B MCII/IH mo BcemM HaIpaBI€HUAM 3alIATHI B COCTAB CHUCTEMBI 3AIIMUTHI JOKHBI
OBITh BKJIFOUEHBI CJICTYIOIINE CPE/ICTBA!

— cpenctBa  uAeHTHUUKaMK  (OMO3HaBaHWA) M ayTeHTU(UKAIUU
(moaTBepKICHUS TTONIMHHOCTH ) ojib3oBaTteneit MCIH;

— CpEACTBa pa3rpaHUYeHus JOCTYIa 3apErMCTPUPOBAHHBIX MOJIb30BATEINICH
cucremsl K pecypcam UCII/IH Yupexnenus;

— cpencTtBa 00O€CTeUeHUsT U KOHTPOJSA IIEJIOCTHOCTH MPOTPaMMHBIX U
MH()OPMAITMOHHBIX PECYPCOB;

— CpeACTBa  ONEPAaTUBHOTO  KOHTPOJISI M PETUCTPAMM  COOBITUMA
0e30IacHOCTH;

— kpuntorpaduyeckue cpeacTna 3amuTsl [1/]H.
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VYcnemHoe MpUMEHEHUWE TEXHUYECKUX CPEJCTB 3alllUThl HAa OCHOBAaHUU
NPUHUUNOB (pa3nesl 5) MpeArnoJiaraeT, 4To BHIIOJTHEHUE MEPEYUCICHHBIX HUXKE
TpeOOBaHMIT 00ECIIEYeHO OPTaHU3AIMOHHBIMU (AIMUHUCTPATUBHBIMU) MEPaMH H
UCITIOJIB3yeMBbIMH (PU3NYECKUMH CPEICTBAMU 3AIIUTHI:

— obecmeyeHa puszndeckas 11enocTHOCTh BcexX komnoneHnT UCII/Ix;

— KaxJbli coTpyaHuk (monb3oBaresnb MCII/IH) uiu rpymnma nojib3oBarenien
MMEET YHUKAIbHOE CUCTEMHOE WM M MHUHUMAJIbHO HEOOXOIHUMbIE JJIf
BBITIOJITHEHUS UM CBOMX (DYHKITMOHAIIBHBIX 00S3aHHOCTEH IMOTHOMOYHS TI0 IOCTYITY
K pecypcaM CUCTEMBI;

— BCE M3MEHEHUS KOH(PUTYpAIMW TEXHUYECKUX U TPOTPAMMHBIX CPEICTB
NUCTIIH npou3BOASTCS CTPOrO YCTAHOBJIEHHBIM TOPSAIKOM (PETUCTPUPYIOTCS U
KOHTPOJIMPYIOTCSI) TOJBKO HA OCHOBAHUM  PACHOPSIKEHUM  PYKOBOJACTBA
Yupexenus,

— CHeluaIucTaMu VYupexxnenus OCYIIECTBISIETCA HENpepbIBHOE
yOpaBJeHHEe M aJIMUHHUCTPATUBHAS TMOJAEpKKa (PYHKIMOHUPOBAHMS CPEICTB
3aIlUTBHI.
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7 Konutpoas 3¢ dextuBHocTr cucteMbl 3amutbl UCITLIH

Yupexaenus

Koutpons sdpdextuBnoctu C3I1/IH ocymiecTBiseTcs: Ha NEPUOIUIECKOM OC-
HoBe. Llenpio KoHTPOIs A3 (PEKTUBHOCTH SBIISIETCSI CBOEBPEMEHHOE BbISIBIICHUE He-
Hajexanmmx pexumMoB pabotel C3IIJIH (OTKIIOYEHHE CPEACTB  3alIUTHI,
HapylIeHUE pPEXKUMOB 3allUThl, HECAHKI[MOHUPOBAHHOE W3MEHEHUE pPeXKUMa
3alUTHI U T.0.), @ TAK IPOTHO3UPOBAHUE U MPEBEHTUBHOE pEarupOBaHUE HA HOBbIC
yrpo3sl 6e3omacuoctu [1/1H.

KoHTposib MOKET NpOBOAUTHCS KaK afMUHHUCTpaTopamu Oe3onacHoctu MC-
[1/I1 (omepaTUBHBIN KOHTPOJIb B IIporiecce MHHOPMAIIMOHHOTO B3aUMOJICUCTBUS B
NCII[H), Tak ®W TOpuUBIEKAaEMbIMH JJII OTOM I€M  KOMIETEHTHBIMU
OpraHU3alMsIMU, UMEIOIIMMH JUIEH3UI0 Ha 3TOT BUJ JIESITEIBHOCTH, a TaK¥Ke
OCTIK Poccuun u ®Cb Poccun B nipefenax ux KOMIETEHIIUH.

KOHTposIb MOKET OCYIIECTBISTHCS aJMUHUCTPATOPOM O€30MaCHOCTH KaK C
MOMOINIBI0 IITATHBIX CPEACTB cucTeMbl 3amuThl [I/[H, Tak ¥ ¢ mTOMONIBIO
CIEHHUAIBHBIX ITPOTPAMMHBIX CPEACTB KOHTPOJIA.

Onenka 3¢ dexTuBHOCTH Mep 3amuThl [1J[H MpOBOAUTCS C UCTIOIB30BAHUEM
TEXHUYECKUX W TPOrPAMMHBIX CPEACTB KOHTPOJSA Ha MPEaMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHMSIM.
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8 Cdepsnl oTBeTcTBeHHOCTH 32 Oe30onmacHOCTh I1/{H

OTBETCTBEHHBIM 3a pa3padOTKy Mep M KOHTPOJIb Hal 00eCIeYeHHEM
0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX SBIAECTCA JUPEKTOp  YUpEXKICHUS.
PykoBonuTenb MOXKET JAeNerupoBaTh YacTh IIOJHOMOYUN MO OOECHEeUeHUIo
0€30I1aCHOCTH MEPCOHANBHBIX JaHHBIX.

Ccdepa OTBETCTBEHHOCTH MPOPEKTOpa BKIIIOYACT CIEAYIOIINE HANpaBICHUS
obecneuenus 6e3omacHocT I1/1H:

— IJIAaHUPOBAHUE U pealin3anus Mep no odecneuenuto o6ezonacHoctu [1J[H;

— a”aynm3 yrpo3 0e3omacuoctu [1/1H;

— pa3paboOTKy, BHEIPEHHE, KOHTPOJb MCIOJIHEHHMsS U TOJACpKaHHE B
aKTyaJbHOM COCTOSIHUM  TIOJUTUK, PYKOBOJICTB, KOHLEMLHUWA, TPOLEIYp,
pEeriiaMeHTOB, HWHCTPYKIMH H JpPYTrUX OPraHU3alMOHHBIX JIOKYMEHTOB IIO
0o0ecTeueHUIO OE30ITaCHOCTH;

— oOydenue u unpopmupoBanue nosbzoBatenen MCIIdn, o nopsake pa-
6ot ¢ [1/1H 1 cpencTBaMu 3alUTHI;

— MPEeNOTBpAIllEHUE, BBISBIEHUE, PEArMpOBAHME W pacclieOBaHUE Hapy-
meHui 0e3omacuoctu I1)1H.
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9 Moaesb HApYHIUTEJIsl 0€30MACHOCTH

[long HapymmTeneM B YUpeKICHHH ITOHUMAETCS JIMLO, KOTOpOE B
pe3yabTaTe YMBIILJIEHHBIX WA HEYMBIIUICHHBIX JEHCTBUNA MOXKET HAHECTH yIepo
oObexTam 3a mUTHI (pazaen 3).

Hapymmrenu nogpasaensrorcs no npusHaky npuHaiexsoctn k UCIIm.
Bce Hapymurenu nenstcst Ha ABE TPYIIIIbL:

* BHCITHUE HAPYIIHUTENIU - (U3UYECKUE JUIA, HE UMEIOIUE MpaBa MpeObl-
BAaHMS HA TEPPUTOPHUH KOHTPOJIMPYEMOU 30HBI, B MpeJEIax KOTOPOU pa3MeniaeTcs
obopynoanue UCIIH;

* BHYTPEHHHUE HAPYIIUTENU - (PU3UYECKUE JIUIA, UMEIOIIME MPaBO MPeObl-
BAHUS HA TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B MPEIEIIaX KOTOPOH pa3MeNIacTCs
obopynoBanue UCII/IH.

Knaccuduxkanus mapymmrenei npeactaBieHa B Mojenn akTyallbHBIX yTpo3
u BepositHoro Hapywmutens UCIT/n YupexaeHus.
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10 Moaesb yrpo3 06e30macHOCTH

Hnsa UCIIAH YupexneHus BBIACISIOTCS CIEAYIOINE OCHOBHBIE KAaTErOPpUU

yIpo3 6€30MaCHOCTH NMEPCOHANBHBIX JAHHBIX:
1) yrpo3bl OT yTEUKH 10 TEXHUYECKUM KAHAJIAM.
2) yrpo3bl HECAaHKIIMOHUPOBAHHOT'O I0CTYTa K MH(OPMALIUU:

— Yrpo3bl YHUYTOKEHMS, xuuieHusa annapaTtHbeix cpenctB WCII/x HOCH-
Teneil uapopmanuu myteM pusndeckoro gocryna k anementam UCII/IH.

— yrpo3bl XUIIECHHS, HECAHKIMOHMPOBAHHOW Mojaudukanuu uian OJ0-
KUpOBaHUA HHGPOpMAIMKM 3a CYeT HecaHKIuoHupoBaHHoro moctyma (MCJ) c
NPUMEHEHHEM IMPOTrPaMMHO-ANMapaTHBIX U MPOrPaMMHBIX CPEACTB (B TOM YHUCIIE
POrpaMMHO-MATEMATUYECKUX BO3JECHCTBU).

— YIpO3bl HENPEAHAMEPEHHBIX JCHUCTBUU II0Jb30BATEIIEM U HAPYLICHUU
oe3onacnoctu pyukimonupoanust UCII/In u C3I1/IH B ee cocTaBe u3-3a cOOEB B
IpOrpaMMHOM OOECMEYeHHH, a TaKKe OT YIpo3 HEAHTPOIOIeHHOro (cOoeB
anmapatrypbl U3-3a HEHAJEXKHOCTH DJJIEMEHTOB, COOEB JIIEKTPONMTAHUS) U
CTUXUUHOTO (yJapOB MOJIHU, OKApOB, HABOJHEHUH U T.II.) XapakTepa.

— YIPO3bl IPEAHAMEPEHHBIX JCUCTBUNM BHYTPEHHUX HAPYIIUTEIICH.

— YIpO3bl HECAHKLIMOHUPOBAHHOTO JIOCTYIIA 110 KAHAJIAM CBSA3U.

Onucanue yrpo3, BEpOATHOCTh UX PEANM3ALMH, OMTACHOCTh U AKTYaJIbHOCTh

IpeacTaBieHbl B Mojiein yrpo3 0€30MacHOCTH TEPCOHATBHBIX JTAHHBIX Ka)Iou
NCII/n.
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11 Mexanusm peanusanuu Konuenuun

Peanuzaumss ~ KoHuenumu — JOoJKHA ~ OCYHIECTBISITBCS  HAa  OCHOBE
NEPCHEKTUBHBIX MMPOTPaMM U TUIAHOB, KOTOPBIE COCTABJISIIOTCS HA OCHOBAHUH U BO
WCITOJTHCHHUE:

— denepaabHbIX 3aKOHOB B 001acTu oOecriedeHus: WHOOPMaIMOHHOU
0€30MacHOCTH U 3alUThl HHPOPMAIINH;

— noctanoBieHun [IpaBurenscTBa Poccuiickon denepanuu;

— PYKOBOZSIINX, OPTaHU3AIMOHHO-PACTIOPATUTEIBHBIX U METOJUYCCKUX
nokymeHToB @CTIK Poccuu;

— notpednocteit MCIIIn B cpenctBax obecrnedeHuss O€30MaCHOCTU
uH(popmanuu.
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12 Oxxkupaempblii 3¢ dexT oT peanmzannu Konuenuuu

Peanmzanusa Konnemmun 6e3onacaoctu [11x B UCITm mo3BoauT:

— oueHUTh cocTtosHue Oe3omacHocT uHpopmauuu WCII/IH, BbIABUTH
WCTOYHUKU BHYTPEHHUX M BHEIIHUX YyTpo3 HH(POpPMAIMOHHOW O0€30mMacHOCTH,
ONpPENCNIUTh TMPUOPUTETHHIC HAIMpPABICHHUS MPEIOTBPAILCHUS, OTpPaXEHUI U
HEUTpAJIU3ALUU ITUX YIPO3;

— pa3paboTaTh  pACHOPSAMTENbHBIE W HOPMAaTHBHO-METOJIUYECKHE
JOKYMEHTHI puMmeHuTesnbHo K UCII/H;

— mpoBecTH Kiaccudukaiuo u ceptudukanuo UCIIIH;

— IPOBECTU OPraHU3ALMOHHO-PEKUMHBIE U TEXHHUYECKUE MEPOIPUITHUS 10
ob6ecneuenuto o6ezomacuoctu [11a 8 UCIIdH;

— o0ecrneynTh HE0OXOIMMBIN YPOBEHb O€30MaCHOCTH OOHEKTOB 3aIUTHI.

OcyIliecTBICHHE OSTUX MEPONPHUITHI O0O0CCIEYHT CO3[aHUE CIWHOU,
LEJIOCTHOW U CKOOPAMHHUPOBAHHOM CHCTEMbl HH(POPMAIMOHHON O€30MacHOCTH
NCIIIH u co3nacT yclnoBusl 1Jisl €€ JaJbHEHNIIEro COBEPIICHCTBOBAHUSI.
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13 Cnucok UCnoJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMAaTHBHO-IIPABOBBIMU U METOJIMYECKUMH JOKYMEHTAMU, HA
KOTOpbIX Oazupyercs HacTosiee [lonoxkeHue aBiIstoTCS:

1. ®enepanbublii 3akoH oT 27.07.2006 1. Ne 152-@3 «O mnepcoHambHBIX
naHHeIX» (manee - D3 «O nNepcoOHaNbHBIX JaHHBIX»), YCTaHABIMBAIOIINN
OCHOBHbIE NPUHLUIBI M YycnoBus oOpaGotku [I/lH, mnpaBa, ob6s3aHHOCTH U
OTBETCTBEHHOCTh YYaCTHUKOB OTHOLICHHM, CBA3aHHBIX ¢ 00paboTkoit I1/H.

2. «O0 yTBepkJIeHUM TPEOOBAHUM K 3aIUTE MEPCOHAIBHBIX JaHHBIX MPHU
ux o0paboTke B HWH(POPMALMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX).
[Tocranosnenue [IpaBurensctBa PO oT 01.11.2012 1. Ne 1119.

3. «Ilonoxxenne 00 OCOOEHHOCTSAX OOpPaOOTKM TMEPCOHATBHBIX JAHHBIX,
OCYIIECTBIIIEMOI 0€3 MCIOJB30BaHUSI CPEICTB aBTOMATH3aLMN», YTBEPKIECHHOE
[Toctanosnennem IIpaBurenscta P® ot 15.09.2008 r. Ne 687.

4. «TpeboBanuss K  MaTepUaTbHBIM  HOCHUTEIIIM  OMOMETPUYECKHUX
NEPCOHANIBHBIX JaHHBIX M TEXHOJIOTHSIM XpaHEHUs TAaKUX JAHHBIX BHE
UHOOPMAIIMOHHBIX ~ CUCTEM  MEPCOHAJBHBIX  JAHHBIX»,  YTBEPXKICHHbBIC
[Tocranosnennem IIpaBurensctBa PO ot 06.07.2008 r. Ne512.

5. HopmatuBHO-MeTOAMUECKHE JOKYMEHThl DenepanbHON CIyKObl 1O
TEXHUYECKOMY U DSKCIEpTHOMY KOHTposito Poccuiickoii @expeparuu (nanee -
OCTOK Poccun) mo obecneuenuro OezonacHoctu [IJIH mpu mx oOpaboTke B
NCITH.

6. MeTtoanueckuii JOKyMEHT «MeToauKa OIEHKH yIpo3 O€30MacHOCTH
uHpopmarun» yreepxkaeHublii @CTIOK Poccun ot 05.02.2021 .

7. «TpeboBanuss o  3amure  uHGOpPMALUM,  COJACpKAICUCS B
roCyJJapCTBEHHBIX cucTeMax, WHBIX MH(}OPMAITMOHHBIX cucTeMax
rOCYJapCTBEHHBIX OPraHoB, T'OCYJAapCTBEHHBIX YHUTApHBIX MPEANPUITHI,
rOCYJIapCTBEHHBIX YyupexaeHui» yrBepxkaeHHble npukazom OCTIK Poccun ot
11.04.2025 r. Nel17.
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