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OIIPEJAEJIEHUSA

B HacTosilieM 1OKyMEHTE MCHOJB3YIOTCS CIENYIOIIMEe TEPMUHBI U HUX
onpeeIeHUs.

ABTOMATH3MPOBAaHHAsI CHCTEMA — CUCTEMA, COCTOSAIIAsl U3 MepcoHana u
KOMILUIEKCA CpEJICTB aBTOMATHU3allMU €ro JESATEIbHOCTH, pealu3yrolas
WH(OPMAIIMOHHYIO TEXHOJIOTHIO BHITIOJHEHUS YCTAHOBJICHHBIX (DYHKITUH.

AyTeHTH(PUKALINSA OTIPABUTEJSA JAHHBIX — OATBEPXKICHUE TOTO, YTO
OTIPaBUTEIb MOJYUYEHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

Be3onacHocTh NMepPCOHAIBHBIX JAAHHBIX — COCTOSHHME 3alllMIEHHOCTH
NEPCOHATBHBIX JAHHBIX, XapaKTEpU3yeMOe CIOCOOHOCTHIO MOJIb30BaTEIEH,
TEXHUYECKUX CPEeACTB U  HMHGPOPMAIMOHHBIX TEXHOJOTUH  OOECIeyuTh
KOH(UIEHITUATBHOCTD, IIEJIOCTHOCTD U IOCTYITHOCTh MEPCOHATIBHBIX JTAHHBIX MPU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX JTAHHBIX.

buomerpuyeckue mepcoOHAJIbHbIE [JAaHHbIE — CBEACHUS, KOTOpbIC
XapaKTepU3yoT (U3UOJIOTHIECKHE OCOOCHHOCTH YeJIOBeKa M Ha OCHOBE
KOTOPBIX MOXHO YCTaHOBHUTbH €ro JIMYHOCTh, BKJItOUYas Gororpaduu, oTrneyaTKu
najgblieB, o0pa3 CeTYyaTKu TJia3a, OCOOCHHOCTH CTPOCHHUSI Tella U JPYTyIo
noA00HY0 HH(GOPMAIIUIO.

bioknpoBaHue NMEPCOHANBHBIX JAHHBIX — BPEMEHHOE MpPEKpalleHUE
cOopa, cHUCTeMaTH3alluMi, HAKOIUICHHUS, WCIOJIb30BaHUS, PaCIpPOCTPaHEHUS,
MEPCOHAJIBHBIX JIAHHBIX, B TOM YHUCJIE UX MEPEIAUH.

Bupyc (KOMIBIOTEPHBII, NPOrpaMMHBIil) — HCTIOJIHSIEMBIN
MPOTPAMMHBIN KOJ WM UHTEPIPETUPYEMbI HA0OP MHCTPYKIUM, 00J1aaroIIHii
CBOMCTBaMU HECaHKIMOHUPOBAHHOTO pacrpocTpaHeHus u
camoBocrpou3BefeHusi. Co3aHHble yOJIMKaThl KOMIIBIOTEPHOTO BHpYyca HE
BCET/a COBMAAIOT C OPUTHHAIOM, HO COXPAHSAIOT CIOCOOHOCTh K JabHEHUIIIEMY
pacIpOCTPAaHEHHIO U CAMOBOCITPOU3BEICHHUIO.

Bpenonocnass mporpamma — mnporpamMma, MOpelHa3HAYC€HHas s
OCYIIECTBJICHHUS] HECAHKIIMOHUPOBAHHOTO JIOCTyNMa W (WJIM) BO3JEHUCTBUSA Ha
NEepPCOHANBHBIE  JAHHBIE WJIM  pecypchl  MHGOPMAIMOHHOM  CHCTEMBI
MEePCOHANTBHBIX JaHHBIX.

BcnoMorartesibHble TEXHUYECKHE CPEACTBA M CUCTEMbI — TEXHUYECKUE
CpeACTBA W CHCTEMbl, HE TMpeJHA3HAYEHHBbIC /i1 mepeaadyr, oO0pabOTKU H
XpaHEHHsSI  TMEPCOHAJIBHBIX  JIAHHBIX, YCTAHABJIMBAE€MbIE COBMECTHO C
TEXHUYECKUMH CPEJICTBAMU M CHCTEMaMU, IIPEeIHAa3HAYCHHBIMU JIJIT 00pabOTKU
NEePCOHAIBHBIX JAHHBIX WM B TIOMEUICHUSIX, B KOTOPBIX YCTAHOBIICHBI
MH(POPMALIMOHHBIE CUCTEMBI IEPCOHAIHHBIX JTAHHBIX.



Joctym B onepanMoHHYI0 cpeay KoMIibloTepa (MHGOPMAIIMOHHON
CHCTeMbI TEPCOHAJBHBIX JAHHBIX)— IIOJY4YE€HHE BO3MOXKHOCTH 3allyCcKa Ha
BBIIIOJIHEHUE ILITATHBIX KOMaHA, (DyHKIMH, MPOIEAyp ONEpalMOHHONW CHUCTEMBI
(YHUUTOXKEHUSI, KONHMPOBAHUS, MEPEMEIICHUS M T.I.), HCIONHAEMbIX (haiijoB
NPUKIIHBIX IPOrPAMM.

Joctyn k uH(poOpManmm — BO3MOXKHOCTb TOMy4YeHUS] HHGPOpMAIMUM U €€
UCTIOJIb30BAHMUS.

3akiaio4HOe YCTPOMCTBO — DJJIEMEHT CpelICTBa CbheMa HH(OpMAaLUH,
CKPBITHO BHEAPSIEMBIN (3aKJIA/IbIBAEMBII WJIM BHOCUMBI) B MECTA BO3MOKHOI'O ChEMa
uH(opMaIHH (B TOM YKCIIE B OTPaXKICHUE, KOHCTPYKIIUIO, 000pYyOBaHUE, IPEAMETHI
MHTEPBEPA, TPAHCIIOPTHBIE CPENICTBA, & TAKKE B TEXHUYECKUE CPEACTBA U CUCTEMBI
00paboTku uHGOpMAaIUN).

3ammmaemas uHpopmanusi — uHGOpPMAIMS, SBISIOIIASCS PEIMETOM
COOCTBEHHOCTH U MOJUIEKAIIAs 3alUTE B COOTBETCTBUM C TPEOOBAHUSIMH TPABOBBIX
JIOKyMEHTOB WJIM TPeOOBAHUSIMHU, YCTAHABIMBAEMbIMI COOCTBEHHUKOM MH(OpMAIIHH.

Npentudukanusi — Tm0puUCBOCHWE CyObEKTaM U OOBEKTaM JIOCTYIIa
uneHTrdukaropa u (WIiM) CpaBHEHUE MPEIBSIBILEMOro HACHTU(PUKATOPA C TIEPEUHEM
MPUCBOEHHBIX UACHTU(HUKATOPOB.

NudopMaTHBHBIA CHTHAJT — DJIEKTPUYECKUE CHTHAJBL, AaKyCTUYECKHE,
AIIEKTPOMArHUTHBIE U JpyTUe (PU3HNUEecKye Mo, 1o apaMeTpam KOTOPbIX MOXKET ObITh
packpbiTa  KOHQUAeHIManbHass  uHGopMauus  (MEpCOHATBHBIE  JTAHHBIE)
oOpabatsiBaecMasi B MH(POpMAIIMOHHON CUCTEME MEPCOHATBHBIX IAHHBIX.

Nudopmanuonnass cucremMa mnepcoHadbHbIX AaHHbIX (UCIIIH) -
uHPOpMALlMOHHAST ~ CUCTeMa,  HpeJCTaBistomas  co0oil  COBOKYNHOCTh
MEPCOHANIBHBIX  JIAHHBIX, COJAepXKammxcs B 0a3e JaHHBIX, a TaKKe
WHOOPMAIMOHHBIX TEXHOJIOTHM W TEXHUYECKUX CPEJCTB, IO3BOJISIOMINX
OCYLIECTBJIATh 00paOOTKY TaKMX MEPCOHAIBHBIX JIaHHBIX C HCIOJIb30BAHUEM
CPEIICTB aBTOMATHU3AI[MU WK 0€3 UCIOJIb30BAHUS TAKUX CPECTB.

Nudopmanyonnbie TEXHOJIOTHM — TIPOIECCH, METOJbl IOWCKa, COOpa,
XpaHeHusi, 00pabOTKH, MPEIOCTABICHHS, PAaCTIPOCTPaHEHUsT MH(GOPMAITMK U CIIOCOOBI
OCYLIECTBJIEHUS TAKUX IPOLIECCOB U METOJIOB.

Hcnosb30BaHue NEPCOHAJBHBIX JAHHBIX — JEHCTBUA (Omeparuu) c
MEPCOHAJLHBIMU JTaHHBIMHU, COBEPILIAEMbIE OMNEPATOPOM B LENSX HPUHATHS
pPELICHUN WM COBEPIICHUS HMHBIX JEHUCTBUH, MOPOKIAONIUX IOPUINYECKUE
MOCJIE/ICTBUSI B OTHOIIEHUM CYOBEKTa MEPCOHABHBIX aHHBIX WM APYTHX JIUI
aMb0 MHBIM 00pa3oM  3aTparvBarollMX IMpaBa U CcBOOOABI CyObeKTa
MEePCOHANIBHBIX JJAHHBIX WU JAPYTUX JIMII.



Hcrounuk yrpo3sl 0Oe3onacHocTd uHGopMammM — CyOBEKT JOCTYTIA,
MaTepuaibHbIi  OOBEKT WM (H3UUECKOE SIBIICHME, SIBJISIOIIMECS MPHYUHOM
BO3ZHUKHOBEHHMSI yTpO3bl 0€301aCHOCTH HH(POPMAIIH.

KonTposampyemasi 30Ha — IpOCTPAHCTBO (TEPPUTOPUS, 30aHKE, YacTb 3/aHH,
MOMEIIECHUE), B KOTOPOM MCKITFOYEHO HEKOHTPOJIMPYEMOEe MPEeObIBAHUE TTOCTOPOHHUX
JIULI, & TAKXKE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MaTEPUATIbHBIX CPEJICTB.

KondunaeHuuaabHOCTh NEPCOHAJIBHBIX JAHHBIX — 00s3aTelbHOE IS
COOJTIO/IEHHS OTIEPATOPOM WJTH MHBIM TOTYYHMBIIMM JOCTYI K IEPCOHATBLHBIM JAHHBIM
JUIIoM TpeOOBaHWE HE JIOMyCKaTh WX PACIpOCTpaHEHHE Oe3 cornacus CyObeKTa
NEPCOHATBHBIX JaHHBIX MM HAJTMYHMS MTHOTO 3aKOHHOTO OCHOBAHMSL.

Me:xcereBoit IKPAH — JIOKAJIbHOE (OTHOKOMITOHEHTHOE) WIN
(YHKIIMOHATLHO-PACTIPE/ICTICHHOE MPOrpaMMHOE (TIporpaMMHO-arapaTHoe)
cpencTBO (KOMIUIEKC), peaM3ylolee KOHTPOJIb 3a MH(pOpMaIyel, ocTynaronei B
UH()OPMAIMOHHYIO CHUCTEMY MEPCOHAIBHBIX JAHHBIX M (WIM) BBIXOIAIICH U3
UH()OPMAIIMOHHON CHUCTEMBI.

Hapyumiurenb 6e30MacHOCTH MEPCOHATIBHBIX JAHHBIX — (PU3HMUECKOE JIUIIO,
CyyallHO WJIM TpeJHAMEPEHHO COBEpIIAIOIIee JEHUCTBUS, CIEACTBHEM KOTOPBIX
SIBJISICTCSL HapyIlleHne Oe30MacCHOCTH TEPCOHAIBHBIX JAHHBIX TMPU WX 00padoTKe
TEXHIYCSCKUMHU CPEACTBAMH B HH(OPMAITMIOHHBIX CHCTEMaX MEePCOHAIBHBIX JTaHHBIX.

HeaBromaTu3upoBaHHasi 00pad0TKa MNEPCOHAJBbHBIX JIAHHBIX —
00paboTKa NeEepCOHANBHBIX MJaHHBIX, COJEpXKAIIUXCA B HHPOPMALMOHHOM
CHUCTEME IIePCOHAIBHBIX JaHHBIX JHOO W3BJICUCHHBIX M3 TaKOW CHCTEMBI,
CUMTACTCS OCYIIECTBICHHOW 0€3 WCIOIb30BaHUS CPEJCTB aABTOMATH3AINH
(HEaBTOMATH3UPOBAHHOM), €CITM TaKUE JCHCTBUS C TIEPCOHATBHBIMHU JaHHBIMH,
KaK  HCIOJb30BaHHWE,  yTOYHEHHE,  pACIpPOCTPAHEHHUE,  YHHUTOXXCHHE
MEPCOHANILHBIX JIAHHBIX B OTHOIICHHH Ka)XJOr0 U3 CyOBEKTOB MEPCOHAIBHBIX
JaHHBIX, OCYIIECTBIISIFOTCS PU HETIOCPEICTBEHHOM YYaCcTUU YETIOBEKa.

HenexjapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAIIBHBIE BO3MOKHOCTH
CPEICTB BBIUMCIUTENIFHON TEXHUKW, HE OINHMCAHHBIE WM HE COOTBETCTBYIOIIUE
OIMMCAHHBIM B JIOKYMEHTAIMH, TIPU WCIIOJIL30BAaHUU KOTOPHIX BO3MOXKHO HApYIIICHUE
KOH(HMJICHIIMATIBHOCTH,  JIOCTYIIHOCTA WM  IICJIOCTHOCTH  0OpabaThiBaeMOi
uH(pOpMaIIUH.

HecaHKIIMOHUPOBAHHBIN A0CTYN (HECAHKIIMOHUPOBAHHBbIE EHCTBUS) —
JOCTyn K uH(pOpMallMu Wi JEUCTBUS ¢ HH(OpMalMel, Hapyllarome MpaBuia
pasrpaHrueHus JOCTyIa C MCIOJIb30BAHUEM IITATHBIX CPEICTB, MPEIOCTABISIEMBIX
WH(OPMAITMOHHBIMHA CHCTEMaMH TTePCOHANTBHBIX TAHHBIX.

Hocutens ungopmanuu — Guznydeckoe JHI0 WM MaTepUATbHBIN 00BEKT, B
TOM 4YHCIie (PU3UIECKOE T0Jie, B KOTOPOM HH(OpPMAIIUS HAXOAUT CBOE OTPKEHHE B



BUJIE CHUMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHUYECKMX pEIICHUA U MPOLIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NIECKUX BEITUIHH.

O06e3MyUBaHUE TMEPCOHATBbHBIX JAHHBIX — JICUCTBHS, B pE3yibTaTe
KOTOPBIX HEBO3MOXKHO ONPENCIUTh MPUHAIC)KHOCTh TMEPCOHATBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MepCOHATbHBIX JAHHBIX.

O0OpaGoTka mNeEPCOHANBHBIX JAHHBIX — JIeHCTBUA  (omeparuu) ¢
NEePCOHATIbHBIMUA ~ JTAHHBIMH, BKJIIOYasi CcOOp, CHUCTEMaTu3allvio, HAaKOILUICHHE,
XpaHeHue, yTouHeHre (OOHOBJICHUE, N3MEHEHHE), UCTIOIb30BaHNe, PACIPOCTPaHEHUE
(B ToM wuymcne mepenmady), OOE3IMYMBAaHWE, OJIOKMPOBAHUE, YHHUUYTOKCHUEC
MEPCOHATLHBIX JAHHBIX.

OO0uienocTynHble NMEPCOHANbHBIE JaHHbIE — TICPCOHAIBHBIC JAHHBIE,
JOCTYIl HEOTPAaHWYEHHOTO Kpyra JIMIl K KOTOPBIM MPEAOCTaBIIEH C COTrJacus
CyObeKTa NEpPCOHANBHBIX JaHHBIX WM Ha KOTOPblE B COOTBETCTBUU C
dbeneparbHBIMU 3aKOHAMU HE PaCHpoCTpaHseTcs TpeOOBaHUE COOIIOCHUS
KOH(HUIESHIIUATBHOCTH.

Oneparop (mepcoHaNbHBIX [aHHBIX) — TOCYJApCTBEHHBIA OpraH,
MYHHUIMIATGHBIA OpraH, FOPUANYECKOe WM (DU3UUECKOE JIMII0, OpraHU3YIoIee U
(W)  OCyIIECTBISIFOIIEE  OOpaOOTKY  TEPCOHATBHBIX  JIAaHHBIX, a  TaKKe
OIPEICIISTIONIHE 1IETH U COoJIepKaHne 00pabOTKU NTEPCOHATBHBIX JTAHHBIX.

Texunyeckue cpeacTBa HHMOPMAIMOHHOH CHCTEMbI MEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BHIYKMCIUTEIBHON TEXHUKH, HH(POPMAIIMOHHO-BBIYUCIUTEIIHHBIC
KOMILJICKCHI U CETH, CPEICTBA M CHCTEMbI Mepenaud, npuema u obpaborku [1/IH
(cpemctBa W CHCTEMBI 3BYKO3AIMCH, 3BYKOYCWJICHHS, 3BYKOBOCIPOW3BEICHHUS,
MIEPETOBOPHBIC W TEJICBM3MOHHBIC  YCTPOMCTBA,  CPEICTBA  W3TOTOBJICHWS,
TUPAKUPOBAHUS JOKYMEHTOB U JIPyTHe TEXHUYECKHUE CPE/ICTBA 0OPabOTKU PEUeBOM,
rpadguyeckoii, BuIeo- U OyKBEHHO-IIM(PPOBOH HHGOPMAITIH), IIPOrPaMMHBIE CPEJICTBA
(omeparoOHHBIE CUCTEMBI, CUCTEMBI YIIPABIICHNST 0a3aMMl JIaHHBIX W T.I1.), CPEICTBA
3aIUThl HHQOPMAITUH, TPUMEHSIEMbIE B MTH(POPMAIIMOHHBIX CHCTEMAX.

IlepexBat (MHpOpMAaNUM) — HEPABOMEPHOE MOTyUCHUE HHPOPMAITUH C
UCIIOJIb30BAaHUEM TEXHHYECKOTO CPEJCTBA, OCYIIECTBISIONIET0 OOHApyXEHUE,
npueM 1 00paboTKy HHGOOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JgaHHbIe — J100as uWHOOpMAIMSA, OTHOCAIIASACT K
OTIPEJICIICHHOMY WJIM OIpEAeNsieMOMY Ha OCHOBAaHWUM TakoW wWHQoOpMaIu
¢usznueckoMy sy (CyObEKTYy NEpCOHANbHBIX JaHHBIX), B TOM YHCIE €ro
dbaMuusg, WMS, OTYECTBO, TOJ, MECSI, Jara W MECTO POXKICHHs, aJpec,
CeMeiiHOe,  COIMalbHOE, HMYIIECTBEHHOE IMOJIOKEHHe, 00pa3oBaHueE,
npodeccusi, 10X0bl, Ipyrasi uHbopMaIus.

I[loOo4HbIe  FJIEKTPOMATHMTHBIE  W3JIyYeHMS M HABOJIKH —
AIIEKTPOMArHUTHBIC M3ITyYEeHUS TEXHUYECKUX CPEJCTB 00pabOTKM 3aIMIaeMoi



uH(pOpMalMKM, BO3HHUKAIOIIME Kak TIOOOYHOE SIBIIEHUE W  BbI3BaHHBIC
ANEKTPUYECKUMU CUTHAJIaMH, JEUCTBYIOIIUMHU B HX DJJIEKTPUYECKHX U
MAarHUTHBIX IIEMAX, a TAKXKe AJIEKTPOMArHUTHHIE HABOJAKU STUX CHUTHAJIOB Ha
TOKOITPOBOISIIIINE JIMHUH, KOHCTPYKIIUU U LIETN TUTAHUS.

IMouTHKa  «YHCTOrO0  CTOJIA» —  KOMIUIEKC  OpraHu3allMOHHBIX
MEpOTPUATUNA, KOHTPOJUPYIOIIUX OTCYTCTBUE 3alUChIBaHUS Ha OyMakHbIE
HOCUTENU KJIIoUe U aTpuOyTOB JocTyna (mapojed) M XpaHEeHUs UX BOJIU3H
00BEKTOB JJOCTYTA.

IHonb3oBaresp  MHPOPMALMOHHOM  CHCTEMBI  NEPCOHAJBHBIX
JAHHBIX — JIMIO, Yy4YacTBymee B (YHKIIMOHUPOBAHWN WH(POPMAITMOHHON
CHUCTEMbl TMEPCOHAJBHBIX JIAaHHBIX WJIM HCHOJIb3YIOIEe PpPe3yiabTaThl €€
(GYHKITMOHUPOBAHUS.

IIpaBwia  pa3rpaHuvyeHusi JAOCTYNA — COBOKYIHOCTh  IpaBul,
perjaMeHTUPYIOIIUX MpaBa JI0CTyNa CyObEeKTOB JOCTyNa K 00bEKTaM JIOCTYTIA.

IIporpamMmmHuasn 3akjiagka — KOJ IporpaMMbl, TPeTHAMEPEHHO BHECCHHBIN
B TPOrpaMMy C I[IEJbI0 OCYIIECTBUTh YTEUKY, HW3MEHHUTh, OJOKHPOBATH,
YHUYTOXUTH HHPOPMAIIHIO WM YHUUTOXKHUTHh U MOJIU(DUIIPOBATH MPOTPAMMHOE
obecrieuenre WHGOPMAIIMOHHONW CHCTEMBl TEPCOHATIBHBIX JAaHHBIX W (WJIN)
OJIOKMpPOBAThH arlapaTHbIe CPECTBA.

IIporpammHuoe (mporpaMmmMHoO-MaTeMaTH4YeCKOe) BO3JelicTBHE —
HECAHKIIMOHUPOBAHHOE BO3JCHCTBHE HAa PECypchl aBTOMATU3UPOBAHHOM
MH()OPMAITMOHHOMW CUCTEMBI, OCYIIECTBIISIEMOE C UCIIOIb30BAHUEM BPEIOHOCHBIX
porpamM.

PackpbiTHe NepCOHAJBbHBIX JAHHBIX — YMBIIUICHHOE WM CIIy4aiHOE
HapyleHne KOH(OUICHIIUATEHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTrpaneHue nepcoHAJbHBIX JAHHBIX — JICVCTBUS, HAIIPABJICHHbIC
Ha Tiepefayy MEepCOHANBHBIX JAHHBIX OINpeaeeHHOMY Kpyry Jull (mepeaaya
MEePCOHATBHBIX JaHHBIX) WJIM Ha O3HAKOMJICHHE C MEPCOHAIBHBIMHU JIAHHBIMU
HEOTPAHUYEHHOTO Kpyra JHIl, B TOM YHCJIe OOHApOJOBAaHHE MEPCOHAIBHBIX
JAHHBIX B CPEJCTBAX MAccOBOU mH(MOpMaIK, pa3MelieHue B UHHOPMAITMOHHO-
TEIEKOMMYHUKAIIMOHHBIX ~ CETAX WM  NPEAOCTABIEHUE  JIOCTyla K
MEPCOHAIILHBIM JaHHBIM KaKUM-JTHOO UHBIM CIIOCOOOM.

Pecypc uHpOpMAUMOHHOM CHCTEMbI — WMCHOBAaHHBIM  JJIEMEHT
CHUCTEMHOTO, MPUKJIAIHOTO WJIU anmnapaTHoro ooecneyeHus (GyHKIIMOHUPOBAHUS
UH(OPMAIMOHHON CUCTEMBI.

CneunajibHble KaTeropvuu MEePCOHAJBHBIX JaHHBIX — IEPCOHAILHBIE
JJaHHbIE,  Kacarwollhecs  pacoBOM,  HAUMOHAJIBHOW  IPUHAIEKHOCTH,
MOJIMTUYECKUX B3TJISZIOB, PEJIMTHO3HBIX WM (Puiocopckux  yOexaeHui,
COCTOSIHMSI 37I0POBbSI U MHTUMHOM JKH3HU CyOBbEKTa MepCOHANTbHBIX TaHHbBIX.



CpencrBa BbIMHCIUTEIbHOW TEXHUKH — COBOKYITHOCTh MMPOTPAMMHBIX U
TEXHMYECKUX HJIEMEHTOB CUCTEM OOpPaOOTKH JTAaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEIIEHO WJIM B COCTABE JIPYTUX CHCTEM.

CyobekT aocryna (cy0ObeKT)— JMII0 WIM NpOIECcC, ACUCTBUS KOTOPOTO
pEerIaMEeHTUPYIOTCS TIPaBUIaMU pa3rpaHUYEHUs OCTYyTa.

TexHNYeCKUl KaHAJA YTeYKd WH(OpMAUMU — COBOKYIIHOCTb HOCHUTES
nHbopmatmu  (cpeacrBa 00paOOTKM), (PUBMYECKOM Cpedbl  PaclpOCTpaHEHUs
MHQOPMATUBHOIO CHUTHaJla M CPEICTB, KOTOPHIMH JOOBIBAETCS 3allUIlacMast
uH(pOopMaLL.

Tpancrpannynasi mnepegaya MNePCOHANBbHBLIX JAHHBIX — T[epenadya
MEePCOHANIBHBIX JIAHHBIX omepatopoM uepe3 [ocygapcTBEeHHYIO TpaHUILy
Poccuitckonn @enepaunu  OpraHy  BJACTH  HWHOCTPAHHOTO  TOCYJapCTBa,
bU3MYEeCKOMY WJTH IOPUANYECKOMY JIHUIy HHOCTPAHHOTO TOCY1apCTBa.

Yrpo3bl 6e30IaCHOCTH MEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHI 1
(akTopoB, CO3JAIOUIMX OMNACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM  YHCIIE
CITy4aifHOT0, JIOCTYTIA K TIEPCOHAIBHBIM JJAHHBIM, PE3YJILTaTOM KOTOPOTO MOKET CTaTh
YHAYTOXXCHUE, W3MEHEHHe, OJIOKUPOBAHWE, KOMHMPOBAHWE, PACIPOCTpAHEHHUE
MEPCOHATBHBIX JAHHBIX, & TaKKE WHBIX HECAHKIIMOHMPOBAHHBIX JEHUCTBUM TPU MX
00paboTke B MHGOPMALIMOHHON CUCTEME TIEPCOHATLHBIX JTAHHBIX.

YHUUYTOKeHHE TEPCOHAIBHBIX JTAHHBIX — JICHCTBUS, B PE3YJIbTaTe KOTOPHIX
HEBO3MOYKHO BOCCTAHOBHUTB COZICP’KaHKUE TIEPCOHAIBHBIX JIAHHBIX B MH(POpMAIIMOHHOM
CHCTEME TIEPCOHABHBIX JaHHBIX WA B PE3YJIbTaTe KOTOPBIX YHHUUTOXKAIOTCS
MaTepHuaibHbIe HOCUTENIN MEPCOHAIBHBIX TAHHBIX.

Yr1euka (Gamumaemoil) uHGOPMAIMM MO0 TEXHHYECKHM KAHAJIAM —
HEKOHTPOJIMPYEMOE PACHpPOCTpaHEHHE HH(POPMAIMK OT HOCUTENS 3allUIIacMOn
uHpoOpMaIMK  Yepe3  (PEBMYECKYI0  Cpeay  JI0 TEXHMYECKOTO  CpEJICTBA,
OCYIIECTBIISIFOLLETO MepexBaT HH(OpMaIIH.

¥Ys3BUMOCTB — €7a00CTh B CPEJCTBAX  3alllUThl, KOTOPYHD  MOXKHO
WCMOJIb30BaTh JIJISl HAPYIIICHUS CUCTEMBI WJIH COZIEpIKaIlieics B Hell nHpopMalim.

IesocTHOCTL MH(pOPMAIIMH — CIIOCOOHOCTh CPE/ICTBA  BBIYMCIIMTEIHHOM
TEXHUKA WM aBTOMATU3UPOBAHHOM CHCTEMBbI 00€CHeuYMBaTh HEU3MEHHOCTh
uHPOpMAIIMK B YCIOBUSIX CIY4alHOTO W/WIM TIPEITHAMEPEHHOTO WCKaKEHUS

(pazpy1ieHus).



OBO3HAYEHUA U COKPAILLIEHUA

ABC — aHTUBHpYCHBIE CPEJICTBA

APM —aBToMaTH3UpOBaHHOE pabouee MECTO

BTCC — BcnoMoraTesibHble TEXHUYECKHUE CPEACTBA U CUCTEMBI
NCI1 1 — nadopmaliioHHas cucTeMa MepCoHaIbHBIX JIAHHBIX
K3 — koHTponmpyemast 30Ha

JIBC — 5tokanbHast BBIYUCIUTENIbHAS CETh

HC/1 — HecaHKIIMOHMPOBAHHBIH JIOCTYIT

OC — onepanioHHast cucTema

[T/IH — mepcoHaIbHBIE TAHHBIE

[IMB — nporpaMMHO-MaTEMaTU4YECKOE BO3IEHCTBHE

I1O — nmporpamMmmHoe oOecrieueHue

[IOMUH — no6o4HbIe 37IeKTPOMArHUTHBIC N3TyYeHUs M HABOJIKH
CA3 — cucrema aHanm3a 3alUIIEHHOCTH

C3U — cpencTra 3amuThl “HGOPMAIUU

C3IIH — cucreMa (oicucTEMA) 3aIIUTHI IEPCOHATBHBIX JAHHBIX
COB — cucrema oOHapyKeHHUS BTOPIKESHUIM

TKY U — TexHrueckre KaHalbl yTeUky HH(popMaliu

YBIIJIH — yrpo3s! 6€301macHOCTH MEPCOHATBHBIX TAHHBIX



BBEAEHHUE

[Tonutka pa3zpaboTaHa B COOTBETCTBMM C LEJISMHU, 3aJadyaMud U
OpUHIIMIIAMU oOecriedeHnsl 0€30aCHOCTH MEePCOHATBHBIX JTAHHBIX U3JI05KEHHBIX
B Konnenuuu wundopmammonnoit 6e3onacHoctu  UCIIJ  Yupexnenus.
[lonutuka pa3paboTaHa B COOTBETCTBHM C TpeOoBaHUsIMH DenepanbHOro
3akoHa oT 27 wmronsg 2006 r. Ne 152-®3 «O mnepcoHanbHBIX JaHHBIXY,
[ToctanoBnenus IlpaButensctBa Poccuiickoir ®enepanuu or 01.11.2012 r.
Nell119 «OO0 yTBepxkneHHH TpeOOBaHUM K 3aLUTE MEPCOHAIBHBIX JAHHBIX MPU
ux o0paboTke B HMHGOPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JIaHHBIX» M
«TunoBeIX TpeOOBaHUU MO OpraHU3alMK U O00ECICUCHHUIO0 (YHKIIMOHUPOBAHUS
mUGpoBaIbHBIX  (KpUNTOrpaMYEeCcKux) CpelCTB, MpeAHA3HAYEHHBIX IS
3amuThl  WH(pOpMAINMK, HE  COIEpKalled  CBEIEHUH, COCTABISIONINX
rOCy/IapCTBEHHYIO TallHy B Ciy4yae HMX HCIOJB30BaHUSA Ui OOecreueHus
0€30MacHOCTH MEePCOHAIBHBIX JTAHHBIX MPU WX 00paboTKe B MHGOPMAIIMOHHBIX
CUCTEMAaxX NEPCOHAJIBHBIX JTAHHBIX», YTBEPKIECHHBIX PYKOBOACTBOM 8§ LleHTpa
®CBb Poccun 21.02.2008 1. Ne 149/6/6-662.

B Ilonmutuke ompenenensl TpeboBanusi k nepconany WCIIH, cTeneHb
OTBETCTBEHHOCTH  TI€pCOHAaja, CTPYKTypa M  HEOOXOJUMBIH  YpOBEHb
3alUIIEHHOCTH, CTaTyC W JOJDKHOCTHBIE OOSI3aHHOCTHM  COTPYJHHUKOB,
OTBETCTBEHHBIX 3a oOecreueHne Oe30MacHOCTU MEPCOHAIbHBIX JAHHBIX B
NCIIu Yupexnenus.



1 O01mue moJioKeHUA

Ilempro Hactosmiel IloauTukum sBiasercss oOecredeHre O€30ImacHOCTH
00BEKTOB 3aIUTHI YUPEKACHUS OT BCEX BHUJIOB YIPO3, BHEIIHUX U BHYTPCHHHUX,
YMBINIJICHHBIX U HEMpeIHAMEPEHHBIX, MUHUMHU3AIUS yIIepOda OT BO3MOXKHOM
peanuzaruu yrpo3 6e3onacHoctu I11u (YBITIH).

be3onacHOCTh MEPCOHATBHBIX JAHHBIX JOCTUTAETCS MyTEM HMCKIFOYEHUS
HECAHKI[MOHUPOBAHHOI'0, B TOM YHCJIE CIy4alHOro, JOCTyIa K MEPCOHAIbHBIM
JIAHHBIM, PE3YJIbTATOM KOTOPOTO MOKET CTaTh YHUYTOXEHHE, H3MEHECHUE,
OJIOKUpOBaHUE, KOMMPOBAHWE, PACIPOCTPAHEHWE TEPCOHATBHBIX JAaHHBIX, a
TAKK€ UHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUM.

Nudopmariusa u cBs3aHHBIC C HEW PECYPCHI JOJDKHBI OBITh JOCTYITHBI JIJIS
aBTOPU30BAHHBIX I0JB30BaTeNC. [[OMKHO OCYHIECTBISATHCS CBOEBPEMEHHOE
oOHapy>keHue u pearupoBanue Ha Y BI1JIH.

Cocras UCIIJIH, mnojexamux 3alluTe, IMPEICTaBICH B OTYETE O
nposenennu ayaura UCI/Ix ot 01.04.2026 r.

CocraB O0BEKTOB 3alUTHl MpeAcTaBieH B llepeuHe mMepcOHATBHBIX
JTAHHBIX, TTOJIJIC)KAIINX 3aIlHTE.



2 O0JgacTh neicTBusd

TpeboBanust Hacrosimedt I[lomuTuku pacmpocTpaHsIOTCS Ha  BCeX
COTPYIHUKOB YupexaeHus (IITaTHBIX, BPEMEHHBIX, paOOTAIOUIMX IO
TPYAOBOMY JIOTOBOPY U T.II.), @ TaKXKe BCEX MPOUYMUX JUIl (MOAPSIAUYHUKH,
ayJAUTOPHI U T.I1.).



3 CucreMa 3alIMTHI NEPCOHAIBHBIX JAHHBIX

Cuctema 3amuthl nepcoHanbHbIX JaHHbIX (C3II[H), cTtpouTcs Ha
OCHOBAaHMH:

- OTyeTa 0 NPOBEICHUM ay/IUTa;

- [lepeuns nepcoHaNIbHBIX JIAHHBIX, MOAJIEKAITUX 3aAIIUTE;

- Axta xnaccudukanum MHGOPMAIIMOHHOW CHUCTEMBI TEPCOHAIIBHBIX
JAHHBIX;

- Mojaenu yrpo3 0e30MacHOCTH EPCOHATBHBIX JaHHBIX;

- [lonoxkeHnust o pasrpaHMuEHUU TMpaB AOCTyna K oOpabaTbiBacMbIM
MEPCOHATIBHBIM JaHHBIM;

- PyxoBomsimx gokymenToB @CTOK u ®Cb Poccun.

Ha ocHoBaHMM 3TUX JOKYMEHTOB OMpEAENIeTCS HEOOXOAUMBIN yPOBEHb
samumeHHocTy [1JIn kaxgoit UCII[In Yupexnenus. Ha ocHoBanuu ananusa
aKTyaJIbHBIX yTrpo3 0e3onacHocTH [1/[H, onmucannoro B Moaenu yrpos, u OTtuera
O pe3yibTaTax MPOBEJACHUS BHYTPEHHEW NPOBEPKU JMENIACTCS 3aKIIOUYECHHE O
HEOOXOJAMMOCTH WCTOJIB30BAHUS TEXHUYECKUX CPEICTB W OPraHU3aI[MOHHBIX
MeponpusiTuii g obOecrneueHuss  OesomacHoct  [IJI[H.  BriOpanHbIe
HEOOXOJIMMBbIE MEpONpHUATHS oTpaxkatoTcss B Ilmane wmeponpusTuii 10
obecrieueHuto 3amuThl [1/1H.

Hns xaxgoin UCIIAH nomkeH ObITh COCTaBJIEH CIHMCOK MCMOJIb3YEMBbIX
TEXHUUYECKUX CPEACTB 3allUThl, a TaKXe MPOrpaMMHOI0 oOecreYeHUs
ydacTByroriero B oopadotke I1][x, Ha Bcex anementax UCII/IH:

- APM nonp30Barenei;

- CepBepa NpHIIOKEHUN;

- CYB/;

- I'panuna JIBC;

- Kananop nmepemaum B ceTw OOIIEr0 TMMOJb30BaHUS W (WUJIH)
MEKIyHapOJHOTO OOMEHa, eciii o HuM nepeaatorcs [1/1H.

B 3aBucumoctu ot ypoBHs 3auuiieHHoctd UCII/IH u akTyanbHbBIX yTpo3,
C3I1/IH MOKET BKJIFOYATh CJIECAYIOIINE TEXHUUECKHUE CPEICTBA!

- aHTUBUPYCHBIE CpEeACTBA JUIsi PabOYMX CTAHIMK TOJIb30BaTeNIeH W
CEPBEPOB;

- CpPE/ICTBa MEKCETEBOTO AKPAHUPOBAHUS;

- CpeACTBa KpuITorpaguyeckoi 3amuTtbl WHGOpPMALUU, TPU Tepeaadye
3aIuinaeMoi nHopMaluu Mo KaHajaaM CBSI3HU.

Tak ’xe B COHCOK MJOMKHBI OBITh BKIIOYEHBI (YHKIMHM 3aIlUTHI,
oOecrieunBaeMble IITATHBIMU cpeacTBamu 00padoTku [IJ[H omepannoHHBIMU



cucteMmamu (OC), mnpuknaausiM [IO0 u cnenuasbHBIMM — KOMILIEKCAMM,
peanu3yonmMu - cpeactBa  3ammThl. CnHCOK  (QYHKIIUNA 3alUTBl  MOXKET
BKJIIOYATh:

- YIPaBIICHUE U PAa3rPaHUYCHUE JOCTYNA MOJIb30BATEIICH;

- PETUCTPALIMIO U YUET ACHUCTBUM ¢ HHGOPMAIIHEH;

- o0ecrieyeHue 1eJIOCTHOCTH JIaHHBIX;

- 0OHaApPY)KEHUI BTOPKEHUM.

COucok uCHONB3yEMBIX TEXHUYECKHX CPEACTB oOTpaxkaercs B Ilnane
MEpOMNpPUATUA MO OOECIEUCHHUIO 3allUThl MNEPCOHAIBHBIX JaHHBIX. CHHCOK
HCIIOJIb3YEMBIX CPEACTB JIOJKEH MOJJEPKUBATHCS B AKTyaJIbHOM COCTOSIHUHU.
[Ipy wu3MeHeHuM cocTaBa TEXHUYECKUX CPEACTB 3alllUThl WU 3JIEMEHTOB
NCII/IH, cOOTBETCTBYIOIIME U3MEHEHHUS JOJDKHBI ObITh BHeCEHBI B CIIHCOK U
YTBEPKIAEHb PYKOBOJMUTENEM YUPEKICHHUS WM JIMIIOM, OTBETCTBEHHBIM 34
obecnieueHue 3amuThl [1J1H.



4 TpedoBanus k nogcucremam C3IIIn

C3I1n BriroUaeT B ceOs CaeayIoIie MoACUCTEMBI:

- YIIpaBJIEHUS JOCTYIIOM, PETUCTPALIMH U YUETa;

- obecrieueHus IEJIOCTHOCTH U JOCTYITHOCTH;

- AHTUBUPYCHOM 3alllUTHI;

- MEXXCETEBOT0 YKPaHUPOBAHMS;

- AaHAJIM3a 3alIUIICHHOCTH;

- oOHapyXeHHUs BTOP>KECHU;

- Kpuntorpadu4ecKoi 3aiuThl.

[Moncucremsr C3I1/IH uMerOT pa3auyuHblil GYHKIIMOHAT B 3aBUCUMOCTH OT
knaccoB UCII/IH, onpenenenHoro B AkTax KiaccuPpUKau WH(OOPMAILIMOHHBIX
CUCTEM NEPCOHAIBHBIX JAaHHBIX. CHUCOK COOTBETCTBUS (YHKIMM MOICUCTEM
C3II/Ix kiaccy 3alMIeHHOCTH TpeacTaBieH B [Ipunoxxenun.

4.1 Iloacucremsl ynpaBJjieHHUs J0CTYIIOM, PErUCTPALMH M y4YeTa

[logcuctema  ympaBieHus  JOCTyNOM, pErUCTpallud U ydYeTa
npeHa3HaueHa JJIs peaanu3aiuy CIeAymuX QyHKITIN:

- WICHTU(UKAUA U TIPOBEPKA MOIJIMHHOCTH CyOBEKTOB JOCTyMa MPH
Bxojae B UCII/IH;

- UJACHTU(PUKAIMM TEPMHUHAJIOB, Y3JOB CETH, KaHAJIOB CBS3M, BHEIIHHUX
YCTPOMCTB M0 JOTUYECKUM UMEHAM;

- UICHTU(PUKALIUU [IPOTrpaMM, TOMOB, KaTajaoroB, (pailyios, 3anucei, nomneu
3aIMceu 1o UMEHaM;

- perucTpauu BxoAa (BBIXOZA) CYOBEKTOB JOCTyna B cucremy (U3
CUCTEMBI), MO0 PETrUCTpalliyd 3arpy3Kd U HWHUIMATIU3AIUUA OTMEPAMOHHOM
CUCTEMBI U €€ OCTaHOBA.

[loncucrtemMa ympaBieHHS JOCTYIIOM MOXET OBITh peaju30BaHa C
MOMOIIBI0 IITaTHBIX cpeacTB o0pabotku I[I/[H (omepallMOHHBIX CHUCTEM,
npuioxkenuir u CYBJl). Tak xe MoxeT OBbITb BHEAPEHO CIEIUAIBHOE
TEXHUYECKOE CPEICTBO MJIM MX KOMILUIEKC OCYUIECTBIISIONIME JTOMOTHUTEIbHBIE
Mephl 1O ayTeHTU(UKAIMKU U KOHTpoio. Hampumep, nmpuMeHEHHE €IMHBIX
XpaHWINIL  YYETHBIX  3alMCEed  TMOJB30BaTEICd W PErUCTPALMOHHOU
uH(pOpMaIINK, UCTOJIh30BaHNE OMOMETPUUYECKUX M TEXHUYECKHX (C TMOMOIIBIO
AJIEKTPOHHBIX MPOITYCKOB) MEp ayTEHTU(PUKAIIMU U APYTHUX.



4.2 Iloacucrema odecnevyeHus EJOCTHOCTH U JOCTYIIHOCTH

IToncucrema obecriedeHs] HETOCTHOCTH M JOCTYIMHOCTH MpeJHAa3HAYeHa
st o0ecrieyeHusl LEJOCTHOCTH W JocTynHoctd [IJ[H, mporpaMMHBIX U
annaparHbix cpencts UCII[AH YupexneHus, a TakXke CpPEACTB 3alIUThl, IPH
CITy4YaiHOW WJIM HaMEPEHHON MOU(PUKAIIIH.

ITogcucrema peanusyeTcds ¢ TOMOIIBIO OpraHU3alid  Pe3e€pBHOTO
KOMMPOBaHUs 00pabaThIBAEMBIX JTaHHBIX, @ TAK)KE PE3EPBUPOBAHUEM KITFOUEBBIX
anemenToB UCIT/IH.

4.3 lloacucreMa aHTUBHPYCHOM 3A1MTHI

[loncucTtemMa aHTUBUPYCHOW 3alllUTHl MpeAHAa3HaYeHa JJIsi 0OecTedeHUs
aHTUBHPYCHOM 3amuThl cepeepoB U APM  mnons3oBarenein  UCII/H
YupexneHus.

CpencrtBa aHTUBHPYCHOM 3alllUTHI IPEJHA3HAUYEHBI ISl peaju3aluu
CHEAYIOIIMNX (PYHKITUMN:

- PE3UJACHTHBIN aHTUBUPYCHBII MOHUTOPHHT

- QHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUNT-OJIOKUPOBAHHKE;

- LIGHTPAJIU30BAHHYIO/ yIaJICHHY O YCTaHOBKY/JIEMHCTAIUISLINIO
AHTUBUPYCHOIO MPOAYKTa, HACTPOMKY, A/AIMUHUCTPUPOBAHUE, IPOCMOTP OTUYETOB
Y CTaTUCTUYECKOW MH(pOpMaIMuU o padboTe MpOoAyKTa;

- aBTOMAaTU3UPOBAHHOE OOHOBJICHHE AHTUBUPYCHBIX 0a3;

- OTPAaHUYCHHE MPAB IOJIB30BATENS HA OCTAHOBKY HCHOJHSAEMBIX 3a7ad U
M3MEHEHUS! HaCTPOEK aHTUBUPYCHOTO IPOrPaMMHOTO 00€CTIeUeHHUS;

- aBTOMAaTMYECKUM 3aIllyCK Cpa3y II0CJIe 3arpy3Kd ONEpaluyuOHHON
CUCTEMBI.

Ilogcucrema  peamusyercs  IyTeM — BHEAPEHHMS  CHELUAIBHOIO
AHTUBUPYCHOTO MporpamMmMHoro ooOecrnedenus Ha oanemeHtel HWCIIIH B
YupexaeHuu.

4.4 Tloacucrema MeKCETEBOr0 IKPAHUPOBAHUS

[loncucTtemMa  MEXCETEBOIO  HIKpPaHMPOBAHMSI  IpEAHAa3HAYeHA IS
peanusaiuu caeayoumx QyHKIuil:

- GUIBTpAIMK OTKPHITOTO U 3amuPpoBaHHOTO (3aKpbITOT0) [P-Tpaduka;

- pukcaru BO BHYTPEHHHX >KypHajax HH(OpPMalU{d O TMPOXOASIIEM
OTKPBITOM U 3aKpbiToM IP-Tpaduke;

- HICHTU(UKAMKN W aAyTCHTHPHUKAIMIO AIMHUHHCTPATOPA MEXKCETEBOTO
9KpaHa MpH ero JOKAJIbHBIX 3allpocax Ha JOCTYI;



- peructpanuu Bxoza (BbIXoJa) aJIMHUHUCTPATOpa MEXKCETEBOIO SKpaHa B
cucteMy (M3 CHCTeMbI) JHUOO 3arpy3ku M HWHHUIMAIW3AlUA CHCTEMbl U €€
IIPOrPaMMHOIO OCTaHOBA;

- KOHTPOJISI LEJIOCTHOCTH CBOEH MpOrpaMMHON U HMH(DOPMALMOHHOU
4acTy;

- QuIbTpallM¥ MAaKETOB CIY)KEOHBIX IPOTOKOJIOB, CIy)XKalluX JJis
JMArHOCTUKU U YIIpaBJIeHUs1 pabOTOI CETEBBIX YCTPOMICTB;

- QuIbTpallMy C y4€TOM BXOJHOTO MU BBIXOJTHOTO CETEBOI0 MHTep(eiica
KaK CpEICTBa IIPOBEPKHU IOIJIMHHOCTH CETEBBIX aIPECOB;

- PETUCTPALIMH U y4YeTa 3allpalliBaeMbIX CEPBUCOB IIPUKJIATHOIO YPOBHS;

- OJIOKUpOBaHMSI  JOCTyNa HEUIEHTU(UIUPOBAHHOTO OObEKTa WU
CyOBEKTa, NOUIMHHOCTh KOTOPOTO IpPH ayTEHTU(UKALMU HE MOATBEPAMIIACH,
METOJaMH, YCTONYUBBIMU K IIEPEXBATY;

- KOHTPOJII 32 CETEBOM aKTHMBHOCTBIO TPHUIIOKEHUH U OOHaApyKEHHUS
CETEBBIX aTakK.

[loncucrema  peanusyercs  BHEAPEHHEM  IPOIPAMMHO-aNapaTHbIX

KOMILUJIEKCOB MEKCETEBOTO 3KpaHUpoBaHus Ha rpanuiie JICB, kinaccoM HE HUKE
4.

4.5 IHoacucreMa aHAJIN3A 3aUIHIIEHHOCTH

[Toacuctema aHanM3a 3alIMILEHHOCTH JIOJDKHA 00€CeunBaTh BBISIBICHUS
yS3BUMOCTEM, CBSI3aHHBIX ¢ omrOkamu B koHurypamuu [10 UCII/IH, koTopbie
MOTYT OBITh UCITOJIH30BAHBI HAPYIIUTEIIEM ISl peaTu3allii aTaKu Ha CUCTEMY.

OYHKITMOHAJ TTOJCUCTEMBI MOXKET OBITh PEaM30BaH MPOTPAMMHBIMHA H
MIPOrPaMMHO-ANIIAPATHBIMU CPEJICTBAMM.

4.6 Iloacucrema oOHApYyKEHUSI BTOPKEHUH

[logcuctemMa  OOHapyXeHHsSI  BTOpKEHUW  JIOJDKHA  OOecIieuuBaTh
BbISIBJIEHHE CeTeBbIX arak Ha 3neMeHThl WMCII[IH mnoakiroYeHHbIE K CETAM
0O0II1eTr0 MOIK30BaHUS U (MIJIH) MEKIyHAPOIHOTO OOMEHa.

DYHKITMOHAJT TTOJCUCTEMBI MOXET OBITh PEaM30BaH MPOTPAMMHBIMH H
MPOTrpaMMHO-aNNapaTHEIMU CPEACTBAMH.

4.7 Tloncucrema KpunrorpaguyecKoi 3aluThI

[Togcuctema  kpunrorpaduyeckod  3allUThl  MOpeIHa3HaYeHa s
uckmroueHust HCJI k 3amumaemoii nuadopmaruu B UCIJIH Yupexaenus npu ee



mepenade IO KaHalaM CBS3M CeTeil o0Iero mojb3oBaHus U (WJIH)
MEXIYHApOJIHOTO OOMEHa.

[Togcucrema peanuzyercs BHEIPEHUEM KpunTorpadguyeckux
POrPaMMHO-AIIMAPATHBIX KOMIIIEKCOB.



5 IMoas3oBareau UCII/In

B Konuenuuu nHQpOpManMoHHON 0€30MaCHOCTH ONpPEAEIEHbl OCHOBHBIE
KaTeropuu noJp3oBarened. Ha OCHOBaHMM 3THX KaTeropuil JOJKHA OBITh
npousBeneHa tunuzanus noab3oBareneil MCIIH, omnpeneineHsl UX YpPOBHHU
JIOCTyTa ¥ BO3MOKHOCTH.

B UCIIAH VYupexieHns MOXHO BBIICIUTh CIEIYIOIUE TPYIIIbI
M0JIb30BAaTENEH, yUacTBYIOMIMX B 00paboTke u xpanenuu [1/1H:

- Anpmunuctparop UCII/x;

- AIMUHUCTpaTOp OE30MaCHOCTH;

- Oneparop APM;

JlaHHBIE O Trpymnmax IOJb30BATENSX, YPOBHE HMX JOCTyIa
UHPOPMUPOBAHHOCTH  JIOJDKHBI ~ OBITh  OTpakeHbl B [lojoxeHun o
pa3rpaHuYeHHH MpaB I0CTyMa K 00pabaThiBaeMbIM EPCOHATBHBIM JTaHHBIM.

5.1 Axmunuctparop UCIIIn

Anmunuctparop UCIIIH - coTpyIHUK YupexaeHus, OTBETCTBEHHBIN 3a
HacTpoiiky, BHeapeHue u  compoBoxiaenue HCIIJIn. OO6GecneunBaeT
(GyHKIMOHUpOBaHUE  moJcucTeMbl  ynpasienus goctynom HWCII[H wu
YIOJHOMOYEH OCYIIECTBIIATh MPEJOCTABICHUE M pa3srpaHUYEHUE J0CTyna
KOHeuHoro mnosb3oBarens (Onepatopa APM) k asiemeHTaM, XpaHSIIUM
NIEPCOHAJIbHBIE IAHHBIE.

Anvunuctpatop UCIIIH obmagaer cienyromuM YpPOBHEM JOCTyna M
3HAHUM:

- obnmagaer modHOW wWHGOPMAIME O CHUCTEMHOM U MPHUKIATHOM
IPOrpaMMHOM

obecneuenuu UCII/IH;

- o0namaer monmHOW WHGOPMAIME O TEXHUYECKUX CPEACTBAX W
KoH(pUrypamnuu

NCIIH;

- UMEeT JOCTYIl KO BCEM TEXHHUYECKUM CpeACTBaM 00paboTKu
uH(popMauu U

nanubiM UCITIH;

- o0namaer mpaBaMd  KOH(PUIypUpOBaHHMS W AJAMUHUCTPATHBHOU
HAaCTPOWKH

texHnueckux cpencts UCIIH.



5.2 AaMuHHCTpPaTOpP 0€30NMACHOCTH

AnMuHHCTpaTOp ~ 0O€30MacCHOCTH -  COTPYAHUK  YUpPEKICHUs,
OTBETCTBEHHBIN 3a ¢yHkuuonupoanue C3II/IH, BkiItO4yash 0OCIyXUBaHUE U
HACTPOWKY aJIMUHUCTPATUBHOM, CEPBEPHON U KIIMEHTCKOM KOMIIOHEHT.

AnmunucTpaTop 0€30MacHOCTH 001a/1aeT CIEAYIOIUMM YPOBHEM JIOCTYyNa
Y 3HaHWUM:

- obmagaet npaBamu Aamunuctparopa UCITIH;

- obnanaet noaHou uHdopmanueit 00 MCIIH;

- IMEET JOCTYM K CPEACTBAM 3alTuThl HHGOPMAIIUK ¥ TPOTOKOJIUPOBAHHUS
1 K 4acTH KiIroueBbIX 3jieMeHToB MCII/IH;

AnMuHuCcTpaTOp 6€30MaCHOCTH U CETH YIOJTHOMOYEH:

- peanu30BBIBaTh MOJMTUKU Oe3omacHOCTH B 4actu HacTporku CK3U,
MEXCETEBbIX HKPAHOB M CHUCTEM OOHApY)XEHHUS aTaKk, B COOTBETCTBUU C
KOTOPBIMU M0Jb30BaTenb (Oneparop APM) nonydaer BO3BMOKHOCTh paboTaTh €
anementamu CII/IH;

- OCYILECTBIIAThH ayAUT CPEICTB 3ALINUTHI;

- YCTaHaABJIUBATh JIOBEPUTEIIbHBIC OTHOIIICHHS CBOEH 3alIUIIIEHHON CETH C

CETSIMU APYTUX YUPEKICHUM.

5.3 Onepatop APM

Oneparop APM - corpyaHuk VYupexaeHus, OCYUIECTBISIONIUN
o6padotky I1/]n. O6padotka [1/IH BKItOUaeT: BO3MOXHOCTh mpocMotpa [1J1H,
pyunoii BBoa I1/In B cuctemy UCIIJIH, dopMupoBaHue CpaBOK U OTYETOB MO
undopmaruu, nomydennor uz UCIIJl. Omeparop He MMeeT MOJHOMOYHMA JIJIst
yIpaBieHUs nojcucteMaMu 00padotTku gaHHbIx 1 C3I1/IH.

Omnepatop UCII/In obmagaeT ciemyonuM ypoBHEM JOCTYIIa U 3HAHWIA:

- o0nasaeT BceMH HEOOXOJIMMBIMU aTpuOyTamMu (Hampumep, mapojem),
00€ecneynBaIIMMH IOCTYT K HEKOTOpoMy noAamMHoxkecTBy [1/1H;

- pacnioniaraeT KOH(QUACHLUUAIbHBIMUA JAaHHBIMH, K KOTOPBIM HMEET

JOCTYTI.






6 TpeOoBanus k nepcoHasy no oodecrnedeHuro 3amuthl [1/1n

Bce cotpyanuku Yupexnenus, sBistomuecs noiap3oBarensimu UCIIH,
JOJDKHBl YE€TKO 3HAaTh W CTPOTO BBHIMOJHATH YCTAHOBJEHHBIE NIpaBUjiia M
00513aHHOCTH MO JOCTYITY K 3alUIIAEMbIM O0BEKTaM U COOJIIOICHUIO TTPUHSITOTO
pexuma 6e3onacHoctu I1/]H.

[Ipu BCTymii€HUU B JIOJKHOCTH HOBOTO COTPYJIHMKA HEMOCPEICTBEHHBIN
HaYaJIbHUK MOJAPA3/IeNIEHUs, B KOTOPOE OH MOCTYNAaeT, 00s3aH OpraHu30BaTh €ro
03HAKOMJICHUE C JOJDKHOCTHOW WHCTPYKIIMEH 1 HEOOXOAMMBIMUA JOKYMEHTAMH,
periiaMeHTupyroummMu tpeboBanuss mno 3amure I[IJ[H, a Takke o00yueHue
HaBbIKAM BBIMOJIHEHUSI TPOLEAYpP, HEOOXOIUMBIX [JIi CAHKIMOHHWPOBAHHOTO
ncnoab3oBanus UCIIH.

CoTpyIHUK JOJKEH OBITh O3HAKOMJIEH CO CBEICHUSIMH HACTOSIIEH
[TonuTuku, NpuHATHIX poueayp padotsl ¢ anementamu UCIIAu u C3I11H.

CotpyaHuku YupexAeHus, HCIONb3YIOIMINE TEXHUYECKUE CpPEeICTBa
ayTeHTU(PUKALUKU, TOJDKHBI O0ecrneYnuBaTh COXPAHHOCTh WACHTHU(PUKATOPOB
(anekTpoHHBIX Kitouei) u He nonyckarh HCJ[ k HUM, a Tak e BO3MOXXHOCTh UX
yTepu WM HUCNOJb30BaHUA TpeTbuMu JMiamu. [lojb3oBarenu HecyT
NEPCOHANIbHYIO0 OTBETCTBEHHOCTH 32 COXPAHHOCTh UACHTU(PUKATOPOB.

CotpyaHuku VYupexaeHuss JOJKHBI  CIIEI0BaTh YCTAHOBJICHHBIM
npoueaypaMm nojaepxkanus pexuma OesomacHoctd [I/IH mpu BbeIOOpe
WCIOJB30BAaHUU TapoJied (eciu He HCHOJb3YIOTCS TEXHMYECKHE CpPEeICcTBa
ayTEHTU(DUKALINN).

CoTpyaHuKH YUpeKIeHus T0KHBI 00eCieunBaTh HAJUJISKAIYIO 3alIUTY
000pyI0BaHUs, OCTABIAEMOTr0 0€3 MPUCMOTPa, OCOOCHHO B T€X CITydasx, Koraa
B MOMEIIEHUE UMEIOT JAOCTYI MOCTOPOHHUE Julla. Bce monap30BaTenu JOJKHBI
3HaTh TpeOoBaHus 1o Oe3zomacHoct [IJIlH w mpomeaypbl  3alIUTHI
000pyI0BaHUs, OCTABJIEHHOTO 0€3 MPUCMOTPA, a TaKKE CBOM OOS3aHHOCTH IO

00€ecCIIeYeHUIO TaKOM 3aIUATHI.



CoTpyIHMKaM 3ampeniaeTcs yCTaHaBIMBATh MOCTOPOHHEE MPOrPAMMHOE
obecrieueHre, MOJKIIOYATh JIMYHBIE MOOWJIBHBIE YCTPONUCTBA M HOCUTEIH
uHpOpMaInK, a TAKXKE 3alMChIBAaTh Ha HUX 3alllMIIaeMyI0 HH()OPMALIUIO.

CoTpynHukaMm 3ampelaercs pasriamarh 3allyuilaeMylo HHQOpMaluIo,
KOTOpasi CTajla UM HM3BECTHAa Ipu padboTe ¢ HMHPOPMAIMOHHBIMH CHCTEMaMHU
YupexaeHus, TpETbUM JINLAM.

[Ipu pabore c I[IJlu B HUCIIJAH corpyaHuku YupexiaeHus oOs3aHbI
o0ecrevynTh OTCYTCTBHE BO3MOXKHOCTH mpocMoTpa [1/[H TpeTbuMu numamu c
MOHHUTOPOB APM unu TepMuHanoB.

[Tpu 3aBepuienun padotel ¢ UCII[AH coTpynHuku oOs3aHbl 3alIUTHUTh
APM unu TepMHHANBI ¢ TOMOIIbIO OJOKUPOBKH KIIFOUOM WJIM 3KBHUBAJICHTHOTO
CpPEACTBAa KOHTPOJIS, HAIIPUMEP, JOCTYIOM MO MAapOJI0, €CIU HE UCHOJIb3YHOTCS
OoJiee CUIbHBIE CPECTBA 3AIIUTHI.

CotpynHuku YUpekIeHHUs JTOJDKHBI OBITh NPOUHGOPMHUPOBAHBI 00
yIrpo3ax HapylleHus pexxuma Oe3omacHocTd II[JIH ¥ OTBETCTBEHHOCTH 3a €ro
Hapyuienne. OHU JTOJDKHBI ObITh 03HAKOMJICHBI C YTBEP)KIECHHOU (popManbHOMN
NPOLEAYPON HAJOKEHUS JNUCHUIUIMHAPHBIX B3bICKAHUM HA COTPYIHUKOB,
KOTOpbIE€ HAPYIIMJIU NPUHATHIEC MMOJIUTUKY U Mpolenypsl 0ezonacHoctu [1/[H.

Cotpynuuku 00s3aHbl  0e3 mpomeyieHuss coolOmare 000 Bcex
HAOJIOaeMbIX WJIM TOA03pUTENbHBIX ciydasx padorel MCIIIH, Morymmx
MoBJIeYb 3a co00# yrpo3sl Oe3omacHocTH [1JIH, a Takke O BBISBICHHBIX UMH
COOBITHSIX, 3aTparuBarolux Oe3onacHocTh [IJ[H, pyKOBOJACTBY moapa3aesieHus
M JIAIy, OTBEYAIOWIEMY 3a HEMEJIEHHOE pEearupoBaHWE Ha  YIrPO3bI

oe3onacuoctu [1/1H.



7 J0JKHOCTHBIE 00513aHHOCTH NoJib3oBaTesed UCIIAn

JlomxHOocTHBIE 00s3aHHOCTH moinb3oBateneir MCIIJIlH ommcanel B
CIEAYIOUIUX TIOKYMEHTaX:

- WucTpykuuss o mnopsake oO0paOOTKM TMEepCOHANbHBIX JaHHBIX B
YUPEKICHUH;

- HWHcrpykumst 1o mosib3oBaTens MO oOecreyeHuro 0e30MacHOCTU
00pabOTKM TMEPCOHANBHBIX JAHHBIX MpPU BO3HUKHOBEHWU BHEIITATHBIX
cutyaumii I'KY OC3H no ropony Mypomy u MypoMckomy paiioHy.

Tak e BKJIOYEHbl B JIOJOKHOCTHBIE HHCTPYKUMU COTPYIHUKOB
VYupexnenuss cornmacHo IlonoxeHnss o0 pasrpaHMYeHUM TIpaB JOCTyna K
oOpabaThlBaéMbIM TEPCOHATBHBIM JaHHBIM B HWH(MOPMAIIMOHHBIX CHCTEMaX
nepcoHanbHbix JaHHbIX ['KY OC3H no roponxy Mypomy u Mypomckomy
palioHy:

- Uncrpykuus anmuauctpatopa UCIT/1H;

- Uncrpykuus agmuauctparopa 6ezonacuoctu UCI/IH;

- Uucrpyxuums nons3zosarens UCITH.



8 OrBercTBeHHOCTH coTpyaHUKOB UCII/IH Yupexaenus

B coorBerctBUM co cT. 24 @enepanbHOro 3akoHa Poccuiickoit
®epneparuu ot 27 uronst 2006 r. No 152-03 «O nepcoHanbHbIX JTaHHBIX)» JIUIIA,
BUHOBHbBIE B HAapyIIEHUH TpeOoBaHUN NaHHOTO DenepalibHOro 3aKoHa, HECYT
IPAXKIAHCKYI0, YTOJOBHYIO, AJIMHUHUCTPAaTUBHYIO, NHUCHUIUIMHAPHYIO U HHYIO
IIPENYCMOTPEHHY IO 3aKOHOJATEILCTBOM Poccuiickon Oenepanun
OTBETCTBEHHOCTb.

JenictByromee  3akoHOAATENbCTBO  P®  mo3BOJSIET  IPENbBABIATH
TpeOoBaHMUsI 1O oOOeclmeueHuo Oe30macHoi paboThl ¢ 3alMIacMoi
uHdopmanue W OpeaycMaTpuBaeT  OTBETCTBEHHOCTh 3a  HapyIICHHUE
YCTaHOBJICHHBIX NpaBWi J3KcIUyaraumu OBM u cucreMm, HenpaBOMEpHBII
JOCTYIl K HH(POpMALUM, €CIU 3TH JACHCTBUS NPHUBEIM K YHHUYTOXEHHIO,
OJIOKUpPOBaHUIO, MOAU(DUKAIIMK HHPOPMAIMK WM HapylleHuio padotsl OBM
unu cetel (ctatbu 272,273 u 274 YK PO).

Anmunuctpatop WCIIJH u anpmuHHcTpaTtop O€30MaCHOCTH HECYT
OTBETCTBEHHOCTh 32 BCE JICUCTBHUS, COBEPIICHHBIE OT HMMEHM HX YYETHBIX
3amuceil WM CHCTEMHBIX YYETHBIX 3amuced, eciu He JoKa3aH (akT
HECAHKIMOHUPOBAHHOTO UCIIOJIb30BAHUS YUETHBIX 3AMUCEN.

[Ipyn HapymeHusaxX COTPYIHMKAMM YUpPEKICHHS — IOJIb30BaTEIeH
NCIIn npaBwi, cCBs3aHHBIX C ©Oe3omacHocThio II/[H, oOHM  HecyT
OTBETCTBEHHOCTb,  YCTAHOBJEHHYIO  JICUCTBYIOIIUM  3aKOHOJATEIbCTBOM
Poccuitckon denepanumu.

[IpuBeneHHbIC BbIIE TPEOOBAHUS HOPMATUBHBIX JOKYMEHTOB IO 3alUTE
uHOpMAIUU JIOJDKHBI OBITH OTpakeHbl B [lOJIOKEHHSIX O CTPYKTYPHBIX
nojApaszeiaeHusAx YupexaeHus, ocymecTistomux oopadorky [1n 8 UCIT/IH u
JOJKHOCTHBIX MHCTPYKUHSIX COTPYAHUKOB Y UPEKICHUS.

HeoO6xomumo BHectu B [lonoskeHHs O CTPYKTYPHBIX MOJAPA3ICICHUSIX
Yupexaenus, ocymectBisionmx oopabdotky I[IJln B MCIIAH cBeaeHus o6
OTBETCTBEHHOCTU WX PYKOBOAUTEIEH M COTPYJHHUKOB 3a pa3riallleHUuE Hu

HECAHKIIMOHUPOBAHHYIO Mojudukaruio (uckaxenue, panbcuduxanuro) I[1/1H, a



TaK¥XKC 3a HEIIPaBOMEPHOC BMCIIATCIBCTBO B IIPpOLECCChI 1%9,¢

aBTOMATH3UPOBAHHOU 0OPaOOTKHU.



9 CIMCOK MCIO0JIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMM HOPMATHBHO-TIPABOBBIMU U METOJIMYECKUMH JOKYMEHTAMH,
Ha KOTOPbIX Oazupyercs HacTosmee [lojoxeHne sBIsOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHaNIbHBIX
naHHbeIX» (namee — ®3 «O mNepcOHAIBHBIX JIaHHBIX»), YCTAHABJIMBAIOUIUN
OCHOBHbIE MPHUHIMNBI U YyciaoBus od6padbotku [1/lH, mpaBa, o0si3aHHOCTH U
OTBETCTBEHHOCTh YYaCTHUKOB OTHOILICHHH, CBSI3aHHBIX ¢ 00paboTkoit I1/1H.

2 «O06 yTBepkACHUH TPEOOBAHUH K 3aIUTE MEPCOHATBHBIX JAHHBIX MPHU
ux o0paboTke B MH(GOPMAIIMOHHBIX CHUCTEMaxX MEPCOHAIbHBIX JaHHBIX)
yTtBepkaeHHbIX [loctanoBienuem lIpaBurenscrBa Poccuiickon denepanuu ot
01.11.2012 r. Nel119.

3 «Ilopsimok mpoBeneHUs KilacCU(PUKALMK HHPOPMAIMOHHBIX CHCTEM
NEPCOHANBHBIX JAHHBIX», YTBEPKIAEHHBIM coBMecTHbIM [Ipukazom OCTIK
Poccum Ne 151, @CB Poccum Ne 786 u Muncsssu PO Ne 461 or 31.12.2013 1.

4 «Ilonoxxenne 00 OCOOEGHHOCTSIX OOpPaOOTKH MEPCOHAJBHBIX JTaHHBIX,
OCYIIECTBIISIEMOI 0€3 UCIIOIb30BAHMSI CPEACTB aBTOMATH3ALIMNY, YTBEPKIACHHOE
ITocranosnenuem IIpaButenscrBa P® ot 15.09.2008 1. Ne 687.

5 «TpeboBaHusi K  MarepuajgbHbIM  HOCHUTENSIM  OHOMETPUYECKHUX
NEPCOHAIBHBIX JIAHHBIX M TEXHOJOTHSIM XpaHEHUsS TaKUX [IaHHbIX BHE
UH()OPMAIIMOHHBIX ~ CUCTEM  IEPCOHAIBHBIX  JIAHHBIX»,  YTBEP)KICHHBIC
[ToctanoBnenuem IIpasurtenscrBa PO ot 06.07.2008 1. Ne 512.

6 HopmatuBHo-meToauueckue  nokymMeHtsl @CTOK  Poccuiickoit
®denepanuu obecneuenuto 6ezonacuoctu [1JIn npu ux od6padotke B UCIIH:

7 ba3zoBast Mozenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU HX
00paboTke B MH(POPMAIMOHHBIX CHUCTEMax MEPCOHANBHBIX JTaHHBIX, YTB. 3aM.
mupekropa PCTIK Poccun 15.02.08 r.

8 «TpeboBanust o0  3amure  HWHPOPMAIMM,  COJEpXKAmIeWcs B
roCyJJapCTBEHHBIX CUCTEMAX, UHBIX  MHQOPMAIIMOHHBIX  CHUCTEMax

TrOCYJIapCTBEHHBIX OpPraHOB, TOCYJAapCTBEHHBIX YHUTApHBIX MPEANPUATHH,



roCyAapCTBEHHBIX yupexaeHUi» yTBepxacHHbIe Tpukazom CTIK Poccun ot

11.04.2025 r. Nel17



COCTAB

MEP 3AIIUTHI THPOPMALIMN U UX BA3OBBIE HABOPbBI
AJIAA COOTBETCTBYIOIIEI'O KJIACCA 3AINMINEHHOCTH
NHOOPMANIMOHHOU CUCTEMBbI

YcnoBHoe Mepsl 3amuThl HHGOPMAIMK B HTHPOPMALMOHHBIX Knaccer
0003HaueHHe cucTeMax 3aIINAIIEHHOCTH
1 HOMEp UH(POPMALIMOHHOM
Mepbl CHCTEMBI
3 2 1

I. Unentudukamnus u ayreHTUGUKANS CYOBEKTOB JocTyMa U 00bekToB noctyna (MAD)

HNAD.1 Nnentudukanus w ayTeHTHUKAIMSA TOJb30BaTeNCH, | + + +
SIBJISTFOIIUXCS. paOOTHUKAMHU OTIepaTopa

NAD.2 Nnentndukanus u ayreHTUPUKALNAS YCTPOUCTB, B TOM + +
YHCIIe CTAIIHOHAPHBIX, MOOUIFHBIX U MIOPTATUBHBIX

NAD.3 VYnpasieHue uaeHTHPHUKATOpaMH, B TOM YHCIIE CO3JIaHue, | + + +
IPUCBOCHUE, YHUUTOKCHUE UIEHTU(PHUKATOPOB

NAD 4 VYrnpasneHnue cpencTBaMu ayTeHTH(PHUKauu, B TOM 9ucie | + + +
XpaHCHUC, BblJa4Ya, WHUNMUAIU3AIHA, 6JIOKI/IpOBaHI/Ie
CpPeICTB ayTeHTU(UKALUA U TPUHATHE Mep B cClydae

yTpaTsl 51 (un) KOMIIpOMETaUU CPEICTB
ayTeHTUUKAITTT
NAD.5 3amura oOpaTtHO# CBSI3U npu BBOIE| + + +

ayTeHTH(PHUKALMOHHOMN HH(pOpMAIH

NAD.6 Wnentudukamus u ayTeHTU(UKAIMS TOJIb30BaTeNel, He| + + +
SABJISTIONTUXCST  pabOTHUKAMH  omeparopa  (BHEUTHUX
MOJIb30BaTENCH )

NAD.7 Wnentudukanus u ayreHTHdUKanus o0beKTOB (ailioBoit
CHCTEMBI, 3aIlyCKaeMbIX M HCIOJHIEMBIX MOJYJICH,
O0BEKTOB  CHUCTEM  YIpaBieHHs Oa3aMu  JaHHBIX,
00BEKTOB, CO3/IaBACMBIX MPHUKIAAHBIM H CHEIHATHHBIM
POrPaMMHBIM 00€CTIeYeHUEM, HHBIX 0OBEKTOB JOCTYIIA

II. YopaBnenue noctynom cyobeKToB AocTymna k o0bekTam gocryna (YIII)

VIII.1 VYnpasnenue (3aBeleHUE, aKTUBAIMs, OJOKMpOBaHWE W | + + +
YHI/I‘-ITO)KGHI/IG) YUCTHBIMHA 3allUCAMU HOHB3OBaTeHeﬁ, B
TOM YHCJI€ BHEIIHUX ITOJIb30BaTEICH

VIIJ.2 Peanuzamnuss HEOOXOAMMBIX METONIOB (AMCKPEIIMOHHBIN, | + + +
MaHJATHBIN, POJIEBOM WJIM MHON METON), TUIIOB (YTEHUE,
3aMKCh, BBIIOJHCHUE WM WHOW THUN) W TPABHI
pasrpaHuYeHus JOCTyIa




VIII.3

VYnpasienue (¢punbTpanuus, MapuipyTU3anus, KOHTPOIb
COCIMHCHWH, OJHOHANpABIICHHAs TIepeaya W WHBIC
CrocoObl  ympaBieHus)) WH(POPMAIMOHHBIMH TTOTOKAMH
MEXIy YCTPONWCTBaMH, CEerMeHTaMu WHOOPMAIMOHHOM
CUCTeMBI, a Takke MeXAy HHPpOPMAIMOHHBIMH
CHCTEMaMH

VIIJ1.4

Paznenenne momHOMOumMi  (pojied)  TOJIb30BaTElCH,
aIMUHHUCTPATOPOB Hu JIHII, 00ecIeunBaronnX
(GyHKIIMOHUPOBaHUE HH(DOPMAITMOHHOW CHCTEMBI

VIIJLS

Ha3naueHne MHWHUMaIbHO HEOOXOAMMBIX TIpaB |
OPUBWICTHA  MOJB30BATENsAM, aJAMHHHUCTpATOpaM H
JUTaM, o0ecreunBarouM (GyHKIIMOHUPOBAHWE
UH(POPMALIMOHHON CUCTEMBI

VIIJL.6

OrpaHnyeHre  HEYCHCIIHBIX  IOMNBITOK  BXOJa B
UH(POPMALIMOHHYIO CHCTEMY (moctymna K
WH()OPMAITMOHHOW CHCTEME)

VIIJL.7

[MpenynpexaeHue TONB30BATENSI TPH €r0 BXOJEC B
WHQOPMAIIMOHHYI0O ~ CHCTEMY O  TOM, 4YTO B
WHQPOPMAIIMOHHON CHCTEME PeallM30BaHbl MEPHI 3aIUTHI
uH(pOpMallMM, U O HEOOXOIUMOCTH COONIOJACHUS WM
YCTAHOBJICHHBIX  OINEpPATOpOM  TpaBuiI  00paboOTKH
uHpopMaun

VIIJ.8

OmnoBelieHne MOIb30BATENs MOCHE YCIEIIHOTO BXOAa B
MH()OPMAIMOHHYIO CHCTEMY O €T0 MPEABIIYIIEeM BXOJE B
UH(POPMALMOHHYIO CUCTEMY

VIIJ.9

OrpanvueHue 4YHclia TapajyIeNbHBIX CEAHCOB JOCTYyIIa
U1 KaXI0U YYETHOH 3alucu MOJIL30BaTEINA
UH(POPMALIMOHHON CUCTEMBI

VIIA.10

brnokupoBanue ceanca aocTyna B HH(DOPMAIMOHHYIO
CUCTEMY IOCJ€ YCTaHOBJIEHHOIO BpeMEHM Oe3aeicTBUS
(HEaKTHBHOCTH) MOJIH30BATENS WIIH TI0 €T0 3aIpoCcy

VIIA11

Pazpemenne  (3amper) — ACWCTBHIA  IMOJB30BaTENCH,
pa3pelIeHHbIX 10 UACHTU(DUKAIINY U ayTeHTU(DUKALINH

VIIJL.12

[Tognepxka W coxpaHeHHWe aTpuOYTOB O€30MaCHOCTH
(MeToK 0e30MacHOCTH), CBSI3aHHBIX C WH(pOpMalued B
MpoIiecce ee XpaHeHUs: U 00paboTKI

VIIJL13

Peanmzannss  3aIIMINEHHOTO  yJAJCHHOTO  JOCTYIa
CyOBEKTOB JOCTyIa K 00BEKTaM JIOCTyTa Yepe3 BHEIIHUE
MH()OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH

VIIA.14

PeI‘JIaMeHTaLII/I}I n KOHTPOJIb HUCITOJIB30BaHUA B
WH(POPMAITMOHHON CHCTEME TEXHOJIOTHI OeCIpOBOIHOTO
JocTyma

VIIA.15

PGI‘JIaMeHTaI_II/I}I n KOHTPOJIb HUCIIO0JIb30BaHUA B




UHPOPMALIMOHHON CHCTeMEe MOOWIBHBIX TEXHUYECKUX
CpencTB

VIIZL16

VYhpaBineHue B3aUMOJCUCTBHEM C HHGOPMAITHOHHBIMH
cucreMamu CTOPOHHUX OpraHu3aui (BHEIIHUE
nH(pOpMaAITMOHHBIE CHCTEMBI)

VIIJL.17

ObecneyeHune JIOBEPEHHOM 3arpy3Ku CpEICTB
BBIYMCIUTEIbHON TEXHUKU

II1. Orpannuenne nporpammuoii cpensl (OI1C)

OIIC.1

VYnpasnenue 3amyckoM (oOpaleHusMH) KOMIIOHCHTOB
MPOrPaMMHOTO OOECTICUCHHs, B TOM YHCJIE OINpPEICICHHE
3allyCKaeMbIX KOMIIOHCHTOB, HACTpOWKa MapaMeTpoB
3aImycka  KOMIIOHEHTOB, KOHTPOJb 334  3allyCKOM
KOMITOHEHTOB IPOTPaMMHOT0 00eCTIeYCHUS

OIIC.2

VYrnpaBieHrue yCTaHOBKOHW (MHCTAJUISAIMEH) KOMIIOHEHTOB
MPOrPaMMHOTO OOECTICUCHHs, B TOM YHCJIE OINpPEICICHHE
KOMIIOHEHTOB, TIOJJICKAIINX YCTAaHOBKE, HACTpPOMKa
MapaMeTpoB YCTAHOBKH KOMIIOHEHTOB, KOHTPOIIb 3a
YCTaHOBKOW KOMITOHEHTOB IPOTPaMMHOT0 00eCTIeYCHHUS

OIIC.3

VYcraHoBKa (MHCTALIAIMSA) TOJIBKO Pa3pelieHHOTO K
UCIIOJIb30BAHUIO TMPOTPAMMHOTO oOecredeHusl U (W)
€ro KOMITOHEHTOB

OIIC 4

VYnpaBnenue BpeMEHHbIMU (paillaMu, B TOM YHCIIE
3ampeTr,  paspeuleHue, — IepeHalpaBiIeHUE  3alluCH,
yJAajJeHue BpeMEHHBIX (ailioB

IV. 3amura MmammHHBIX HOcuTenel uHpopmanmu (3HN)

3HU.1

VYueT MalMHHBIX HOCUTENIeH HHPpOpMaITUN

3HU.2

an ABJICHUC AOCTYIIOM K MalllMHHbIM HOCUTCIIAM
uHpopmaruu

3HN.3

KonTpone  mepemenieHuss  MallMHHBIX ~ HOCHUTENEH
UH(OPMALIKK 32 TIPEIETbl KOHTPOIUPYEMON 30HbI

3H.4

Hckmtouenne  BO3MOXKHOCTM — HECAHKIIMOHUPOBAHHOTO
03HAaKOMJICHHUS c coJiepKaHUEM nHpopmManuu,
XpaHAIIEHCS Ha MalIMHHBIX HOCUTENAX, u (WIn)
UCIIONIb30BAaHUsl HOcUTened uHGOpMalUd B  HHBIX
WH(OPMALIMOHHBIX CHCTEMaX

3HN.5

KonTpons ucnonb3oBanust HTEpQeEiicoB BBOAA (BHIBOIA)
nH(popMaIy Ha MalTUHHBIC HOCUTENTN HH(OpMAIUU

3HU.6

KonTtposbs BBOMA (BBIBOJA) MHGOPMAIIMK HAa MaIIMHHBIC
HOCUTENU UH(OpMaIH

3HN.7

KOHTp OJIb NOAKIIOYCHUA MAalllTMHHBIX HOCHUTEIICH




uHpopMaun

3HN.8

YHuuToXeHue (CTHpaHue) WH(POPMAIMM HA MAIIMHHBIX
HOCUTEISIX MPHU UX INepefade MEKIy IMO0JIb30BaTelsIMH, B
CTOpPOHHHME OpTaHM3ALMU JIJIsl PEMOHTA WM YTUIM3AlUH,
a TaK)Ke KOHTPOJIb YHUUTOXKEHUS (CTUPAHU)

V. Perucrparus cobpituii 6e3onacuoctu (PCBH)

PChb.1

Omnpenenenne coOBITHI 0€30MACHOCTH, MOAJIEKALTUX
PETUCTPAIUH, K CPOKOB UX XPAHCHHUS

PCb.2

OmpezeneHne cocTaBa M COJCpKaHUS WHPOPMAIMH O
COOBITUSX OE30MACHOCTH, TIOJJICKALINX PErHCTPALUN

PCB.3

COop, 3amuch M XpaHeHHE HH(POPMAIMH O COOBITHAX
0€301MacHOCTH B TEYCHHWE YCTAHOBJIEHHOTO BPEMEHHU
XpaHEHHS

PCb.4

PearupoBanue Ha cOOM TpH PETUCTPAIlMM  COOBITUI
0€30MacHOCTH, B TOM YHCIIE alllapaTHBIE U IPOrpPaMMHBIE
omnOku, cOoM B MexaHuW3Max cOopa HHPOpPMALUU U
JOCTHKCHUE TpeAeia WM MEepernoNHeHus o0bema
(eMKOCTH) TAMSITH

PCb.5

MouuTtopuar  (IIpOCMOTP, aHaJu3)  PE3yJbTaTOB
perucTpamnuu coObITHI 0€30MTaCHOCTH U pearupoBaHKE Ha
HUX

PCb.6

I'enepupoBanne  BpEMEHHBIX  METOK U (nn)
CUHXPOHM3AIHS CUCTEMHOT'O BpEMEHU B
UH(POPMALIMOHHOH cucTeMe

PCB.7

3amuTa HHPOPMAIUH O COOBITUSX O€30MaCHOCTH

PCb.8

OOecnieueHre BO3MOXKHOCTH MPOCMOTpa H  aHajH3a
uH(pOpMaIIUK O NEHCTBUSIX OTICNBHBIX MOJIbh30BaTENEH B
nH(pOPMAITMOHHOM CHCTEME

V1. AatuBupycHas 3amura (AB3)

AB3.1

Peanu3zanust aHTUBUPYCHOM 3aIMUTHI

AB3.2

OO6HoBeHNE 0a3bl JAaHHBIX TPHU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX TPOTpaMM (BUPYCOB)

VII. O6napy:xenue Bropxenuii (COB)

COB.1

OO0HapyxeHre BTOPKCHHIA

COB.2

OO06HoBIeHUE 6a3bI pEIIAONTUX MPABIIT

VIII. Kontposb (ananu3) 3amuiieHHocTH nHbopmaruu (AH3)

AH3.1

BrisBiienne, aHanmmM3 ysA3BUMOCTEH WHOOpPMAIMOHHOM
CUCTCMBI U OINICPATUBHOC YCTPAHCHUC BHOBb BBIABJIICHHBIX

+




ySA3BUMOCTEN

AH3.2 KonTpons  ycTaHOBKM  OOHOBJEHHH TNPOrpaMMHOIO | + +
obecrieueHus, BKJIIOYas OOHOBJICHHE MPOTPAMMHOIO
o0ecreyeHus CpeICTB 3aLUTH MH()OpMaIIH

AH3.3 KonTpons paboTocrnocoOHOCTH, MapaMeTpoB HACTPOWKH | + +
¥ TPaBWIBHOCTH (YHKIMOHHPOBAHUS IMPOTPAMMHOIO
o0ecreyeHns U CPeICTB 3alUThI HH(POpMAIUU

AH3.4 KoHTposb cocTaBa TEXHUYECKUX CPEICTB, MPOrPAMMHOIO | + +
o0ecreyeHns U CPeICTB 3alUThI HH(POpMAIUU

AH3.5 KoHTpons mpaBun TreHepalMu W CMEHBI Mapojeit| -+ +
NI0JIb30BaTENEeH, 3aBECHUS U YJAJICHHs] YUETHBIX 3anucei
II0JIb30BATENEH, peaau3aluy MpaBuil pa3rpaHUUYCHUS
JIOCTYTIOM, OJIHOMOYUI OJIL30BaTeNeH B
UH(POPMALIMOHHOH cucTeMe

IX. Obecneuenue 1eI0CTHOCTH HH(POPMALIMOHHOM cucTeMbl U uHGopmanuu (OLJT)

OLJI1 KoHTponb 11€I0CTHOCTH TPOTPaMMHOTO  OOeCTIeYeHus, +
BKJIIOYas. MPOrpaMMHOE OOECIeueHHe CPEICTB 3allUThI
uHpopMaun

OLJIL.2 KonTpons nenoctHoctn MHGOpMaLuM, coaepxaiieiics B
0a3ax JaHHBIX HHOOPMAITMOHHOW CHCTEMBI

OIJL.3 OGecnieueHue BO3MOXKHOCTH BOCCTAHOBJICHHS| + +
MPOrpaMMHOTO OOecTieueHus, BKIOYash IPOrpaMMHOE
obecrieueHne CpeACTB  3alIUThl  WHGOPMAIMH, TIPH
BO3HUKHOBCHHUHN HCIITATHBIX CI/ITyaI_II/Iﬁ

OLL4 OOHapyXeHHEe M pearupoBaHHE Ha IMOCTYIUICHHE B +
MH(OPMaLMOHHYIO CUCTEMY He3aIpalnBaeMbIX
DIIEKTPOHHBIX COOOIIEHUH (TIHCEeM, TOKYMEHTOB) U WHOM
uH(popMaIuy, HEe OTHOCAIMHUXCA K (YHKIMOHUPOBAHUIO
uH(OPMAIIMOHHON CHUCTEMBI (3aIlKTa OT criama)

OLJL.S5 KonTtponb conepkanust nHGOpMaIIMH, MepeaaBaeMon U3
UH(POPMALIMOHHOM CUCTEMBI (KOHTEHHEPHBIH,
OCHOBaHHBI Ha CBOWCTBaX OOBEKTa JOCTyIa, W
KOHTEHTHBIM, OCHOBAHHBIA Ha IOWCKE 3aIPEIEHHON K
nepenaye MHGOPMAIMU C HUCHOJIb30BAaHUEM CUTHATYD,
MacOK M MHBIX METOJIOB), U UCKIIIOUEHUE HEMPaBOMEPHOU
nepenayn nHGopManuu U3 HHHOPMAMOHHON CUCTEMBI

OLJIL.6 OrpanvueHre  mpaB  MOJb30BAaTENEl MO  BBOAY
uHpopMaluu B HHYOPMAITMOHHYIO CUCTEMY

OLJL.7 KoHTponb TOYHOCTH, TOTHOTHI U MPABHIBHOCTU JTAHHBIX,
BBOJIMMBIX B HTH(OPMAIIMOHHYIO CHCTEMY

OIJL.8 KoHTposb ommOOYHBIX ACHCTBUN TMONB30BATEICH 110
BBOAy W (wnm)  mepemade  uHQOpMamuu U




OpenynpexaeHue IMOoJib30oBareined 00  OmHMOOYHBIX
NEUCTBUIX

X. O6ecnevenue gocrynnocta uabopmamuu (OJT)

OJIT.1

HUcnonb3oBanue OTKa30yCTONYMBBIX TEXHUYECKUX
CpelCTB

OJIT.2

Pe3epBupoBaHne TEXHHUUYECKUX CPEICTB, MPOrPAMMHOTO
oOecrieyeHus1, KaHaJIOB INepeaadyn HHGOpMAIHU, CPEICTB
obecrieueHuss (PYHKIIMOHUPOBAHUS WHOOPMAITMOHHOM
CHCTEMBI

OAT.3

Kontpons 0€30TKa3HOTO (bYHKIIMOHUPOBAHUS
TEXHHYECKUX CPEICTB, OOHApYXECHHE M JIOKAIH3AIU
OTKa30B  (YHKIMOHHPOBAHUS, TMPHUHIATHE Mep IO
BOCCTAHOBJICHHIO  OTKa3aBIIMX  CPEACTB M HX
TECTUPOBAHUE

OAT.4

[lepuonnyeckoe pezepBHOE KOMHPOBaHWE HH(POPMALUU
Ha pe3epBHbIE MalTMHHbIE HOCUTEIN UH(DOpMaLK

OJIT.5

ObecneueHne BO3MOYKHOCTH BOCCTaHOBJICHHSI
UHPOpPMALlUM C PE3EePBHBIX MAIIMHHBIX HOCUTENEH
uHpopmanuu  (pe3epBHBIX  KOMUHA) B  TECUCHHE
YCTAaHOBJICHHOI'O BpCMCHHOI'O MHTCPBAJIa

OAT.6

Knacrepuzanus nHpOpMaIMOHHON CHCTEMBI U (MJIH) €€
CErMEHTOB

OJIT.7

KoHTponb cocTossHMSI M KadecTBa NPEAOCTABIICHUS
YHOOJHOMOUYCHHBIM JIMIOM BBIYUCIIMTCIBHBIX PECYPCOB
(MOIITHOCTEH ), B TOM YHCIIE 110 TIepeaade nHpopmanuu

XI. 3amuta cpenpl Buptyanmsaiuu (3CB)

3CB.1

Wnentudukanus u ayreHTU(UKALUS CyOBEKTOB JOCTYIA
1 00BEKTOB JIOCTyNa B BUPTyaJIbHOW MH(pACTPYKType, B
TOM 4YHCJIE aIMHHHCTPATOPOB YIPABJICHUS CPEIACTBAMHU
BUPTYAIN3aIN

3CB.2

VYrpaBieHue A0CTyIIOM CYOBEKTOB JOCTyNa K O0OBEKTaM
JIOCTyTIa B BUPTYaJIbHOW MH(PACTPYKType, B TOM YHUCIIE
BHYTPH BHPTYQJIbHBIX MAITHH

3CB.3

Perucrparust coOpITHHE 0€30MACHOCTH B BHPTYaIbHOU
UHPPACTPYKTYpe

3CB.4

VYnpasienue (¢punbTpanus, MapuipyTU3anus, KOHTPOIb
COCIMHEHHUS, OJHOHAIIpaBJICHHAs TIepefada) MOTOKaMH
UHpOpPMALIUKM  MEXIY KOMIIOHEHTaMH BUPTYaJbHON
UH(PACTPYKTYPhI, a TaKXKe IO MEPUMETPY BUPTYaTbHOU

UHPPACTPYKTYPHI

3CB.5

JloBepeHHass  3arpy3ka  CEpBEpOB  BHUpTyaJu3alluH,




BUPTyalbHOW  MammMHbl  (KOHTEHHEpa),  CepBEpOB
yIpaBJ€HUs] BUPTyaIn3auuen

3CB.6 VYnpasieHue nepeMENneHUEM BHPTYaJIbHBIX  MAIWH + +
(koHTelHEpOB) U 00pabdaThIBAEMbIX HA HUX JaHHBIX

3CB.7 KonTponb 1enocTHOCTH BUPTYaIbHONH HMHQPPACTPYKTYPHI + +
U ee KOoH(pUrypammia

3CB.8 PesepBHOe KoOmupoBaHHE JaHHBIX, PE3EPBUPOBAHUE + +
TEXHUYECKUX CPEJICTB, TPOTPAMMHOTO OOecredeHus
BUPTYaIbHOU MH(PPACTPYKTYPHI, & TaKkKe KaHAJIOB CBSI3H
BHYTPH BUPTYQJIbHOW HHPPACTPYKTYPHI

3CB.9 Peanmzanmss m ynpaBiieHHE aHTUBUPYCHOM 3amuTod B| + + +
BUPTyaJIbHOW MHPPACTPYKTYpE

3CB.10  |Pa30uenue BUpTyadbHOM MH(PACTPYKTYpPbI Ha CETMEHTHI| + + +
(cerMeHTHpOBaHUE BUPTYaTbHON WHOPACTPYKTYPHI) IS
00paboTKH MHPOPMALUHU OTAEIBHBIM IOJB30BAaTEIEM M
(vyi) TPYMIION MOJIb30BaTeNICH

XII. 3ammura Texandeckux cpenacts (3TC)

3TC.1 3amura mHpOpManuu, oOpadaThIBAEMOW TEXHUYECKUMHU
CPEICTBAMHU, OT €€ YTEUKH 110 TEXHUISCKUM KaHaJIaM

3TC.2 Opranuzanus KOHTPOJUPYEMOW 30HBI, B Ipexpenax| + + +
KOTOPOH IOCTOSIHHO  Pa3MELIaloTCs  CTallMOHAPHBIE
TEXHUYECKHUE CPeICTBA, 00pabaThIBaroIne HHPOPMALIUIO,
U CpeICTBa 3alIUThl MHGPOpPMALMU, a TAKKE CPEICTBa
obecrieyeHNs QyHKIIMOHUPOBAHUS

3TC.3 Kontpons u ympaBneHue (U3MYECKHMM JOCTYNOM K| -+ + +
TEeXHHYECKUM CpencTBam, cpeacTBam 3aIIUTHI
uHpopManuu, CpeacTBam obecrieueHHs
(GYHKIMOHMPOBAaHMSA, a TakkKe B IOMCIICHHA U
COOpY)XEHHMs, B  KOTOPbIX  OHHM  YCTAQHOBJICHBI,
WCKIIIOYAIOIINE HECAHKIIMOHUPOBAHHBIM  (pU3MUECKUA
JOCTYIl K cpeacTtBaM  o0OpaboTku  HMH(pOpMAIHH,
cpeacTBaM  3amUTHl  MHQOpMAIMM U CPENCTBAM
oOecrieyeHus (YHKIMOHMPOBAHUS  HMH(OPMAIIMOHHON
CHCTEMbI M TIOMEIICHUS U COOPYKCHHS, B KOTOPBIX OHH

YCTaHOBJICHBI

3TC.4 Pasmemenne  ycTpoiictB  BeIBoAa  (oToOpaxkeHus)| + + +
uH(pOpMalH, UCKITIOYAIOIee €€ HECAaHKIIMOHUPOBAHHBIH
POCMOTP

3TC.5 3ammTra OT BHEIIHMX BO3JCUCTBUN  (BO3IEHCTBUIA +
OKpY’KaroIeu cpensl, HECTaOUITBLHOCTHU

JJIEKTPOCHAOKEHNUS, KOHJMIMOHUPOBAHUS U  HHBIX
BHEIIHUX (DaKTOPOB)

XIII. 3anuTa nHPOPMAIIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U TMepeadn JaHHBIX




(3UC)

3UC.1

Paznenenne B mH(pOpManMOHHON cucTeMe (YHKIHMHA I10
YIpaBICHUIO (aAMHUHUCTPUPOBAHUIO) WH(OPMAIMOHHOM
CUCTEMOH, YIIPaBJICHUIO (aIMUHUCTPHUPOBAHHUIO)
CHUCTEeMOMU 3amuThl HHOpMaIuu, GyHKIHN 10 00padoTke
uHpopMaMu ¥ UHBIX (QyHKIUE WHOPMAIMOHHON
CHCTEMBI

3UC.2

[TpenorBparnienue 3aJIePKKU WIn IpepbIBAHUS
BBITIOJIHEHHSI TIPOLIECCOB C BBICOKUM MPUOPUTETOM CO
CTOPOHBI MPOIIECCOB C HU3KUM MIPUOPUTETOM

3UC.3

Obecnieuenne 3ammThl WHGOPMALMU OT PACKPBITHUS,
MoaudUKAIlMd W  HaBs3bIBaHUA  (BBOJA  JIO)KHOM
uHOpMalKN) TIPH ee nepeaade (MOAroTOBKE K repeaaye)
0 KaHaJaM CBS3HM, HMMEIOIMIMM BBIXOJ 3a IpeIeibl
KOHTPOJIMPYEMOM 30HBI, B TOM 4HcJEe OECIpPOBOIHBIM
KaHaJlaM CBSI3H

31UC.4

OOecnieueHne TOBEpEHHBIX KaHajda, MapiipyTa MEexXIy
aJIMUHUCTPATOPOM,  IIOJIb30BaTeieM M CpPeACTBaMHU
3amuThl  uHpopManuu  (PyHKIMAMH ~ O€30MaCHOCTH
CPEACTB 3aIIUThI HH(OPMAIIUN)

3UC.5

3anper HECaHKLHMOHUPOBAHHOW YJAJIEHHON aKTHBALUH
BHUJICOKaMep, MHKPO(POHOB U HHBIX MepudEepUiHbIX
YCTPOICTB, KOTOPbIE MOTYT aKTUBUPOBATHCSI YJIAJIEHHO, U
OTOBEUICHHE TOJIb30BaTeNel 00 aKTUBALMU TaKuX
YCTPOMCTB

3UC.6

Ilepenqaua W KOHTPOJIb  LEJIOCTHOCTH  aTpuOyTOB
O6e30omacHOCTH  (METOK 0€301acHOCTH), CBS3aHHBIX C
uHpopmanuei, npu obOMmeHe HH(pOpMAIMEd C UHBIMHU
UH(POPMAIMOHHBIMHA CUCTEMaMH

3UC.7

KoHTpob ~ CaHKIIMOHUPOBAHHOTO W HUCKIIOYCHHE
HecaHKHI/IOHHpOBaHHOFO HNCITIOJIb30BAaHUSL TGXHOHOI‘I/Iﬁ
MOOWJIBHOTO KOJia, B TOM YHCJIC€ PErHCTpPalHsl COOBITHMH,
CBA3AHHBIX C HCIIOJIB30BAHUCM TGXHOJ'IOFI/Iﬁ MOGI/IHBHOFO
KOJa, WX aHaJIu3 M pearnpoBaHHEC Ha HaPYIICHHS,
CBA3AHHBIC C HCIIOJIBb30BAHHUECM TGXHOJIOFI/Iﬁ MOGI/IJ'H:HOFO
KoJ1a

3UC.8

KoHTponb  CaHKIIMOHMPOBAHHOTO U HUCKJIIOYECHHE
HECAHKI[MOHUPOBAHHOTO  HUCIIOJI30BAHUSI  TEXHOJOTHIA
nepefayd peud, B TOM YHCJIE PErucTpanus COOBITHIH,
CBSI3aHHBIX C UCIOJIb30BAaHUEM TEXHOJOTUN TMepeaadn
peud, HX aHalM3 U pearupoBaHHE Ha HapyIICHUS,
CBSI3aHHBIE C HCIOJB30BAHUEM TEXHOJIOTUN TMepeaaydn
peun

31C.9

KoHTposib ~ CAaHKIIMOHUPOBAHHOW M HUCKIIOYEHHUE
HECaHKIIMOHMPOBAHHOW Nepeaayn BUACOMH(POpMAINU, B




TOM 4YHCJI€ pErucTpauus COOBITHH, CBSI3aHHBIX C
nepegavyeld  BHJACOMH(POpPMAIMH, WX  aHAIM3 H|
pearupoBaHHe Ha HapYIICHWs, CBS3aHHBIE C Mepeaayeit
BUJICOMH(DOpMAITUU

31C.10

[ToaTBepxaeHue MIPOUCXOKIACHUS HCTOYHHKA
uH(pOpMaIlMK, TONy4aeMOW B TPOIECCE OMPEICICHHUS
CETEBBIX aJ[PECOB IO CETEBBIM UMEHAM WJIM OIpEIeIICHUS
CETEBbIX UMEH 0 CETEBBIM aJpecam

3UC.11

O6ecnequI/Ie IIOAJIMHHOCTHU CCTCBbBIX COGI[I/IHGHI/Iﬁ
(ceaHCOB B3aMMOJICHCTBHUSA), B TOM YHCJIE TSI 3AIIUTHI OT
IIOAMCHBI CETEBBIX yCTpOfICTB n CepBI/ICOB

3UC.12

HckimoueHne BO3MOKHOCTH OTPHIIAHHS IOJIb30BaTEIEM
¢axTa oTpaBKu HHPOPMAIIUH IPYTOMY HOIb30BATEIIO

31C.13

Hckaroyenrne BO3MOXKHOCTU OTpULlaHUA T1OJIB30BATCIICM
dakta  momydeHuss ~ WHGOpPMAIMM  OT  JIPYrOro
II0JIb30BaTCIA

31C.14

Hcnonp3oBanue yCTpOUCTB TEPMUHAIBHOIO JOCTYIA IS
00paboTku nHopmaun

3UC.15

3amura apXWBHBIX (HaWJIOB, IMApaMETPOB HACTPONKH
CpeACTB 3amuThl HMHPOPMALMK W  MPOrPAaMMHOTO
o0ecrieyeHUss Y UHBIX JaHHBIX, HE MOAJEKALIUX
U3MEHEHHMIO B Ipoliecce 00paboTKu HHPOpMALIUU

3UC.16

BrisBnenue, aHamu3 " OJOKMpOBaHUE B
MH()OPMAIIMOHHON CHCTEME CKPBITHIX KaHAJIOB Ieperadn
uHpopManuu B 00XOJ pEaTU30BAaHHBIX MEpP 3alUThHI
uHQOpMAMM WIM BHYTPH Ppa3peHICHHBIX CETEBBIX
IPOTOKOJIOB

3UC.17

Pazbuenne wHGOPMAMOHHONW CHUCTEMBI HA CETMEHTBI
(cerMmeHTHpOBaHHEe HWH(POPMAIIMOHHOW  CHCTEMBI) U
obOecriedeHre  3alIUTHl  TIEPUMETPOB CErMEHTOB
WH()OPMAITMOHHON CHUCTEMBI

3UC.18

ObecrieueHne 3arpy3kd W HUCIHOJHEHHS MPOTPaMMHOIO
oOecrieyeHUss € MAIIMHHBIX HOCHTENeW WHOpMaLuy,
JOCTYIHBIX  TOJIBKO JUIA YTE€HHsS, MW  KOHTpPOJIb
[[EJIOCTHOCTH JIaHHOT'O TIPOTPAMMHOTO 00ECTICYCHHS

31C.19

M3onsmust  mporieccoB  (BBIMIOJIHEHHWE TMPOTPaMM) B
BbIJIEJICHHON 00J1acTH MaMsATH

31C.20

3ammra OECIpOBOIHBIX COCITUHEHHUH, NMPUMEHSEMBIX B
nH(}pOPMAITMOHHOW cCHCTEME

3UC.21

Hckmnrouenne nocTyna Monb30Baressd K HHPOpMaLU,
BO3HMKIIEH B pe3yJibTare JIEUCTBUM IPEABIAYIIETO
IIOJIB30BATENSl 4EPE3 PEECTPBI, ONEPATUBHYIO IaMSTh,
BHEIIIHUE 3allOMMHAIONIME YCTPOMCTBA W HMHbIE OO0IIUe




JUISL IOJIb30BaTeNel pecypchl HHPOPMALIMOHHON CUCTEMBI

31C.22 3ammra  WHPOPMAIMOHHOM  CHCTEMBI  OT  yIpo3 +
O6e3omacHOCTH MHGOPMAIUU, HANPABJICHHBIX Ha OTKa3 B
00CITy’)KUBaHUH HH(OPMAIIMOHHON CUCTEMBI

3UC.23 3amuTa nepumerpa (pusudeckux u (WMIH) JTOTUIECKUX +
rpaHui])  WHOOPMAIMOHHOW  CHUCTEMBI  TIPU €€
B3aMMOJICHCTBUM €  HHBIMH  HH()OPMAIIMOHHBIMH
CHCTEMaMH " WHPOPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU CETSIMH

3UC.24 [IpekpaiieHue CeTeBbIX COCAMHEHUM MO MX 3aBEPIICHUU +
WM MO0 MCTEYEHUU 33JaHHOTO OMNEPATOPOM BPEMEHHOIO
MHTEpBaJia HEAKTUBHOCTH CETEBOT'O COEIMHEHUS

3UC.25 Hcnons3oBanne B WHGOPMAIIMOHHOW CHCTEME WIH €€
CErMCHTAax Pa3JINIHBIX TUIIOB O6H_I€CI/ICT€MHOFO,
MPUKIIATHOTO u CHEIHaIbHOTO POrpPaMMHOTO
oOecrieyeHus (Co3JaHue TeTEPOreHHON CpeIbl)

31UC.26 |Hcnonp3oBaHWe  NPUKIAJHOTO U CHELUAIBHOTO
IPOrPaMMHOI0 00€CIeYeHusl, MMEIOIUX BO3MOYKHOCTh
(YHKIMOHUPOBAHUS B cpenax pa3IMYHbIX
OIEPALIMOHHBIX CUCTEM

3UC.27 Cozmanne (AMynsnus) JIOKHBIX ~ MH(POPMAIMOHHBIX
CUCTEM WM HMX KOMIIOHEHTOB, MpPEIHA3HAYCHHBIX IS
OOHapy)XCHUs, pErucTpallii W aHaliu3a JeHCTBUM
HapylmuTeneil B Ipolecce  peanu3alud  yrpos
Oe3omacHOCTH HHGOPMAITUH

3UC.28 BocrnpousBenenne 10KHBIX U (M) CKPBITHE MCTUHHBIX
OTJICbHBIX HMH(DOPMAIMOHHBIX TEXHOIOTUH U  (WIIH)
CTPYKTYPHO-(QYHKIIMOHATbHBIX XapaKTePUCTHK
WH)OPMAIIMOHHOW  CHCTEMBl WM €€  CETrMEHTOB,
oOecrieunBaroliee HaBsI3bIBAHUE HAPYIIUTEIIO JOXKHOTO
NpEICTaBICHUsT 00  HMCTUHHBIX  WH(OPMAIMOHHBIX
TEXHOJIOTHSAX M (WIH) CTPYKTYpPHO-(DYHKITMOHATIBHBIX
XapaKTePUCTHKAX HH()OPMAIIMOHHOW CUCTEMBI

31UC.29 |IlepeBon WHPOPMAIIMOHHON CHUCTEMBI WU €€ YCTPONCTB
(KOMITOHEHTOB) B 3apaHee OTpeIeTICHHY IO
KOH(UTYpaIuio, 00eCTIeYnBAOIIYIO 3allUTy
uH(popmaIuu, B cirydyac BO3HUKHOBEHUHU OTKa30B (COOEB)
B CHCTeME€ 3aluThl HHpopManuu HHGOPMAIIMOHHON
CHCTEMBI

31C.30 3amura MOOWIBHBIX TEXHUYECKUX CpeAcTB,| -+ +
NPUMEHSIEMbIX B MHPOPMAIMOHHON CUCTEME

«t» - Mepa 3ammThl WH(pOpManMM BKJIOYEHA B 0a30BBIA HAOOp Mep A




COOTBETCTBYIOIIETO KJIacca 3alMIIEHHOCTH HH()OPMALITMOHHON CHCTEMBI.

Meps! 3amuThl HHGOpPMAIMK, HE 00O3HAYEHHBIE 3HAKOM «+», MPUMEHSIOTCS IIPH
ajanTanuu 0a3oBOro Habopa Mep M YTOUYHEHHMM aJalTHPOBAaHHOrO 0a30BOro Habopa mep,
a TaKXke Mpu pa3zpaboTKe KOMIIEHCHPYIOIUX MEp 3alUThl HHPOPMALUU B HHPOPMAITHOHHON

CUCTEME COOTBCTCTBYIOIICTO KJIaCCa 3alllMIIICHHOCTH.
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