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OINIPEJAEJIEHUA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
ONPEIECIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMa — CHCTEMA, COCTOSIIIAasl W3 IEepcoHana u
KOMIUIEKCA CPEACTB aBTOMATH3AlUU €T0 ACSITEIBHOCTH, peaau3yrolas HHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJTHCHUSI YCTAHOBICHHBIX (hYHKITHA.

AyTeHTH(PUKAINMSA OTIPABUTEJIA JAHHBIX — IIOJTBEPKICHHUE TOTO, YTO OT-
MPABUTEIIb MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asiBIICHHOMY.

be30nmacHOCTh MNMEPCOHANBHBIX [JAHHBIX — COCTOSHHE 3allUIIEHHOCTH
NEPCOHATBHBIX JAaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO  MOJIb30BATENEH,
TEXHUYECKUX  CPEACTB M  HMHPOPMAIIMOHHBIX  TEXHOJOTUHA  OOECTEeUUThH
KOH(UIEHITUATBHOCTD, [EJIOCTHOCTh U JOCTYMHOCTh MEPCOHAIBHBIX JAaHHBIX MpPU
ux 00paboTke B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

buoMerpuyeckue mnepcoHAJbHbIC JaHHbIEe — CBEACHUSA, KOTOPHIE
XapaKTepu3yroT (HU3HOJOTUYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €ro JUYHOCTh, BKJItOuUasi (pororpaduu, OTIEUATKU MAJIBIIEB,
o0pa3 ceTyaTKH Tjla3a, OCOOCHHOCTHM CTPOCHHS Tejla W JAPYTryl0 TOJI00HYIO
UH(pOpMaIHIO.

BioknpoBaHue mNepPCOHAJIBHBIX JAHHBIX — BPEMEHHOE MpEeKpalleHue
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIydaeB, eclii 00paboTka
HE0OX0IMMa JiJIsi yTOUHEHUS TIEPCOHATBHBIX JTAHHBIX ).

Bupyc (koMIbOTEepHBIH, IPOrPAMMHBIN) — HUCIOJIHIEMbII MPOrPAMMHBII
KOJI WJIM UHTEPIPETUPYEMbI HAOOp MHCTPYKIMM, 00Ja1aroniuii CBOMICTBaMU He-
CAaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI M camoBocnpousBeneHus. Co3naHHbIe
TyONMUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCET/Ia COBMAAIOT C OPUTHHAIIOM, HO CO-
XPaHAIOT COCOOHOCTh K JIajJbHEHIIeMy paclpoCTpaHEHUIO U CaMOBOCIIPOMU3BEIE-

HHIO.



BpenoHocHasi nporpamMma — nporpamma, npeHa3sHaueHHas i OCYIIECTB-
JIeHUsS HECAHKI[MOHUPOBAHHOTO JOCTyNa U (MJIM) BO3ACUCTBUS HA MEPCOHAIBHBIC
JAaHHBIE WM pecypchl HHPOPMAIIMOHHOW CUCTEMBI TEPCOHATILHBIX JaHHBIX.

BcnomoraresibHbIe TeXHHYECKHE CPeICTBA M CHUCTEMbI — TEXHHYCCKHE
CpEIICTBA M CHUCTEMBI, HE MpeIHA3HAYCHHBIE IS Tepenayu, 00paboTKU U XpaHEHUs
MEPCOHATBHBIX JaHHBIX, YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPE/CT-
BaMH M CHCTEMaMH, MMPETHA3SHAUYCHHBIMU I 00paOOTKU MEPCOHATBHBIX JaHHBIX
WIM B TMOMEIIEHHUSAX, B KOTOPBHIX YCTAHOBJIEHbI MH(MOPMAIMOHHBIE CHCTEMBI IEpPCO-
HaJIbHBIX JaHHBIX.

Jloctynm B oOnepanMoOHHYK cpeay KommblTepa (MHGOPMALMOHHOM
CHCTEMbl MNEPCOHAIBHBIX [JaHHBIX) — TOJy4YeHHEe BO3MOKHOCTH 3allycka Ha
BBIITOJIHCHUE INTATHBIX KOMaHA, (YHKIWH, TPOIETYp OIEPAMOHHON CHCTEMBI
(YHUYTOXEHUsI, KOIUPOBAHUS, TIEPEMEIICHNsI M T.1.), UCIOMHIEMbIX (aiijioB
TIPUKJIaTHBIX TIPOTPAMM.

Jloctyn kK nHGopManuMu — BO3MOXXHOCTh TMONy4eHUsT MH(OpPMAIMN U €€ HC-
MOJIb30BAHUSI.

3akJiaiouHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMALMHU, CKPBITHO
BHEJPSIEMbIN  (3aKJIaJbIBAEMBI  WJIM  BHOCHMBI) B MECTa BO3MOXKHOTO CheMa
uH(opMaIy (B TOM YHUCIIE B OTPAXKICHUE, KOHCTPYKIIMIO, 00OPYIOBaHHE, TIPEIMETHI
WHTEPhEpa, TPAHCTIOPTHBIE CPEACTBA, a TAKKE B TEXHUYECKHUE CPEACTBA U CHUCTEMBI
00paboTKN HH(POPMALIHH).

3ammnmaemasi uHpopmanusa — uHGoOpMaIUs, SBISIOMIASICS PEIMETOM COO-
CTBEHHOCTH M TIOMJIeKaIlasi 3alldTe B COOTBETCTBUH C TPeOOBAaHMSMH TPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMH, YCTaHABIIMBAEMBIMI COOCTBEHHUKOM MH(OpMAITHH.

Nnentuduxanmss — MpucBOCHUE CyOBEKTaM M OOBEKTaM JOCTyMNa WICHTH-
dbukaropa u (WIM) CpaBHEHUE TPEIBSBIAEMOrO HICHTU(PHUKATOpA C TEpeuHEM

MPUCBOCHHBIX UACHTU(PUKATOPOB.



HNHpopMaTUBHBIN CUTHAJ — DJIEKTPUUYECKUE CUTHAIIBI, aKyCTUYECKUE, DIICK-
TPOMarHuTHbIE W Jpyrue (DU3UYECKHe TMOJs, MO TapaMeTpaM KOTOPBIX MOXET ObITh
packpbiTa KOHpHICHIIMATbHAs HH(popMaIms (TIepcoHATbHBIE JaHHBIC) 00padaThIBacMast
B MH(OPMAITMOHHONU CUCTEME MTEPCOHATBHBIX TAHHBIX.

NndopmanuoHHble TEXHOJOTHMU — IPOLIECCHI, METO/bI MOMCKA, cOOpa, Xpa-
HEeHusl, 0O0paOOTKH, TMPEIOCTABICHHS, PACIPOCTPaHEHUsT WH(OpPMAIMU U  CHOCOOBI
OCYULIECTBJIEHUS TAKUX IPOLECCOB U METOJIOB.

Nudopmanuonnass cucremMa mnepcoHadbHbIX aaHHbIXx (UCIIAn) —
COBOKYITHOCTb COJIEpXKaIlllUXCs B 0a3aX JIaHHBIX T[EPCOHAIBLHBIX JaHHBIX U
00ecreynBaIMnX UX 00padOTKy MH(POPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnonb30BaHue MEPCOHANBHBIX JaHHBIX — JEHCTBUS (OIepanuu) C
MEPCOHAIBHBIMU JTAHHBIMHU, COBEpIIAEMbBIE OINEPATOPOM B UENAX MPUHITHUSA
pPELICHUN WA COBEPUICHHUS WHBIX JCUCTBHUM, MNOPOXKIAIOMNX HOPUIAYECKUAEC
MOCJIEACTBUS B OTHOILICHUHM CYOBEKTa MEPCOHANBHBIX JAHHBIX WM APYTUX JIHUIL
a1M60 MHBIM 00pa30M 3aTparuBalolIUX MpaBa U CBOOOBI CYOBhEKTa MEPCOHATBHBIX
JTAHHBIX VI APYTUX JIUII.

HcTouHuk yrpo3sl 6e3onacHocT uHGpopManum — cyObeKT JOCTyIa, MaTe-
pUATHHBIA OOBEKT W (PU3MUECKOE SIBIICHHUE, SIBIISFOIIMECS MPUYUHON BO3HUKHOBEHMUS
yIpo3bl 0€30MaCHOCTH UH(OPMAIUH.

Koutpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 3aHKE, YaCTh 3/IaHM,
MIOMELIECHUE), B KOTOPOM HCKJIFOUEHO HEKOHTPOJIMpPYEMOE MpeObIBAHUE MOCTOPOHHUX
JIWII, & TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX M UHBIX MATEPUAITLHBIX CPEJICTB.

KonpuaeHunaabHOCTh NEPCOHAJBHBIX JAAHHBIX — O00s3aTeNBHOE IS
COOJTFOICHUS OTIEPaTOPOM WMJIM MHBIM TMOJTYUYMBIIUM JIOCTYI K MEPCOHATBHBIM JTAHHBIM
JUIIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHue Oe3 coryacusi CyObeKTa

MNEPCOHATIBHBIX JaHHBIX WM HAJIMYKA KHOI'O 3aKOHHOI'O OCHOBAHU.



Me:xceTeBoii IKpaH — JIOKATHHOE (OTHOKOMITOHEHTHOE) WITH (DYHKITHOHATEHO-
pacrpeesieHHOE TpOorpaMMHOE  (IIPOTpaMMHO-AIIApaTHOE) CPEACTBO  (KOMILIEKC),
peanum3yroliee KOHTPOJIb 3a HH(opMalpen, mocTymnaromiel B MHQOPMAIIMOHHYIO CUCTEMY
MEPCOHATBHBIX JJAHHBIX U (MJIH) BBIXOASAIICH U3 MH(OPMAIIMOHHOW CUCTEMBI.

Hapymure/nb 6€30nacHOCTH NMEPCOHANBHBIX JAHHBIX — (DU3HYECKOE JIUIIO,
CITy4aifHO W MpeTHAMEPEHHO COBEpIIAIOIEee ASHCTBUS, CIIC/ICTBUEM KOTOPBIX SIBIISIETCS
HapyIlleHne 0e30MacHOCTH TIEPCOHAIBHBIX JaHHBIX MPH MX 0OpabOTKE TEXHUUYECKUMH
CpelICTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3upoBaHHasi 00padoTKa MNEPCOHAJIBHBIX JAHHBIX —
00paboTKa MepCOHANBHBIX JTAHHBIX, COACPKAIIMXCS B HHPOPMAIIMOHHON CHCTEME
MEPCOHANIBHBIX JaHHBIX JUOO W3BJICUEHHBIX M3 TAaKOM CHUCTEMBI, CUYUTACTCS
OCYULIECTBIEHHOM 0e3 HCTIONIb30BaHUS CPEACTB aBTOMATHU3AINH
(HeaBTOMaTH3UPOBAHHOM ), €CJIM TaKue JEHCTBUSA C MEPCOHAIBHBIMU TAHHBIMH, KaK
WCITOJIb30BAaHUE, YTOYHEHHE, paCIpOCTpaHEHWE, YHUYTOKEHHE IEePCOHATBHBIX
JAHHBIX B OTHONIEHWW KaXIOTO W3 CYOBEKTOB TEPCOHAIBHBIX JaHHBIX,
OCYHIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEJIOBEKa.

HeneksapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYMCIMTETIPHON TEXHUKH, HE OINMCAHHBIE WM HE COOTBETCTBYIOIIIME
OIMMCAaHHBIM B JIOKYMEHTAIIUH, TIPH KCHOJIB30BAHUM KOTOPHIX BO3MOXKHO HapyIlICHHE
KOH(UICHIIUATBHOCTH, JOCTYIIHOCTH WM LEJIOCTHOCTH 00padaThIBaeMOMl  WH-
dbopmaruu.

HecaHKuMOHUPOBAHHBIN A0CTYNl (HECAHKIMOHUPOBAHHBIEC JCHCTBUSA) —
JOCTYN K MH(popMaIMy WM AeHCTBUSL ¢ UHGOpPMALIME, HApYIIAIOIMe MPpaBWia pas-
TpaHUYEHHS JIOCTyNa C WCHOJB30BAHUEM IITATHBIX CPEICTB, TMPEIOCTABISIEMBIX
UH(OPMAITMOHHBIMHA CHCTEMaMH TTePCOHABHBIX TAHHBIX.

Hocurtenb ungopmanum — Gu3nyuecKoe JUIO WM MaTepHATIbHBIA 00bEKT, B

TOM 4HCIIe (PU3NUECKOE MoJIe, B KOTOPOM MH(GOPMAITUS HAXOIUT CBOE OTPAXKEHUE B BUJIC



CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUI U MPOIIECCOB, KOMMYECTBEHHBIX
XaPAKTEPUCTHUK (PU3UICCKUX BEITMUH.

OO0e31uyuBaHue TNEPCOHAIBHBIX JaHHBIX — JIEHCTBUS, B pe3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJIB30BaHUS JIOMOJHUTEIBHON
uH(OpMAIUU ONPEEIUTh MPUHAJICKHOCTD MEPCOHANIBHBIX IAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHANBHBIX JAHHBIX.

O0paboTka nmepcoHAJBHBIX JAHHBIX — JII000€ JeiicTBUE (omepaliusi) Win
COBOKYMHOCTb JICUCTBUI (Omepalinii), COBEpIIAeMbIX C HCIOJIb30BAHUEM CPE/ICTB
aBTOMAaTH3allMi WM O3 HCIOJIb30BAHUSI TaKUX CPEACTB C TNEPCOHAIBHBIMHU
JJaHHBIMM, BKJIIO4Yasi cOOp, 3amuch, CHUCTEMAaTH3allMI0, HAKOIUJICHHUE, XPaHCHHUE,
yTouHeHHEe (OOHOBJICHHE, W3MEHEHHE), H3BJICUCHHUE, HCIIOJIb30BaHUE, Ieperady
(pacnpocTpaHeHue, MpeAoCTaBlIeHUE, JOCTYI), O0e3IMuuBaHue, OJIOKHUpPOBAHUE,
yAalleHue, YHUUTOKEHUE TEPCOHATBHBIX JaHHBIX.

OO0menocrynubie MepPpCOHAJIbHbIE JAaHHbIE — TEPCOHAIBHBIC JaHHBIC,
JIOCTYI HEOTPAHWUYEHHOTO Kpyra JIMIl K KOTOPBbIM MPEJOCTaBJICH C COrjacus
CyOBeKTa TMEpPCOHAIBHBIX JAHHBIX MM Ha KOTOpblE B COOTBETCTBUU C
(denepalibHBIMM  3aKOHAMU HE PacHpoOCTpaHsieTcss TpeOOBaHUE COOJIIOICHHUS
KOH(HICHIIMATEHOCTH.

Oneparop (NMEPCOHAJBHBIX JTAHHBIX) — TOCYIIApCTBEHHBIM OpraH,
MYHULIMNAIBHBIN OpraH, Iopuandeckoe Wik (GU3UYECKOe JIUIO, CAMOCTOSTEIbHO
WM COBMECTHO C JAPYTMMH JIMIIAMH OPTaHU3YyIomue U (MJIM) OCYIIECTBIISIONINE
00pabOTKy MEepPCOHAIBHBIX JAHHBIX, a TAKXKE ONpEeIeNstolue Hearn o0paboTKu
MEePCOHATBHBIX JaHHBIX, COCTAB NMEPCOHATBHBIX JTAHHBIX, MOISKAIINX 00paboTKe,
NercTBUs (Omepalum), COBEpIIaeMbIe C IEPCOHAIBHBIMU TAHHBIMHU.

Texnnuyeckue cpeacrsa HMHPOPMALUMOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BHIUMCIUTEIBHON TEXHHWKH, WH(POPMAIMOHHO-BBIYUCIUTEILHBIE
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tiepeiauu, ipuema u oopadotku [1/1H (cpencrea

N CHCTCMbI 3BYKO3AIIMCH, 3BYKOYCHJICHW:, 3BYKOBOCIIPOM3BCIACHUM:A, IICPETOBOPHLIC U



TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHE TEXHUIECKHUE CPEICTBAa 00pabOTKN pedeBol, Tpaduueckoid, BUIeo- U OyKBEHHO-
dpoBoit HHpOpMaIUK), IPOrPaAMMHBIE CpeICTBA (OMEPAIMOHHBIE CUCTEMbI, CUCTEMBI
yIIpaBlieHus] 6a3aMy TaHHBIX U T.IL.), CPEACTBA 3aIUTHI MH(POPMAIIUH, IPUMEHSEMbIC B
MH()OPMAIMOHHBIX CUCTEMAX.

IlepexBar (uHopManmu) — HEMpPaBOMEPHOE MOJIydeHHEe WHGOpMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOTO CpEICTBa, OCYIIECTBISIONIETO OOHapy>KEHUE,
npueM U 06paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — J100ass MHPOpPMALUS, OTHOCAIIAACA K IMPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WU OINpeAensieMoMy (QHU3NYECKOMY JIHILY
(cyOBeKTy MepCOHAIBHBIX JAHHBIX );

[lo6ouHble  3IJIEKTPOMATHHUTHbIE  W3JIy4YeHUs] M HABOAKH  —
AJIEKTPOMArHUTHbIE HM3IY4YEHUsS TEXHUUECKUX CPEICTB OOpaOOTKH 3alMIacMon
uHbOpMaIK, BO3HUKAOIIME Kak MMOOOYHOE SIBJICHHE W  BBI3BAaHHBIC
AIIEKTPUYECKUMH CUTHAJIAMU, JEHCTBYIOMIMMH B MX DJIEKTPHUYECKUX M MAarHUTHBIX
LENAX, @ TAK)KE HJIEKTPOMATHUTHBIE HABOJKU 3TUX CUTHAJIOB Ha TOKOMPOBOJSIINE
JMHUA, KOHCTPYKIIMH U TIeTIH TUTaHHUSL.

[MosnTHKAa  «YHMCTOrO  C€TOJAA» —  KOMIUIEKC  OpraHM3allMOHHBIX
MEPONPUITHHA, KOHTPOJMPYIOIIMX OTCYTCTBHE 3alMChIBaHUS Ha OyMaXkKHbIE
HOCUTENIM KIIoued W aTpuOyToB aocTyna (mapoJieid) W XpaHEHUs HUX BOJIM3HU
00BEKTOB JIOCTYTIA.

[Hoab30BaTesib HHPOPMALMOHHON CHUCTEMbI NMEPCOHAIBHBIX JTAHHBIX —
JUIO, YydYacTByiomiee B (YHKIIMOHUPOBAHWU HH(POPMALMOHHONW CHCTEMBI
NEPCOHAJIBHBIX TAHHBIX WA UCHIOJIB3YIOIIEe Pe3ybTaThl €€ (yHKIMOHUPOBAHHUSL.

IIpaBuia pasrpaHuYeHusi JOCTYNA — COBOKYITHOCTH MPaBUJI, periiaMeHTH-
PYIOIMX MpaBa J0CTyIa CyOBEKTOB IOCTyNa K 00BbEKTaM J0CTYyIIa.

IIporpaMmMuasi 3aKj1aaKa — KO/ MPOTPaMMBbI, PETHAMEPEHHO BHECEHHBIN B

nporpaMmy C HOCJIbIO OCYHICCTBUTDb YTCUKY, USMCHHUTD, 6JIOKI/IpOBaTB, YHHUYTOXHUTD
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UHGOPMAIIMIO WM YHUYTOXXUTh U MOAU(DUIMPOBATH MPOTpaMMHOE OOecrieueHne
UH(GOPMAIIMOHHON CHUCTEMBI MEPCOHATBHBIX JAHHBIX U (MJIK) OJIOKMPOBATH ariia-
paTHbIE CPEACTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTH4ecKoe)  BO3JdeilicTBHEe  —
HECAHKIIMOHUPOBAHHOE  BO3JCHCTBHE HAa  PECYpChl  aBTOMATHU3WPOBAHHOW
MH()OPMAITMOHHONW CHCTEMBI, OCYIIECTBIISIEMOE C MCIOJIb30BAHUEM BPETOHOCHBIX
IIPOrPAMM.

PackpbiTHe NEepCOHAJBLHBIX JAAHHBIX — YMBIIUIEHHOE WJIM CIIy4alHOE
HapyllIeHue KOH(UIEHINAaTbHOCTH EPCOHANBHBIX TAHHBIX.

PacnpocTpanenne mepcoHAJbHBIX JAHHBIX — JCHCTBHUSA, HApPaBIICHHbBIE
Ha PacCKpbITUE MIEPCOHATBHBIX IAHHBIX HEOMIPEAECICHHOMY KPYTY JIMII.

Pecypc nH(popManimoHHO# cMCTEeMBbI — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO W amnmapaTHOIO oOecrieueHus (GyHKIIMOHUPOBAHUS
MH(OPMAIIMOHHON CHCTEMBL.

CnenuajibHble KATeropvMu MEePCOHAJIBHBIX JAaHHBIX — [E€PCOHAJIbHBIE
JJAHHbIE, KacalollINeCcs] PacOBOM, HAIMOHAJIBLHOW MPUHAIIEKHOCTH, MTOTUTUYECKUX
B3IJISIIOB, PEIUTHO3HBIX WM (PUIOCOPCKUX YOEKIACHUN, COCTOSHUS 370POBbS U
WHTUMHOM XM3HU CyOBEKTa MePCOHANBHBIX TaHHBIX.

CpencrBa BbIYMCIUTEIbHOH TEXHMKHN — COBOKYITHOCTb IPOIPAMMHBIX U TE€X-
HUYECKUX 3JIEMEHTOB CUCTEM OOpaOOTKM JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSATEJILHO WA B COCTaBE APYTUX CUCTEM.

CyObekT pocryna (cy0ObeKT) — JUIO WINA MPOLECC, ACUCTBUS KOTOPOTO per-
JAMEHTUPYIOTCS MPABWIIAMH pa3rpaHUYEeHUs J0CTyTa.

TexHuyeckuil KaHaA yTe4Kd MHGOPMALMU — COBOKYITHOCTb HOCHUTEIIS UH-
dbopmatmu  (cpeactBa 00paOOTKM), (U3MUECKOM Cpebl pacrnpocTpaHeHust uHGop-
MaTHBHOTO CUTHAJIA M CPEJICTB, KOTOPBIMHE JOOBIBACTCS 3allMIiaeMast HHPpOpMaIiusi.

TpancrpanuyHasi mnepegadya NEPCOHAJBHBIX JAaHHBIX — Tiepenaya

MEPCOHAIBHBIX JAHHBIX OMNEpPATOpoM uepe3 ['oCcymapCTBEHHYH TpaHULY
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Poccniickon ~ ®denepanuu  Oprady  BIACTH  MHOCTPAHHOTO  TOCYyAapCTBa,
buznyecKOMyY WM IOPUINUIECKOMY JIUIy HHOCTPAHHOTO FOCYAapCTBa.

Yrpo3bl 0€301aCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(akTOpOB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CIIy4aifHOTO,
JIOCTYTIA K IIEPCOHANIBHBIM JAHHBIM, PE3YJIBTaTOM KOTOPOI'O MOYKET CTaTh YHUUTOXKEHHUE,
U3MEHEHNE, OJIOKUPOBAHUE, KOITMPOBAHUE, PACIIPOCTPAHEHUE NIEPCOHANIBHBIX JIAHHBIX, a
TaKK€ UHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBUIA MPU UX 00padOTKe B MHPOPMAITMOHHOM
CHCTEME IIEPCOHAIBHBIX TAaHHBIX.

YHMUYTOKEHHE MEePCOHAJBbHBIX [JaHHBIX — [ICHCTBUSA, B pE3yJbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MO>KHBIM BOCCTAHOBHUTBH COJEPKAHUE MEPCOHAIBHBIX
JaHHBIX B HMH(QOPMAIIMOHHOM cHUCTEME MEepCOHAIBHBIX MJaHHbIX W (WIK) B
pe3yJIbTaTe KOTOPBIX YHHUYTOXKAKOTCS MAaTEpPUAJIbHBIE HOCUTEIN IEPCOHATBHBIX
JAHHBIX.

Yreuka (Bammmaemon) MHGOPMALMU 10 TEXHHYECKHUM KaHAJIaAM —
HEKOHTPOJIMPYEMOE pacpOCTpaHeHre MH(GOPMAIMK OT HOCUTENIS 3alllIaeMoi HHQOp-
Maluu 4yepe3 (PU3MYECKYI0 Cpedy 10 TEXHUYECKOrO CpEICTBa, OCYLIECTBIISIOLIETO
nepexsBaT UHPOPMaLIUU.

Ysa3BUMOCTD — CI1a00CTh B CPEJICTBAX 3ALIUTHI, KOTOPYIO MOXKHO MCIIOJIb30BaTh
JUISl HApYIIEHUSI CUCTEMBI WM COJIEprKallieiics: B Hel MH(pOpMAaIIu.

HesocTHOCTh MH(OPMAIIUN — CTTIOCOOHOCTh CPEICTBA BHIYMCIUTEIILHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00€CTIEUMBATh HEM3MEHHOCTh MH(POPMAIIUH B

YCIIOBHSIX CITyYaifHOTO W/WJIM MPEAHAMEPEHHOTO UCKKEHHS (Pa3pyLLEHHMS]).



OBO3HAYEHUSA U COKPALLLEHUSA

ABC — aHTHBUPYCHBIE CPEJICTBA

APM — aBTOMaTH3UpOBaHHOE pabouee MECTO

BTCC — BcnoMoraTeibHble TEXHUYECKHE CPEACTBA U CUCTEMBI
NCI1JIz — nadopMaIpioHHas: CHCTEMA MIEPCOHATBHBIX TAHHBIX
Wb — undopmarmonHas 6€30MacHOCTb

K3 — koHTpompyemast 30Ha

JIBC — ntokanbHast BEIYUCIUTENbHAS CETh

MD — MexceTeBoil FKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYIT

OC — onepanmoHHas cuctema

[1/TH — mepcoHaIbHBIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTH4YeCKOE BO3/ICHCTBHE

[1O — nporpammHoe obecrieueHue

[IOMHH — no6ouHble 37IeKTpOMarHUTHBIE U3TyYEHHS U HABOJIKU
CA3 — cucrema aHann3a 3aIUIICHHOCTH

C3U — cpeactBa 3anuThl HHGOpMAITUN

C3IIdH — cuctema (MoacucTeMa) 3alIUThl IEPCOHAIBHBIX TAHHBIX

COB — cucrema oOHapy>KeHHsI BTOPKEHUIN
TKYU — Texandeckue KaHabl yTeUKH HHQOpMAITN

VYBITIH — yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

12
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BBEJAEHUE

Hacrosmee Ilonoxxkenne wuHbopManuoHHoi Oe3omacHocty B MBOY
OtpanoBckass COII (manee — MBOY Ortpanosckas COIIl), sBisieTcs
opuIMaNIbHBIM JIOKYMEHTOM, B KOTOPOM OIpEJEiieHa CHCTeMa B3IJISJ0B Ha
obecrnieuenue nHpopmarmonnoi 6ezonacHoctt MbOY Otpanosckas COIIL.

HeoOxomumocts paspabotku [lomoskenuss 0OycloBiieHa CTPEMHUTEIbHBIM
pacupenreM cdepbl MPUMEHEHUS HOBEHITNX MH(OPMAIMOHHBIX TEXHOJIOTHHN U
npoueccoB B MBOY Ortpanosckas COLL, nmpu o0padboTke nHpopMaluu BooOIIe, U
MEPCOHANIBHBIX JJAHHBIX B YACTHOCTH.

Hacrosmee Ilonoxxenue omnpesensieT OCHOBHBIC 1€ M 3aJadyM, a TakkKe
OOIIyI0 CTPATETHIO IIOCTPOCHHUS CHUCTEMBI 3alllUThl TEPCOHAIBHBIX JTaHHBIX
(C3I1r) MBOY Ortpanosckas COI. IlonoxkeHue ompenenseT OCHOBHBIC
TpeboBaHUs U Oa30BbIC MOAXOBI K UX peAIM3alUU, ISl IOCTHXKEHUST TpeOyeMoro
ypOBHsI 0€30MMaCHOCTH UH(OpMAIUH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBUM C CHUCTEMHBIM IOJXOJOM K
obecnieueHuto  uHopManuoHHOW  Oe3omacHocTH.  CHCTEMHBIM  MOJXOJ
MpeanojaraeT  MpOBEJCHUE  KOMILIEKCAa  MEpPONPHSTHH,  BKIIOYAIOIIMX
UCClieIOBaHUE yrpo3 MHGOPMAIMOHHONW O€30MacHOCTU M pa3pabOTKy CHUCTEMBbI
samuThl  [I[lH, C TO3WIIMM KOMIUIEKCHOTO TIPUMEHEHHUS TEXHUYCCKUX U
OpraHU3alUOHHBIX MEP U CPEJICTB 3AIUTHI.

[Ton undopmanuonHoi 6e3onacHocThio [1/[H MOHMMAaETCs 3alUIEHHOCTh
MEePCOHANIBHBIX JIaHHBIX M 00pabaThiBaloOIIe MX HHPPACTPYKTYpE OT JHOOBIX
CIIy4alHbIX WJIM 3JIOHAMEPEHHBIX BO3ACHCTBHM, PE3YJbTATOM KOTOPBIX MOXKET
SBUTbCSI HaHECeHHE yiiepba camoil wHGOpMaluM, €€ BlajeiblaM (CyObeKTam
[111) nm undpactpykrype. 3agaun HHGOPMAIIMOHHON 0€30MaCHOCTH CBOJSATCS K
MUHHMMU3AIUU yiepoa OT BO3MOXKHOU peanu3ainuu yrpo3 0e3omnacHoctu [1/1H, a

TaKke K MPOTHO3UPOBAHUIO U IPEAOTBPAILICHUIO TAKUX BO3JICHCTBUMN.
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[Tonmoxenue CIY>KUT  OCHOBOM  JyIi  pa3pabOTKU  KOMIUIEKCa
OpPraHM3AIMOHHBIX M TEXHHUYECKUX Mep MO0 00ecleyeHH0 HHPOPMAIMOHHOM
oezonacHoctu  MBOY Ortpagosckas COILl, a Ttakke HOPMAaTUBHBIX U
METOJMYECKUX JTOKYMEHTOM, OOECHEUYMBAIOIINX €€ pealu3aluio, U He
IpeanojaraeT noAMeHbl PyHKIUN rocyJapcTBEHHBIX OpraHoB Biactu Poccuiickoi
denepanuy, OTBEYAIONIMX 3a obecreueHrue O0e30MacHOCTH WH(GOPMAIIMOHHbBIX
TEXHOJIOTUN U 3aIIUTy UH(POPMALIMH.

[TonoxeHue SBISETCS METOAOJIOTUYECKON OCHOBOM J1JIS:

— (dopmMupoBaHHS U TPOBEACHHUS €IWHOM TMOJUTUKU B 0O0JACTH
obecnieuenus 6ezonacHoctd MBbOY Otpanosckas COL;

— TMPUHITUS YIOPaBICHUYECKUX PEIICHUN U pa3padOTKU MPAKTUYECKHUX
MEp MO BOIUIOLICHUIO MOJUTUKHM Oe3omacHocTtd IIJIH u BbIpabOTKH
KOMILJIEKCa COTJIaCOBAHHBIX Mep HOPMATHBHO-IIPABOBOTO,
TEXHOJIOTHYECKOT0 M OpraHU3allMOHHO-TEXHUYECKOIO XapakrTepa,
HalpaBJEHHBIX HA BBIABICHUE, OTPAKEHHE W  JIMKBUJALUIO
MOCJIEACTBUAN peanu3aluy pa3IndHbX BUI0B yrpo3 [1/1H;

— KOOpIAWHALIMM JEATEIIbHOCTH CTPYKTYPHBIX mnonapasaencHuii MbOY
Otpanosckass COIIl mpu mnpoBegeHHMH pabOT MO PA3BUTHIO U
skcrutyatatun UCIIH ¢ coOmtoneHnem TpeboBaHUM oOecrieueHus
oe3onacuHoctH I11/1H;

— pa3paboTKM MPEAJIOKEHUH IO COBEPIIEHCTBOBAHUIO IPABOBOIO,
HOPMAaTHUBHOI'0, METOJUYECKOT0, TEXHUYECKOTO0 U OPraHu3al[MOHHOIO
obecnieuenus OeszomnacHoctu I[1In B UCII[lx MBOY OtpanoBckas
CO11l.

[IpaBoBoif 06a3zoi s pa3pabOTKU HACTOSIIETO TOJIOKEHUS CITyKaT
TpeOOBaHMs JEHCTBYIOMUX B Poccum 3aKOHOMATENBHBIX W HOPMATHBHBIX

JIOKYMEHTOB MO 00ecreueHno 0€30MacHOCTH epcoHanbHbIX JaHHbIX ([11H).
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1 OOumue moJI0KEeHUA

Hacrosmee IlonoxkeHue omnpenensieT OCHOBHBIE LIEMW M 3aJadM, a TaKkKe
OOIIyI0 CTpaTeTHI0 TMOCTPOCHUS CHUCTEMBl 3aIIUThl TEPCOHAIBHBIX JAaHHBIX
(C311An) MBOY Ortpanosckas COII. IlonoxkeHue omnpeaenser OCHOBHBIE
TpeOoBaHUs U 06a30BbIE MOAXO/bI K UX Peaau3alluu, Ui JOCTHKEHUS TpeOyeMoro
ypOBHS 6€30MacHOCTH H(OPMAIIHH.

C3I1[x mpeacraBisieT €000 COBOKYMHOCTh OpPraHU3AlMOHHBIX U TEX-
HUYECKUX MEpONpuATHi s 3amuThl [IJIH OT HEmMpaBOMEPHOrO WK CIIYy4YaliHOTO
JoCTyna K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKUPOBaHUs, KOUPOBaHUs, pac-
npoctpadenus [1/{H, a TakKe HHBIX HENPABOMEPHBIX JECUCTBUI C HUMH.

be3onacHOCTh MEPCOHAIBHBIX JAHHBIX JIOCTUTAETCS IYTEM HCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4YalHOIo, JOCTylla K IEPCOHAIBHBIM
JAHHBIM, PE3YyJbTaTOM KOTOPOIO MOXKET CTaThb YHUYTOXKEHHE, W3MEHEHHE,
OJIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHHUE IEPCOHATIBHBIX JAaHHBIX, a TAKKE
WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUIA.

CtpykTypa, CcOCTaB W  OCHOBHBbIE  (DYHKIMH  TEXHUYECKUX U
opranu3zannoHubix Meponpustuid C3II[JH omnpenensitorcss UCXoAs W3 YPOBHS
samuiieHHocT  (kinacca) MCIIH, yCTaHOBJIEHHOTO B COOTBETCTBUU C
tpeboBanusiMu [locranoBnenust IlpaButensctBa Ne 1119 ot 1 Hos6ps 2012 1.,
npukaza OCTOK Poccun Ne 17 ot 11 despans 2013 r., mnpukaza OCTIK
Poccun Ne 21 ot 18 depans 2013 r., a Tak:ke B COOTBETCTBUU C TpeOOBAHUSIMHU
[ToctanoBnenust IlpaButensctBa Poccuiickoii @enepanuun  Ne 687  «O06
yTBepxkaeHun [lonoxxenust 00 0COOEHHOCTSAX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
OCYILIECTBIISIEMON 0€3 HCHoJIb30BaHMUs CpeAcTB  aBToMmatuzamumny. C3I1/x
BKJIFOYAET OPraHU3allMOHHBIE MEpbl W TEXHUYECKUE CpPEICTBA  3aIMTHI
uHpopmaruu (B ToM uucie mudpoBaigbHble (KpUNTOrpauueckue) CpenacTsa,
CpelCcTBa  NPENOTBpPALICHUS  HECAHKIMOHUPOBAHHOIO  JOCTYIA,  YTEYKHU

uH(OpPMAITUU 10 TEXHUYECKUM KaHajam, IPOrpaMMHO-TEXHUUECKUX BO3/IEHCTBUN
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Ha TeXHHUUYeCcKue cpenacrtBa oOpabotku IIJ[H), a Takke HCHOJIB3yeMbIE B
nH()OPMAITMOHHON cucTeMe MH(DOPMAITMOHHBIC TEXHOJIOTHH.
DT MephI MPU3BaHBI 00€CTICYUTH:

— KOH(UJICHIINATHHOCTh uHopMaru (3amuTa oT
HECaHKITMOHUPOBAHHOTO 03HAKOMJICHHS );

— TEJIOCTHOCTh WH(poOpMaIuu (aKTyaJlbHOCTh W HENPOTHBOPECUYUBOCTH
uHpopMaruu, ee 3alUIIEHHOCTh OT paspyuieHus U
HECaHKITMOHUPOBAHHOTO U3MCHECHHS);

— JOCTYITHOCTh HWH(OpMaIu (BO3MOKHOCTh 3a TPUEMIIEMOE BpeMs

MOJIyYUTh TPEOyeMyt0 HH(POPMAIIMOHHYIO YCIIYTY).

Craguu co3ganust C3I1/IH BKIIFOYAIOT:

— TpEeANpPOEKTHAS CTaJusl, BKIIOYAIONIAs IPEANPOCKTHOE 00CIeIOBaHUE
NCII[H, pa3paboTKy TEXHUYECKOro (4aCTHOTO TEXHUYECKOTO)
3a/1aHUs HA €€ CO3/IaHMUE;

— CTajusl MPOEKTUPOBAHUs (pa3pabOTKU MPOEKTOB) M pealln3alliu Mep
samuTel C3I1/1H;

— cragua BBojga B gedcrBue C3II/[IH, BKIIOUYANONIAs OMNBITHYIO
AKCIUTYaTalMi0 MU NPHUEMO-CAATOYHBIE HCIBITAHUS CPEACTB 3ALUTHI
uHpopmanuu, a Takxke oueHky coorBercTBusi C3IIJIH TpeboBanusIM

6e30macHOCTH UHPOPMAIIUH.

OpraHu3aliOHHBIE MEpBl MPEAYCMATPUBAIOT CO3JaHUE W TOJJCPKAHUE
npaBoBoil 0a3el Oe3omacHoctu [I/[H m paspaborky (BBeAeHHUE B JEHCTBUE)
npeaycMoTpeHHblx  [lonmutukoit  uH@opmarmonHoit Oe3onmacHoctu  UCII/H
CJIEIYIOIINX OPTraHU3alMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB:

— Ilman wmeponpustuii 1o oOecrnedeHuto 3amutel [[JIH 1pu wux

o6padotke B UCII/IH;
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— [Ilnan meponpusTHii Mo KOHTPOJO obOecreueHus 3amuThl [1/]H;

— Ilopsimok pe3epBUpOBaHUS UM BOCCTAHOBJICHHUS PabOTOCIIOCOOHOCTH
TC n I10O, 6a3 nanneix u C3U;

— JomxHocTHas wuHCTpyKuus aamunuctparopa HWCII[AH B 4actu
obecneuenus 6ezomacuoctu [1/1n npu ux obpadotke B UCII/IH;

— JlomxHOCTHAs MHCTPYKIUS aqMuHKUCTpaTtopa 6ezonacHoctu MCIT/IH;

— JlomxHocTHass wuwHCTpykuust nons3oBarenss UWCIIJJn B yactu
obecrnieuenus 6ezonacHoctu [1JIn mpu ux oopadotke B UCII/IH;

— HMHcTpykuus Ha ciiyyail BOSHUKHOBEHHUS BHEIITATHON CUTYyalluu;

— HHcTpykius no pazMenieHuno, 000py1I0BaHUIO U OXpaHE MOMELEHUH,
IZIe XpaHATCS MEPCOHAIBHBIC JaHHBIE, 10 XPAHEHUIO NEPCOHAIBHBIX
JAHHBIX Ha OyMa)KHBIX HOCHUTENSX U MOPSAKY pabOThl UCTIOTHUTENEH

C NICPpCOHAJIBHBIMN JAHHBIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaI_[I/II/I.

TexHuueckre MephI 3alIUThl PEATU3YIOTCS IIPU IIOMOIIU COOTBETCTBYIOLINX
MPOrPAMMHO-TEXHUYECKUX CPEJACTB U METOJIOB 3aILIUTHI.
[lepeueHb HEOOXOAUMBIX MEp 3alIUThl UHGPOPMAIMK OMNPEAENIeTCS IO

pesyibraram BHyTpeHHeH npoBepku Oe3zonacHoctr MCITIH MBOY OTtpamoBckas
COLL.
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2 3agauu C3I11n

OcHoBHoi nenpto C3I1/IH sBisieTcss MUHUMU3AIMA yiepoa oT BO3MOXKHOU

peanuzaiuu yrpo3 6ezomacHoctu [1/1H.

Jlns pmocTuKeHHMsT OCHOBHOM Ienau cucrtema OesomacHoctd [I/[H momkHa

obecrieunBath 3(HPEKTUBHOE PEIICHHUE CIASAYIOMINX 3a/1a4:

— 3alUTy OT BMelaTenbcTBa B mponece ¢pyHkuuonuporanus UCIIIn

OCTOPOHHUX JIHUI (BO3MOXKHOCTh Hcnonb3oBanus MCII/IH u goctyn
K €€ pecypcaM JODKHBI HMMETh TOJIBKO 3aperuCTPUPOBAHHBIC
YCTaHOBJIEHHBIM MOPSIIKOM MOJIb30BATENN);
pasrpaHu4eHre JO0CTyla 3aperuCTPUPOBAHHBIX IIOJIb30BaTENed K
anmnapaTHbIM, IPOrpaMMHBIM U HH(popManmoHHbiM pecypcam UCTT/
(BO3MOXKHOCTh JIOCTyIa TOJIBKO K TEM pecypcaM M BBINOJHEHUS
TOJILKO TE€X OIEepaluii ¢ HUMH, KOTOpble HEOOXOIUMbl KOHKPETHBIM
nonb3oBatesiM  MCIIJIH 11t BBIMOJHEHUST CBOUX — CIIyKEOHBIX
00513aHHOCTEH ), TO €CTh 3aIUTY OT HECAHKIIMOHUPOBAHHOT'O AOCTYTIA:

a) k uHpopmaruu, upkynupyromieit B UCII/IH;

0) cpencrBam BeruucauTenbHON TexHuku UCITH;

B) ammapaTHbIM, IPOrPaMMHBIM U KPUITOrpadhUuyECKUM

cpeacTBaM 3aluThl, ncnoib3yembiM B UCIIIH;

— PpErucTpauur0 JCHCTBHM  IOJIb30BAaTE€JEH MPU  KCIIOJb30BAHUU

samumiaemMbix  pecypcoB HMCII/JIH B CHUCTEMHBIX JKypHalIax H
MEPUOANYECKUN KOHTPOJIb KOPPEKTHOCTH JEWCTBUM IOJIB30BATENIEH
CUCTEMBI IIyTEM aHaJIN3a COACPKUMOTO ITUX KYPHAJIOB;

KOHTPOJIb  LEJOCTHOCTU  (oOecrieyeHue HEU3MEHHOCTH) Cpelbl
UCIIOJIHEHHUSI IPOTPAMM U €€ BOCCTAHOBJICHHE B Clly4yae HapyIICHHUS,;
3alIUTY OT HECAHKUHOHUPOBAHHOW MoOAU(UKAIMKM U KOHTPOJIb

uenoctHoctu ucnoib3dyembix B MCIIJIH mporpaMMHBIX CpEACTB, a
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TAKXK€ 3alIUTy CHUCTEMbl OT BHEIPEHHS HECAHKIMOHUPOBAHHBIX
porpamm;

3anuTy [1/IH OT yTeuku mo TeXHHYeCKUM KaHajiaM Mmpu ee o0padoTke,
XPAaHEHUH U Mepeaye o KaHajlaM CBSI3H;

amuty [IJIH, XpaHumoi, oOpabGarbiBacMOll M TiepeaaBaeMOM 110
KaHalaM CBSI3H, OT HECAHKIMOHUPOBAHHOTO pAa3rJall€HUus WIH
UCKa)XEHUS,

oOecrieyeHue KUBYUYECTH KPUNTOTPAPUUECKUX CPEACTB 3aIlUTHI
uHGOpMAIUHU TPU KOMIIPOMETAIIMU YaCTH KITFOYEBON CHCTEMBI;
CBOEBPEMEHHOE BBISBJIEHUE MCTOYHHUKOB yrpo3 Oe3zomacHoct I1/1H,
NPpUYMH M YCJIOBHM, CIIOCOOCTBYIOIIMX HAHECEHHIO yuiepOa
cyowekram I1JIH, co3manre MexaHu3Ma ONEepPaTUBHOIO pearupOBaHUS
Ha yrpo3sl 6e3onacHocTy [1J[H 1 HeraTUBHBIE TEHICHIINH;

CO3/IaHUE YCIIOBUHM JUIsI MUHUMM3ALMU U JIOKAIU3ALUA HAHOCHUMOTO
yiiep6a HeMpaBOMEPHBIMU ACHCTBUAMU (GU3UUECKUX U FOPUTUUECKUX
Ju1, OocnabJieHne HETaTUBHOTO BJIMSHUS W JIMKBUJAIMS TTOCIIEACTBUI
HapymieHus: 6e3omacHocTu [1]1H;

000OpyZI0OBaHUE M OXpaHa MOMELICHUMW, T/I€ XPAHITCS MEPCOHAIbHBIE
JIaHHBIE;

COOJIIOJICHNE TIOpSAJKA XPaHEHUS] TEPCOHANBHBIX JaHHBIX Ha
OyMaKHBIX HOCUTEJISX;

coOJIIOICHUE TOpSKAa XpaHEHUsS KJIOUed OT TMOMENICHUN rie
xpanstes [1JIH Ha OyMaKHBIX HOCUTEISX;

coOmoieHne MopsAaka paboThl HCHOJHUTENEH C MNEpCOHATIbHBIMU

JaHHBIMHU Ha 6YMEDKHBIX HOCHUTCIIAX HH(bOpMaHHH.
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3 O0BeKTHI 3aIHUTHI

Ilepeyenb HHGPOPMAUOHHBIX CHCTEM

B MBOY Ortpanorckas COILl mpousBoautcss o0paboTka MEepCOHATBHBIX

JaHHBIX B HH(i)OpMaHHOHHOfI CHCTCMC O6pa6OTKI/I IICPCOHAJIBHBIX TAdHHBIX

(UCI1/In).

[lepeuenr WCII[IH ompenenserca B mpolecce padOThl KOMHUCCHHU, IIO

uTOoraM paboT KOTOpo# coctapisiercs akT kinaccupuxanuu UCIT/IH.

IlepeyeHb 00bEKTOB 3aAUTHI

OObeKkTaMu 3allIUThI ABJISAIOTCS — HHPopManus, oopadateiBaemas B MCII/IH,

U TEXHUYECKHE CpeicTBa €€ 00padoTku u 3amuThl. CHOUCOK MEePCOHATBHBIX

JAaHHBIX, IIOMJICKAINHUC 3alIUTC, OIIPCACIICH B Hepequ IICPCOHAJIBHBIX JdaHHBIX,

noanexanux 3amure B MCII/I.

OOBEKTHI 3allIUThI BKJIFO4YArOT:

l.

AN

OoOpabateiBaeMast HH(pOpMaLHSL.

TexHonmornueckass HHGOpMAIHs.

[IporpamMmMHO-TEXHUYECKUE CPEACTBA OOPAOOTKH.

Cpenctsa 3amuts [T/1H.

Kanainer nadopMaimoHHOro 0OMeHa U TeICKOMMYHUKAIIHH.

OOBEeKTH M TIOMEIICHUS, B KOTOPHIX pa3MEIIeHbl KOMIIOHEHTHI

WUCTITn.
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4 Knaccupurkanus nogan3oBareneid UCIIIn

ITonb3oBaTeaeM NCIIIu SIBJISICTCSI JIMIIO, YUYacCTBYIOLLEE B
GYyHKIMOHUPOBAHUM WH(OPMAITMOHHONW CHUCTEMBI TEPCOHAIBHBIX JTaHHBIX WIH
UCIoNIb3ytoliee pe3ysbrathl ee (pyHkiuonupoBanud. I[lomszoBarenem MCII/Ix
apisierca a000i corpyaHuk MBOY Ortpanosckas COIll, umeronuii AoCcTynm K
UCIIIH u ee pecypcaMm B COOTBETCTBUU C YCTAHOBJICHHBIM TMOPSIKOM, B
COOTBETCTBHHU C €r0 (PYHKIIMOHAIBHBIMU 00SI3aHHOCTSIMHU.

[TonpzoBatenu UCII/IH nensaTcs Ha TpU OCHOBHBIE KATETOPHUU:

AIMUHUCTPATOP HHOOPMAITMOHHON 0€30ITACHOCTH.

Corpynaunku MBOY Otpanosckas COILLL, koTopbie 3aHMMAIOTCS HACTPOMKOM,
BHEJIPEHHEM U COINPOBOXJICHHEM cHUCTeM Oe3omnacHoctu. Aamunuctparop Wb

obJ1aaeT CIeayoIiM YPOBHEM JIOCTYTIA:

oOnajaeT MOJHOM WHGPOPMAIMEH O CHUCTEMHOM U MPUKIATHOM

nporpammHom obecneuenun UCII/H;

— obOnamaer mnonHOM wuHGOpPMAME O TEXHUYECKUX CPEACTBAX H
koHpurypamuu UCII/H;

— WMeeT JOCTyll KO BCEM TEXHHUYECKHUM CPEJCTBaM O00pabOTKH
uHdopmanmu u gaaasiM UCITH;

— He o0jagaeT mpaBaMu KOH(DUTYpPUPOBAHHUS W AJMUHUCTPATUBHOU

HacTporku TexHnueckux cpeacts MCII/IH.

A avuauctpatrop UCI/H.

CoTpyIHUKH MBOY Ortpanosckas COIIl, koTOpble 3aHUMAIOTCS
COMPOBOKICHUEM TPOTPAMMHOTO 00ECIICUCHHUS.
Anmmunuctpatop UCIIJIH o6mamaer ciaeayomuyM ypoBHEM JIOCTYTIA:
— obnamaet mHpopMalmelr 00 anropuTMax U MporpaMmax 0OpabOTKH
unpopmanuu Ha UCIT/IH;
— o001asaeT BO3MOXXHOCTSIMU BHECEHHSI OLIMOOK, HEICKIapUPOBAHHBIX

BO3MO>KHOCTEM, MPOTPAaMMHBIX 3aKJIaJIOK, BPEJOHOCHBIX MPOrPaMM B
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nporpammHoe obecneuenue MCIIJIlH Ha cragum ee pa3pabOTKH,
BHEJIPEHUS U COMPOBOXKJICHHUS;

— MOXET pacmoyiaraTb JIOOBIMH (parMeHTamMu HH(OpManud O
tononoruu UCII/IH u TeXxHUYEeCKuX cpencTBax 0OpabOTKU U 3alllUThI
I1/11, oopadateiBaembix B UCIT/IH;

— oOnamaer mpaBaMH KOH(PHUTYpUPOBAaHHSA H  aJIMHUHUCTPATUBHOM
HacTpoilku TexHuueckux cpeacts UCII/IH.

Omneparop UCIT/H.

Cotpynnuku nogpazaeneauii MBOY Otpagosckas COL yuacTByromux B
nporecce skcryatanuu WCII[H. Omneparop MCII[IH oGnanmaer ciegyronmm
YPOBHEM JIOCTYTIA:

— o00yiagaeT BceMU HEOOXOAMMBIMH aTpuOyTaMu (HarpuMep, MapoyieM),
00€eCcreynBaOIMMU IOCTYN K HEKOTOpOMY noAaMHokecTBY [1/1H;
— pacnosnaraeT KOH(QUICHIMAIbHBIMU JaHHBIMH, K KOTOPBIM HMEET

JOCTYII.
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5 OcHOBHBIC IPUHIMIIBI IOCTPOEHHUSI CUCTEMbI KOMILICKCHOM 3a1IIUThI
HH(popMALUHU

[Toctpoenue cucteMbl obecneueHus: Oe3onacHoctu [1[ln UCIT[H MBOY
OtpamoBckass COIIl u ee ¢QyHKIMOHMpPOBAHWE MOJDKHBI OCYIIECTBISITHCS B
COOTBETCTBHUHM CO CJICAYIOIIUMHU OCHOBHBIMHU MPUHIATIAMU:

— 3aKOHHOCTb;

— CHUCTEMHOCTb;

— KOMIUIEKCHOCTB;

— HENPEPBIBHOCTH;

— CBOEBPEMEHHOCTH;

— MPEEMCTBEHHOCTb U HENPEPHIBHOCTH COBEPILICHCTBOBAHUS;
— MEepPCOHAJIbHAsA OTBETCTBEHHOCTB;

— MHUHUMH3ALHUS TOJTHOMOYH;

— B3aUMOJICVICTBHUE U COTPYAHUYECTBO;

— TUOKOCTh CUCTEMBI 3aIlIUTHI;

— OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIUTHI;

— MOPOCTOTAa MIPUMEHEHHUSI CPEACTB 3ALLNTHI,

— Hay4Hasi 000CHOBAaHHOCTb U TEXHUYECKAsl PeaIn3yeMOCTh;
— chernuanu3amnus u npodecCUOHaINU3M;

— 00s13aTeIbHOCTh KOHTPOJISL.

3aKOHHOCTH
[Ipenmonaraer OCyIIECTBICHHUE 3alIMTHBIX MEPONPHUATHNH U pa3pabdOTKy

C3IIx MBOY Orpanosckas COIIl B coOTBETCTBHUM € JEUCTBYIOIIUM
3aKOHOJIATEIHCTBOM B oOsiacTv 3anuThl [1/lH U Apyrux HOPMATHUBHBIX aKTOB TIO
6e3omacHoCTH MH(POPMAIIUHU, YTBEPKIECHHBIX OPTaHaMH TOCYJapPCTBEHHOM BJIACTH

M YIIPABJICHUA B IIpCACIaxX MX KOMIICTCHIINH.
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[Tonp3oBaTtenmn u obcmyxuBatomuii nepconan [IJlu UCII[lm MBOY
OtpanoBckass COI gomkHbl OBITH OCBEAOMJICHBI O TMOpAAKE padOTHl C
3amuinaeMor uHbopmalen u 00 OTBETCTBEHHOCTH 3a HapyILICHHUE IOpsAKa
3ammThl 11/1H.

CucreMHOCTD
Cucremnsiii noaxon k nocrpoenuto C3IIJn MBOY Ortpanosckas COIII

NpEeAnoyiaraeT  y4eT BCEX  B3aMMOCBSA3AHHBIX, B3aUMOJACHCTBYIOIIMX U
U3MEHSIOIMXCSI BO BPEMEHHM AJIEMEHTOB, YCIOBHM U (DaKTOPOB, CYIIECTBEHHO
3HAYMMBIX JUISl IOHUMAHUSA W peuieHusl mpodiieMbl oOecriedeHus: 0e30MacHOCTH
ITIn UCITIn MBOY Otpanosckas COIILL.

[Tpu co3maHuMM cHCTEMBI 3allUTHl JOJDKHBI YUUTHIBATBCS BCE cladble U
HamOoJiee ys3BUMbIE MecTa cucteMbl o0Opabotku II/[H, a Takke xapakrep,
BO3MO>KHbIE OOBEKTHI U HAIIPABJICHUS aTaK HA CUCTEMY CO CTOPOHBI HApyIIUTENEH
(oco0eHHO BBICOKOKBAJIM(PUIIMPOBAHHBIX 3JI0YMBIIUIEHHUKOB), Iy TH
POHUKHOBEHUs1 B pacnpeneneHHbie cuctembl 1 HCJl k unpopmanmu. Cucrema
3aIUMTHl JIOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX H3BECTHBIX KaHAJIOB
nponukHoBeHus: 1 HCJI k uHpopMannu, HO ¥ ¢ y4€TOM BO3MOKHOCTH MOSIBJICHUS
IPUHLKIINATBHO HOBBIX IyTeH peann3anuu yrpo3 0€30nacHOCTH.

KoMmiekcHocTh
KomrnekcHoe MCnonb30BaHUE METOJIOB M CPEACTB 3alIUTHI MPEAIOIaractT

COTJIACOBAHHOE MPUMEHEHUE PAa3HOPOIHBIX CPEACTB MPHU MOCTPOCHHUH LIEIOCTHOMN
CHUCTEMbI 3alllMThI, MEPEKPHIBAIOIICH BCE CYIICCTBEHHbIC (3HAUMMBbIC) KaHAJIbI
peanu3anuy yrpo3 U He coJiepkKaliei ciaabblX MECT Ha CThIKaxX OT/ACNbHBIX €e
KOMIIOHEHTOB.

3ammTa 10HKHA CTPOUTHCS SIISTOHUPOBAHO. /(1 KaK10ro KaHamsa yTeuku
uHDoOpMaAIUU W IS KaXJIOM yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh
HECKOJIBKO 3aIIUTHBIX pyOekei. Co3aHue 3alIUTHRIX pyOekKel OCYIIEeCTBISETCS C

Y4€TOM TOTO, YTOOBI A1 UX IIPCOMOJICHUA IMOTCHUWAJIbHOMY 3JIOYMBIIIJICHHUKY
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TpeOoBamMCh Mpo(eccuOHANbHBIE HABBIKM B HECKOJIBKHX HEB3aMMOCBS3aHHBIX
00acTsXx.

Buemnss 3ammra AomkKHa oOecreunBaThCs (PU3MUECKHUMH  CPEACTBAMM,
OpPraHMU3alMOHHBIMU U TPaBOBbIMH Mepamu. OgHUM H3 Hanboliee YKpPEIJICHHBIX
pyOesxeli mpu3BaHbl ObITH CPEJICTBA KPUNTOTPAPUUECKOM 3alTUThI, pEaTU30BaHHBIC
Cc wucnoyib3oBanuem TtexHoinoruu VPN. IlpukmagHol ypoOBEHb  3alllUTHI,
YUUTHIBAIONINI OCOOCHHOCTH TMPEAMETHON 005acTH, MpEACTaBIseT BHYTPEHHMIA
pyOeX 3aIUTHI.

HenpepsiBHOCTB 3amuThl 1111
3ammra [I/lH — He pa30BOe MEPONPHUITHE U HE MPOCTasi COBOKYMHOCTH

IIPOBEJAEHHBIX MEPOIIPUATUNA U YCTAaHOBJICHHBIX CPEICTB 3allUThI, 4 HEIPEPBIBHBIN
L[EJICHAIIPABJICHHBIM IPOLECC, NPEANOJIAralONi MPUHITHE COOTBETCTBYIOIINX
Mep Ha Bcex dTtamnax xu3HeHHoro uukia UCITIH.

NCIIIH 1omKHBI HAXOAUTHCS B 3AlIUILICHHOM COCTOSIHUM HA MPOTSKEHUU
BCEr0 BpPEMEHU HUX (YHKIIMOHMPOBaHUA. B COOTBETCTBUM € 3TUM MPUHLUIIOM
JOJDKHBI NPUHUMAThbCs Mepbl 1o  HepomymeHutro nepexoxa HMCII[IH B
HE3AUIIEHHOE COCTOSHUE.

BonbmMHCTBY  (U3MUECKUX M TEXHUYECKUX CPEICTB 3allUThl  JUIf
3G ()EKTUBHOTO  BBIMOJHEHUS CBOMX (YHKIMI  HEOOXOJAMMa  IMMOCTOSHHAsS
TEXHAYECKas 17} OpraHU3alOHHAs (amIMHHHCTpPATUBHAS ) MO AEPIKKA
(cBOEBpeMEeHHasi cMeHa M 00ecleyeHre MPaBUIBHOTO XPAaHEHUS W MPUMEHEHMS
MMEH, MapoJied, KIYed MHUPpOBaHMs, NEPEOIpeaesIeHUe MOJTHOMOYMNA U T.I1.).
[lepeppiBBl B paboTe CpeACTB  3alIMThl MOTYT OBITh  HCIOJIB30BAHbI
3JIOyMBILUICHHUKAMU I aHaJIu3a IPUMEHSEMBIX METOJLOB U CPEACTB 3AlLMTHI,
JUIS BHEAPEHUS CIIEHUAIIBHBIX IPOIPAMMHBIX U alnapaTHbIX "'3aKJIal0K" U IPyTHUX
CPEACTB  IIPEOJOJICHHS  CUCTEMBl  3allMThl  II0CJI€  BOCCTAHOBIICHUS €€
(GyHKIMOHUPOBAHMUS.

CBOEBpEMEHHOCTH
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[Ipeamonaraer ynpexmaroniuil XxapakTep Mep oOecredeHus 0e30MacHOCTH
[1/IH, TO ecTh MOCTAaHOBKY 3aj1au 1o komiuiekcHoi 3amure UCII/IH u peanuzaiuio
Mep obecnieuenus Oe3onacHoctu [1J[H Ha pannux craausx pazpadotku UCIIIH B
IIE€JIOM U €€ CUCTEMBI 3aIUThI MH()OPMAIUH, B 9aCTHOCTH.

Pa3paboTka cucTteMbl 3alIUThI TOJKHA BECTUCH MApaJuIeNIbHO C pa3paboTKOM
U Pa3BUTHEM CAMOW 3alllMIaeMON CHUCTEMBbI. DTO MO3BOJHUT y4ecTh TPEOOBaHUS
0€30MacCHOCTH MPU MPOCKTUPOBAHUM APXUTEKTYpPHI U, B KOHEUHOM CYETE, CO3/aTh
oonee H(ddexkTuBHBIC (KaK IO 3aTpaTaM peCcypcoB, TaK M IO CTOMKOCTH)
3alIUIIECHHBIE CUCTEMBI.

HpeeMCTBeHHOCTL H COBEPIICHCTBOBAHUE
HpennonararoT IMOCTOAHHOC COBCPHICHCTBOBAHHC MCP M CPCACTB 3alllUTHI

MH(pOpMaIIMM HA OCHOBE MPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX U TEXHHUYECKUX
peleHuii, KajpoBOTro cocraBa, aHanu3a ¢yHkuuonupoBanus WCII[IH u ee
CHUCTEMBI 3allMTHl C YYETOM H3MEHEHHM B METOJIAX M CPEICTBax IEepexBaTa
uHpopMaliu, HOPMATHUBHBIX TpeOOBaHMM MO  3alIUTe, JAOCTUTHYTOTO
OTEUECTBEHHOT'O U 3apyOEKHOT0 OMBITA B 3TOM 001IaCTH.

IlepcoHaibHAs OTBETCTBEHHOCTDH
[Ipeamonaraer  BO3JIOKEHHUE  OTBETCTBEHHOCTH  3a  oOecIeueHue

oe3zonacHoctu II/IlH m cuctembl ux 0OpabOTKM Ha KaXAOro COTPYJHUKA B
npeenax ero MoJHOMOYMNA. B COOTBETCTBUM C STUM MPUHITUIIOM pacrpeiesieHue
mpaB U O0sS3aHHOCTEW COTPYAHUKOB CTPOUTCA TaKMM 00pa3oMm, 4yTOOBI B Cilydae
Jr000T0 HapyIIeHWsT Kpyr BUHOBHHKOB OBIT YETKO HM3BECTEH WM CBEACH K
MUHUMYMY.

IpuHUIMI MUHAMHU3AIMHA TIOJTHOMOYHUM
O3HavaeT MpeaoCTaBICHUE MOJIb30BATEISIM MUHUMAJIBHBIX MpaB JIOCTyIa B

COOTBETCTBHH C IIPOU3BOICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE ITPHHIIMIIA «BCE,

4TO HE Pa3pClIICHO, 3aIIpCIICHO).
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Hoctyn x IIJIH nomkeH mpegocTaBisThCS TOJBKO B TOM cliydae U 00beMme,
€CIM ATO HEOOXOAUMO COTPYIHMKY JUIsl BBIIIOJTHEHUS €ro JOJKHOCTHBIX

00513aHHOCTEN.

B3aumoaencreue U COTPYAHUYECTBO
[Ipennonaraer co3mgaHue OJIAronmpusATHOM aTMoc(epbl B KOJIJICKTHBAX

nonpaszaenenuii, obecneunBammux aesarenbHocte UCITIIn MBOY OtpanoBckas
COIIl, i CHWKEHHS BEpPOSTHOCTH BO3HUKHOBEHUS HETATUBHBIX JEUCTBUM
CBSI3aHHBIX C YEJIOBEYECKUM (PAKTOPOM.

B Takoil 00cTaHOBKE COTPYAHMKH JOJDKHBI OCO3HAHHO COOIIOAATH
YCTAaHOBJICHHbIE IPaBWJIa W  OKa3blBaTb COJEHCTBHE B  JCATEIBHOCTU
NO/Ipa3/ieIeHUN TEXHUYECKOW 3allUThl HHPOPMALIMH.

I'moxocTh cucremsbl 3amuThl I1IH
[IpuHsaThie MeEphl M YCTAHOBJICHHBIC CpEJCTBA 3alllUThl, OCOOEHHO B

HavyaJbHbIN MEPUOJ] UX IKCIUTyaTallMu, MOTYT 00€CIeunBaTh KaK Ype3MEPHBIN, TaK
W HEJAOCTAaTOYHBIA ypOBEHb 3amuThl. i oOecnedeHHs BO3MOKHOCTHU
BapbUPOBAHUSI YPOBHEM 3alllMIIEHHOCTU, CPEJCTBA 3AIIMUTHl JTOHKHBI 00JagaTh
onpeesIeHHOW THOKOCThI0. OCOOCHHO BaKHBIM 3TO CBOMCTBO SBJSETCS B TEX
ClydyasiXx, KOTJla YCTAHOBKY CpEJCTB 3alluThl HEOOXOJMMO OCYIIECTBISATH Ha
paboTalollyr0  CHUCTeMy, HE  Hapymas mpolecca €€  HOPMaJbHOIo
GyHKIIMOHUPOBAHUS.

OTKprTOCTL AJITOPUTMOB 1 MEXaHU3MOB 3allIMThI
CYTI) IIpUHOUIIA OTKPBITOCTHU AJITOPUTMOB U MCXAaHU3MOB 3alllUTBI COCTOUT B

TOM, 4YTO 3alllUTa HE JOJDKHA OOECIeuMBaTHhCS TOJBKO 3a CYET CEKPETHOCTU
CTPYKTYPHOM OpTraHW3allid M aJIrOPUTMOB (YHKIIMOHUPOBAHUS €€ TIOJICHCTEM.
3HaHWE aITOPUTMOB PaOOTHl CHCTEMBI 3aIUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTHU
ee npeoaoJieHus (Haxxe aBropam). OgHaKo, 3TO HE O3Ha4YaeT, YTo MHPopMalus o
KOHKPETHOM CHUCTEME 3alIUTHI TOJDKHA OBITH OOIIEIOCTYITHA.

IIpocToTa NnpuMeHeHMsI CPEACTB 3aIUUThI
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MexaHu3MBbl 3allUThl JTOJKHBI ObITh MHTYUTHUBHO MOHSATHBI U TMPOCTHI B
UCIONIb30BaHuU. [IpuMeHeHne CpencTB 3amuThl HE JOJHKHO OBITH CBSI3aHO CO
3HAHMEM CHEIUAIbHBIX $3bIKOB WJIM C BBIMOJHEHUEM JEHCTBUN, TPEOYIOIMIUX
3HAUWUTEIBHBIX  JOTMOJHUTENBHBIX  TPyJOo3aTpaT TMpu  OObIYHOW  paboTe
3apEruCTPUPOBAHHBIX YCTAHOBIICHHBIM MOPSIAKOM TOJb30BaTeNel, a TakKkKe He
JIOJKHO TPeOOBATh OT IMOJIb30BATENS BBHIOJIHEHUS] PYTHHHBIX MAJIOMOHSATHBIX €My
onepaiuii (BBOJ HECKOJIBKUX MapoJie U UMEH U T.J1.).

JlolkHA JTOCTUTAThCsl aBTOMATH3AlMsl MAaKCUMAJbHOTO 4YHUCa JeHCTBUMN

nonb3oBarene u agmuuauctparopos UCII/IH.

Hay4Hasi 000CHOBAHHOCTH M TEXHHYECKASl PeaIn3yeMOCTh
NudopmalimoHHble TEXHOJIOTHMU, TEXHUYECKHE U MPOrPAMMHBIE CPEJCTBA,

CpelcTBa M MeEpbl 3allUThl MHGOPMAIMK JODKHBI OBITh peaJTu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHSI HAYKH U TEXHUKHU, HAYYHO OOOCHOBAHBI C TOYKHU
3pEeHHs] JOCTHKEHUS 3aJaHHOTO YPOBHS OE€30MaCHOCTH MH(OpPMAlMKU U JOJKHBI
COOTBETCTBOBATh YCTAHOBIIEHHBIM HOpPMaM W TpeOOBaHUSM IO O€30MaCHOCTU
IT/1n.

C3I1dn momkHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BO3MOXKHBIC PUCKH IS
KOTOPBIX M MEphl MNPOTUBOJCUCTBUSI ATUM pHUCKaAM MPOUUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTUUECKYIO MMPOBEPKY.

Crnenuaan3anus 1 npodeccuoHaIn3M
[Ipenmonaraer mpuBiIeYeHHE K pPa3pabOTKE CPEACTB U pean3alfd Mep

3amMTel  MHpOpMANMU  CHENUAIU3UPOBAHHBIX  OpraHu3amuii,  HauOolee
MOJATOTOBJICHHBIX K KOHKPETHOMY BHJIY JACSTEIBHOCTH 10 00ECIICUEHHUIO
oe3onacHoctu [1/IH, UMEOMUX ONBIT MPAKTUYECKOW PabOThl U FOCYJapPCTBEHHYIO
JUIEH3WI0 Ha TPaBO OKa3aHWs YyCIyr B O3TOM oOmactu. Peanmsanus
aIMUHUCTPATUBHBIX MEp M  JKCIUTyaTtalus CpPEeACTB  3alUTHl  JIOJKHA
OCYIIECTBIISTHCSA MPO(PECCHOHATEHO TOATOTOBIEHHBIMH crienraiuctamu MbOY

OTtpanosckas COILI.
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00513aTEILHOCTH KOHTPOJIA
[Ipenmonaraer 0053aTe€IBLHOCT M  CBOEBPEMEHHOCTH  BBIBICHUS U

IPECEUEHUs] TOMNBITOK HApyLICHUs YCTAaHOBJIEHHBIX NpaBUJ OOecHedeHus
oe3zonacHoctu IIJ[H Ha OCHOBE HCHOJB3YEMBIX CHCTEM M CPEACTB 3aILUTHI
uHpOpMallMl TPU COBEPIICHCTBOBAHUM KPUTEPUEB U METOJOB  OLICHKHU
3¢ (HEKTUBHOCTH 3TUX CUCTEM U CPECTB.

KoHTposnb 3a 1eATelbHOCTBIO 0000 MOJb30BATENs, KaXJI0T0 CpeacTBa
3alUTHl U1 B OTHOILIEHUU JIFOOOTO OOBEKTA 3alUTHl JTOJKEH OCYIIECTBIATHCS Ha
OCHOBE NMPUMEHEHHUS CPEJCTB ONEPATUBHOTO KOHTPOJS U PETUCTPALUU U JOJDKEH
OXBAaTbIBaTh KaK HECAHKI[MOHMPOBAHHBIE, TAaK U CAHKLIMOHUPOBAHHBIC JIEHCTBHUS

OJIL30BaTEJIEH.
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6 Mepbl, MeTOABI U CpeAcTBa obecneuyeHusi TpedyeMoro ypoBHsi
3aIMIIEHHOCTH

ObecrnieueHne TpedyeMOro ypoBHsI 3alUILEHHOCTH JOJKHOCTH JOCTUTAThCA
C HCIIOJb30BaHMEM Mep, METOJOB M CpelIcTB Oe3zomacHOcTH. Bce Mepbl
obecneuenus 6e3zonacuocty MCII/IH nonpazaensatorces Ha:
— 3aKOHOJaTeJbHbIE (IPaBOBBIE);
— MOpaJbHO-3TUYECKUE;
— OpraHu3alloOHHbIE (aIMUHUCTPATUBHBIC);
— (usnyeckue;

— TEeXHMYECKHUE (armapaTHble U MPOTPAMMHBIE).

3akoHoaaTeIbHBbIE (IPAaBOBbIE) MEPHI 3AIUTHI
K npaBoBbIM MepaM 3alluThl OTHOCATCS JCHCTBYIOIIME B CTpPaHE 3aKOHHBI,

yKa3bl 1 HOPMAaTUBHBIE aKThl, perilaMEHTUpYIoLe mpaBmwia oopamenus ¢ [1(H,
3aKpEIIAIONINE TIpaBa U 00SI3aHHOCTH YYaCTHUKOB MH()OPMAIIMOHHBIX OTHOUIEHUH
B Ipolecce ee oOpabOTKM M HCHOJIb30BaHMUs, a TakKe YCTaHABIIMBAIOILUE
OTBETCTBEHHOCTh 32 HApYILIEHUs JSTUX MPaBWI, IPENATCTBYS TEM CaMbIM
HEMpaBOMEPHOMY  Hcnodb3oBaHuio [IJ[H W  sBisiomuecs CAEpKUBAIOLIUM
(akTOpoM N1l HOTEHIIUAIbHBIX HApPYLIUTENCH.

[IpaBoBblE ~ Mephl  3alUTBI HOCAT B  OCHOBHOM  YHPEXKIAIOLIUH,
NPOPUIAKTUYECKUI XapaKTep U TPeOYIOT MOCTOSIHHOW Pa3bsICHUTEIBHON pabOThI €
M0JIb30BATEISIMU U 00CTYKHUBAIOIIUM TIEPCOHAIOM CUCTEMBI.

MopanbHO-3THYECKHE MepPbI 3AIUThI
K MopanpHO-3THUECKMM MepaM OTHOCSITCS HOPMBI TIOBEACHHMS, KOTOPBIE

TPAAUILIMOHHO CJIOKUIIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacupoctpanenus OBM B
CTpaHe WM OOImecTBe. OTH HOPMBI OOJbIIEH YacThlO HE SBISIOTCSA
00s3aTENIPHBIMUA, KAaK 3aKOHOJATEIHHO YTBEP)KICHHbIE HOPMATHUBHBIC aKTHI,
OJIHaKO, WX HECOOJIIOJIEHHE BEAET OOBIYHO K MaJICHUIO aBTOPUTETa, MPECTHkKa

YEJIOBEKa, TPYMIBI JUI] WA OpraHu3aiuu. MopaibHO-3TUYECKUE HOPMBI OBIBAIOT
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KaK HemucaHble (Hampumep, oO1Ienpru3HaHHbIe HOPMbl YECTHOCTH, MTAaTPUOTU3MA U
T.I.), TAaK ¥ MHCaHbIEC, TO €CTh 0OPMIICHHBIE B HEKOTOPBIA CBOJ (YCTaB) MpaBUl
WM TIPEIITMCaHUN.

MopanbHO-3THYECKHE MEPHlI 3aIIUTHl SBISIFOTCA MPOPUIAKTUYESCKUMHA U
TpeOYIOT MOCTOSTHHOM pabOTHI MO CO3/IaHUIO 3J0POBOTO MOPAIBHOTO KiIUMaTa B
KOJUIEKTUBAX TMojpasjiesieHnid. MopallbHO-ITUUECKUE MEphl 3alllUThl CHUXKAIOT

BCPOATHOCTL BOSHUKHOBCHUS HCTATUBHBIX I[GﬁCTBHfI CBA3aHHBIX C YCJIIOBCUYCCKHUM

(hakTopOM.
Opranu3annoHHble (AAMHUHHCTPATHBHBIE) MEPbI 3aAIUTHI
OpraHuzaioHHble (aJMUHUCTPATUBHBIE) MEPHI 3alUTHI - 3TO MEPbI
OpPTraHU3aIMOHHOTO Xapakrtepa, perIaMeHTHPYIOIINE TIPOIECCHI

dbynkuuonupoanust UCIIJIH, ucnons3oBanue pecypcoB MCIIJIH, nesarenbHOCTH
00CITy’KHBAIOUIET0 MEepCoHaNa, a TaKke MOPSAJOK B3aMMOJEHCTBUS MOJIb30BaTENEH
¢ UCII[Jx Takum o0Opa3oM, 4TOObl B HauOOJIbIIEH CTENEHU 3aTPYIHUTH WIH
UCKJIIOYUTh BO3MOXXHOCTh peallu3alliy yrpo3 O0e30MaCHOCTH UM CHU3UTh pa3Mmep
MOTEPH B CITy4ae UX peain3alii.

['maBHast wenab aJAMUHUCTPATUBHBIX Mep — chopmupoBaTth lloauTHKy
uHdopmarmonHoii Oe3omacHoctu [IJ[H (oTpaxkaronryro MOAXOABI K 3alllUTe
uH(popMauu) U 00ECIEUUTh €€ BBIITOJIHEHHE, BBIACISISI HEOOXOAUMbIE PECYPCHI U
KOHTPOJIMPYS COCTOSIHUE JIETI.

Peanuzauus Ilomutuku mHdopmanumonnoit 6e3zonacHoctu 11In 8 UCIIIn
COCTOSIT U3 MEp aAMUHHUCTPATUBHOIO YPOBHS U OPTaHU3ALMOHHBIX (TIPOLIETYPHBIX)
Mep 3alUThl UHpOpMaIuu.

K aagMUHHCTpaTUBHOMY YpOBHIO OTHOCSITCSL PEIICHHS] PYKOBOCTBA,
3aTparuBatomue aearenbHoctb UCII/IH B nienom. DTH pelieHus 3aKpervisitoTcs B
[Tonutuke uHbopmalmoHHo Oe3omacHocTH. [IpumMepoM Takux pemeHud MOryT

OBITh:
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— TPUHATUE pelIeHUs: 0 POPMUPOBAHUU UITU NTEPECMOTPE KOMILJIEKCHOM
nporpaMmbel  obOecrieuenust 6e3omacHoctu [1/[H, ompenenenue
OTBETCTBEHHBIX 32 €€ PEATU3ALHNIO;

— ¢opMynupoBaHHe ~ IeJ€i, TOCTaHOBKAa  3ajad, OIpEAeNICHUEC
HalpaBJICHUH AeSTEILHOCTU B 00acTu 6e3omacHoctu [1]1H;

— NpPUHATHE PEHIeHUW 10 BONpOcaM pealu3alud  [POrpaMMbl
0€30MacHOCTH, KOTOpbIE paccMaTpHUBAIOTCS HAa YpPOBHE A30BCKOIO
PaitOO B 1ienom;

— olecrieueHre  HOpMaTUBHOM  (mpaBoBOM)  0a3pl  BOIPOCOB
0€30MacCHOCTH U T.II.

[TonuTHKka BEpXHEro ypOBHSA JOJDKHA YETKO OYEPTUTH CPepy BIUSHUA U
OTpaHUYCHMs TIPU OTpeesieHuH Tieneit 6e3onacHoctu [1J[H, onmpenenuTs KakuMu
pecypcamu (MarepuasibHble, TEPCOHAN) OHU OYIyT JOCTUTHYTHI U HaWTH
pa3yMHBIIl KOMIIPOMHCC MEXIy NpPHEMIIEMbIM YpPOBHEM O€30MacHOCTH U
dbynkumnonansHocThi0 UCITIH.

Ha opranu3alluoHHOM YypOBHE ONPENEISAIOTCS NPOLEIypbl M IpaBuia
JOCTHKEHHUS 1ienield U pemenus 3aaa4 [lomutuku nHPopManroHHOM 6€30macHOCTH
[1/IH. DT npaBuiIa ONMPENEIAIOT:

— KakoBa 00JaCTh MPUMEHEHUS OJUTUKH Oe3oracHocTu [1]1H;

— KaKOBBI POJIM U OOS3aHHOCTH JOJKHOCTHBIX JIMI, OTBEYAIOIINE 3a
npoBeneHue nomuTuku 6e3onacHoctu I1/IH, a Tak ke UX YCTAHOBUTH
OTBETCTBEHHOCTB;

— KTO UMeeT npasa gocryna K I1/1H;

— KakuMHU ME€paMHM U cpelicTBaMu obecrieunBaeTcs 3ammra [1]1H;

— KAaKMMH MepaMU U CpeACTBaMU OO€CIEeYMBAETCS KOHTPOJb 3a
COOJTIOICHUEM BBEJIEHHOTO peXrMa 0€30IacHOCTH.

OpFaHI/IBaHI/IOHHBIC MCPLBI JOJIKHBI:
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— TMpeAyCMaTpuBaTh  perjiaMeHT HH()OPMAIMOHHBIX  OTHOILICHUM,
HCKJIIOYAIOIINX BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX JCHCTBUN B
OTHOUIEHUU OOBEKTOB 3aIlIUTHI;

— ONpeAensaTh KOUIMIWOHHBIE U UEPAPXUYECKUE NPUHLIUMNBI U METOJbI
pasrpannueHus gocryna k [1/1H;

— ONpeAensaTh MOPSAOK pabOThl C MPOrPAMMHO-MAaTEMaTUYECKUMU U
TEXHUYECKUMU (ammapaTHble) CPeICTBAMH 3aIUThl U KPUIITO3AIUTHI
U IPyTUX 3alIUTHBIX MEXaHU3MOB;

— opranu3oBaTh Mepbl mpotuBoneiictBuss HCJ/[ monws3oBarensimu Ha
Jranax ayTeHTU(PUKALIUU, aBTOpU3ALINH, UJCHTUDUKAIIH,
0o0ecreunBaOIIMX TapaHTUM pea3allii MpaB U OTBETCTBEHHOCTH

CcyOBEKTOB HH(POPMAIIMOHHBIX OTHOLIIEHUH.

OpraHu3aioHHbIE MEPBI JOJIKHBI COCTOSITh U3:

— pernamenTa nocryna B nomemienust MUCII/x;

— MOPSAOK AOMYCKAa COTPYAHUKOB K MCMHOJIb30BaHUIO pecypcoB MCII/x
MBOY Otpanosckas COLL;

— perjaMeHTa NpOLECCOB BeJIeHUs 0a3 NaHHBIX U OCYIIECTBJICHHUS
Moau(pUKaUA HHOOPMAITMOHHBIX PECYPCOB;

— perjaMeHTa  NpOLECCOB  OOCHY)XKMBaHHUS U OCYILIECTBICHUS
MOAU(DUKALIMY alMapaTHBIX U TporpaMMHubIX pecypcoB UCIT/H;

— uHcrpykuui mnons3oBareneit MCII[In (agmunuctpatopa WCIIH,
aaMuHUCTpatopa 6e3omacHoctu, oneparopa UCIIH);

— HWHCTPYKUMS TOJIb30BaTeNll MPU BO3HUKHOBEHWHM BHEIUTATHBIX
CUTYaLUH.

— HMHCTPYKIUS MO pa3MENICHUI0, 000PYI0BaHUIO U OXpaHE TTOMEILCHUH,

rac XpaHAaTcCAa IMCPCOHAJIBHBIC JAHHBIC, II0 XPAHCHHUIO IICPCOHAIBHBIX



34

JaHHBIX Ha 6YMa)KHBIX HOCUTCIIAX WU HOPAIKY pa6OTI)I HCIIOJTHUTEICH

C NICPpCOHAJIbHBIMN JAHHBIMH Ha 6YM3)KHBIX HOCHUTCIIAX I/IH(i)OpMaI_[I/II/I.

dusunueckue MEPbI 3alIUTbI
duzndeckue MCPBbI 3alllUTBl OCHOBAHBI HA4 IIPUMCHCHHH PAa3HOTO0 poOJa

MEXaHNYECKHUX, AJIEKTPO- WU DJIEKTPOHHO-MEXAHMYECKUX YCTPOUCTB H
COOPY)KCHUU, CHEIUaIbHO TMpEAHA3HAYCHHBIX IS CO3JaHusA  (DU3UICCKUX
MPEISATCTBUN HAa BO3MOXXHBIX MYTAX MPOHUKHOBEHHUS W JOCTYyNa MOTCHIUAIBHBIX
HapyIIUTENeH K KOMIOHEHTaM CHUCTEMbI U 3alluiiaecMod MH(OpMalu, a Takke
TEXHUYECKUX CPEJICTB BHU3YAJIIbHOTO HAONIOACHUS, CBSI3M M  OXPaHHOM
CUTHAJIM3AlIMH.

dusnyeckass 3amuTa 3JaHUN, TMOMENICHUH, OOBEKTOB U  CPEACTB
nHpopMaTH3auK JIOJKHA OCYIIECTBIISITHCS IIyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIMX IOCTOB OXPAaHbl, C MOMOIIBIO TEXHUYECKUX CPEICTB OXPAHBI
WU JIIOOBIMM JIPYTUMHU CHOCOOaMH, MPEAOTBpAIIAlOIUMU W CYIIECTBEHHO
3aTPYJAHSIOIMMU TPOHUKHOBEHHWE B 3JIaHWE, MOMEIICHHUS IMOCTOPOHHUX JIMII,
XUIIEHHEe WH()OPMAIIMOHHBIX HOCHUTENEH, caMuX CpeiAcTB UH(opMaTh3aluu,
HCKITIOYAIOIIMMH  HAXO0XXKJICHUE BHYTPH KOHTPOJIUPYEMOM (OXpaHsSeMOM) 30HBI

TCXHUYCCKUX CPCACTB PAa3BCIAKHU.

AnmapaTtHo-nporpamMMHbie cpeacTsa 3amuthbl I1/{n
Texnuyeckue (amnmapaTHO-MPOTPAMMHBIE) MEpPhI 3alllMTHl OCHOBAaHBI Ha

WCIIOJIb30BaHUN PA3JIMYHBIX AJIEKTPOHHBIX YCTPOMCTB U CHEIUAIBHBIX MPOrpamM,
Bxoasamux B coctaB MCII/IH 1 BRIMOJHSIONIUX (CAMOCTOSTEILHO WU B KOMIUIEKCE
C IPYTUMH CpeJicTBaMu) (PYHKIIUU 3aUThl (MACHTU(GUKAIUIO U ayTeHTU(UKAIIUIO
MOJIB30BATENICH, pa3TpaHUUYCHUE JOCTyINa K pecypcamM, pPErucTpaiuio COOBITHH,

Kpunrorpadguueckoe 3aKpbiTie HHPOpMaIUu U T.1.).
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C ydyeToM Bcex TpeOOBaHUI U MIPUHITUIIOB o0ecriedeHust oezonacHocTH [1/1H
B CII/IH mo BceM HaIpaBJICHHUSIM 3alIUTHI B COCTAB CHUCTEMBbI 3alIUTHI JOJKHBI
OBITh BKJIFOYEHBI CIICAYIONINE CPEICTBA:

— cpenctBa ujaeHTHUKAIMKA  (OMO3HABaHMSA) W ayTCHTU(DUKAIIUH
(moatBepkaeHUs MOAIMHHOCTH) noJib3oBateneit UCI/IH;

— cpexacTBa pasrpaHUyYCHUS JOCTyma 3apEeTUCTPUPOBAHHBIX
nosnb3oBareneil cucremel Kk pecypcam MCII[IH MBOY Otpanosckas
COlI;

— cpenctBa oOeceUYeHUsT U KOHTPOJIS IEJIOCTHOCTU TMPOTPAMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

— CpeACTBa ONEPATUBHOTO KOHTPOJS U  PETUCTpAIMM  COOBITUI
0e30I1aCHOCTH;

— Kpunrorpaduueckue cpeactsa 3amurthl [1/1H.

VYcnenHoe NPUMEHEHHE TEXHUYECKUX CPEJICTB 3allUThl HA OCHOBAaHUU
NPUHUUNOB (pa3zies 5) mpeArnoJiaraeT, 4To BBIMOJHEHUE MEPEUYUCICHHBIX HUXKE
TpeOOBaHMI 00ECIIEYCHO OPTraHU3AIlMOHHBIMU (aIMUHUCTPATUBHBIMH) MEpaMU U
UCIIOJIB3YEMbIMHU (PM3UYECKUMU CPEACTBAMHU 3AIUTHI:

— obecrnieueHa guinueckas 11eJ10cTHOCTh Bcex komnoHeHT UCII/IH;

— Kaxaeli  corpyaHuk  (momw3zoBatens MCII[IH) wnu  rpynma
MOJIb30BaTENICl MMEET YHUKAJIbHOE CHCTEMHOE UMS WU MUHHMAJbHO
HEOOXOJIMMBbIC i1 BBIMOJHEHUSI WM CBOUX (DYHKIIMOHAIBHBIX
00s13aHHOCTEM MOJTHOMOYHS TI0 IOCTYITY K PECYypCaM CUCTEMBI;

— B UCIIJlH MBOY Ortpanosckas COII pa3pabotka u oThagka
nporpamMMm  ocymiectBisgerca  3a  npenenamu  MCII[IH, Ha
UCTIBITATEJIbHBIX CTEH/AX;

— BCE W3MCHECHHS KOH(UTypaluu TEXHHUUECKMX ¢ MPOrPaMMHBIX

cpeacts UCII[H npou3BOAATCA CTPOrO YCTAaHOBIIEHHBIM IMOPSIKOM
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(perucTpupyrorcsi M KOHTPOJIMPYIOTCSI) TOJIBKO HA OCHOBAaHUU
pacniopsikenui pykoBojictea MBOY Otpanosckast COILI,

CETEBOE o0opyoBaHue (KOHLIEHTPATOPHI, KOMMYTaTOpBHlI,
MapIIpyTU3aTOPHI U T.I1.) paclojiaraeTcsi B MecTax, HeJIOCTYIHbIX JJIs
MOCTOPOHHUX (CHEIMATbHBIX TOMEIIEHUX, Kadax, u T.I1.);
cnequanuctamu - MBOY  OrtpanoBckas COLI  ocymiecTBisieTcs
HEMpPEepbIBHOE  yIpaBJCHUE W  aJIMHHHCTPATHBHAs  MOJACp>KKa

(YHKIIMOHUPOBAHUS CPEJICTB 3ALUTHI.
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7 Kourpouas 3¢pdexrusnocru C3IIH

Kontpons sddexkruBnoctn  C3I[JJH  momkeH oOcCylIecTBISETCS  Ha
nepuoandeckod  ocHoBe. llenmpto  koHTponst  d(PGEKTUBHOCTH  SABISETCS
CBOCBPEMEHHOE  BBISIBJICHHE HEHAMIekKammx pexuMoB paboter  C3I1/IH
(OTKIIOUCHHE CpEICTB 3aIlUThI, HapylIeHUE PEKUMOB 3aIHUTHI,
HECAHKIIMOHUPOBAHHOE M3MEHEHHE peXuMa 3aluThl W T.JI.), a TakK
MPOTHO3UPOBAaHWE U TPEBEHTUBHOE pEArMpOBaHHE Ha HOBBIE  yIPO3bI
oe3onacuoctu [1J1H.

KoHTpoib MOXET MpOBOAUTHCA KaK aJMUHUCTpAaTOpamMu O€30MacHOCTH
UCIIn  (omepaTuBHBI  KOHTpOJb B  mpolecce  HUHPOPMAIMOHHOTO
B3aumojiericteuss B MCII[IH), Tak © TpUBJIEKaeMBbIMH [JI1 JTOM IIEJH
KOMIETEHTHBIMUA  OpraHW3alMsMH, HWMCIOIIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum u ®Chb Poccum B 1mpenenax HX
KOMIICTCHITUH.

KOHTpOoIb MOXKET OCYIIECTBIATHCS aAMUHUCTPATOPOM OE€30MACHOCTU KakK C
MOMOIIIbIO IITATHBIX CPEJACTB CHUCTeMbl 3amuTbl [IJI[H, Tak W C MOMOIIbIO
CHIEIUAIIBHBIX TPOTPAMMHBIX CPEJCTB KOHTPOJIS.

Omnenka 3¢ dhexktuBHOCTH Mep 3amuThl [1JIH TPOBOAUTCS ¢ UCIIOIB30BAHUEM
TEXHUYECKUX W TPOTPAMMHBIX CPEJICTB KOHTPOJS Ha MPEAMET COOTBETCTBHUSA

YCTaHOBJICHHBIM TpC6OBaHI/ISIM.
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8 Cdepnl oTBeTcTBeHHOCTH 32 Oe30macHOCTH I1/In

OTBETCTBEHHBIM 3a pPa3pabOTKy Mep M KOHTPOJb HaJ OOecredeHHeM
0€e30MacCHOCTH  MEPCOHAIBHBIX  JTAHHBIX  fABJIETCS  pykoBoACcTBO MBOY
OTtpanosckast COLLL. PykoBoauTens MOXKET JI€ErUpOBaTh YacTh MOJHOMOYHI 110
o0ecrniedeHnto 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOJHUTENS  BKJIIOYACT  CIEAYIOIINME
HarpaBieHus odecrieueHus: 6ezonacHoctu [1]1H:

— IlnanupoBanue W peanuzanus Mep MO OOECHeUYeHHIO 0e30MacCHOCTH
1BWIL:

— Amnanus yrpo3 6e3onacHoctu I1/1H;

— Pa3paboTky, BHeApeHHE, KOHTPOJb UCIOJHEHUS WU MOAJACpPKAHUE B
AKTyaJIbHOM  COCTOSIHUM  TIOJMTUK, PYKOBOJICTB, KOHUEMIIUH,
IpoLEeAyp, PErIaMEHTOB, UHCTPYKUHUA U JIPYTHX OpPraHU3alMOHHBIX
JOKYMEHTOB 10 00€CIEeYeHNI0 0€301aCHOCTH;

— Oobyuenue n uHbopmupoBanue noisb3oBareneir MCIIJIH, o mopsake
paboTtsel ¢ [IJIH 1 cpencTBamu 3alIUTHI;

— IlpenorBpaieHue, BBISBIEHUE, pPEArupoBaHUE U pacciieJOBaHUE
HapymieHui 6e3omacHocTu [1/1H.

[Ipy B3auMOAEUCTBUU CO CTOPOHHMMH OpPTaHHU3ALMSIMU B CIIy4asix, KOrja
COTPYIHHMKAM ITHX OpPTaHU3AIMKM MPETOCTABISIETCS JOCTYN K OOBEKTaM 3allluThl
(pazgen 3), ¢ ’TUMU OpraHU3aALUSIMU JOHKHO OBbITh 3akitoueHo «CorjameHue o
KoH(uaeHnuanpHocTH, 1Moo  «CornameHue O  COOMIOJIGHUM  peKUMa
oe3onacnoctu 1/l npu BeimonHeHun padotr B MCII/Ia». IloaroToBka THIOBBIX
BAPUAHTOB JTHUX COTJIALLIEHUN OCYILECTBIIACTCS pabOTHUKAMU MBOY

OTtpanosckas COILI.
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9 Mopaeb HApylIuTe 51 0€30IACHOCTH

[Ton napymmteneMm B MBOY OrtpanoBckas COII mnoHumaeTcs JMIO,
KOTOpPO€ B PE3YJbTAaT€ YMBIIUJICHHBIX WIM HEYMBIIUICHHBIX JEUCTBUUA MOMXKET
HaHECTH yIIepO 00BbEeKTaM 3aIlHTHI.

Bce Hapymurenu nensitca Ha ABE TPYNIIBL:

— BHENIHWE HapyIIHUTeNH — (PU3HYECKHUE JIMIla, HE HMEIOIIME IpaBa
npeObIBaHUS Ha TEPPUTOPUM KOHTPOJUPYEMOM 30HBI, B IMpesesax
KoTopoi pasmemaercs obopynoBanue MCIIJIH, a Tak ke XpaHATCS
[1/T1 Ha OyMa)KHBIX HOCUTEIISX;

— BHYTPEHHHE HapylIUTENW — (PU3WUYECKUe JUIla, UMEIOUIUE MPaBo
npeObIBaHUS Ha TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B IIpejenax
KoTtopoil pasmemtaercs obopynoBanue MCIIJIH, a Tak ke XpaHATCS
[1/11 Ha OyMa)KHBIX HOCUTEIISX.

Knaccudukanusa  Hapymmrened mpeactaBieHa B Mogenn  yrpos

0e30IMacHOCTH MNEPCOHAJIBHBIX TAHHBIX.
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10 Moaeanb yrpo3 6€30nacHOCTH

Hna UCIHAax MBOY OrtpagoBckas COIL BbIOEHSAIOTCA CHEAYIOLIUE
OCHOBHBIE KaT€TOPUHU yTPO3 O€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX:

— YTpo3bl OT YTEYKH N0 TEXHUYECKUM KaHaJIaM.

— Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYTA K HH(POpMAIIHH.

— Yrpo3bl yHUUTOXEHUS, XulleHus annapaTHeix cpeacts UCII/IH HocuTenein
uHbopMaluu myteM ¢puznyeckoro aoctymna K anementam UCIH.

— VYrpo3pl  XHWIIEHHSA,  HECAHKIMOHUPOBAHHOM  MoaudUKauuu  WIH
OoKupoBaHUs MHGPOpPMALMM 32 CYET HECAaHKUMOHHPOBAHHOI'O JOCTYTa
(HCH) c npumeHeHueM nporpaMMHO-annapaTHbIX U MPOrpaMMHBIX CPEACTB
(B TOM 4HCJI€ MPOTPAMMHO-MAaTEMAaTUYECKUX BO3/ICHCTBUM).

— YTpo3pl HE IPEIHAMEPEHHBIX JICUCTBUM IOJB30BATENIE W HAPYLICHUU
oe3onacnoctu (yukiuonupoBanust UCII/In u C3IIJIn B ee cocTaBe u3-3a
cOoeB B MPOrpaMMHOM OOECIEUEHUH, a TAKXKE OT YIrPpO3 HEAHTPOIOTE€HHOIO
(cooeB  ammaparyphl ~ M3-3a  HEHAQJEXKHOCTH  DJIEMEHTOB,  cOOEB
AIEKTPOINUTAHUSA) U CTUXUMHOTO (YJIapOB MOJIHUM, TOXKAPOB, HABOJAHEHUIN U
T.I1.) XapaKkTepa.

— YTpo3bl NpeAHAMEPEHHBIX AEUCTBUNA BHYTPEHHUX HAPYILIUTEIECH.

- erosbl HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA 110 KaHaJIaM CBA3H.

Onucanue yrpo3, BEpOSITHOCTh UX pealin3allii, ONaCHOCTh U aKTyaJbHOCTh
npeacTaBieHbl B «Mogenu yrpo3 O€30MacHOCTH TMEpPCOHAIbHBIX JIaHHBIX B

NCITIn».
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11 Mexanusm peanusanuu [loJioxenus

Peammzanuss  [lomokeHuss  JOMDKHA — OCYIIECTBISAITBCSL  HA  OCHOBE
MEPCIEKTUBHBIX MPOrPaMM U IIJIAHOB, KOTOPHIE COCTABJISIIOTCS HA OCHOBAaHUU U BO
WCIIOJTHEHUE:

— (denepasbHBIX 3aKOHOB B 00jacThH obecrieueHus: WH(POpMAIIMOHHOM
0€30MacHOCTH U 3alIUTHl HHPOpPMAIUH;

— mnocra”oBieHui [IpasurenscrBa Poccniickon @enepanuu;

— PYKOBOJSIIUX, OpraHU3aIMOHHO-PACTIOPSIAUTEIBHBIX u
Metoandeckux 1okyMeHToB @CTIK Poccuu;

— mnotpedbnocteit MCII[IH B cpencrBax oOecredyeHus OE30MaCHOCTH

uH(bOopMaIuu.
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12 HOpﬂI[OK paﬁoTbl C MEPCOHAJIBHBIMHU TaHHBLIMHA COTPYAHUKOB

Oo0s13anHOCTH padoToaarTesi

B nensx ucnonHenuss TpeboBaHui 3akoHojaTenbcTBa PD mpu oOpaboTke
NEPCOHANBHBIX JAaHHBIX, BCE pPAOOTHUKU YUPEKACHUS JOJDKHBI HCIOJHATH
YCTaHOBJICHHBIN TIOPSAIOK PabOTHI:

PabGoTta ¢ mepcoHanbHBIMM JaHHBIMH PAOOTHHKOB JOJDKHA HE HapyliaTh
TpeOoBaHUil 3akoHOnaTenbcTBa P ©  JOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3alliy, U TOJIKHA ObITh HEMOCPEACTBEHHO CBA3aHA C OCYIIECTBICHUEM UMU
CBOUX TPYJOBBIX (YHKIIHH.

[Ipu cbope n 00paboTKEe NMEPCOHANBHBIX JTaHHBIX pa0OTHHKA pabOTOAATEINb
Homxken pykoBoactBoBaThess Konctutynmenn P®, TpynoBeim koaekcom PD u
UHBIMU (eZiepabHBIMU 3aKOHAMM.

[lepconanbHble JaHHBIE PAOOTHUKOB JOJKHBI OBITH MOJYYEHBI TOJIBKO
HETMOCPEACTBEHHO y Hero. Eciaum s o0paboTKM €ro MaHHBIX WIM UX MOJTYYECHHS
NPUBJIEKAECTCA TPEThbU JIMIA, TO PA0OTHHK JOJDKEH JlaTh IPEeABapHUTEIbHOE
NUCbMEHHOE corjacue Ha 3To. OJHOBPEMEHHO pabOTHUK JOJIKEH ObITh
YBEJIOMIIEH O 1eJsiX cOopa mH(pOpMaluu, UCTOUHUKAX €€ MOJIY4YEHUs, a TaKkkKe O
NOCNEACTBUSIX OTKa3za OT MpPEeAOCTaBICHUS IHUCbMEHHOTO COIJIacusi Ha cOop
uHdopMaIuu.

[lepconasibHbIEe AaHHBbIE PAOOTHUKA O €ro MOJMTHYECKUX, PEIUTHO3HBIX U
WHBIX YOEXIEHUAX, YaCTHOW >KM3HU, a TaKKE UICHCTBE B OOIIECTBEHHBIX U
PO COIO3HBIX OpraHU3alUsIX HE MOAJIekaT cOOpy OpraHu3aluei, eciii UHOE He
PEAyCMOTPEHO 3aKOHOJATEIHCTBOM.

3amura TEPCOHATBHBIX JaHHBIX pPAaOOTHUKA JOJKHA OOECIIEYHBATHCS

IIOJHOCTHBIO 3a CUCT pa6OTO)IaTCJ'I${.
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VYupexneHue mnpu npueme Ha paboTy, a TakkKe MpU JIIOOBIX H3MEHEHMSIX
npaBuJl pabOTHl C MEPCOHATBHBIMU JAHHBIMU OOS3aHO MHUCHMEHHO 3HAKOMHUTH C
HUMH BCEX PaOOTHHUKOB.

VYupexxaeHue He UMEET MPaBO NPUHYX AATh PAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alIUTY IICPCOHATIbHBIX JAHHBIX.

Oo06s13aHHOCTH pa0OTHUKA
PabGoTHuK 00s13aH:
[lepenate paboTogaTeNi0 BCE NEPCOHANBHBIE JaHHbIC, YKa3aHHbIE B
COOTBETCTBYIOIINX IOKyMEHTAX.
B ycraHOBiIEHHBIM mpaBUJIaMU CpPOK cooOmaTe padoTojmaTeno 00

HN3MCHCHHHN CBOUX IICPCOHAIBbHLIX TaHHBIX.

Ilepenaya nepcoHaIbLHBIX JaHHBIX

[Ipu ocymiecTBICHUU TIepeaaud IEPCOHAIBHBIX JTaHHBIX pPaOOTHUKOB
TPETHUM JIMIIAM pabOTOaTENb 005M3aH:

HE CcOoOoOIIaTh TMEpPCOHANbHBIE JaHHbIE 0€3 TMOJyYEeHHOTO0 MHChMEHHOTO
coryiacus pabOTHHKA, KPOME CllydaeB, KOTJa TaKhe OO0S3aHHOCTH YCTaHOBJICHBI
3aKOHOJIATEIHCTBOM;

HE TIepelaBaTh MEPCOHANBHBIC JaHHBIC PaOOTHWKA JUISl WCIIONB30BAHUS B
KOMMEPYECKUX TIEIISIX;

TpeOOBaTh OT TPETHUX JIUI] COOIIOICHUS TIPABUI PabOTHI ¢ MEPCOHATHHBIMH
JAHHBIMH, A  TaKKe  MPEJOCTABICHUS  IUCHBMEHHOTO  ITOATBEPKICHUS
WCIIOJIb30BAHUSI ~ TIEPCOHATBHBIX JIAHHBIX B TOPSAKE, MPEAYCMOTPEHHBIX

HACTOAIINM ITOJIOXKCHHUEM O 3alIUTC IIEPCOHAJIBHBIX JaAHHBIX ]
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JaBaTh JIOCTYNl K IEPCOHAJIbHBIM JAHHBIM TOJBKO JHMIAM, WMEIOIIHUM
COOTBETCTBYIOIIMIA JOMYCK M HCIOJB3YIOIMUX WX TOJBKO [JIsl BBIIOJIHEHUS
KOHKPETHBIX ITOJIHOMOYUH;

HE HCTpeOOoBaTh HMH(OPMALMIO O COCTOSHUU 3A0pPOBbS PpabOTHHKA, 32
UCKJIIOYEHHEM JIaHHBIX, KOTOPbIE MOTYT IOBJIUATh Ha HCIOJIHEHHE PaOOTHUKOM

CBOMX TPYJIOBBIX 00sI3aHHOCTEH.

3amnTa NMEPCOHAJIBbHBIX TaHHbIX paﬁOTHI/IKa

B pamkax peanuzauuu ITyHKTOB Hacrosiuero IlomoxxeHus o 3amure
MEPCOHANBHBIX JaHHBIX PA0OTHUKOB, PYKOBOAUTEh YUPEIKACHUS U3/Ia€T IPHUKA3 O
Ha3HAYeHUM JIMI[A, OTBETCTBEHHOTO 3a COOJIIOJIEHHME TMopsiaka paboThl C
NEPCOHAIBHBIMH JTaHHBIMH PA0OTHUKOB, HA KOTOPOM JIE)KAaT BCE€ OOSI3aHHOCTHU IO
o0ecrnedeHn0 KOHPHUICHITUATBHOCTH TIOTYYEHHBIX JaHHBIX, & TAK)KE OpraHU3aIiH
paboThI C HUMH.

[lepenaya uHbOpMAIIUU MPOUCXOTUT TOJIBKO B MHUCHBMEHHOM BHJE. 3ampoc
JOJKEH OBbITh CeNlaH B MHCbMEHHOM BHJE C YKa3aHMEM BCEX PEKBU3UTOB JIMLIA,
3anpamuBaoliero uHgopmaiuo. OTBET MODKEH OBITH CAENaH Ha (UPMEHHOM
OJIaHKe YUYpEeXIECHHsS M OTIpPaBIEH JUOO KYypbepCKOM ciyk00H, MO0 3aKa3HbIM
MUCHMOM.

Bce momyuenHble TepcOHANBbHBIE TaHHBIE JOJDKHBI XPaHUTHCS B MECTE,
UCKJTIOYAIOIIEeM HECAaHKIIMOHUPOBAHHBIX TOCTYI TPETHUX JIHII.

DNEeKTPOHHBIE HOCUTENW HH(POpPMAlMM, JOJDKHBI OBbITh  3alUIIEHBI

KpUINTOrpaduuecKUMH CPEICTBAMHU 3aIlUThl THPOPMALIUH.
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OTBEeTCTBEHHOCTD 32 pasryialicHue I/IH(l)OpMa]_lI/II/I, CBSI3aHHOM C

NEPCOHAJIBbHBIMHA JaHHBIMU paﬁoTHI/IKa

JIvia, mpu3HAHHBIE BHHOBHBIMH B HapyILIeHHMM TpPeOOBAHMUN HACTOSIIETO
[TonoxeHuss 0 3alUTe MEPCOHAIBHBIX JAHHBIX PAaOOTHUKOM MPUBJIEKAIOTCS K
JUCHUIUIMHAPHOW, aJIMHHUCTPATUBHOW, TPaXIAHCKO-IIPABOBOM M  YTOJIOBHOM
OTBETCTBEHHOCTH, B MOPSAAKE NPEIyCMOTPEHHOM 3aKOHOAATEIbCTBOM P®D wu

JIOKAJIbHBIMU HOPMATHUBHBIMH dKTaAMMH.
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13  Ilopsaok padoThl ¢ MEPCOHATbHBIMH JAHHBIMU 00CTYKHBAEMbIX
rpaxaaH

IHopsinok mosrydyeHusi 1 00PadOTKH NMEPCOHAIBHBIX TaHHBIX
00CJIy:KHUBaeMbIX TPaKIaH

ITon  oOpabGotkoit  II/lH  moHMMaeTcs  MOJy4YeHHE,  XpaHEHUE,
KOMOMHHMpOBaHHE, Mepenaya Wi Jr00e APYyroe HCHOIb30BaHUE MEPCOHATBHBIX
JAHHBIX 00CITY>)KUBAEMBIX TPAXKIAAH.

PaboTa ¢ nmepcoHabHBIMU JJAHHBIMU OOCTY>KMBAEMBIX I'paKIaH JAOJKHA HE
HapymaTh TpeOboBaHUM 3aKOHOAATENHCTBA PD U JTOKaTBHBIX HOPMATUBHBIX aKTOB
OpraHU3alllu.

Hcnonb30BaHre MEPCOHATBHBIX TAHHBIX BO3MOYKHO TOJIBKO B COOTBETCTBUU
C LEISAMH, ONPEACIMBIIMMH HMX MOJydeHHeE. llepcoHanbHblE NaHHBIE HE MOTYT
OBITh MCIIOJIH30BAHBI B IEJISIX MPUYNHEHUSI UMYIIECTBEHHOTO U MOPAJIbLHOTO Bpeja
rpakJaHaM, 3aTpyAHEHHUs pealu3aluuu IpaB U cBoOoj TpaxzaaH Poccuiickoi
dbenepanuu.

[Topsimok 00pabOTKK MEPCOHATBHBIX JAHHBIX Ha OyMaKHBIX MaTEepUATbHBIX
HOCUTEIISIX pErJIaMeHTUpOBaH «MHCTpyKIIMEN MO  XpPaHEHUIO NEPCOHAIBHBIX
JAHHBIX Ha OYMaXHBIX HOCUTEJSIX W TIOPAAKY pPaOOThl HCIOITHUTENCH C
NEPCOHAIbHBIMU  JTaHHBIMM ~ Ha  OYMaXHBIX  HOCUTENSIX  MHGOpMAaIN,
YTBEPKIAECHHON PYKOBOIUTEIIEM.

Ob6paboTka EepPCOHAIbHBIX JAHHBIX B aBTOMATU3UPOBAHHBIX
MH(OPMAIIMOHHBIX CUCTEMaX OCYILIECTBIIETCS HA OCHOBAHUU PSAJa YTBEPKIECHHBIX
PYKOBOJUTENIEM WHCTPYKIIMH, PErIaMeHTHPYIOMUX 00paboTKy MepCOHATbHBIX

nanaeix B UCITJH.
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J]OCTYH K MEPCOHAJIBbHBIM NaHHbIM

BayTtpennuit jgoctynm (AOCTyNm BHYTPU OpPraHHM3alluM) OIpPEACIsIeTCS
MEepeYHEM JIMIl, UMEIOIIUX JOCTYIl K MEPCOHAIBHBIM JaHHBIM OOCITY>KHBAEMBbIX
rpaXkaaH, ONPeIeIAeTCs IPUKA30M PYKOBOIUTES.

Buemnuit gocrym:

K 4mcmy MaccoBeIX TOTpeOWTENCH  TMEPCOHANBHBIX JaHHBIX  BHE
OpraHu3allid MOXXHO OTHECTH TOCYyJapCTBEHHBbIE (YHKIIMOHAIBHBIC CTPYKTYPHI:
HAJIOTOBBIC HWHCIEKIWH, IPABOOXPAHUTEIBHBIE OpraHbl, OpPraHbl CTAaTUCTHUKH,
BOCHKOMATbI, OpraHbl COLMAIBHOTO CTpPaxOBaHUsA, T[ECHCUOHHbIE (OHJIBI,
MOJIPA3/ICIICHNS] MyHUIIUTIIAJIbHBIX OPTAaHOB YIIPABJICHHUS;

HanzopHo-KOHTpOIBHBIE OpraHbl UMEIOT JAOCTYN K MHGOPMAIMU TOJBKO B

chepe cBoei KOMIIETESHIIHH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTh CY0ObEKTA NMEPCOHAJIBHBIX
JAHHBIX

3akperieHrue MmpaB CyObeKTOB MEPCOHATBHBIX JAHHBIX, PETIIAMEHTHPYOITHAX
3aIIUTY €ro TEPCOHAIBHBIX JaHHBIX, O0ECIeUYMBAET COXPAHHOCTh TOJHOW U
TOYHOU MH(OpPMALIUU O HEM.

B 1nensx 3ammThl TEPCOHANBHBIX JAHHBIX KOHTPAreHThl  (3aKOHHBIC
MPEACTABUTEININ ) UMEIOT MPABO:

- TpeOoBaTh WUCKIIOYEHHUS WM HCHPABICHUS HEBEPHBIX WA HEMOJHBIX
MIEPCOHANILHBIX TAHHBIX, CBOOOHBIN OECIUIATHBIN JOCTYI K CBOMM MEPCOHATBHBIM
JIAHHBIM, BKJIIOYas MPaBO Ha IMIOJIyYEHUE KOIMHUU HOBOW 3alMCH, COAEPIKAILIECH
MEPCOHAJIBHBIC JTAHHBIC;

- OMNpENENSITh CBOMX MPEICTABUTENEH JJIsl 3alIUTHI CBOMX IMEPCOHAIBHBIX

JTAHHBIX HA COXPAHEHUE U 3aIUTY CBOCH JIMYHOM TAWHBI.
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IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTH OIIEPaTOPA NMEPCOHAIBHBIX
JAHHBIX

[lepcoHanbHass OTBETCTBEHHOCTh - OJHO M3 TJIABHBIX TpeOOBaHUI K
opranuzaiuu QyHKIIMOHUPOBAHUS CUCTEMBI 3AIUTHI IEPCOHATBHON HHPOPMAIIH
U 00s13aTeIbHOE yCIoBHe obecrieueHUs 3PPEKTUBHOCTU ITON CUCTEMBI.

Opuanueckue wu ¢Qusmyeckue JnumIa, B COOTBETCTBUUM CO CBOMMH
MOJIHOMOYMSIMU BJIAQJICIONIME O TPaKJaHaX IMOJYYaloIMe M HCIOJIb3YIOIIUE €e,
HECYT OTBETCTBEHHOCTb B COOTBETCTBHHM C 3aKOHOJATENBCTBOM Poccuiickoin
Qenepauyu 3a HApyLIEHHWE peXUMa 3alIUThl, OO0paOOTKHM U  MOpsAKa
UCITIOJIb30BaHUs ATOM HH(POpPMaLIUU.

PykoBoguTenb, paspemiaromyii - JOCTYIl COTPYyJHHKAa K JTOKYMEHTY,
COJIepKallleMy TE€PCOHAJIbHBIE CBEACHHUS OOCIYKMBAEMBIX TpaXKIaH, HECET
IIEPCOHAIIBHYIO0 OTBETCTBEHHOCTD 32 JJAHHOE pa3pelICHUE.

Kaxxnplil cOTpyJHUK OpraHu3aldH, MOJYyYarolMi sl paboThl JOKYMEHT,
coJiep Kallliii NIEPCOHAJIbHbIE JAHHBIE HECET €IMHOJMYHYIO OTBETCTBEHHOCTh 3a
COXPAaHHOCTb HOCUTENS U KOHPHUIECHINATbHOCTh HHPOPMAIUH.

Jlomyck K MepCOHATIbHBIM JaHHBIM OOCITY>KMBAEMBIX TpaXJaH (3aKOHHBIX
OpejacTaBuTeNe)  OpyrMX  COTPYAHMKOB  paOoTojaTens, HE  HMEIOMIUX
HaJyIeKanmM 00pazoM 0hOPMIIEHHOTO JOCTYTIa, 3aMPEIIaeTCs.

Ilepenaua (0OMEH U T.11.) MEPCOHATBHBIX JAHHBIX MEXKY MOJIpa3AeICHUSIMU
OCYLIECTBJISIETCS TOJIBKO MEXAY COTPYJHUKAMM, MMEIOIUMU JOCTYIl K
MEPCOHAIILHBIM JAHHBIM 0OCITYKUBAEMbIX IPaXK]1aH.

3a HEHWCHOJHEHUE WIM HEHaJJIeXkallee HCIOJHEHHUE PabOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HEro OOS3aHHOCTEH MO COOJIIOACHHMIO YCTAHOBJIEHHOTO
nopsijika padoThl CO CBEIEHUSMH KOH(PHUACHIIMAIBHOIO XapakTepa paboTonaTesb
BIIpAaBE NMPUMEHATh NpeaycMoTpeHHble TpyaoBeiM KoaekcoM aucuumivHapHbIE

B3BICKAHMUI.
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14  Owxupaemblii 3¢ dext ot peanmnzanun IonoxeHnus

Peanuzanus [Tonoxenus 6e3onacuoctu [1/1n B UCIT/IH mo3BoauT:

— OLEHUTH cocTosiHue Oe3omacHocTH uHbopmanuu MCIIH, BBISBUTH
UCTOYHUKH BHYTPEHHUX M BHENIHUX Yrpo3 HWH(POPMAIIMOHHOM
0€30I1acCHOCTH, ONpPEAECTUTD MIPUOPUTETHBIC HaIpaBJICHUS
MPEIOTBPALIEHHUS], OTPAKEHUA U HEUTPAITA3ALNU ITUX YTPO3;

— pa3paboTaTh pacHoOpSIAUTEIbHBIE W  HOPMATHBHO-METOJIUYCCKUE
JTOKYMEHTHI IpuMeHuTeNIbHO K UCTIIH;

— mpoBecTH kiaccudukanuio u ceprudukanuro UCI/IH;

— TMPOBECTH OPTraHU3AIMOHHO-PEKUMHBIC U TEXHUUYECKHUE MEPONPHUATUS
1o obecnieuenuto 6e3omacHoct I11n B UCII/IH;

— o0ecreuynTh HEOOXOAUMBIH YpPOBEHb 0€30MacHOCTH  OOBEKTOB
3aIUTHI;

— pa3paboTath  METOAMYECKHE  JIOKYMEHThI MO  pa3MELICHHUIO,
000py/IOBaHUIO U OXpaHE MOMEIICHHH, T/Ie XPaHATCS NMEePCOHAIBHBIC
JAHHbIE, TI0  XPAHEHUIO TMEPCOHANBHBIX JIAHHBIX Ha OyMa)KHBIX
HOCUTEJISAX W TOPSAAKY pabOThl HMCIOJHHUTEIECH C IepCOHATbHBIMU

JaHHBIMHU Ha 6YMEDKHI>IX HOCHUTCIIAX I/IH(i)OpMaLII/II/I.

OcylecTBiI€HHEe H3TUX MEPONPUATHI 00ecreyuT Cco3JaHue €AMHOM,
LEJIOCTHOM M CKOOPAMHUPOBAHHOW CHCTEMbl MH(GOPMAILIMOHHOM 0€30MacHOCTH U

COo31acCT yCIIOBH:A IJIA €€ z[aaneﬁmero COBCPIICHCTBOBAHMA.
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15 CucoK HCN0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-IIPABOBbIMH 71 MeTOAMYEeCKUMH
JOKYMEHTAMH, HA KOTOPbIX 0a3upyercsa HacTosimee Iloioxkenne sABIsIIOTCA:

@enepanbHbiii 3akoH oT 27.07.2006 r. Ne 152-®@3 «O mnepcoHaIbHBIX
naHHeIX» (manee — D3 «O mnepcoHaNbHBIX JAHHBIX»), YCTaHABIMBAIOLINN
OCHOBHBIC TNPUHIMUMBI U ycioBus oOpabotku I1J[H, mpaBa, OOS3aHHOCTH H
OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIECHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

«TpeboBaHust K 3amMTe NEPCOHANBHBIX JAHHBIX MPU HX 00pabOTKE B
UHPOPMAILMOHHBIX ~ CHUCTEMaX  NEPCOHAJIBHBIX  JAHHBIX»,  YTBEPKIACHBI
[TocranosnenueM IIpaBurensctBa PO ot 01.11.2012 . Ne 1119.

«ITonoxxenne 00 0OCOOEHHOCTSX OOpPabOTKH NEPCOHAIBHBIX JAHHBIX,
OCYyILIECTBIIsIEMO 0€3 MCIOIb30BaHUS CPEJCTB aBTOMATH3ALUN», YTBEPKIACHHOE
[Tocranosnenuem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

[Toctanosnenue IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «O6
YTBEP)KIACHUM TEPEYHs] MEp, HANpPaBJICHHBIX Ha O0OECIEeYeHHE BBINOJIHEHUS
obsi3aHHOCTEH, TpeaycMoTpeHHbIX D3 «O nepcoHambHbIX JaHHBIX» U MPUHITHIMU
B COOTBETCTBUM C HHM HOPMAaTUBHBIMU IIPaBOBBIMH aKTaMH, OIl€paTOpaMH,
SBJIFOIIMMUCS TOCYAAPCTBEHHBIMU UM MYHHUIIUIAIBHBIMUA OpPTaHaMU.

«TpeboBanusi Kk  MaTepUATbHBIM  HOCHUTENISIM  OMOMETPUYECKUX
IIEPCOHANIBHBIX JAaHHBIX M TEXHOJOTHMSIM XpaHEHUS TAKUX JAHHBIX BHE
MHOOPMAIIMOHHBIX ~ CHUCTEM  TMEPCOHAJBHBIX  JAHHBIX»,  YTBEPKICHHbIC
[Tocranosnennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOqMUeckue JOKyMEHTbl DefepaibHOM  CIyKObl 1O
TEXHUYECKOMY M DJKCIIEpTHOMY KOHTpoito Poccuiickoit ®enepauvu (nanee -
OCTOK Poccum) mo obecneuenuto Oe3zomacHoctn II/[H mpu mx obOpaboTke B

WCTITu:
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bazoBasi Monens yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX MPU UX
o0paboTke B WMH(POPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JaHHBIX, yTB. 3aMm.
nupekropa @CTIK Poccun 15.02.08 r.

Metoauka omnpeaeneHusi aKTyalbHbIX yrpo3 0€30MacCHOCTU MEPCOHATBHBIX
JAHHBIX Tpu uX 00paboTke B HH(POPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JNaHHBIX, YTB. 3aM. nupektopa @CTIOK Poccun 15.02.08 r.

[Ipukaz ®CTOK Poccum Ne 17 ot 11 despamss 2013 roma «O6
yTBepkIeHun TpeboBaHuii o 3amure UWHGOOpPMAIMU, HE COCTaBIISIONIMX
rOCyJIapCTBEHHYIO TaliHy, COJIEPXKAIUXCS B TOCYIapCTBEHHBIX MH(POPMAITMOHHBIX
cucTeMaxy.

[Tpuka3z ®CTIK Poccuu Ne 21 ot 18 despans 2013 roga «O06 yTBepkaeHUN
CocTtaBa U coJiepaHusl OPraHU3aIMOHHBIX U TEXHUUYECKUX MEP MO 00ECIEYEHUIO
0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B HMH(OPMAIMOHHBIX
CHUCTEMaX MEePCOHAIIBHBIX JTAHHBIX).

[Ipuka3z denepanbHOil ciiyx0bl Oe3omacHoCcTH Poccuiickoit denepanuu oT
10 wuronms 2014 r. N 378 "OO yrBepxaenun CocTtaBa M COJEpKaHUS
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep IO O0O0eCHeuYeHHI0 0e30MacHOCTH
MEPCOHANIBHBIX JAaHHBIX MPU HX 00paboTke B WH(GOPMAIIMOHHBIX CHCTEMax
MIEPCOHANIBHBIX JAHHBIX C UCIIOJIb30BAHUEM CPEJCTB KPUMNTOrPAPUUECKOM 3aIUThI
uH(popMaIu, HeOOXOUMBIX JJIsI BHITIOJIHEHUSI YCTAaHOBIICHHBIX [IpaBUTENHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMM K 3aIllUTe IEPCOHAIBHBIX JAHHBIX JIJIS

KQKJI0T0 U3 YPOBHEH 3aIIUIIEHHOCTH .
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16 OcobenHOCTH 00PA0OTKH NMEPCOHAIBHBIX JAHHBIX 0€3 HCIO0JIb30BAHMS
CPeICTB ABTOMATH3ALMHU

IIpy  HeaBTOMATHU3MpPOBAaHHOM  O0OpaOOTKE pa3IMYHBIX  KaTEropuil
NEPCOHANIBHBIX JaHHBIX JIOJDKEH MCHOJb30BATHCS OTACNIBbHBIA MaTepHATIbHBIN
HOCUTENb I KKJOW KaTerOpUH MEPCOHATIbHBIX TAHHBIX.

[Ipy HeaBTOMATHU3MPOBAaHHONW 0OpPaOOTKE NEPCOHAIBHBIX JAHHBIX Ha

OyMaXHBIX HOCUTEIISX:

- He Jomyckaercsi (¢ukcauus Ha OJHOM OyMa)XHOM HOCHUTEIE
NEPCOHANIBHBIX JAHHBIX, LEJIH 00paOOTKM KOTOPBIX 3aBEAOMO HECOBMECTHMBI,

- TEPCOHAIbHBIC JIaHHBIE JIOJDKHBI  000COOJSATHCS oT WHOU
uHpOpMaIlMU, B YaCTHOCTU MyTeM (UKCALUMU HUX HA OTICJIBHBIX OYMayKHBIX
HOCHUTEJISIX, B CHEHUANbHBIX pa3jenax Wiu Ha 1oJisix popM (G1aHKOB);

- JOKYMEHTBI, COJepralllie MepCOHAJbHbIE AaHHbIE, (OPMUPYIOTCS B
Jena B 3aBUCUMOCTH OT 1€ 00OpaOOTKU MEPCOHANBHBIX JaHHBIX;

- Jena C JOKyMEHTaMH, COJEp>KAIMMHU MEpPCOHAJIbHBIE JIaHHBIE,
JOJDKHBI MMETh BHYTPEHHHE  ONUCH  JOKYMEHTOB C YKa3aHUEM Ieliu
00pabOTKM U KaTeropuu NEPCOHATBHBIX JaHHBIX.

JIOKyMeHThl ~ (HOcUTeNn  HHPOpMAIMH), COJEpKallie MEepPCOHATbHbIE
JaHHbIE, JOJDKHBI XpPAaHUThCS B CIHYKEOHBIX  TOMEIICHHUAX B HAJEKHO
3aMMpaeMbIX U OMNeYaThiBaeMbIX IKadax (cerdax).

VYHUUTOXKEHHEe WIM  O00E3JIMYMBAHUME YaCTU [EPCOHAIBHBIX JIaHHBIX,
€CIM  3TO JOMYCKAaeTcsi MaTepUuajbHbIM HOCUTEIEM, MOXET MPOU3BOJAUTHCS
CIIOCOOOM, HCKIIIOYAIOIIMM  JAJbHEHUIIYI0 00paOOTKy JTUX  MEPCOHAIbHBIX
JTaHHBIX, C COXPAaHEHHUEM BO3MOKHOCTH 00paOOTKM UWHBIX  JaHHBIX,
3a()MKCUPOBAaHHBIX HAa MaTepUaIbLHOM HOCHUTEIE.

[Ipu  HecoBMeCTUMOCTH Tieiell 00paOOTKHM TEPCOHANBHBIX JIAaHHBIX,

33,(1)I/IKCI/IpOBaHHBIX Ha OJHOM MaTCpraJIbHOM HOCHTCIIC, €CJIn
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MaTepuagbHBIA  HOCHUTEIh  HE MO3BOJIAET  OCYIIECTBISITH 00paboTKy
NEPCOHATBHBIX JIaHHBIX OTIEIBHO OT JPYTUX 3a(UKCHPOBAHHBIX HA TOM
K€ HOCHTENE TIEePCOHATBHBIX IaHHBIX, JOJDKHBI OBITH MPUHSATBI MEPHI IO
o0eCIieueHn 0 Pa3febHON O0pabOTKH TMEePCOHAIBHBIX TaHHBIX, B YACTHOCTH:

- mOpu  HEOOXOAWMOCTH  WCIOJNB30BAHHS WA PACIpPOCTPAHCHUS
OTIPE/ICTICHHBIX TIEPCOHANBHBIX JAaHHBIX OTIAEIBHO OT HAXOMSIIUXCS HAa TOM
e MaTepUATBHOM HOCHTENE JPYTUX TEPCOHANBHBIX JaHHBIX OCYIIECTBISETCS
KOITMPOBAaHUE TICPCOHAIBHBIX JAHHBIX, TMOJUICKAIINX PACIPOCTPAHCHUIO WU
UCTIOJIB30BAHUIO, CIIOCOOOM, WCKIIIOUYAIONIMM OJHOBPEMEHHOE  KOIUPOBAHHE
NEPCOHATBHBIX  JAaHHBIX, HE  TOJISKANMX  PaCHpOCTPAHCHHUIO u
UCTIOJIb30BAHUIO, U HCIIONB3yeTCs (PaclpoCTpaHseTCs) KOMHUS IEepCOHAIbHBIX
JTAHHBIX;

- Impu HEOOXOAWMOCTH YHHUUYTOXKEHHSI WJIM OJNOKMPOBAHHUSA YacCTH
NIEPCOHATBHBIX JTAHHBIX YHUYTOXKACTCSI WM  OJOKHPYeTCS MaTepUaIbHBIN
HOCUTEIIb C TPEIBAapPUTEIbHBIM KONMHPOBAHUEM CBEACHUH, HE IOJICKAIINX
YHUYTOKECHHUIO 17031 OJIOKMPOBAHHUIO, CII0CO00M, UCKJTIOYAIOIINM
OJTHOBPEMECHHOE  KOIMPOBAaHHE  TMEPCOHAIBHBIX  JAHHBIX, IOJIEKAIIHX
YHUUYTOKCHUIO WM OJIOKUPOBAHHUIO.

YTOYHEHHE TEepPCOHANBHBIX JAHHBIX  IPH OCYIIECTBICHUH ux
00paboTKK 0€3 UCTONBb30BaHUS CPEJICTB aBTOMATH3allMd MPOU3BOJIUTCA MYTEM
OOHOBJICHHS WJIM W3MEHEHHUS [aHHBIX HAa MAaTEpUAIbHOM HOCHUTENle, a ecIH
3TO  HE JOMYCKAETCS TEXHHUYECKUMH  OCOOCHHOCTSIMH  MaTepHAILHOTO
HOCHUTEIIS, MyTeM (HKCAllMd Ha TOM JX€ MAaTePUAIBHOM HOCUTENIC CBEICHHIA
O BHOCHUMBIX B HHX HW3MEHEHHMSX JIMOO IIyTeM M3TOTOBIEHHUS  HOBOTO
MaTepUAILHOTO HOCHUTENSI C YTOYHCHHBIMU IEPCOHAILHBIMU JTAHHBIMH.

O06paboTKa MEePCOHATBHBIX JTAHHBIX, OCYIIECTBIIsIEMas 0e3 MCIOIb30BaAHUS
CPEICTB aBTOMATH3AIlMH, JOJDKHA OCYIICCTBIATHCS TaKMM 0Opa3oM, 4YTOOBI B

OTHOIICHUHN K&)K,Z[Oﬁ KaTeTrOpHH MEPCOHAJIBHBIX JAHHBIX MOKHO OBLI10 OnpeCaACINTL
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MECTa XpaHEHUs MEPCOHAJBHBIX JAHHBIX (MaTepUaJbHBIX HOCUTENEH) U
YCTaHOBUTH MEPEUCHb JIUI, OCYLIECTBIAIOMUX 00pabOTKy MepCOHATBHBIX JaHHBIX
A100 UMEIOIINX K HUM JIOCTYII.

IIpu XpaHeHnrn MaTepuaIbHbIX HOCUTENIEH JOJIKHBI COOMIOAATHCS yCIOBHUS,
00EeCreunBaOIINE COXPAHHOCTh IE€PCOHAJBHBIX JIAHHBIX M  HCKIIIOYAIOIIUE
HECAaHKIIMOHUPOBAHHBIM K HUM JOCTYyIl. XpAaHEHHE IIEPCOHANBHBIX  JIAHHBIX
(MaTepHaIbHBIX ~ HOcHTeNei), 00paboTKka KOTOPBIX  OCYIIECTBISIETCS B

Pa3INYHbIX LOCIIAX HOJIKHO OBITH Pa3aACIIbHBIM.

JIMpEKTOP LIKOJIBI: K.A.Kotos.
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