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OITPEAEJIEHUA

B HacTosieM [OKyMEHTE HCHOJIB3YIOTCA CIEIYIOIIUEe TEPMUHBI U UX
OTIpe/IeTICHUS.

ABTOMATH3MPOBAaHHAsI CHCTEMAa — CHCTEMa, COCTOsSIIAas M3 MEepCOoHaIa U
KOMIUIEKCA CPEACTB aBTOMATU3ALIMU €T0 ACITEIbHOCTH, peajau3yromas uHpopma-
IIUOHHYIO TEXHOJIOTHUIO BBHITIOJIHEHUS! YCTAHOBJICHHBIX (YHKITUI.

AyTeHTHGUKALUS OTIPABUTEJIS JAHHBIX — IOATBEPKACHHUE TOTO, UTO OT-
IIPaBUTENb MOJYYECHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

be3onacHOCTh NEPCOHAJNBHBIX [JAHHBIX — COCTOSHHE 3allUIIEHHOCTH
NEPCOHAIBHBIX  JIaHHBIX, XapaKTEpU3yeMOoe CHOCOOHOCTBIO  IOJIB30BaTENEH,
TEXHUYECKUX  CPEeICTB M  MH(POPMALMOHHBIX  TEXHOJOTMHA  00ecHeunTh
KOH()UIEHIMATBHOCTh, LEIOCTHOCTh U JAOCTYMHOCTh MEPCOHAIBHBIX JAaHHBIX MpU
ux 00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTaHHBIX.

buomerpuyeckne mnepcOHANbHbIE JdaHHbIE — CBEJICHUSA, KOTOpbIE
XapaKTepU3yloT (PU3NOIOTHYECKHEe OCOOEHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUThH €r0 JMYHOCTb, BKJIOYass (oTorpaduu, OTHEYaTKU MAaJbIEB,
o0pa3 ceTyaTKH Tjla3a, OCOOEHHOCTHM CTPOCHMS Tela M APYryl0 TIOJI0OHYIO
uHbOpMaITHIO.

biokupoBaHne NepcoOHAIBHBIX JAHHBIX — BPEMEHHOE IMpEKpalieHue
00pabOTKK MEPCOHANBHBIX JaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eciii 00paboTka
HeoO0XouMa JIJIsl YTOUHEHUS IEPCOHANIbHBIX IaHHBIX).

Bupyc (koMIbOTEepHbIH, IPOrPAMMHBIN) — HUCIOJHIEMBIN POrPAMMHBIN
KOJI WJIM MHTEPIPETUPYEMBI HA0Op MHCTPYKIIMK, 00IaNalomuii CBOMCTBAMHU He-
CaHKUIMOHUPOBAHHOI'O PACIpOCTpaHeHUsi U camoBocrpou3BeaeHusi. Co3aaHHbIE
TyONMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/a COBMAAAIOT C OPUTHMHAIIOM, HO CO-
XPaHAT CIIOCOOHOCTh K JajbHEHUIIEMY pacHpOCTPAHEHHIO U CaMOBOCIIPOU3BE/Ie-

HUIO.



BpenonocHasi mporpamMmma — nporpaMma, peJHa3HauyeHHas ISl OCYLIECTB-
JICHUS] HECAHKIMOHMPOBAHHOI'O JIOCTYIA W (WMJIM) BO3JEWUCTBHS HAa NEPCOHAIbHBIC
JTAaHHBIE WJTU peCypChl UHPOPMAIIMOHHOM CUCTEMBI IEPCOHATIBHBIX TAaHHBIX.

BcenomoraresibHbIe TeXHUYECKHE CPeICTBA M CHCTEMbI — TEXHHUYECKHE
CPEIICTBA M CHUCTEMBI, HE MPEIHA3HAYCHHBIE [T Mepenay, oOpabOTKU U XpaHEHUs
IIEPCOHAJIBHBIX JaHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKUMHU CPEACT-
BaMU U CHCTEMaMH, IIPEeIHA3HAYCHHBIMU Uil 0OpaOOTKM NMEPCOHANBHBIX JTaHHBIX
WIM B TMOMEIIECHHUAX, B KOTOPBHIX YCTAHOBJIEHbI MH(OPMALMOHHBIE CHCTEMBI IEPCO-
HaJIbHBIX JAHHBIX.

Joctyn B oOnepanMoOHHYK cpeay KommblTepa (MHGOPMALMOHHOM
CHCTEMBbI NEPCOHAJIBHBIX [JaHHBIX) — IOJyYCHHE BO3MO)KHOCTH 3allyCKa Ha
BBIIIOJIHEHWE INTAaTHBIX KOMaHI, (YHKLMI, MpoLexyp ONEpalMOHHOM CHUCTEMBI
(YHUYTOXEHUsSI, KOIMPOBAHUS, TMEPEMEIICHUsT M T.1.), HCIOMHIEMbIX (aiiioB
NPUKJIAHBIX IPOIPAMM.

Joctyn k mHGOpMAaIMM — BO3MOXKHOCTh MOJTyYeHUs] MH(OPMALMHU U €€ HC-
MOJIb30BAHUSI.

3ak/1a04HOe YCTPOICTBO — 3JIEMEHT CPE/ICTBA CheMa HH(POPMALIH, CKPHITHO
BHENIPSIEMbIN  (3aK/Ia/IbIBACMbId WM BHOCHMBIM) B MeCTa BO3MOXKHOIO CheMa
uHpopManmu (B TOM YHCIIE B OTPaXKICHUE, KOHCTPYKIIMIO, 000PYJI0OBaHHUE, ITPEIMETHI
VHTEPBEPA, TPAHCHOPTHBIE CPEACTBA, A TAKKE B TEXHUYECKHE CPEICTBA U CHCTEMBI
00paboTku uHGoOpMaIUN).

3amumaemasi mHpopmanus — MHbOpMaLKs, SBISIOLIAACT TPEIMETOM CO0-
CTBEHHOCTHM M TOAJISKAILAs 3alUTe B COOTBETCTBUM C TPEOOBAHUSMH IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpPMALIUH.

Nnentudukanuss — NpUCBOCHUE CYOBEKTaM M OOBEKTaM JOCTyIa HWJICHTH-
¢ukaropa M (WIM) CpaBHEHUE TPEIbIBIAEMOrO HICHTUPHUKATOpA C TMEpeUyHEM

MPUCBOCHHBIX UIACHTH(PUKATOPOB.



NndopMaTUBHBIH CHTHAJ — DJICKTPUUECKUE CUTHAJIBI, aKyCTUYECKHUE, DJIEK-
TPOMarHuTHBIE W Jpyrue (DU3UYECKHe TMOJs, MO TMapaMeTpaM KOTOPBIX MOXKET ObITh
packpbITa KoH(pUaeHIMaTBHAS HHpOpMAaIys (TIepCOHATLHBIEC TaHHbIC) 0OpadaThiBacMas
B MH(OPMAIIMOHHOM CUCTEME MEPCOHATBHBIX TAHHBIX.

HNudopmanuoHHble TEXHOJOTHM — TIPOIIECCHI, METOJIBI TOMCKa, cOopa, Xpa-
HEeHUsl, 0O0paOOTKH, TMPEIOCTABICHHS, PACIPOCTPaHEHUsT WH(OpPMAIMU U  CHOCOOBI
OCYIIECTBIIEHUS TAKUX MIPOLECCOB U METOJIOB.

Nudpopmanuonnas cucreMa mnepcoHadbHbIX JaHHbIXx (HUCIIAn) -
COBOKYITHOCTb COJEp)Kaluxcss B 0a3ax JaHHBIX [E€PCOHANBHBIX JaHHBIX M
00ecreynBaIMNX UX 00padOTKy MH(POPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnonb3oBaHue NepPCOHANBHBIX JAaHHBIX — JEHCTBUS (Omepanuu) C
MEPCOHAIBHBIMU JTaHHBIMH, COBEpIIa€MbI€ OIMEpPaTopoM B MLENAX MPUHATHUSL
pEelICeHUH WJIM COBEpIICHHUS HWHBIX JEHCTBUHM, MOPOXKIAOIUX IOPUINUECKUE
MOCIICAICTBHSI B OTHOIICHHHM CyOBEKTa MEPCOHANBHBIX TAHHBIX WA JPYTHX JIUI
1100 WHBIM 00pa30M 3aTparuBarOIMX MpaBa U CBOOOABI CyObEKTa MepCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

HcTouHuKk yrpo3nl 0e30nmacHoCTH MH(popManum — cyObeKT I0CTyIa, MaTe-
pUATHHBIA OOBEKT WK (PU3NUECKOE SIBIICHUE, SIBIISIOIIMECS MPUYUHON BO3HUKHOBEHMUS
yIpo3bl 6€30MacCHOCTH WH(OPMAITUH.

KonTposupyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPHS, 31aHNE, YaCTh 3/IaHUs,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOe NpeObIBaHUE MOCTOPOHHMX
JINIL,  TAK)Ke TPAHCTIOPTHBIX, TEXHUIECKUX M HHBIX MaTepUATIbHBIX CPE/ICTB.

KoH(puaeHunaIbHOCTh MNEPCOHATBHBIX JAAHHBIX — 00s3aTeNbHOC JIIs
COOIIOICHUST ONEPAaTOPOM MJIM MHBIM TOJYYMBILIUM JOCTYI K MEPCOHAIBHBIM JaHHBIM
JUIIOM TpeOOBaHWE HE JOMyCKaThb WX pacnpocTpaHeHue Oe3 coryiacus CyObeKTa

MSPCOHAJIBHBIX NAHHBIX WM HAJIMYKWA KMHOI'O 3aKOHHOI'O OCHOBAHMS.



MexceTeBOM 3KpaH — JIOKaJIbHOE (O JHOKOMITOHEHTHOE) WK (PYHKITMOHATIHLHO-
pacrpeesieHHOe TporpaMMHOE  (IIPOTrpaMMHO-AIIapaTHOE) CPEACTBO  (KOMILIEKC),
peam3yrolee KOHTPOIIb 32 HH(OpMaIweH, mocTymnaroriel B MHQOPMAITMOHHYIO CHCTEMY
TICPCOHAITBHBIX JAHHBIX U (MJIN) BBIXOJAIICH U3 HH)OPMAITMOHHON CUCTEMBI.

Hapymuresib 6€30MacHOCTH NMEPCOHAIBHBIX JAHHBIX — (DU3MUYECKOE JIUTIO,
CITy4aiiHO WITH TIPETHAMEPEHHO COBEPIIAIOIIEE ICHCTBHIS, CIICICTBUEM KOTOPBIX SIBIICTCS
HapyIlleHue 0Oe30MacHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKE TEXHUUYECKUMHU
cpencTBamMu B MH(OPMAITMOHHBIX CUCTEMAaX TIEPCOHATBHBIX TAHHBIX.

HeaBTomMaTu3npoBanHasi o00padoTKa TEPCOHAJIBHBIX JAHHBIX —
00paboTKa MepCOHANBHBIX JTAHHBIX, COACPKAIINXCS B HHPOPMAIIMOHHON CHCTEME
NIEPCOHAIBHBIX JIaHHBIX JUOO W3BJICUEHHBIX W3 TAKOW CHCTEMBI, CUHUTAETCS
OCYIIECTBICHHOM 0e3 UCIIOJIb30BAHUS CpEJICTB aBTOMATH3AIHH
(HEaBTOMATH3WPOBAHHOM ), €CITM TaKWe JEHCTBUS C MIEPCOHATBHBIMU JTAHHBIMH, KaK
WCIIOJIb30BAaHUE, YTOYHEHHE, PACIpPOCTPAHEHUE, YHUYTOKEHUE IEePCOHATBHBIX
JAHHBIX B OTHOIIEHWW KaXIOTO W3 CYOBEKTOB TEPCOHAIBHBIX JaHHBIX,
OCYIIECTBJIISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEIOBEKa.

HenekiapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEICTB BBIYMCIHMTEIIFHON TEXHWKHM, HE OINMCAHHBIE WM HE COOTBETCTBYFOIIHC
OIMMCAaHHBIM B JIOKYMEHTAIIUH, TIPH KCHOJIB30BAHUM KOTOPHIX BO3MOXKHO HapyIlIEHHE
KOH(HICHIIMATBHOCTH, JOCTYIIHOCTH WJIM  IIEJIOCTHOCTH 0Opa0OaThIBacMOM  WH-
dbopmanuu.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKIMOHUPOBAHHBIE JeHCTBUS) —
JOCTYTT K WMH(pOpMAIMK WM JICHCTBUS C MHQOpPMAIIMCH, HapyIIarole MpaBuia pas-
TPaHUYCHHS JIOCTyNa C WCIHOJB30BAHUEM INTATHBIX CPEICTB, IPEIOCTABIIEMBIX
WH(POPMAITMOHHBIMU CHCTEMaMH TIEPCOHAIBHBIX JaHHBIX.

Hocutenb unpopmanmum — GU3NUECKOE JIUIO WIM MaTepPHAIbHBIA 00BEKT, B

TOM 4mcTe (pu3rueckoe Tosie, B KOTOpOM HH(POpMAITMS HAXOJHUT CBOE OTPKEHHE B BUJIE



CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMUYECKUX PELICHUI U MPOIECCOB, KOMMYECTBEHHBIX
XapAKTEPUCTHUK (PU3UICCKUX BEITMUMH.

O0e3MuYnBaHue NEPCOHAJIBHBIX [JaHHBIX — JEHCTBUS, B peE3yJIbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJb30BAHUS JIOMOJHUTEIbHON
uH(OpPMAITUHU OTIPEIEIUTh MPUHAJIC)KHOCTD MTEPCOHABHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY NEPCOHANBHBIX JTAHHBIX.

OO0paboTka MepCOHAJBHBIX JAHHBIX — JI000€ JeHCTBUE (Orepalus) uiu
COBOKYMHOCTb JIEUCTBUIl (Omepanuii), COBEpPIIAEMBbIX C MCIOJIb30BAHUEM CPE/ICTB
aBTOMAaTU3allud WM 0€3 HCIOJb30BAHMSI TAaKUX CPEJICTB C MEPCOHATBHBIMU
JJaHHBIMM, BKJIIO4Yasi cOOp, 3amuch, CHUCTEMAaTH3allMI0, HAKOIUICHHUE, XPaHCHHUE,
yTouHeHHEe (OOHOBJICHHE, W3MEHEHHE), H3BJICUCHHUE, HCIIOJIb30BaHUE, Ieperady
(pacripocTpaHeHue, MPEOCTaBICHHUE, JOCTYM), OOe3lMYuBaHue, OJOKWPOBAHUE,
yaajeHue, yHUYTOKEHHE MEPCOHAIbHBIX JaHHBIX.

OO0menocTynHpie NEpPCOHATbHBIE JAaHHbIC — IIEPCOHAJBHBIC JaHHBIE,
JIOCTYIl HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPBbIM MPEJOCTaBJICH C COrjacus
CyObeKTa TMEepCOHAJIBHBIX JAaHHBIX WJIA Ha KOTOPble B COOTBETCTBUHM C
dbenepalbHBIMU  3aKOHAMU HE PaCHpOCTpaHseTCss TpeOOBaHUE COOJIIOICHMUS
KOH(HIEHIIMAJIbHOCTH.

Oneparop (MepCcOHANBHBIX JTAHHBIX) — TOCYIapCTBEHHBIM OpraH,
MYHUITUTIATBHBIA OPraH, IOPUIUYECKOEe WM (PU3NYECKOE JIMIIO, CAMOCTOATEIHHO
WM COBMECTHO C JIPYTMMM JIMI[AMHU OPraHU3YyIoUMe U (WIH) OCYLISCTBIISIIOIINE
00paboTKy MepCOHATBHBIX JaHHBIX, a TaKXKE OINPEICISIONINe Iean 00paboTKH
MepPCOHAIBHBIX JAaHHBIX, COCTAB NMEPCOHAIBHBIX JTAHHBIX, MOICKAIINX 00paboTKe,
nercTBus (omepalum), CoBeplaeMble C IEPCOHATBHBIMU JTAHHBIMHU.

Texnunueckue cpeacrsa HHPOPMALUMOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CPEJCTBA BBIUUCIMTEIILHON TEXHUKH, WH(POPMAIIMOHHO-BBIUYUCIUTEILHBIC

KOMILJICKCHI M CETH, CPEJICTBA M CUCTEMEI Tiepeiaun, ipruema u oopadorku [1/1a (cpencrea



U CHUCTEMbI 3BYKO3AIMCH, 3BYKOYCHJICHMS, 3BYKOBOCIPOM3BEICHUS, MEPErOBOPHBIC U
TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHE TEXHUIECKHUE CPEICTBAa 0OpabOTKK pedeBol, Tpaduueckoid, BUIeo- U OyKBEHHO-
dpoBoit HHpOpMaIUK), TPOrPaMMHBIE CpeICTBA (OMEPAIMOHHBIE CUCTEMbI, CUCTEMBI
yIIpaBlieHus: 6azaMy TaHHBIX U T.IL.), CPEACTBA 3aIIUTHI MH(POPMAIIMH, IPUMEHSEMbIC B
UH(POPMAIMOHHBIX CUCTEMAX.

IlepexBar (uHopManmu) — HEMpPaBOMEPHOE MOJyYeHHE WHGOPMAIUU C
UCIIOJIb30BAaHUEM TEXHHYECKOTO CpEICTBA, OCYIIECTBIIONIETO OOHapy>KEeHHUE,
npueM 1 00paboTKy MHGOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBbIE — J1I00ass MHPOpPMALKS, OTHOCAIIAACA K IMPSMO
WIM KOCBEHHO OINPEJCICHHOMY WU OINpeAensieMoMy (PU3NUECKOMY JIMILY
(cyOBeKTy MepCOHAIBHBIX JAHHBIX );

IToOo4HBIe  JIEKTPOMATHMTHBIE  W3JIy4eHHMs W  HABOAKH  —
AJIEKTPOMArHUTHBIE H3JIYYCHHUS] TEXHUUYECKHUX CPEACTB OOpabOTKH 3aliuiaeMoin
uHbOpMaIK, BO3HUKAOIIME Kak MOOOYHOE SBJICHHE W  BBI3BAaHHBIC
AIEKTPUYECCKUMHU CUTHAJIAMU, TEUCTBYIOIIMMH B UX JJICKTPUICCKAX M MarHUTHBIX
HEMsAX, a TAKXKE IEKTPOMArHUTHBIE HABOJKU ITHX CUTHAJIOB HA TOKOMPOBOJISIINE
JUHUH, KOHCTPYKITUHU U TICTIH TATAHMSI.

I[MouTHKa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OPTraHU3alMOHHBIX
MEPOTIPUATUNA, KOHTPOJMPYIOMIMX OTCYTCTBUE 3alKMCHhIBaHHMS Ha OyMaKHbIE
HOCHUTENIM KJItoued W aTpuOyToB mocTyna (mapoJieid) W XpaHEHUs HUX BOJIM3HU
00BEKTOB JIOCTYTIA.

[Hoab30BaTesib HHPOPMALMOHHON CHUCTEMbI NMEPCOHAJBHBIX JTAHHBIX —
JWIO0, YydYacTByioliee B (YHKIIMOHUPOBAHWU HMH(POPMALMOHHONH CHCTEMBI
MEPCOHATBHBIX JAHHBIX WIIA UCTIONB3YIOIIEE Pe3yIbTaThl €€ PYHKITMOHUPOBAHMS.

IIpaBuia pasrpaHuYeHusi JOCTYNAa — COBOKYITHOCTH MPaBUJI, periiaMeHTH-

pYIOIIMX MpaBa JA0CTyIa CyOBEKTOB 1OCTyNa K 00BbEKTaM JI0CTYyIIA.



IIporpaMmmHas 3aKjaaKa — KOJI IpOrpaMMBbl, IPETHAMEPEHHO BHECEHHBIN B
MIPOrpaMMy C IIEJIbI0 OCYIIECTBUTH YTEUKY, U3MEHUTH, OJIOKHPOBATh, YHHUTOKUTh
WH(OPMAITUIO WIIH YHHUYTOXHUTh U MOJIU(DHUIIMPOBATH MPOrPaMMHOE 0OeCIieueHUE
MH(OPMAIMOHHONW CHCTEMbI MEPCOHATBHBIX JAHHBIX U (WIM) OJOKMPOBATH arra-
paTHBIE CPE/ICTBA.

IIporpammHoe  (mporpaMMHO-MaTeMaTH4YecKoe)  BO3JaelicTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JCHCTBHE HAa  PECYpChl  aBTOMATHU3WPOBAHHOMU
MH(MOPMAITMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C MCMOJb30BAaHUEM BPEIOHOCHBIX
MIPOrpaMM.

PackpbiTHe nNepcOHAJBLHBIX JAHHBIX — YMBIIUICHHOE WU Cly4aliHOE
HapylleHue KOH(UICHIINATbHOCTH MEPCOHANBHBIX JTAHHBIX.

PacnpocTpaHeHue nepcoOHAJbHBIX JAHHBIX — JCHCTBUS, HAPABICHHBIC
Ha PacKphITUE MEPCOHATBHBIX IAHHBIX HEOMIPEACICHHOMY KPYTY JIMII.

Pecypc uH(popMaIMOHHON CUCTEMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MIPUKJIATHOTO WU anmapaTHOIo oOecrieueHus (yHKIMOHUPOBAHUS
WH(OPMAIIMOHHON CHCTEMBI.

CnennajibHble KAaTEerOpMH MNEPCOHAJIBHBIX [JAHHBIX — IIEPCOHAJIBHBIC
JTaHHBIE, KACAIOIIMECS PACOBOM, HAIMOHAIIBHON MPUHAMJICKHOCTH, MOJIATHYECKUX
B3TJISIJIOB, PEITUTHO3HBIX WM (PHIIOCOPCKUX YOk ICHUM, COCTOSHUS 3I0POBbS U
WHTUMHOM XKM3HU CyOBEKTa MePCOHANBHBIX TaHHBIX.

CpencrBa BbIYNCIUTEIbHOH TEXHUKHU — COBOKYITHOCTb MPOIPAMMHBIX U TE€X-
HUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKU JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEJILHO UJIM B COCTaBE JIPYTHX CUCTEM.

CyoObekT pocryna (cy0ObeKT) — JUIO WINA MPOLECC, ACUCTBUS KOTOPOTO per-

JTAMEHTUPYIOTCS MPABUIIAMU Pa3TPaHUYEHUs JOCTyMA.
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TexHuyecKkuil KaHAJ yTeYKH MH(POPMAIMHU — COBOKYITHOCTh HOCUTEINS HUH-
dbopmarmm  (cpemctBa  00paOOTKH), (DU3MUECKON cpeabl pacnpocTpaneHus HH)Op-
MaTHBHOTO CUTHAJIA M CPEJICTB, KOTOPBIMHE JOOBIBACTCS 3aIIvIiaeMast HHpOpMaIius.

TpancrpanuyHas mnepegadya MePCOHAJBHBIX JAHHBIX — IepeAada
MEPCOHANBHBIX  JTAHHBIX  OmeparopoM 4Yepe3 ['oCymapCTBEHHYIO TpaHUILY
Poccuiickonn ~ @exepaumu  OpraHy  BJIACTM  MHOCTPAHHOTO  TOCYJapCTBa,
bu3MYeCKOMY WITH IOPUANYECKOMY JIUIy HHOCTPAHHOTO FOCYapCTBa.

¥Yrpo3bl 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U
(bakTopoB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CITy4YaiHOTO,
JIOCTYTIA K MEPCOHATTBHBIM JAHHBIM, PE3YJBTaTOM KOTOPOIO MOYKET CTaTh YHUUTOKECHUE,
W3MEHEHHUE, OJIOKMPOBAHUE, KOTIMPOBAHKE, PACIIPOCTPAHEHUE ITEPCOHANTBHBIX JaHHbIX, &
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUM TpU MX 00paboTKe B MH(DOPMAIMOHHOM
CUCTEME MEPCOHATIBHBIX JAHHBIX.

YHHUUYTOKEHHE TMEePCOHAJbHBIX [aHHBIX — J[ICHCTBUS, B pE3yJbTaTe
KOTOPBIX CTAHOBUTCSI HEBO3MOXKHBIM BOCCTAHOBHUTH COJAECPKAHUE MEPCOHAIBHBIX
JJAHHBIX B WH(OPMAIIMOHHOW CHCTEME TMEpPCOHANBHBIX JaHHbIX W (WiIu) B
pe3yJibTaTe KOTOPBIX YHHUTOXAKOTCS MaTEpUaIbHbIE HOCUTEIU MEPCOHATbHBIX
JTAHHBIX.

Yreuka (Bamumaemoil) WHGOPMALMH MO TEXHUYECKHM KaHAJIaAM —
HEKOHTPOJIMPYEMOE pacipoCTpaHeHne MHGOPMAITUK OT HOCUTEIS 3allluInaeMon HHQOp-
Maluu 4epe3 (PU3MUecKyro cpeay A0 TEXHUYECKOTO CpENICTBA, OCYLIECTBIISIFOILETO
nepexBaT UHPOPMAIIUH.

Ya3BuUMOCTh — c1ab0CTh B CPEJICTBAX 3aIIUTHI, KOTOPYIO MOXKHO UCIOJIb30BAThH
JUISl HApYIIEHUsI CUCTEMbI WM COJIepoKallieiicss B Hel MH(pOpMaIUu.

IesocTHOCTH MHMOPMAIUM — CITIOCOOHOCTHh CPEICTBA BBIUMCIUTCIILHON TEX-
HUKHU WM aBTOMATU3UPOBAHHON CUCTEMBI 00ECTIeYBaTh HEU3MEHHOCTh MH(OpMAITH B

YCIIOBHSIX CITy9aifHOTO W/WJTH MPEAHAMEPEHHOTO UCKKEHHS (Pa3pyILCHHS ).



OBO3HAYEHUSA U COKPALLLEHUA

ABC — aHTUBHpPYCHBIE CPEJICTBA

APM — aBTOMaTHU3MpOBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHbIe TEXHUYECKHE CPENICTBA U CUCTEMBI
NCIIIH — uadopMaIioHHas: CUCTEMA MEPCOHATBHBIX TaHHBIX
K3 — koHTpompyemast 30Ha

JIBC — ntoKasnbHask BBIYMCIIUTEIBHAS CETh

MD — MexceTeBoil S3KpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYIT

OC — onepanoHHas cucTema

[1/TH — nepcoHabHBIE JAHHBIE

[IMB — nporpaMMHO-MaTEMATUIECKOE BO3IEHCTBHE

[1O — nporpamMmmHOe obecrieueHue

[IOMHH — no6o4HbIe 31€KTPOMAarHUTHBIE N3ITyYEHUs] 1 HABOJKH
CA3 — cucrema aHanm3a 3alUIIEHHOCTH

C3U — cpeacTra 3amuThl HHPOPMAILIUU

C3IIdH — cucreMa (moicucTEMa) 3aIUThI IEPCOHATBHBIX TAHHBIX

COB - cucrema o6HapyKeHUSI BTOP>KEHUN
TKY U — Texarueckre KaHaibl yTeUKy nH(popMarmm

VBIITIH — yrpo3bl 6€30MacHOCTH EPCOHATBHBIX JAHHBIX

11
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BBEJAEHUE

Hacrosimas ITlonutuka wuHpOpManmoHHOW 0€301MaCHOCTH (mamee —
[Tonutrka) B MyHUIIMTIATBHOM OIOJIKETHOM 00I1€00pa30BaTEIbHOM YUPEKICHUU
OTtpanoBckas cpeanssi o0Oieo0pa3oBarenbHas mIkoia A30BCKOTO paiioHa (Janee —
MBOY Ortpanosckas COILLl), siBnsiercs opuiMaaibHbIM TIOKYMEHTOM.

[lonutnka pa3paboTaHa B COOTBETCTBMM C LEMSIMH, 3aJadyaMud H
IPUHLIKAIIAMU O0ecrieueHus: 0€30MacCHOCTH NEPCOHANIBHBIX JAHHBIX U3JI0KEHHBIX B
[Tonoxxennu wuHpopmarmonHot Oe3omacHoct WCIIJn MBOY OrtpanoBckas
COo

[Tonutuka pazpaboTaHa B COOTBETCTBMM ¢ TpeboBaHusiMu denepanbHOro
3akoHa oT 27 wmronsa 2006 1. Ne 152-03 «O mnepcOHANBHBIX [aHHBIX», Ha
OCHOBAaHHM:

— IIpukaz ®CTIK Poccuu ot 18 deBpans 2013 roma Ne 21 «O06
yTBepkaeHnr (CocTaBa M COAEP)KAHHUS OPraHU3alUOHHBIX H
TEXHUYECKUX MEp MO 00eCrneYeHnI0 0e30MacCHOCTH MEePCOHATbHBIX
JAaHHBIX TpU HUX 00paboTke B HHPOPMAIMOHHBIX CHUCTEMAaX
MEPCOHANIBHBIX TAHHBIXY,

— «TunoBeIX TpeOOBaHUI MO OpraHu3alMM MW O00ECIEUEHUIO
(GYyHKIMOHUPOBAHUS  MHUQPPOBATBHBIX  (KpUNTOrpadUIeCcKux)
CpPEICTB, TNpPENIHA3HAYEHHBIX I 3alUThl WHGOpPMAIUU, He
CcoZEepKallel CBEACHUN, COCTABIISIOIIMX TOCYAapCTBEHHYIO TalHY
B Cllydae W3 HCIIOJb30BaHUA Mg oOecrieueHuss 0e30macHOCTU
NEPCOHANIBHBIX JaHHBIX NpPH UX 00paboTKe B MH(POPMALMOHHBIX
cUCTEMax MEePCOHAIBHBIX JAHHBIX), YTBEPKICHHBIX
pykoBoactBoM 8 Llentpa ®CB Poccun 21.02.2008 1. No 149/6/6-
662.
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B Tlonutuke ompenenenbl TpeOoBanus k mnepcoHany HWCIIH, creneHb
OTBETCTBEHHOCTH  TIEPCOHANIa, CTPYKTypa ©  HEOOXOAWMBI  YPOBCHB
3alMIIEHHOCTH, CTaTyC M  JOJDKHOCTHBIE  OOS3aHHOCTH  COTPYJAHMKOB,
OTBETCTBEHHBIX 32 oOecredeHrue 6e30MmacHOCTH nepcoHanbHbIX gaHHbIX B UCIIH

MBOY Otpanosckas COLLL.
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1.001mume mos1oKeHus
Henpro Hactosmer IlomuTukm, sBIseTcs oOccIieueHHe OC30MacHOCTH

00bekToB 3ammTel MBOY OTtpanosckas COIl oT Bcex BHAOB yrpo3, BHEIIHUX U
BHYTPCHHHX, YMBIIUICHHBIX W HEMPEIHAMEPECHHBIX, MHHHMH3AIUS yIiepoda oT
BO3MOXKHOM peanuzaiuu yrpo3 6e3onacuoctu I[1/1n (YBITdH).

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAaeTCsl MyTEM HCKIIOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJI€ CIIy4allHOro, JOCTyHa K MEepPCOHAIbHBIM
JIAaHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET CTaTh YHHMYTOXXEHHUE, W3MEHECHMUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHUE TTEPCOHATBHBIX JAaHHBIX, a TAKXKe
WHBIX HECAaHKIIMOHUPOBAHHBIX JCHCTBUM.

Nudopmarus 1 cBsi3aHHBIE C HEH PeCypChl JAOJKHBI OBITH JTOCTYITHBI JIJIS
aBTOPU30BAHHBIX MoJib3oBaTeNel. JlOJDKHO OCYIIECTBISATHCS CBOEBPEMEHHOE
oOHapy»xeHue u pearupoBanue Ha Y BI1/H.

JIOJDKHO ~ OCYIIECTBISITHCS  MPEIOTBpALIEHUE  MPEIHAMEPEHHBIX  WJIU
CITy4alHbIX, YACTUYHBIX WJIM TOJIHBIX HECAHKI[MOHUPOBAHHBIX MOJU(PUKAIIUN WU
YHUUTOKECHUS JIAaHHBIX.

CoctaB 00BEKTOB 3alUThl mpenacTaBieH B «llepeyHe mnepcoHambHBIX
JTAHHBIX, TOJIJICIKAIINX 3aIUTE.

Cocras UCIT/IH noanexamux 3amure, npeacrasieH B «llepeune UCITIH».
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2.001acTh gelicTBUA
TpeboBanus Hacrosmed [loaUTUKM  pacnpocTpaHSIOTCS HA  BCEX

pabotHukoB u yuamuxca MBOY Otpanosckas COIl (mTatHbIX, BPEMEHHBIX,
paboTarmMX MO KOHTPAKTy M T.I.), @ TaKXKE BCEX MPOUYUX JUI (MOAPSIYUKH,

ayJIUTOPHI U T.I1.).
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3.CucTreMa 3alIMTHI NEPCOHATBbHBIX JTAHHBIX
Cucrema 3ammuthl nepcoHanbHbIX JaHHbIX (C3II[JH), cTpoutca Ha

OCHOBAaHUH:

— MHWrorosoro otuera 06 ob6caemoBannu UCII/H;

— Oruera 0 pe3ynbTaTax MPOBEACHUS  BHYTPEHHEW IPOBEPKHU
3amuThl [1/1H Ha OyMaKHBIX HOCHTEIISX.

— IlepeuHst mepcOHANBHBIX JAHHBIX, TOMJIEKAIINX 3AIINUTE;

— Axra knaccuuKauu HHPOPMAMOHHON CUCTEMBI MEPCOHATBHBIX
JAHHBIX;

— Mopaenu yrpo3 6€301MacHOCTH EPCOHATIbHBIX TAHHBIX;

— Marpuiet IocTyna MOJIb30BATEIICH K 3alMIIAEMbIM
uHpopmarmonusiM pecypcam UCITIH;

— PykoBomsmumx nokymentoB ®CTIK u ®Cb Poccun.

Ha ocHOBaHMM 3TUX JOKYMEHTOB OIpeAesseTcss HeoOXOIUMBI YPOBEHb
sammieHHocTH [1Ix kaxnoit UCIIn MBOY Orpanosckas COILLL. Ha ocHoBaHuu
aHanM3a aKTyallbHbIX yrpo3 Oe3omacHoctu I[IJIH ommcanHoro B Mogenu yrpos,
JieN1aeTcs 3aKI0YeHHEe O HEOOXOAMMOCTH UCIIOJIb30BAHUS TEXHUYECKUX CPEICTB U
OpraHU3allMOHHBIX MEPOMNpUATUH 1t oOecmedenust OezomacHoctu  [1/1H.
BriOpanHble HEOOXOAUMBIE MEpOINpUsATUs oTpaxaroTcss B «llnane meponpustuii
1o obecnieueHuo 3auThl [1J1H».

Jns UCITJH nomxeH ObITh COCTABJIEH CIUCOK UCIOIb3YEMbIX TEXHUUECKUX
cpenctB 3aumuThl (najgee - CHOHMCOK), a Tak >K€ MPOrPaMMHOIO OOECHeYeHHs
ydactBytouiero B oopadotke [1/11, Ha Bcex anementax UCIIx:

— APM nonp30BarTesiei;
— CepBepa NpUiIOKEHUH;

— CYB/;
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— I'panuna JIBC;
— KananoB mnepemaun B ceTH OOIEro MOJb30BaHUS U (WJIN)
MEXIYHApOJAHOro 0OMeHa, eciii o HUM nepenarorcs [1J1H.

B 3aBucumoctu ot ypoBHs 3amumeHHoctTd UCIIIH u akTyalbHBIX yrpos,
C3II/IH MOKET BKJIIOUATh CIECIYIOIINE TEXHUUYECKHUE CPEACTBRA:

— AHTUBUPYCHBIE CpeACTBa JJig pabouuX CTAaHIUU MOJb30BaTeNIeH U
CEPBEPOB;

— CpelCTBa MEXKCETEBOTO SKPAaHUPOBAHUS,

— cpenactBa  Kpunrorpadpuyeckod 3amuThl  MHGMOpManuu, MpU
nepeaaye 3amuinaeMor nHGopMaIry 1o KaHajaam CBSI3U.

Tak e B CHUCOK JOJDKHBI OBITh BKJIIOYEHBI (QYHKIIMH 3alIUTHI,
oOecrieynBaeMble IITaTHBIMU cpeacTBamMu 00padotku [IJIH omepannoOHHBIMU
cucremamu (OC), mnpuxnaaaeiMm [IO © cHneuHalbHBIMM  KOMIUIEKCAMH,
peanu3yIomuMu cpeicTBa 3auuThl. CIIMCOK (PYHKITUN 3aIIATHI MOXKET BKJIFOYATh:

— yIIpaBJICHUE U pa3srpaHUUYCHUE JOCTYINA MTOJIb30BaTEIIEH;
— PETUCTpAIMIO U YUeT ACUCTBUM ¢ HHPOpMAIIHUEH;

— o0ecrneynBaTh 1E€JI0CTHOCTh JaHHBIX;

— TPOU3BOJUTH OOHAPYKEHUE BTOPKEHUM.

Cnucok UCHONb3yEeMbIX TEXHHUYECKHUX CpeacTB oTpaxaercs B «llmane
MEpONPUSATUNA 1O OOECHEUEHUIO 3alUThl TMEPCOHATBHBIX JaHHBIX». CHHUCOK
HCIOJIB3YEMBIX CPEACTB JOJKEH MOAAEPKUBATHCS B AKTyalIbHOM COCTOsIHUM. [Ipu
M3MEHEHUH COCTaBa TEXHUYECKHUX CpeAcTB 3amuTbhl wind syemeHtoB WCII/IH,
COOTBETCTBYIOIINE W3MEHEHHUsI JOJDKHBI ObITh BHECEHBI B CIHCOK U YTBEPIKIEHBI
pykoBoguteneM MBOY OrtpagoBckas COIl wnu nuiioM, OTBETCTBEHHBIM 3a

obecrieuenue 3anuThl I[1/]H.
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4. TpeooBanus k noacucremam C3II1n
C3I1/Ix BrIIIOYAET B ce0sl CAEAYIONIUE MTOACUCTEMBI:

— YHOpaBJiE€HUS JOCTYNOM, PETUCTPALUU U YUETA;
— o0ecrneyeHus NEIOCTHOCTH U IOCTYITHOCTH;
— AHTUBHPYCHOMW 3aIlINTHI;
— MEXKCETEBOr0 IKPAaHUPOBAHHS;
— aHaJIM3a 3allUIIECHHOCTH;
— OOHapyKeHUs BTOP>KECHHU;
— KpUOTOrpauyecKoil 3alIuThl.

[Toacuctemsr C3I1/IH UMEIOT pa3nuyHBIM (QYHKIIMOHAT B 3aBUCUMOCTH OT
kinacca MCIIAH, onpeneneHHoro B «AkrTe Kiaccudukaumy WHOOPMAMOHHON
CUCTEMBI TIEPCOHAIBHBIX JTaHHBIX». CIUCOK COOTBETCTBUSA (PYHKIUN IMOJCUCTEM
C3II[Ix knaccy 3alMILNEHHOCTH IPEACTABICH B TEXHUYECKOM 3aJaHUH I10
CO3MaHMIO CHCTEMbl 3alUThl HMHGOpPMAMM  HHPOPMALMUOHHON  CHUCTEMBI
IIEPCOHAIBHBIX JTaHHBIX.

HOI[CI/ICTCMBI YHOPAaBJICHUA JOCTYIIOM, PCTHUCTPAIINN 1 YUCTA

[ToncucreMa yrpaBiieHUs JOCTYIIOM, PETHCTpaIldd U y4yeTa MpeaHa3HaueHa
JUISL peaTu3aiiu CISIyOMuX (PyHKITUII:
— uAeHTU(PHUKAIMK W TPOBEpKa IMOJIMHHOCTH CyOBEKTOB JIOCTyIla
npu Bxojie B UCII/IH;
— WACHTH(PUKAIUA TEPMHUHAIOB, Y3JI0B CETH, KaHAJIOB CBSI3H,
BHEIITHUX YCTPOMCTB MO JIOTUYECKUM HMECHAM;
— UASHTU(HUKAIMK ITpOorpaMM, TOMOB, KaTajloroB, (haijioB, 3amuce,

MOJIeH 3amucel 1o UMeHaM;
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— peructpanuu Bxoja (BbIXo[a) CyOBEKTOB JOCTyNa B CUCTEMY (U3
CUCTEMBI), JHOO perucTpaiusi 3arpy3kd W HWHUIUAIU3alUud
ONEpPallMOHHON CHCTEMBI U €€ OCTAHOBA.

— PpErucTpalMi  TMOMNBITOK  JOCTyHa  MPOTPaMMHBIX  CPEACTB
(mporpamm, MPoOIIECCOB, 3a/1a4, 3aJJaHUI) K 3allMIIIaeMbIM (aiinam;

— PpErUCTpallM¥ TOMNBITOK JOCTyNa MPOrPaMMHBIX CPEACTB K
TepMUHAJIaM, KaHajlaM CBS3M, MporpaMMamM, TOMaM, KaTajoram,
(aitnam, 3amucsaM, NOJIsIM 3anUCei.

[Toncucrema ynpaBieHus JOCTYIIOM MOXET OBbITh peajnu30BaHa C MOMOIIbIO
HITaTHBIX cpeacTB oOpaboTku II/IH (omepalnoOHHBIX CHCTEM, MPWIOKEHUH U
CVYBJ). Tak e MOxeT ObITh BHEAPEHO CIELHUAIBLHOE TEXHUYECKOE CPEICTBO WU
UX KOMIUIEKC OCYIUECTBISIOIINE TOMOJHUTENbHBIE MEPBI MO ayTEHTU(DHUKAUU U
KOHTposto. Hanpumep, NpUMEHEHHE €IMHBIX XPAHWIMIL YYETHBIX 3alucei
IIOJIB30BATENEN 151 PEruCTPalMOHHON uH(popmaLuu, WCIIOJIb30BAHUE
OMOMETPUYECKUX M TEXHMUYECKUX (C MOMONIBIO JJICKTPOHHBIX MPOMYCKOB) MEP

ayTeHTU(DUKAIIMK U IPYTHX.

Iloacucrema o0ecreyeHus OCJIOCTHOCTHU M JOCTYIIHOCTH

[Toncucrema oOecriedeHUs] LEIOCTHOCTH M JOCTYIHOCTH TMpeJHa3HaYeHa
JUIsl  oOecriedeHusl 1LeJOCTHOCTH W aoctynHoctd [IJlH, mporpamMMHbBIX U
anmapatiseix cpencts UCIIIn MBOY Otpanosckas COIIl, a Tak ke cpeacTts
3aILUTHI, IPU CITYyYalHON WM HAMEPEHHON MOAU(PHUKALINH.

Iloncucrema peamusyercs € IIOMOLIBIO  OpPraHU3alMUd  PE3EPBHOIO
KOTIUPOBaHUSA 00paldaThIBa€MBIX JTaHHBIX, & TaK K€ PE3EPBUPOBAHUEM KITFOUEBBIX
anemeHnToB MCII/IH.

TloacucremMa aHTUBUPYCHOM 3aIIUTHI
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[Toncucrema aHTUBUPYCHOW 3alllUThl IpeJHA3HauY€Ha i1 oOecledyeHus
aHTUBUPYCHOM 3amuThl cepBepoB u APM mnons3oBareneir UCII[lH MBOY
OTtpanosckas COII

CpeacrBa aHTUBUPYCHOM 3allUTBl IIPEIHA3HAYEHbl JUIA  peallM3alyu
CIETYIONTNX (PyHKITHIA:

— PE3HUICHTHBIA AaHTUBUPYCHBIM MOHUTOPHHT

— QAHTUBUPYCHOE CKAHMPOBAHUE;

— CKpHUNT-OJIOKHPOBAHUE;

— LIEHTPAJIM30BaHHY0/yIaJICHHYIO YCTaHOBKY/JE€UHCTAJUISILIUIO
AHTUBUPYCHOIO TMPOAYKTa, HACTPOWKY, aJMUHUCTPUPOBAHUE,
OPOCMOTP OTYETOB M CTATUCTHUYECKOW HH(pOpManuu mno padore
MPOJIYKTa;

— aBTOMATH3UPOBAHHOE OOHOBJICHWE aHTUBUPYCHBIX 0a3;

— OrpaHMYEHHE IIpaB IOJIb30BATENsI HAa OCTAHOBKY HCIOJIHAEMbIX
3alady M M3MEHEHMsI HACTPOEK AHTUBHPYCHOIO MPOrPaMMHOIO
oOecTIcUeHMS,

— AaBTOMATHYECKMU 3allyCK Cpa3y IIOCJE 3arpy3KH OINEpalrOHHON
CUCTEMBI.

[Toncucrema peanusyercs MyTeM BHEIPEHUS CHELMAIbHOIO aHTUBUPYCHOTO

nporpammHoro ooecnedenus Ha Bce anemeHTsl MCIIIH.

HO)ICI/ICTeMa MCKCETCBOI'O DKPAHUPOBAHU A

[ToncrcremMa MEXCETEBOrO 3KPAHUPOBAHUS MPEIHA3HAYECHA ISl peau3auu
CIENYIOIIMX (PYHKIIHN:
— (QuabTpauUu OTKPHITOrO M 3amM(ppOBaHHOrO (3aKpsiToro) IP-

TpadukKa;
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— (puxcarnuu Bo BHyTPEHHUX XKypHaiax HHGOPMAIIUHU O MPOXOISAIIEM
OTKPBITOM M 3aKpbITOM IP-Tpaduke;

— uAeHTUPUKAUU u ayTeHTU(UKALIUIO aIMUHHCTpPATOpa
MEXKCETEBOI0 FKpaHa IIPH €ro JIOKAJIbHBIX 3alpocax Ha JOCTYIL;

— peructpanMu Bxoja (BbIXOJA) aAMHUHUCTPATOpPa MEKCETEBOTO
dKpaHa B CUCTEMY (M3 CHCTEMBbI) JINOO 3arpy3Ky U MHULIMATH3AIIH
CUCTEMBI U €€ MPOrpaMMHOT0 OCTAHOBA;

— KOHTPOJISI IIEJIOCTHOCTH CBOEH MPOTrpaMMHONM U MH(POPMAIMOHHOMN
YacTu;

— (uibTpalluu TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIIyXKaIUX JJIst
JTUATHOCTUKH U YIIPABJICHUS pabOTON CETEBBIX YCTPOUCTB;

— (QuabTpalMM € YYETOM BXOJHOTO U BBIXOJHOTO CETEBOTO
uHTEepdelica Kak CpeAcTBO MPOBEPKU MOMJIUHHOCTU CETEBBIX
aZpecoB;

— PpETUCTpallMM W ydYeTa 3alpaliiBaeMbIX CEPBUCOB IMPHUKIIATHOTO
YPOBHS;

— ONOKMpOBAHUS JOCTyIa HEUJICHTU(PUIIMPOBAHHOTO OOBEKTa WIIU
cyOBeKTa, MOJJIMHHOCTh KOTOPOTO TMpU ayTEHTU(UKAIIMU HE
MOATBEPINIIACH, METOJIAMHU, YCTOMYMBBIMU K NIEPEXBATY;

— KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO MPUJIOKECHUM U OOHApPYKEHUS
CETEBBIX aTakK.

[loncucrema  peanmusyeTcss ~ BHEIPEHUEM  MPOTrpaMMHO-amnapaTHBIX
KOMILJIEKCOB MEKCETEBOT0 KpaHupoBanus Ha rpanuile JIBC, kinaccom He Huke 4.

IloacucreMa aHanmM3a 3allUIEHHOCTH

[Toncucrema aHanu3a 3alIUIIEHHOCTH, JOKHA O0ECIEeUUBATh BBISBICHUS
ySI3BUMOCTEH, CBsi3aHHbIX ¢ ommOkamu B KoHpurypamuu [10 UCIIH, koTopsie

MOT'YT OBITH MCITOJIb30BaHbI HAapymIuTCJICM OJIs1 peain3al aTAKH Ha CUCTCMY.
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CDYHKHI/IOHaJI MHOACHUCTCMBI MOKCT OBITH pCaAJIN30BaH IIPOTrPpaMMHBIMH H
MporpaMMHO-aIIIIapaTHBIMH CPCIACTBAMMU.

[Toacucrema 0oOHAPYKEHUST BTOPKEHU M

[Toncucrema oOHapyXeHUSI BTOPKEHUM, JTOJKHA OOECIeUrBaTh BBISIBJICHUE
cereBbIXx arak Ha o2memeHThl MCIIJIH moakIOYeHHBIE K CETSIM  OOIIEro
MOJIb30BaHMs M (MJIM) MEKTYHApOIHOTO OOMEHa.

OYHKIIMOHANI TOACUCTEMBbl MOXET OBITh pEaM30BaH MPOTrPAMMHBIMHU U

MporpaMMHO-aIIINapaTHBIMH CPCIACTBaAMMU.

[Toacucrema kpunrorpadruyeckon 3aUThI

[Toacucrema kpunTtorpaduuecKou 3auThl IpeIHa3HaYeHa JJ1s1 UCKITFOUCHUSI
HCJ] x 3amumiaemoii uadopmanuu B UCII[Ix MBOY Otpanosckas COIL, npu ee
nepefadyd MO KaHallaM CBA3M  CeTedl  OoO0miero Imosib30BaHus U (WIIH)
MEXYHapOIHOTO OOMEHa.

[Toncucrema peanusyercs BHEAPEHUEM KPUNTOrpapUUYECKUX MPOrPaMMHO-

alrapaTrHbIX KOMIIJICKCOB.
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S5.IToan3oBaTean UCIIIn
B Tlonoxennun uHPOpMAMOHHOW OE30MACHOCTH OMPEEICHbl OCHOBHBIE

KaTeropuu rmnojb3oBareneid. Ha oOCHOBaHMM 3THX KaTeropuu JOJDKHA OBITh
npousBeAaeHa Tunuzanus nonb3oBatenet MCIIIH, ompeaeneH WX ypOBEHb
JIOCTyTa U BO3MOYKHOCTH.
B UCIIAax MBOY OrtpanoBckass COIIl MO0XHO BBIACIUTH CIHEAYIONIUE
TPyIIBI TOJIB30BaTENEH, y4acTBYIONMX B 00padoTke u xpanenun [1/]H:
— Anamunuctparopa UCIH;

— AjamuHHCTpaTopa 0€30MacCHOCTH;
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— Onmneparopa APM;
JlanHple O Tpymnmax TONB30BaTeNsIX, YPOBHE WX  JIOCTyma W
WH()OPMHUPOBAHHOCTH JOJIKEH OBITH OTpaXKeH B Martpuiie A0cTymna mojib30BaTesen
K 3aIUIIaeMbIM HHPOPMAIIHOHHBIM PECYPCOB.

Anmvunuctparop UCI1IH

Anmvunuctpatop HUCIIH, corpynauk MBOY  Otpanosckas COILL,
OTBETCTBEHHBIII 3a HACTPOMKy, BHeapeHue u conpoBoxaeHue WCII/H.
OobecnieunBaeT (yHKIHMOHUPOBAHUE MOJCUCTEMBI yripaBiieHus goctynom WUCIIAH
Y YIOJHOMOYEH OCYLIECTBIATh IPEJOCTABICHUE W pasrpaHUYEHUE JOCTyIla
KOHe4yHoro mosb3oBarenss (Oneparopa APM) k 31eMeHTaM  XpaHSIUM
IIEPCOHAIBHBIE TAHHBIE.

Anvmunuctpatop WCIIJlH obnagaer cieayromuM ypoBHEM JOCTyna H
3HAHUM:

— oOnagaer NOJHOW HMH(pOpMAIMEel O CUCTEMHOM M IPHUKIATHOM
nporpaMMmHoM obecrieuernu UCITH;

— o0namaer moiHOW HMH(pOpMANUE O TEXHUYECKUX CPEICTBAX U
koHpurypaunu UCII/H;

— HMMEeT JOCTyIl KO BCE€M TEXHHUYECKHM CpelcTBaM o00pabOTKU
uHopmanmu u gaaasiM UCITH;

— oOnagaer mnpaBaMM KOHQUIYPUPOBaHUS W aJIMUHUCTPATHBHOMN
HacTporku Texunueckux cpeacts MCII/IH.

A MUHUCTPATOP O0E30ITACHOCTH

Anmunuctpatop 6e3onacHoctd, cotpyaHuk MBOY Otpanosckas COII,
OTBETCTBEHHBIM 3a  (yHkunonupoBanue C3II/IH, Bkitouass oOCIyXUBaHUE U
HACTPOWKY aIMUHUCTPATUBHOW, CEPBEPHON U KIIMEHTCKOW KOMIIOHEHT.

AnMuHHCTpaTOp 0€30MacHOCTH 00JIaJaeT CIEAYIOUUM YPOBHEM J0CTyIa U

3HAHUM;
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oOnanaet npaBamu Anmunuctparopa UCIIH;

obnamaet moiHOU nHpopmarmein 06 NCIT/IH;

UMEeT JIOCTYNl K CpEeICTBaM  3alllUThl WHMOpMAIUU U
MIPOTOKOJIMPOBAHUS U K YacTH KItoueBbIX nemeHToB UCII/IH;

HE HMEET MpaB JAOCTyNa K KOH(PUTYpUPOBAHUIO TEXHUYECKUX

CPCACTB CCTU 3a UCKIIIOYCHHUCM KOHTPOJIBHBIX (HHCHE?KHI/IOHHI)IX).

AnvmuHHCTpaTOp 0€30IIaCHOCTU YIIOJTHOMOYEH:!

peaTn30BbIBATh TMOJUTHKA OE30MacCHOCTH B YacTH HACTPOUKH
CK3HM, MmexceTeBbIX HKpPAaHOB M CHUCTEM OOHApY>KEHUS aTak, B
COOTBETCTBUM C KOTOpPBIMH TMojb30BaTenb (Onepatop APM)
MOJIy4aeT BO3MOKHOCTh paboTath ¢ anementamu UCII/IH;
OCYIIECTBIISTh AyIUT CPEICTB 3aIUTHI;

Onepatop APM

Onepatop APM, corpyanuk A3zoBckoro PailOO,  oCyllecTBISIOUINMN

obpabotky IIJIn. O6pabdotka II/[H BKiIFOYaeT: BO3MOXKHOCTH IpocmoTpa I1/1H,
pyunoit BBoa I1/In B cucremy UCII[IH, (opmupoBaHue crpaBOK U OTYETOB IO
undopmaruu, nonydeHHon u3z UCII. Omepatop He MMeEET MOJHOMOYWN JIJIst

yIOpaBiieHHs nojacucteMaMu 00padoTku gaHHbIX U C3I1/IH.

Omneparop UCII/IH o61agaeT cieayronuM ypoBHEM JOCTYIA U 3HAHUMN:

oOnagaeT BCEMHM HEOOXOAUMBIMU aTpuOyTaMu (Hampumep,
napojieM),  OO€CNEeYMBAIOIIMMU  JOCTYl K  HEKOTOpOMY
noaMHOkecTBY I1/1H;

pacnoyiaraeT KOHQUIACHIUATbHBIMA JAHHBIMH, K KOTOPHIM HMEET

TOCTYIL.
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6. TpeboBanus K mepcoHay no odecnedeHuro 3amurTol I1/{n
Bce pabotnuku MBOY Otpanosckast COLL, siBnstonuecs nojib30BaTelIsiMU

NCITIH, 1OMKHBI YETKO 3HATh M CTPOIO BBINOJHATH YCTaHOBJIEHHBIE NpaBUia U
00513aHHOCTH IO JIOCTYITy K 3alllMIAaeMbIM OOBEKTaM M COOJIOJECHUIO HPUHSATOTO
pexuma Oe3omacuoctu [1/1H.

ITpu BcTyIieHUH B JOJKHOCTh HOBOTO paOOTHUKA JUPEKTOP LIKOJIBI 00s3aH
OpraHU30BaTh €ro 03HAKOMIJICHHE C JIOJDKHOCTHOW MHCTPYKUUENH U HEOOXOAUMBIMH
JOKYMEHTaMH, perjaMeHTUPYIoIMUMH TpeOoBanusa no 3amure [IJIH, a Takxke
oOyueHue  HaBBbIKam BBIIIOJIHEHHA ~ TIPOLENYP, HEOOXOOUMBIX  AJIA
CaHKIIMOHUPOBaHHOTO ncnoib3oBanua UCII/IH.

PaGoTHUK f0KeH OBITh O3HAKOMJIEH CO CBEACHMUSIMM HACTOSIIEH
[Tonmutuku, npuHATHIX niporieayp padoTsl ¢ anementamu MCIIIn u C3I11H.

Paboraukun MBOY Ortpanosckas COIIl, wucnonp3yromme TEXHUYECKUE
cpelcTBa ayTeHTU(UKaLUH, JTOJKHBI o0OecnieunBaTh COXPaHHOCTH
UAEHTU(PUKATOPOB (ANIEKTPOHHBIX Kitoueil) u He nonyckath HCJI k HuM, a Tak xe
BO3MOYKHOCTh MX YTE€pU WJIM HUCIOJIb30BaHUS TpeThuMHU Juuamu. [lonbp3zoBarenu
HECYT NEPCOHAJIbHYIO OTBETCTBEHHOCTb 38 COXPAHHOCTh UACHTU(UKATOPOB.

PaGotHukn MBOVY OTtpanoBckas COollI JTOJKHEI cJIeIOBaTh
YCTAaHOBJICHHBIM MpolLeypaM MojjiepKaHus pexxuma OezonacHoctu [IJIH mpu
BbIOOpPE U MHCIOJNB30BAaHUM Mapojeil (eciiu He HCIONb3YIOTCS TEXHUUYECKUE
CpelicTBa ayTEHTU(UKAIIN).

Pabotnuku MBOY  OrpamoBckas COIIl  nmomkHBI — 0OecrieuynBaTh
HaJJISKAIYI0 3alUTy 000pYyI0BaHUs, OCTABIsIEMOro 0e3 MpucMoTpa, OCOOCHHO B
TE€X CIy4asx, KOrJa B IOMEUIEHHWE HMEIT JO0CTyl IOCTOpOHHHME juma. Bce
MOJIb30BaTENM JOJDKHBI 3HaTh TpeOoBaHus mo O6e3zomacHoctd [1/IH u mporeaypst
3allUTl  00OpYNOBAaHMS, OCTABIEHHOr0 ©0€3 MpPUCMOTpa, a TakKKe CBOU

00513aHHOCTH 110 00ECIICYECHUIO TaKOM 3alIUTHI.
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PaGoTHuKkM 3ampemaeTcss ycCTaHaBIMBaTh IIOCTOPOHHEE MPOTPAMMHOE
o0ecrieyeHre, MOJAKIIOYaTh JIMYHbIE MOOWJIBHBIE YCTPONCTBA U HOCHTEIH
uHpOpMaIInK, a TaK ke 3aIUChIBATh HA HUX 3alUIIaeMyI0 HHPOPMAIHIO.

PaGoTHukaMm 3ampemaeTcss pasriamarh  3allHuilaeMylo HHOOpMaIuio,
KOTOpas cTajla UM U3BECTHA MIPH paboTe ¢ HHPOPMAIMOHHEIMU cucteMamMu MbOY
Otpanosckas COIL, TpeTbum JuIaMm.

[Ipu pa6ore c [1Jn B UCII[An pabotnuku MBOY Otpanosckas COII
00s13aHbl  00ECIEYUTh OTCYTCTBHE BO3MOXHOCTH mpocMoTpa IIJ[H Tperbumu
JUaMH ¢ MOHUTOPOB APM uim TepMuHanos.

ITpu 3aBepmennn padbotel ¢ UCII/IH cotpynHuku 06s3anbl 3amuTtuTh APM
WM TEPMHUHAJIBI C TIOMOIIBIO OJIOKUPOBKH KIFOYOM WIIM KBUBAJIIEHTHOTO CPECTBA
KOHTPOJISI, HallpuUMep, AOCTYIIOM IO MapoJilo, €CIM HE HCIHOJIb3YITca Ooliee
CUJIbHBIE CPEICTBA 3AIUTHI.

Pa6orauku MBOY Otpanosckas COILl gomkHb ObITH MPOUHGOPMUPOBAHBI
00 yrposzax HapyuleHus pexuma Oe3onacHocTu [IJ[H U OTBETCTBEHHOCTH 3a €ro
HapymieHue. OHM JOJKHBI OBITh O3HAKOMJIEHBI C YTBEPKACHHOU (opManbHOU
MPOILEAYPON HAIOKEHUS AUCIHUIIIMHAPHBIX B3bICKAHUM HA COTPYIHUKOB, KOTOPHIE
HapYLIWJIN MPUHATHIE TIOJUTUKY U TTpouenypbl 6ezonacHoctu [1/1H.

PaGoTHuku 00s3aHBI O0€3 TTpoMeEICHUST cO00IIaTh 000 BCeX HAOIIOTaeMbIX
WIN TOJO3pUTENbHBIX ciydasix padotsl MCIIJIH, mMorymux moBieub 3a coOoit
yrpo3bl Oe3omacHoctd IIJI[H, a Takke O BBIIBIEHHBIX HMH COOBITHSIX,
3arparuBaromux Oe3zonacHocts [1JIH, PyKOBOACTBY ToOIpa3feieHUus U JIUILY,

OTBEYANOIIEMY 332 HEMEUICHHOE pearupoBaHue Ha yrpo3bl Oe3omacHocty [1/1H.

Jo/xHOCTHBIE 00s13aHHOCTH ToJab3oBaTesneil UCII/In
JomwkHocTHBRIE  00si3aHHOCTH  moJb3oBareneid  MCII/ln  ommcanbl B

CIEAYIOIIUX JTOKYMEHTaX:

— MHucrpykuus agmuanctparopa UCIIH;



28

— HWucTpykums anmunrctparopa 6ezonacHoctyd UCII/IH;
— HWucTtpykums noaszosarens UCITH;
— HMHcTpykumst mosb30BaTeNsl IIPU BO3HUKHOBEHHH BHELITATHBIX

CUTYyaLUK;

OtBercrBeHHOCTH padoTHUKOB UCITIH MBOY OTtpagosckas COLI
B cootBercTBuM co cT. 24 denepanbHoro 3axkoHa Poccniickon denepannn

ot 27 urong 2006 r. Ne 152-@3 «O nepcoHalbHBIX JaHHBIX» JUIA, BAHOBHBIEC B
HapylleHuu TpebdoBaHuil JaHHOro denepalbHOrO0 3aKOHA, HECYT TPa)KJTAHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, TUCHUILUIMHAPHYIO U WHYIO MPETyCMOTPEHHYIO
3aKOHOJIaTeNnbCTBOM Poccuiickont denepaun OTBETCTBEHHOCTb.

JleiicTBy1olee 3aKOHOAATENbCTBO PD 1M0O3BOJIAET MPEABSBIATh TPEOOBAHUS
no obecrnedyeHnio Oe30MacHOM paboThl C 3amuiaeMol uHpopManuen u
MpeaycMaTpUBaeT OTBETCTBEHHOCTh 3a HAPYLIEHHWE YCTAHOBJICHHBIX IPaBUII
skcrutyataru 9BM u cucteM, HepaBOMEPHBIN TOCTYN K MH(POPMAIIUU, €CITU 3TH
JIENCTBUS MPUBEIIM K YHUUYTOXKEHUIO, OJJIOKUPOBAHUIO, MOAU(PUKAIUKA UHPOPMAITUN
WM HapyeHuto padotel DBM unm cereit (ctateu 272,273 u 274 YK PO).

Anvunuctpatop MHCII[lH u agMuHHCTpaTOp OE30MACHOCTH  HECYT
OTBETCTBEHHOCTH 32 BCE JCHCTBUS, COBEPILICHHBIC OT UMEHU MX YYETHBIX 3aruceit
WIM  CHUCTEMHBIX  Yy4YeTHBIX  3aluce, ecau  He  JokazaH  (akr
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS YUETHBIX 3aIUCEN.

[Ipnu Hapymwenusax paboraukamMmu MbBOY  OtpagoBckas COLII -
nosib3oBatenert UCIIn npaBui, cBs3aHHBIX ¢ Oe3omacHoCThio [1JIH, oHM HecyT
OTBETCTBEHHOCTb, YCTaHOBJICHHYIO JEUCTBYIOIUM 3aKOHOJATEIHCTBOM
Poccuiickon denepanum.

[IpuBenenHbie BbIIE TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3aIUTE

uH(pOpMaIUU JOJIKHBI PACTIPOCTPAHSIIOTCS Ha pabOTHUKOB M ydalluxcs Quinana
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MBOY Ortpanosckas COLL I'puropseBckyro HOIL, ocymiecTBisitomux o0padboTKy
[1/11 B UCIIJIH 1 AOKHOCTHBIX MHCTPYKIUAX padoTHukoB MBOY OtpanoBckas

COLI u ero ¢punuana I'puropresckoit HOII.
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7.CIIMCOK HCNO0JIb30BAHHBIX HCTOYHHKOB
OCHOBHBIMH HOPMAaTUBHO-IIPaBOBBIMHA U METOANYICCKUMH

JOKYMEHTAMH, HA KOTOPbIX 0a3upyercs HacTrosmas [lonuruka, siBiasilores:
®enepanbHpiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHAIbHBIX

naHHeIX» (manee — D3 «O mnepcoOHAIBHBIX JAaHHBIX»), YCTaHABIMBAIOIIUN

OCHOBHBIEC TMPHUHUMUIILI U yciaoBusi o00pabotku IIJIH, mpaBa, oO0s3aHHOCTU H

OTBETCTBEHHOCTh YYACTHUKOB OTHOIIECHUM, CBSI3aHHBIX ¢ 00paboTkoit [1]/1H.

«TpC6OBaHI/IH K 3aluTC IICPCOHAJIBHBLIX OAaHHBLIX IIpH HX O6pa6OTK€ B
I/IHCI)OpMaI_[I/IOHHBIX CHUCTCEMAaxX IICPCOHAIBHBIX JaHHBIX», YTBCPKACHHOC

[Toctanosnennem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«ITonoxxenne 00 OCOOEHHOCTAX OOpaOOTKH MEPCOHAIBHBIX JIaHHBIX,
OCYyIIECTBIsIEMO 0€3 MCIOIb30BaHUs CPEJACTB aBTOMATHU3AlMM», YTBEPKIECHHOE

[Tocranosnenuem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

«TpeboBanus K  MaTepUalibHbIM  HOCHUTEISAM OMOMETPUYECKUX
MEPCOHANBHBIX JaHHBIX M TEXHOJOTHUSAM XpaHCHHWs TaKUX JaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHUCTEM  TEPCOHAJBHBIX  JaHHBIX»,  YTBEPKICHHbBIC

[Toctanosnennem IIpaBurenscta P® ot 06.07.2008 r. Ne 512.

HopmatuBHo-metoquueckue nokymeHTol DenmepanbHoil  cimyXObl 1O
TEXHUYECKOMY M DJKCIIEpTHOMY KOHTpoito Poccuiickoit ®epepauuu (nanee -
OCTIOK Poccum) mo obecneuenuro 6e3zomacHoctd [IJI[H mpum mx oOpaboTKe B

WUCITx:
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bazoBass monenb yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JAHHBIX, yTB. 3aMm.

nupekrtopa PCTIK Poccun 15.02.08 r.

Meroanka ompeneneHus aKTyalbHBIX YIpo3 0e30MacHOCTH MEPCOHATBHBIX
JAHHBIX TpU UX 00paboTke B HH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIbHBIX

JNaHHbIX, YTB. 3aM. nupektopa @CTIK Poccun 15.02.08 r.

[Ipukaz ®CTIOK Poccum Ne 17 ot 11 despans 2013 roma «O6
yTBepKaeHun TpeboBaHWii o0 3amure UWHGGOpPMAUUU, HE COCTaBIISIOMIMX
rOCy/IapCTBEHHYIO TailHy, COAEpXkAIIUXCS B FOCYAAPCTBEHHBIX HH(POPMAIIMOHHBIX

CHCTCMaAx».

[Ipukaz O®CTIK Poccum Ne 21 ot 18 deBpans 2013 roma  «O6
yTBepxkaeHnn CocTaBa M COACpPX aHMS OPraHU3alMOHHBIX U TEXHUYECKUX MEp 10
oOecrieyeHnto 0e30MacCHOCTH MEePCOHANbHBIX JaHHBIX IPU HMX 00paboTKe B

I/IH(I)OpMaI_[HOHHBIX CUCTCMaAX IICPCOHAJIBHBIX JAHHBIX).

[Tpuka3 denepanbHoi ciryx0b1 O6e3omacHocTu Poccuiickoit deneparnuu ot
10 wuroms 2014 r. N 378 "OO yrBepxaennn CoctaBa H  CoOJEpKaHUS
OpTraHU3AlMOHHBIX W TEXHUYECKUX Mep I0 oOecreueHuro 0e30MacHOCTH
MEePCOHANBHBIX JaHHBIX MPU HX 00paboTke B HMHGOPMAIIMOHHBIX CHCTEMax
MEePCOHATBHBIX JAHHBIX C UCIIOJIb30BAaHUEM CPEACTB KPUNITOIPAPUUECKON 3aIUTHI
nH(popMaIu, He0OXOIUMBIX JJIsI BHITIOJIHEHUSI YCTAaHOBIICHHBIX [IpaBUTEIHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHHMM K 3aIllUTE IEPCOHAIBHBIX JAaHHBIX JIJIS

KaXXJ0TO U3 YPOBHEH 3alIUILIEHHOCTH .



JIMpeKTop 1IKOIBI:

K.A.KotoBa.
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