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C KaXIpIM TOJIOM MOJIOJSKH B WHTEPHETE CTAHOBHUTHCSA OOJIbIIE, a INKOJIBHUKHA OJHH U3 CaMBIX
aKTHBHBIX Mosb30BaTenell Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BOZMOXKHOCTEH, HHTEPHET
HECeT U MpoOJIeMbl. JTa MaMsATKa T0JKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KommbroTepHblii BHUPYC — 3TO pa3HOBHIHOCTh KOMIBIOTEPHBIX MPOrpamMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOM SBJISETCS CIIOCOOHOCTh K PA3MHOKEHHUIO.

B nomonmHeHne K 3TOMY, BHPYCHI MOTYT IMOBPEIMTH WM IOJHOCTHIO YHHUYTOXHUTH Bce (ailibl u
JAHHBIE, MOJAKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHHU KOTOPOro OblIa 3alylleHa 3apak€HHas IporpamMma, a
TaK)Ke MOBPEAUTh WIHM JaXe YHUYTOXUTH OINEpAIMOHHYI0 CHCTEMY cO BceMH (hailaMu B 1ienoMm. B
OOJIBIIMHCTBE CIIy4aeB paclpOCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MeToap! 3aIUTH OT BPEJOHOCHBIX MPOTPAMM:

1. Ucnonb3yii coBpeMEHHBbIE ONEPALMOHHbBIE CUCTEMbI, UMEIOLINE CEPhE3HBIH YPOBEHb 3alUTHI OT
BPEIOHOCHBIX MTPOTPaMM;

2. IlocTosHHO  ycraHaBiuMBai  mauTd  (UMGpPOBBIE  3alIaTKM,  KOTOPbIE  aBTOMAaTUYECKH
YCTaHABJIMBAIOTCS C LEJNBIO JOPAOTKHA NMPOTpaMMBbl) U Ipyrue OOHOBJICHHUSI CBOCH ONEPAIMOHHONW CHCTEMBI.
CkaumBaii WX TOJBKO C oduIHaIbHOro caifta paspadorunka OC. Ecmm cymecTByer pexum
aBTOMAaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €r0;

3. PaboTtaii Ha CBOEM KOMIIBIOTEpE IOJ TpaBaMH IIOJB30BATElNls, a HE AJMUHUCTpATopa. JTO HE
MO3BOJIUT  OOJIBLIIMHCTBY BPEAOHOCHBIX MpPOrpaMM HMHCTALIMPOBATBCA HAa TBOEM IEPCOHAIBHOM
KOMITBIOTEPE;

4. Ucnionb3yll  aHTUBUPYCHbIE IPOIPAaMMHBIC  NPOAYKTHI ~ M3BECTHBIX  IPOM3BOJUTENEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannyb GpU3HUECKUIl TOCTYI K KOMIBIOTEPY /7151 IOCTOPOHHUX JIULL;

6. Vcronb3yil BHENIHHE HOCUTENN MH(OpMAINH, TaKhe Kak (remka, Auck win ¢ailn U3 MHTepHeTa,
TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEpHBIE (DAIIIBI, TOTyYSHHbIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxe Te (hailbl,
KOTOpBIE MpHCIall TBON 3HaKOMBbIH. Jlydllle yTouHH y Hero, OTIPaBIIsI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 910 He BUI Mepeaaun JaHHBIX, HE TEXHOJIOTUS, a BCEro JHiib Opena, Mapka. Eme B 1991 roay
HUJepiaHjackas KommaHusi 3apeructpupoBana Opern «WECA», 4ro o0003Hadajao CIOBOCOYETAHUE
«WirelessFidelity», kKoTopblil mepeBoUTCS Kak «OeCIpOBOAHAS TOUHOCTbY.

Jlo Hamrero BpeMeHu Joluia japyras abOpeBuaTypa, KOTopas SIBISETCS TaKOW K€ TEXHOJOrue. IT1o
ab0peBuatypa «Wi-Fi». Takoe Ha3BaHHe ObLJIO JaHO ¢ HAMEKOM Ha CTAaHAAPT BBICIIUI 3BYKOBOH TEXHMKH
Hi-Fi, uro B mepeBo/ie 03HAYaeT «BBICOKAsI TOUHOCThY.

Ja, GecriaTHbIM MHTEPHET-I0CTYI B Kade, OTeNsAX U a3pONopTax SBISIETCS OTIMYHONW BO3MOKHOCTBIO
BBIXOJIa B MHTEpPHET. HO MHOTHeE SKCIepThl CYHTAIOT, 4To obmenoctymubie Wi-Fi cetm He sBIsIOTCS
0€301acHbBIMH.

CoBeTsl 110 Oe30macHOCTH paboTe B 001IeA0CTyMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro JnyHyro nHpopmanuio depe3 obuenoctynssle Wi-Fi cetn. PaGoras B HuX,
KeIaTeIbHO He BBOAMTH MAPOJIH TOCTYIIA, IOTHHBI H KaKHe-TO HOMEPa;

2. Vcrionb3yil u 0OHOBIIAN aHTUBUPYCHBIE IporpamMMbl U OpanaMayep. TeM caMbIM Tl 00€30TaCHIIb
ce0st OT 3aKa4yKH BHpYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun pynknuro «O0mwmii noctyn K daitnam u npuntepam». JlanHas
GyHKIOUS 3aKphITa MO YMOJYAHWIO, OHAKO HEKOTOPHIE IMOJB30BATEIM AKTUBUPYIOT €€ Uit yIoOCTBa
UCIOJIb30BaHUs B paboTe nin yuede;

4. He ucnonp3yit nmyOnuunbii WI-FI nns mepenaun JUYHBIX AaHHBIX, HalpuUMep Ul BBIXOJAa B
COLIMAJIbHBIE CETH WJIM B 3JIEKTPOHHYIO MOUTY;

5. Unmonw3yit Tonpko 3amumieHHoe coenuuenne depes HTTPS, a e HTTP, 1.e. mpu HaGope BeO-
aapeca BBOIM UMeHHO «https://»;




6. B mobunsHOM Tenedone oTkmoun QyHkiuio «llogkmouenue k Wi-Fi aBromaruuecku». He
JOIyCKail aBTOMaTHYECKOTO TOAKITIOYSHHS yCTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

ConunanbHble ceTH

ConuanbHble CETH aKTUBHO BXOJST B HAIlly JKU3Hb, MHOTHE JIFOJU Pa0OTAIOT U JKUBYT TaM MOCTOSHHO,
a B Facebook yxe 3apeructpupoBaH MWLTHAP] YEIOBEK, YTO SIBISETCS OJHOM CEAbMOW BCEX JKUTENEH
TUTAHETHI.

MHorue nmojap30BaTeld HE MOHUMAIOT, YTO MH(OpMAIMs, pa3MElIeHHAas UMH B COLHUAIIBHBIX CETSX,
MOJKET OBbITh HaiiieHa U UCII0JIb30BaHa KEM YTOJHO, B TOM YHCIIE HE 0053aTeNbHO ¢ OJaruMu HaMEpEeHHUSMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpannub crUcoK Jipy3ei. Y 1e0s B Ipy3bsAX HE JOHKHO OBITh CIyYalHBIX M HE3HAKOMBIX JIFOJICH;

2. 3amumiaii CBOIO YacTHYIO >ku3Hb. He yka3piBaii mapoinu, TenedoHsl, axpeca, 1aTy TBOETO POXKICHUS
U IPYTyI0 JTUYHYI0 MHGOPMAIUIO. 370YMBIIUIEHHUKH MOTYT MCIOJIb30BaTh Aa)kKe MHPOPMAIUIO O TOM, KaK
ThI U TBOU POJIUTENH IIJIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3ammumiail cBOK0 pemyTaluio - AepkKHU €€ B YUCTOTE U 3ajaBail ceOe BOMpOC: XOTes Obl Thl, YTOOBI
Apyrue TMOJIb30BaTeN BHJENM, YTO Thl 3arpyxkaemb? I[logymaid, mpexkiae 4YeM 4YTO-TO OIyOJHKOBATH,
HAMucaTh U 3arpy3UTh;

4. Ecnu Tl TOBOPULIb C JIFOJBMU, KOTOPBIX HE 3HACILIb, HE UCIOJIB3YH CBOE peajbHOE UM U APYTYIO
JTUYHYI0 HHGOPMAIIUU: UMsI, MECTO JKUTEIIbCTBA, MECTO yueObl U MpoUee;

5. N36eraii pa3menienust ¢pororpaduii B MIHTEpHETE, T/Ie ThI H300pakKeH HA MECTHOCTH, IO KOTOPOH
MO3KHO OIPEIEeIUTh TBOE MECTONOJIOKEHUE;

6. Ilpu perucrpanuu B COUMAIBHOW CETH HEOOXOIMMO HCIIONIB30BAThH CIIOKHBIC MApPOJIH, COCTOSIIHNE
13 OyKkB ¥ IU(P U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jlst conManbHOM CETH, TTOYTHI U APYTHX CAUTOB HEOOXOIMMO MCIIOJIb30BaTh pa3Hbie mapoiu. Torma
ecly TeOst B3JIOMAIOT, TO 37I0YMBIIUIEHHUKH MOJIY4aT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBbIE IeHbI'H

DNEKTPOHHBIE IEHBI'M — 3TO OY€Hb yJOOHBIN CrOCO0 IUIaTeXeil, OJHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOpBIE XOTAT MOJYYUTh 3TU JCHBIU.

DNEKTPOHHBIE JIEHBI'H MOSBUINCH COBCEM HEIABHO U UMEHHO M3-3a 3TOr0 BO MHOTHX I'OCY/IapCTBax 10
CHX IOp HE MPOMKCAHO MPO HUX B 3aKOHAX.

B Poccun xe OHM (PYHKUMOHUPYIOT MU O HUX YyXe€ IPOIMHUCAHO B 3aKOHE, /e MX DPa3JeNsioT Ha
HECKOJIbKO BHJ/IOB — aHOHMMHBIE U HE aHOHMMHbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pasperiaercsi IpOBOJUTh Oomepanuu 0e3 uAeHTUPHUKAIMY [T0JIb30BaTENsl, @ B HEAHOHUMHBIX HJCHTU(UKALIIH
I0JIb30BATENS SIBIISIETCSA 00s13aTENbHOM.

Takxe creayeT pa3iauuaTh JJIEKTPOHHBbIC (pUaTHBIE NEHBI'H (PaBHBI TOCYJAPCTBEHHBIM BAIOTaM) U
AJIEKTPOHHBIEC HE(UATHBIE IEHBI'M (HE PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 O€30MaCHOM paboTe ¢ NEKTPOHHBIMH JJ€HbIaMH:

1. IlpuBsbku K cueTy MOOMIBHBIN TenedoH. DTO camMblil yIOOHBIN M OBICTPBINA CIIOCOO BOCCTAHOBUTH
nocTyn K cuety. [IpuBsizaHHbIi TenedoH MOMOXKeT, eciy 3a0yiellb CBON MIaTeXHbIN MapoJib UK 3aiiienb
Ha CallT C HE3HAKOMOT'0 YCTPOWCTBA;

2. Vcnionb3yit ogHopaszoBele maponu. Ilocie mepexona Ha YCHJIEHHYIO aBTOpH3aIMIO TeOe yxke He
OyZeT yrpokaTh ONaCHOCTb Kpa)KH WJIM NIepexBaTa IJIaTeKHOIO apoJis;

3. BeiOepu crnoxkublii napois. [IpectynHukaM OyAeT He MPOCTO yrajiaTh CIOXKHBIN mapoib. HagexHbie
Mapoju — 3TO NapoJId, KOTOPBIE COIEPKAT HE MEHEee 8 3HAKOB M BKIIIOYAIOT B C€0sI CTPOUYHBIE U MPOIKCHBIE
OyKBBI, IIM(pPBI 1 HECKOJIBKO CHUMBOJIOB, TaKW€ KaK 3HAK JoJiapa, (pyHTa, BOCKIMLIATENBHBIA 3HAK W T.II.
Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE IaHHBIE HA CaiiTaX, KOTOPHIM HE JI0BEPsEIIb.

JJIeKTPOHHAS MOYTA

ONEKTPOHHAs [10YTa — 3TO TEXHOJIOTHS U NMPEAOCTABIISIEMBIE €10 YCIIYTH 110 MEPECBHUIKE U MOJYUYEHUIO
ANEKTPOHHBIX COOOIICHHI, KOTOPBIE paclpeAesioTCsa B KOMIIBIOTEPHOU CETH.

OO06b1YHO JJIEKTPOHHBIN MIOYTOBBIN AIUK BBITJISIAUT CIIEYIOIIAM oOpazom:
WMS_TI0JTh30BaTEII(@WUMS_JIOMEHA.

Taxoke KpoMe nepesadyn IpocTOro TeKCTa, UMEeTCsi BO3MOXKHOCTD IepeaBarh (ailibl.



OcHOBHBIE COBETHI 10 6€30MMacHOI paboTe C MEKTPOHHOM MOYTOH:

1. Hago BBIOpaTh MpaBWIBHBINA MTOYTOBBINA CEPBUC. B MHTEpPHETE €CTh OrpOMHBIN BBIOOP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JyYIll€ JJOBEPATH TEM, KOI'O 3HACIIb U KTO NIEPBBIN B PEUTHUHTE;

2. He ykaspiBali B JWMYHOM mouTe JuYHY0 uWHpopmanuioo. Hampumep, mydimie BbIOpaTh
«MY3BIKaTBHBIN _(hanaT@» mum «pok2013» BMecTo «remal3»;

3. HUcnonb3yil ABYX3TamHYIO aBTOPU3ALMIO. OJTO KOTJa IOMUMO Mapoisi HYXKHO BBOAMTH KOJ,
npucbUIaeMblil o SMS;

4. BoiOepu cIOXHBIA Tapoib. J[Is KaXkaoro modTOBOTO SIIMKA JODKEH OBITh CBOW HAJIEC)KHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIb3YH 3TY BO3MOXKHOCTb;

6. VMcronb3yil HECKOJBKO IMOYTOBBIX SIMMKOB. [lepBBIi [UIs YacTHON MEpenucKku C aapecaTtami,
KOTOPBIM Thl JJOBEpsICIIb. DTO IEKTPOHHBIN aJpec He HAJ0 UCIIOIb30BaTh MIPU PErHCTpaLuu Ha popyMax u
cairax;

7. He oTkpsbiBaii aiinbl ¥ Apyrue BIOKEHHS B MUCbMaxX AK€ €CIM OHU MPUILIM OT TBOUX JpPYy3ei.
Jlydie yTOYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (haiiibr;

8. Ilociie okoHUaHUs pabOTHI HAa MOYTOBOM CEpPBHUCE IEpe]] 3aKPhITHUEM BKIAJIKU C caliToM He 3a0ynb
Ha)kaTb Ha «BpATH».

KubepOy/uInHT Wi BUPTYaJibHOE H31€BaTEJIbCTBO

KubepOymnuar — mpecienoBaHue COOOMICHUSIMH, COJEPXKAIIUMH  OCKOPOJICHHS, arpeccuro,
3aIlyTUBaHME; XYJIUTAHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TOMOILBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILTUHTOM:

1. He Opocaiics B 60#. Jlyumuii cioco0: mocoBeTOBaThCS Kak ce0si BECTH M, €CJIM HET TOro, K KoMy
MOXXHO OOpaTUTBCS, TO BHAayalle YCIOKOMTHhCA. Eciam Thl HayHemb OTBEYaTh OCKOpPOJEHHSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO e11le OObIIe pa3okKellb KOH(IMKT;

2. YmpaBisiii cBoeil Knubeppemnyranuei;,

3. AHOHUMHOCTb B ceTh MHUMas. CyIIecTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 33 QHOHUMHBIM
aKKayHTOM;

4. He crouT BecTM XyJIMraHCKMH oOpa3 BHUpTyanbHOH »xu3HU. MHTepHeT (uKcupyeT Bce TBOU
JENUCTBUS U COXPAHSIET UX. Y JAUTh UX OYAET KpailHe 3aTpyTHUTEIHHO;

5. CoOronail cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHW4HBIM HeratuB. (OTHOpa3OBbIE OCKOPOWTENBHBIE COOOIICHWS — JIydIIe
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTaIuH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSAMHU, B COLUANBHBIX CETAX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKHM COOOIIEHHI C ONpeeIEeHHbIX aPECOB;

8. Ecnmm TBI cBuueTens KuOepOywmuHra. TBOM JEHCTBHSI: BBICTYIIUTH TPOTHB IIPECIIeIOBATEIS,
[IOKa3aTb €My, 4YTO €ro JEHCTBUS OLEHUBAIOTCA HETaTUBHO, IOAJEP/KaThb KEPTBY, KOTOPOM HY)KHa
MICUXOJIOTHYECKast IOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOIO OBE/ICHUS B CETH.

MoOunbHbIi Tes1edoH

CoBpemeHnHble cMapT(HOHBI U IUIAHIIETHI COAepkKaT B cede BIOJIHE B3pOCibli (YHKIMOHAJ, U TEHeph
OHU MOT'YT KOHKYPHpPOBaTh CO CTallMOHAPHBIMHU KoMIboTepamu. OHAKO, CPEACTB 3aMUThI I TOJOOHBIX
YCTPOMCTB IIOKa OYEHB MAaJIo.

TecTupoBaHue M NOUCK YSI3BUMOCTEM B HUX NPOUCXOJUT HE TaK MHTEHCUBHO, Kak 1is IIK, To ke
camoe KacaeTcsi 1 MOOMIIbHBIX MTPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl YK€ NpPaKTUYeCKH JOTHAIM HAacTOJIbHBIE AHAJIOIH, OJHAKO
pacmmpenre pyHKIIMOHaIA BIIEYET 32 COOO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alTUIIIECHHOCTD.

Jlaneko He Bce MPOM3BOIUTENH BBIMYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30aCHOCTH MOOMIIBHOTO TenedoHa:

1. Huuero He siBisieTcs mo-HacTosuieMy OecriaTHbIM. byib ocToposkeH, Beb Korja Tede npeiaratoT
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ITUIATHBIE YCIYTH;

2. Jlymaii, npexne yem oTmpaBuTh SMS, ¢oTto mmm Buaeo. Tel TOYHO 3Haemib, Te OHU OYyIyT B
KOHEYHOM UTOre?



3. Heo6xonmumo 0OHOBIISATH OMEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Vicnons3yil aHTUBHPYCHBIC MPOTPAMMBI JIJII MOOMIIBHBIX TEIE(POHOB;

5. He 3arpyxaii npuioXeHus: 0T HEU3BECTHOI'O UCTOUYHUKA, BEJIb OHU MOTYT COZAEpKaTh BPEIOHOCHOE
IIpOrpaMMHO€E 00ecIieueHHE;

6. Ilocie Toro Kak Thl BBIMJEIIb C caiiTa, rae BBOAWI JUYHYIO MH(POPMALHUIO, 3aiii1 B HACTPOUKH
Opay3sepa u ynanu cookies;

7. Ileproanuecky MpoBepsiii KakKe IUIAaTHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

8. JlaBail cBoil HOoMep MOOMIBHOrO Tele()OHA TONBKO JIIOJAM, KOTOPBIX Tbl 3HACUIb U KOMY
JIOBEpSiEIlIb;

9. Bluetooth momkeH ObITh BBIKIIFOUEH, KOTJIa ThI UM HE MOJIb3yelbes. He 3a0bIiBait mHOT1a TPOBEPATH
3TO.

Online urpsl

CoBpeMeHHbIE OHJIAWH-UTPbI — 3TO KPAaCOUHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS, 0OBEAUHSIONINE COTHU
ThICAY 4YEJIOBEK IO BceMy Mupy. Mrpoku uccieayroT OaHHBIH MM MHp, OOLIAlOTCS ApPYr € APYIoM,
BBIIIOJHAIOT 3a/laHusl, CPAXKAIOTCA C MOHCTPAMU U MOJYYalOT OMBIT. 3@ YAOBOJICTBUE OHHM IUIATAT:
MOKYNAIOT JUCK, OIUIAYMBaIOT A0OOHEMEHT UJIM IPUOOPETAIOT KaKUe-TO OILUH.

Bce atu cpenctBa mMAayT Ha MOAJEp)KaHUE U Pa3BUTHE UIPHl, a TAaKXKE Ha caMy O€3011aCHOCTH:
COBEPILIEHCTBYIOTCSI CHUCTEMbl aBTOPHU3AllMM, BBITYCKAIOTCA HOBBIE NaTyd (UM(POBBIE 3aMJIaTKU JUIs
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nomo0HBIX Urpax CTOMT onacaThCsi HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJIBKO KpakH TBOETO HapoJis,
Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMK OOJIIIMHCTBA UTD.

OCHOBHBIE COBETHI 10 OE€30IIACHOCTH TBOETO UTPOBOT'0 AKKAyHTA:

1. Ecnu npyroii urpok BeAeT cedst II0X0 WM co37aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYHl €T0 B CIIHCKE
UTPOKOB;

2. Tloxamyicst aiMUHICTPATOPaM UIPHI Ha TUIOXOE MMOBEIEHUE STOT0 UTPOKA, KEJIATeIbHO MPUIOKUTh
KaKHe-TO JI0Ka3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii 1TnuHyI0 HHGOPMALIKIO B IPOdaiisie Urpsr,

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeopUIMaIbHbIE TATYH U MOJIBI;

6. Vcronb3yii cioKHbIE U pa3HbIE APOJIH;

7. Jlaxxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYaTh aHTUBHpYC. [IoKa Thl Urpaelilb, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WM KPAa’ka JUYHBIX JaHHBIX

OObIuHOM Kpaskell JeHer M JOKYMEHTOB CErojHs YyXe HHUKOro He yauBufillb, HO ¢ pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBILIUIEHHUKH [E€PEMECTUIINCh B HHTEPHET, M MPOJOJIKAIOT 3aHUMAaThCs
«JTFOOMMBIM) JICJIOM.

Tak mosiBUIach HOBas yrpo3a: MHTEPHET-MOUIEHHMYECTBA WJIM (DUILUHT, TJIaBHas LE€Jdb KOTOPOIO
COCTOUT B TOJYYEHUH KOH(QUACHIMAIBHBIX JAaHHBIX I0OJIb30BaTeNe — JsoruHOoB M mapoineil. Ha
aHrauiickoMm s3bike phishing untaercs kak ¢pumuHr (ot fishing — priOHas n0Bms, password — naposb).

OcHOBHBIE COBETHI IO 60pHOE ¢ (HUITMHIOM:

1. Cnenn 3a cBouMm akkayHTOM. Ecin Thl mojo3peBaellb, 4TO TBOSI aHKeTa Oblia B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Vcrionb3yii Ge30macHbIe B€O-CATHI, B TOM YHCIIe, MHTEPHET-Mara3nHOB U IIOMCKOBBIX CHCTEM;

3. Ucnionb3yit crnokHble W pa3Hble napond. Takum oOpazom, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIUIEHHUKH MOJYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B310Mall, TO HEOOXOIUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE 100aBICHbI
y T€0si B APY3bsAX, O TOM, 4TO Te€Osl B3JIOMAJId U, BO3MOYKHO, OT TBOEro UMEHH OyJIeT pacchlIaThCs ClaM U
CCBUIKM Ha (PMITUHTOBBIE CANTHI;

5. YcranoBu HaaexHbIH napois (PIN) Ha MoOUIBHBIN TenedoH;

6. OTkir0YM coxpaHeHHe mapoiisi B Opaysepe;

7. He oTkpbiBail ¢ailnbl U Apyrue BIOKEHUS B MHUCbMax Ja)ke €CJIM OHU NPULUIA OT TBOUX ApY3eil.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (hailibl;



Hudposas penyranus

[MudpoBas penyramuss - 5TO HEraTWBHAs WM TO3WTHUBHAas HWHPOpManMs B CETH O Teoe.
Komnpomerupyromas nadopMaiys pasMenieHHas B UHTEPHETE MOXKET CEphe3HBIM 00pa3oM OTpa3UThCs Ha
TBOEH peayibHOMN KU3HHU.

«u¢posas pemyramus» - 3T0 TBOH HMHK, KOTOPBIH (opmupyercs u3 uHpopMamuu o tebe B
UHTEpHETE.

TBoOe MeCTO JKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa U PaccKasbl
0 OJIM3KMX — BCE 3TO HAKAIIMBACTCA B CETH.

MHorue moapoCTKU JETKOMBICIEHHO OTHOCSTCA K IMyOJuKanuu JUYHOH mHpopManuu B MHTEepHeTe,
HE TOHMMas BO3MOXKHBIX IOCIEACTBMHA. Thl Jake He CMOXKEIIb OrajaThCsi O TOM, 4TO (ororpadus,
pasMelieHHas 5 JeT Ha3aj, cTaja MPUYMHON O0TKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapuu, pazmerienue TBoux (Gortorpaduil u qpyrue AeHCTBUs MOTYT HE HCUE3HYTh JaXke Moce
TOT0, KaK Thl MX YAaNuIlb. Thl HE 3HACUIb, KTO COXPAHMUI 3Ty MH(POPMALHUIO, MOMaja I OHa B TIOMCKOBBIE
CHCTEMBI U COXPAHMIIACH JIM OHA, a [JIABHOE: YTO MOAYMAIOT O TeOe OKpYy’Karollee JII0AH, KOTOpble HalayT u
yYBUIAT 3T0. HaliTi nH(OpMAaIHIO MHOTO JIET CITyCTsI CMOXET JIF000H — Kak U3 100pBIX MOOYKICHUH, TaK U C
HaMepeHHEM INPUYMHUTH BpeA. ITO MOXKET ObITh KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON pemyTauu:

1. Tlopymaii, mpexJie yeM YyTO-TO MyOJIMKOBATh U MepeiaBaTh y ce0s B OJ10Te WM B COLMAIBHON CEeTH;

2. B mHactpoiikax mpoQuias yCTAaHOBM OTPAHWYECHHS Ha MPOCMOTP TBOEro MNpoduiIst U ero
COJIEPKMMOT0, CAIETIal €ro TONBKO «IJIs ApYy3ei»;

3. He pa3memaii u He yka3piBaii ”HGOPMAIUIO, KOTOPAsi MOXKET KOT0-TH00 OCKOPOJISATEH MM OOMXKATh.

ABTOpCKOE NpaBo

CoBpeMeHHBIE MKOJIBHUKA— aKTUBHBIE MOJIb30BATEIN NU(POBOTO mpocTpancTBa. OIHAKO AAJIEKO He
BCE 3HAIOT, YTO IOJIb30BAHUE MHOI'MMHU BO3MOKHOCTSIMM LIM(POBOro Mupa TpedyeT COOJII0JeHHs MpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIEKTyalbHass COOCTBEHHOCTb» OTHOCUTCA K Pa3lIMYHBIM TBOPEHHUSM UEJIOBEYECKOrO
yMa, HaYMHAs C HOBBIX M300PETEHHI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH , U
3aKaH4YMBasi KHUTaMHu, poTorpadusiMu, KHHOQUIbMaMU U MY3bIKaJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TIpaBa — 3TO TpaBa Ha WMHTEIUICKTYaJIbHYIO COOCTBEHHOCTh Ha IMPOW3BEICHHUS HAyKH,
JUTEpaTyphl U UCKYCCTBA.

ABTOpCKHE TIpaBa BBICTYNAIOT B KAYECTBE TAPAaHTHH TOTO, YTO WHTEIUICKTYaJbHBINA/TBOPUECKUN TPy
aBTOpa He OyJeT HalpacHBIM, JAacT €My CIIpaBe/UIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO
TpYyAa, TOJXYYUTh U3BECTHOCTh U TIPU3HAHHE.

Huxkrto 6e3 paspelieHuss aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro INPOU3BEJCHHE, PACIpPOCTPAHSTh,
MyOJIMYHO JIEMOHCTPUPOBATh, IPOJABaTh, UMIIOPTUPOBATh, MyCKAaTh B TPOKAT, MYOIWYHO WCIIONHSTH,
MOKa3bIBaTh/UCIIONHATH B 3(upe Win pa3meniats B IHTEepHeTe.

Hcronp30BaHue «IMPATCKOT0» MPOTPAMMHOTO O0ECTICUeHHsI MOKET NMPUBECTH K MHOTUM PUCKaM: OT
MOTEPU JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOETO YCTPOICTBA, I'/le YCTAaHOBJICHHBIN He JIerajabHast
nporpamma. He crout Taxke 3a0bIBaTh, YTO CYIIECTBYET JIETAbHBIE M OECIUIaTHBIE MPOTPAaMMBI, KOTOpPbIE
MO>KHO HaiTH B CeTH.

O nopraJjie

CeteBHUOK.p(h) — TBOM ITIaBHBIN COBETUMK B CETU. 37€Ch Thl MOXeEIb Y3HaTh O 0€30IaCHOCTH B CETH
MOHATHBIM ¥ JIOCTYITHBIM SI3BIKOM, @ TIPH BO3ZHUKHOBEHWW KPUTHYECKOW CHTYallMd OOPAaTHTHCS 332 COBETOM.
A TaxKe IPUHATH y4acTHe B KOHKYpPCax M CTaTh CaMbIM IIM(PPOBBIM Irpaxa1aHuHOM!
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